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YBa)xaemMbliil nonb3oBatesb!

00O "APYOUT CEKBIOPUTU" 6narogaput Bac 3a 10, uto BbIGpanu npogykt SoftControl ATM Client. CneunanmcTsl
KOMMaHWKM nocTtapanvck, 4Tobbl Halle nporpammHoe obecneyeHne OTBEYarno cambiM BbICOKMM TpeboBaHusIM B obrna-
CTV 3aLL WTbl MHCpOPMaLMK U B TO ke BpeMs Bbino npocTbiM 1 yao6HbIM B paboTe. Mbl Hageemcs, 4to SoftControl ATM

Client 6yneTt Bam noneseH.

ABTOPCKVE MNMPABA

Matepuansl, npuBeAeHHbIE B HACTOsILLLEM AOKYMEHTe, ABnsitoTcsa cobctBeHHocThio OO0 "APYOUT CEKBHOPUTU" u
MoryT GblTb UCMONb30BaHbl TONbKO AN NWYHbLIX Lenei npuobpetaTtens NpoaykTa. 3anpelyaeTcsi BOCNPOU3BELEHME
OTAENbHBIX YacTel LOKYMEHTa, BHECEHME NPaBOK, pa3MeLLeHne Ha CeTeBbIX pecypcax, pacnpocTpaHeHue B mobon
copMe (B TOM Yucrie B NepeBoae) Ha ByMaxkHbIX U SMEKTPOHHLIX HOCUTENSIX, NMOCPEACTBOM KaHamnoB CBS3V U CPEACTB
MaccoBOW MHdOpMauuM Unn Kakum-nmbo apyrum cnocobom 6e3 cneumansHOro MMCbMEHHOrO paspeLleHns KoMMnaHum
N CChIKM Ha UCTOYHUK.

HanmeHoBaHMs 1 ToBapHble 3HaKW, NpuBeAEHHbIE B [OKYMEHTE, SBMSOTCS COOCTBEHHOCTHIO CBOWMX 3aKOHHLIX Bra-

JernbLeB.

OrPAHNYEHME OTBETCTBEHHOCTU
CopepxaHue OaHHOTO [OOKYMEHTa MOXET M3MeHATbca 0e3 npegBaputensHoro ysegomneHus. OO0 "APYOUT
CEKBIOPUTU" He HECET OTBETCTBEHHOCTM 3a HETOYHOCTU W/MNM OLIMGBKKW, AOMyLlEeHHbIe B JAHHOM JOKYMEHTe, 1N BO3-

MOXHbI yLL1epb, CBA3aHHbIA C 3TUM.

000 "APYOAUT CEKbIOPUTU", 2023 .

Mo4TOBLIV agpec:
127106, Poccus, Mocksa

HoBoBnaablKUHCKWA Npoe3a, Aom 8, c1p. 3
000 "APYOUT CEKbIOPUTU"

TenedoH:

+7 (499) 201-55-12

dakc:

+7 (499) 201-55-12

OneKTpoHHas noyTa:

O6LL e BONpoChl 1 NpeanoxeHust: support@sns-control.ru

Kommepueckue Bonpocsbl: sales@sns-control.ru

Beb-cant komnanuu: http://www.sns-control.ru

peBususi aokymeHta ot 07.07.2023
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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl ATM Client (zanee no tekcty — SoftControl SysWatch) npegHasHayeH ons saumtbl oT
HECAaHKLMOHMPOBAHHOIO JOCTYNa K MHAOPMALMOHHBIM PecypcaM KOMMbIOTEPOB, (OYHKLIMOHMPYLO-

wmx nog ynpasnenvem OC cemerictBa Microsoft® Windows®.
1.2 Bo3moxHoOCTH

SoftControl SysWatch siBngeTcsa npoakTUBHLIM CPeACTBOM 3aLLMThl, OTHOCALLMMCS K Kraccy cu-
cTem npefoTtBpaweHua BTopxkeHu Host Intrusion Prevention System (HIPS). SoftControl
SysWatch aHanmampyeT akTMBHOCTb NPUIOXKeHUI U BIIOKMpYeT onacHble ENCTBUSA, KOTOPbIE MOTyT
NpPUBECTU K HepaboTOCNOCOBHOCTN CUCTEMBI UM opye/noTepe KoHUAEeHUMansHom nHpopmaumm
nonb3oBaTens, obecneunBaeT 3aLyTy OT pasimdHbIX BUOOB BpeaoHOCHOro 10, ya3BMMOCTEN «Hy-
NEBOTO AHA» U APYrxX 4ENCTBUN 3110YMbI LLIEHHMKOB.
SoftControl SysWatch npegocrasnseT creayrouye 0CHOBHbIE BO3MOXHOCTMU:
* [lpoaktTMBHaa 3awmTta Ha ©0ase 3anaTEHTOBAHHOW TEXHOSIOMMM KOHTPOSS MPUIOXEHWI
V.I.P.O. (Valid Inside-Permitted Operations):
®  OMHAMMWYECKUIA KOHTPOSb LIENIOCTHOCTU — OBHapyKeHMe MonbITOK HECaHKLMOHMPOBAHHOIO
3anycka npuroXxeHun n 6rokMpoBKa 1x 3anycka A0 TOro, Kak MPUroXeHne MoXeT HaHeCTu
Bpen cucteme;
* OuHaMMYecKas «NecoYHMLa» — 3anyck noTeHumansHo onacHoro NO B orpaHMy4eHHOM 13o-
NMpoBaHHOW cpee;
®*  OMHAMUWYECKUIA KOHTPOJSb PECYPCOB — KOHTPOSb 4OCTYNA K (hairioBon cucteme, Krodam u
3HaYeHUsIM KIoyen peectpa, BHewHum yctporctBam (USB-Hakonuterm, CD/DVD-aunckn,
LPT- n COM-nopTbl) 1 ceTeBbIM pecypcam ((byHKUMM BpaHamayapa) Ha ypOBHE Npurioxe-
HUN.
= ABTOMaTM4eckas HacTpomka (cbop npocuna cuctembl): NpopuMpoBaHNe 3aLyLREMON
CUCTEMbI C Lierblo JarbHENWero KOHTPOns LenoCTHOCTU €€ UCXOAHOIO COCTOSAHMS.
* BbIbop pexxmumoB 06paboTkn cobbITUN Ge30NacHOCTH:
®  KraccudecKkun (py4HOM) pexum, No3BOSSOLLMIA NOSNb30BaTeNko camomy bopmmpoBaTh Mo-
TMUTUKY aKTUBHOCTW, NPYHMMAs peLLEHNS MO 3anyCcKy 1 BrIOKMPOBKE NPUIIOXKEHUIA BPYYHYIO;

®  3KCMepTHbI (ABTOMaTUYECKMIA) PEXIM, B KOTOPOM MporpammMa aBToMaTU4eCcKn NpuHUMa-

SSSS————————————e—
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€T peLleHns OTHOCUTESbHO 3anycka M OrIOKMPOBKM NPUMOXKEHUA HA OCHOBE TEKYLLEW MoSn-
TUKM aKTMBHOCTW U 3af@HHbIX HACTPOeK 06paboTKu.

M'mbkasa HacTpoWnka npaBuN aKTUBHOCTM:

®  BO3MOXHOCTb 3aJaHusi YaCTHbIX NPaBWI 4N OTAEbHbIX NPUSIOXEHWN,

® BO3MOXHOCTb 3aJaH1s UCKIMIOYEHUI MO JOCTYNY K hannoson cucteme, peectpy n USB-Ha-
konutenam («6enbin cnncok» USB-Hakonutenen);

® BO3MOXHOCTb 3a[aHusi BPEMEHHbIX MHTEPBArioB AEVCTBMA NpaBwui JOCTyna K (hannosomn
cucTeMe, peecTpy, ceTeBbiM pecypcam n USB-Hakonutenam;

® BO3MOXHOCTb 3afaHusi y4eTHbIX 3anMcen nosib3oBaTesnien, Ha KOTopble pacnpocTpaHaeT-
CcA OencTsBue npaBwun AocTyna K dhanroBon CUCTEME, PEECTPY, CETEBbLIM pecypcam U
USB-Hakonutenam.

XpaHeHue NCTOPUUN aKTUBHOCTU NMPUNOXKEHUN:

®  BO3MOXHOCTb MPOCMOTPAa UCTOPUM aKTUBHOCTW OTAENbHbIX MPUIIOXKEHWI;

® BO3MOXHOCTb COXpaHEHUs1 pe3epBHbIX KON DanroB, M3MEHEHHbIX BblBpaHHbIM Npusio-
XeHueM, ans ux nocrieayoLero BOCCTaHOBIIEHUST B Cllydae HeoOXoaAMMOCTW.

AHTUBMPYCHaA 3almTa: MHCTPYMEHTbI 1151 aHTMBUPYCHOW MPOBEPKN CUCTEMBI 1 06Ee3BpEXM-

BaHWA 13BeCTHOro BpefoHocHoro MO (BMpYyChl, TPOSIHCKME NPOrpaMmmbl, YepBu, NPoOrpamMmmbl-

LLMWMOHBI 1 T.A4.) C UCMOMb30BaHneM akTyanbHbIX 6a3 curHaTyp.

Peructpaumsa cobbiTn 6€30NacHOCTM U CTaTyCOB NPOrpamMMbl B OTYETbI: COXpaHeHMe

AeTanm3mpoBaHHoW nHpopmMaumm o paboTe nporpammbl B doannbl TEKCTOBbIX oT4yeToB 1 \WMI.

Camo3awmra nporpamMmmbi:

® BO3MOXHOCTb YCTAaHOBKM NaposibHOWN 3aLyThl MHTEpdenca 1 yaaneHs nporpamMmel;

®  BO3MOXHOCTb BbIK/TOYEHUS BHELLHErO JOCTYMa K CUCTEMHOM Criyxbe.

CoxpaHeHue U BOCCTaHOBJIEHUE HAacTPOEK NpOorpamMmbl: BO3MOXHOCTb COXpPaHEHUs pe-

3epBHOM KOMWW HACTPOeK nporpaMmmbl AfA MX MOCMedylowero BOCCTAHOBIEHUA B Crydae

Heob6XxoaMMOCTW.

Bo3MOXHOCTb yaaneHHOro ynpaBrieHUA: B Criydae NnpyMeHeHns nporpamMmMbl B COCTaBe C

nporpaMmmHbimM npoayktom SoftControl Service Center, BO3MOXHO yaaneHHOe LeHTpanmso-

BaHHOE yrpaBrieHne 3K3eMMnrsipamMmun NporpamMmbl, HACTPOVKA U MOHUTOPUHI COCTOSIHUS 3aLyt-

Tbl HA 3alWMLaeMbIX yCTpOVICTBaX C NnomMouwpto cpeactB agMUHUCTPUPOBAHUA.

- (7 ]
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1.3 YcnoBHble 0603Ha4YeHUA U TePMUHbI

1.3.1 O603HauYeHusd

YcrnoBHble 0603Ha4YeHUs, npuMmeHdaemMble B aHHOM OOKYMEHTE, npmseaeHbl B Taobn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHUsA

Mpuwep 0603HayeHus

i BaxxHasa nHdopmaums.

Ycnosue YcnoBue BbINOSTHEHWS, npumedyaHue, npumMmep.

— 3arofioBKM U COKpaLL eHus;
O6HOBUTL — Ha3BaHVs 3KPaHHbIX KHOMOK, CCINOK, MYyHKTOB MEHI0, OPYruX 3feMeHToB
nporpamMmMHOro nHTepgerca.

TEPMUHbI (OnNpegeneHns);
lMonumuka KoHMpors — UMeHa annoB 1 apyrnx OObEKTOB;
— TeKCTbl COOOLL EHWI, BLIBOAMMbIX MOMb30BATENIO.

C:\Program Files\SoftControl Mym k dannam, katanoram, Kro4Yam CUCTEMHOro peecTpa.

2NN Rk R ANS AR W EVAVI S ESKEISN O WA D parMeHTb! MPOrpamMMHOTO Kofa, KOMaHHbIX 1 KOHAMIY paLMOHHbIX hairos.

<kaTtanor  YCTaHOBKM SoftControl
SysWatch

Mpunoxetue Cchbifnkn Ha BHYTPEHHWE pecypchl (pasaernbl JOKYMEHTa) C ykazaHueM Homepa|
CcTpaHuUbl N Ha BHewHWe pecypcbl (URL-agpeca).

Mona ana sameHbl yHKUMOHANbHbBIX Ha3BaHWA (aKTUHECKMMN 3HAYEHUAMM.

1.3.2 CokpaweHun

B gaHHoMm gokymeHTe ynoTpebnstotes 6e3 pacwmpoBKmM crieytowme COKpaLLeHUs:
s TN — rpadnyeckmn MHTEpPGENC Norb3oBaTess;
++» O3Y — onepaTuBHOE 3anomMuHaloLEe YCTPOUCTBO;
+»» OC — onepaumoHHas cuctema,;
¢ MO — nporpammHoe obecneveHue;
% YC — ycTponcTBO caMmoobCrykmBaHus;
¢ UM — ueHTpanbHbIn NpoLeccop;

¢ QUM — anekTpoHHasa uncpposBas NnoanucCh.

1.3.3 NMoccapum

Tabnuua 2. Fnoccapumn

Mosicenve

Komnnekc Mep Mo npefoTBpaLl eHNl0 BPe4OHOCHbLIX BO34ENCTBUA, OCHOBAHHbLIN Ha

npoaKTI/IBHaFI 3auimnta
NPEBEHTUBHbLIX TEXHOJ1IOTNAX.

rlpeBeHTI/IBHbIe TEXHOormm I'Iepe,u,osble TEXHOJIOrnMn 3aLl Utbl AaHHbIX, B OCHOBE KOTOPbLIX NEXUT aHalnn3 akTmB-

ES————————————————— e
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HOCTU Ha KOMMbIOTEPE MONb30BaTENSA: AENCTBUIN MOOLIX NPUMOXEHWIR, Crnyx6 one-
pPauMOHHON CUCTEMBI, 4ENCTBMN NOSb30BaTENs, akTMBHOCTM U3BHE U T.4. B otnnyune
OT peaKTMBHbLIX TEXHOJIOMUIA, Ha KOTOPbIX MOCTPOEHLI TakMe cpeacTBa 3alluTbl, Kak
aHTVBMPYCbl M NEPCOHamNbHbIE CETEBbIE 3KPaHbl, MPEBEHTUBHbLIE TEXHOMOTUW aHanu-
3MPYIOT HEe Ko ObObeKkTa, a OTCMEeXMBAKOT MOTEHUMANbHO OMNacHble AEeWCTBUS, Bbl-
nonHsiemble um. CnepoBaTtesibHO, NHCTPYMEHTbI NPOAKTUBHOWM 3aLluTbl HE TPebytoT
HanMunsi U NOCTOSIHHOrO OOHOBMNEHNST 6a3 Bpe4OHOCHOro koda, YTo SBMSeTCsl Heoo-
XOOMMbIM ANS TPAAULUMOHHBIX CPEACTB 3all UTbl.

PeakTuBHbIe (CUrHaTypHbIE) TEX-
Horormm

MeTtoa paboTbl aHTMBUPYCHOIO MPOrpaMMHOro obecneyeHust 1 cucteM OBHapyXxe-
HMS BTOPXKEHUIA, NPY KOTOPOM MporpamMmma B npoLecce aHanu3a obbekTa obpallaeT-
cs k 6a3e OaHHbIX M3BECTHbIX BUPYCOB U MPOBEPSET COOTBETCTBME KAKOro-nmbo
y4yacTka koga npocMatpuBaemMoro obbekta M3BeCTHOMY Kogy (CurHatype) Bupyca B
0ase gaHHbIX.

Monntuka KOHTPOIA

LlenocTHbI Habop NpaBuil KOHTPONSA aKTUBHOCTM.

MpaBuno KOHTPOMs akTMBHOCTU

HabGop ycnosun, onpegenswwmx OEACTBME NPUMOXKEHUS M peakuuo Ha Hero
SoftControl SysWatch.

Mpodminb cucTembl

Basa paHHbIX, XpaHsilasicsa NoKanbHO Ha KJIMeHTCKOM XOoCTe W cofepxallas
KOHTPOSIbHbIE CYMMbl MCNOJIHAEMbIX Moayrnen. [Npodmnb cucteMbl co3gaeTcs B
pesynbTate aBTomatMieckon Hactponkm SoftControl SysWatch (onepaums cbopal
npogmns).

MpunoxeHune B npodumre

MpunoXxeHwe, KOHTPONbHas CyMma KOTOpPOro ecTe B Npodune cucteMbl.

OtcnexnBaemoe npunoXxexHume

MpunoxeHne, dakT 3anycka kotoporo SoftControl SysWatch obHapyxun Ha Knu-
€HTCKOM XOcCTe B npoLecce paboTbl C MOMEHTa yCTaHOBKM.

[loBepeHHOe npunoxeHve

OTcnexunBaemoe npunoxeHuwe n3 I,ﬂ,OBel.')eHHOI?I 3O0HbI BbIMNOJIHEHUA.

OrpaH/n4YeHHOoe NpUIoXXeHne

OTcnexunBaemoe npunoxeHuwe mn3 orpavaeHHoﬁ 30HbI BbIMOJIHEHMUA.

3anpeLL eHHOe NpUnoXxeHue

OTcnexnBaemMoe nNpunoXxeHwe 13 3anpeleHHOW 30Hbl BbINOMIHEHUS.
SoftControl SysWatch 3anpeliaeT 3anyck Takux MNpUroXeHUn Ha KIMEHTCKOM XO-
cTe.

30Ha BbINOMHEHNS (LOBEPEHHas,
OrpaHMyeHHas, 3anpeLy eHHas)

OtaoenbHasi NoNMTUKa KOHTpOINA, npuMmeHdaemMasa K nogMHOXeCTBY OTClieXuBae -
MbIX I'IpVIﬂO)KeHMﬁ. Bcero Ha kax4oM KIIMEeHTCKOM XocTe MMeeTcs 3 30Hbl Bbl-
NONHEHUA: OoBepeHHad, orpaHnyYeHHad, 3anpeLlleHHas. Jllo6oe oTcnexuBaemoe
npUnoXxeHue nNpnHaanexuT K O HOW N3 3TUX TpeX 30H BbIMOJIHEHUA.

WHcTannatop

MpunoxeHne, kotopoe SoftControl SysWatch aspuctmueckn onpegenun kak npo-
rpammy, npefHa3Ha4YyeHHy ANs yCTaHOBKU APYrMX Nporpamm, WM KOTOpoe Mofib-
30Bateflb MOMETUI Kak MHCTanmsTop. MHCTannaTtop Mmeet ocobble npuBuMiernn no
3anycky (cm. Hwke «Pexum obHoBrneHns MOy).

Pexum obHoBneHnus MO

Pexum 3anycka npunoXxeHusi, Npy KOTOPOM MPOUCXOAWUT MoMelleHne B npodwmib
CUCTEMbI CaMOro MPUIOXKEHUA U BCEX CO34aHHbIX UM M3MeHeHHbIX UM PE-dainnos.
[oyepHne npouecchbl AaHHOTO NPUINOXKEHWS HacneayT pexum obHosneHus MMO.

V.I.P.O. (Valid Inside Permitted
Operations)

Y4yeTHas 3anucb Monb3oBaTtens C orpaHU4eHHbIMU nNpaBamMu (OrpaHuyYeHHbIn Habop
CUCTEMHbLIX MPUBUIETUA, OTCYTCTBME AOCTYyNa K CUCTEMHbIM 0b6bekTam). CryxuT
OTs1 OpraHM3aLmm NecOoYHULbI MK 3anycke NPUroXeHu n obecneynBaeT LOMNOMHU-
TENbHYH 3alMTy OT NOTEHUMArbHbIX BPEAOHOCHBIX BO3AENCTBUIA NPUIOXKEHUN, KO-
TOPbIM Herb3s MOMHOCTLI0 A0BepATb. 3anyck C UCMOMb30BaHMEM YYETHOW 3anucu
V.I.P.O. MOXHO yCTaHaBnNMBaTh TOMbKO AN OFPaHUYE€HHbIX MPUIOXEeHUN.

PE-gaiin

UcnonHaembin darin B goopmate PE (Portable Executable). daHHbii dopmat mc-
nomnb3yeTcsl B OnepaLuoHHbIX cuctemax cemenctBa Microsoft® Windows® gns mc-
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nonHsiembix dpannos (EXE), gmHamunyeckmx 6mbnmotek (DLL) n HekoTopbIx Apyrux
MNOB (hansos.

CpeacTtBo BbMUCIIUTENBHON TEXHUKKU (pabovasi cTaHuMs, cepBep, TepMMHan camo-
obcnyxmBaHua), Ha Kotopom yctaHoBneH SoftControl SysWatch.

KnueHTtckui xocT

- (W]
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lMpuryun pabomsi SoftControl SysWatch

2. MpuHuunn paboTtbl SoftControl SysWatch

SoftControl SysWatch nogaepxvBaet agBa mexaHuama 3aumtbl — NPOUIb CUCTEMbI U MOSUTKKA
KOHTponda. 3agava npourns — coxpaHeHue nepBoHavarnbHom LenoctHoctn OC n Bcex ee KOMMo-
HeHTOB, BKrtovas MO, yctaHoBNeHHOe nonb3oBaTenieM. MNommTka KOHTpons npeacTaBnseT cobon
Habop NpaBwWI KOHTPOSA aKTUBHOCTU M onpeaendeT AeNCTBUA NpuroxeHuni n peakumo SoftControl
SysWatch Ha a1 genctBua. Nonutrka KOHTPOSA NO3BONSET pasrpaHnimBaTth JOCTYN K pecypcam

CUCTEMDbI.

- 4
Mpodurb crcTeMbI (@BTOMaTUYECKasi_HacTpoiika ") cosgaeTcs npy nepeoM 3anycke SoftControl

SysWatch. Mo ymorMaHuio npegnoraraeTcd, YTO KOMMbKTEP, HA KOTOPbIM yCTaHaBIMBaETCA
SoftControl SysWatch, He cogepxut BpeaoHocHoro 0. Bce npunoxeHus, KoTopble yxe Oblnm

YCTaHOBJIEHbI HA KOMMNbIOTEPE, 3aHOCATCA B I'IpO(bVU'Ib CUCTEMDbI.

MpaBuma KOHTPOMS aKTMBHOCTU OMpeaensoT 30Hbl_BbIMNOMHEHVS NpUioxeHun > (noBepeHHas,

orpaHudeHHasi, 3anpelleHHas). MNMocne cbopa npoduna BcemM NPUIOXKEHUSIM B HEM Ha3HavaeTcs

JoBepeHHad 30Ha.

NetansHas HacTpoika SoftControl SysWatch °*, B Tom uncrie BbIGop pexwiva 06paboTkm UHL-

1

aeHToB 6e3sonacHocTy (pyuHoii ° nmm asTomaTyeckuii °*), 1 3aaaHve NpaBuUn KOHTPOA aKTUBHO-

ctn " ocyllecTBRSIETCS NoMnb3oBaTenieM nocne c6opa Npocuns.

Mpodunb paboTaeT crieayrolmm o6pasom (cM. cxemy Hke ). [pu nonbITKe 3amnycka Kakoro-n-
60 npurnoxenua SoftControl SysWatch nposepseT, Haxogutca mm oHo B nNpodoune cuctembl. Ecnm

npuroXxeHue B rlpod)mne, €ro 3anyck npomcxogunt CorriaCcHo 3agaHHbIM rnpaBWiaM_KOHTPOJIA aKTUB-

HocTn . TIpUroXeHns M3 3anpeLLEHHO 30HbI BriokMpytoTes. Ecrim npurioxerns HeT B npodure,
OHO CYMTaeTCsl NoTeHUManbHO OMacHbIM, U AanbHenUme OEeNCTBUSA 3aBUCAT OT BbIOpaHHbIX Ha-

CTpOEK.

[N HCTanNATOpPOB BbINOSHATCA NPOBEPKA Ha Hannuune gencteutensHon OLIN. 3anyck nHctanns-
TopoB ¢ geunctButenbHon OLIM paspewaetca. s noanucaHHbIX MHCTANNATOPOB BO3MOXHA O0-

norHUTENbHas mposepka cepTudukata LM Ha Harmume B 6erioM crvicke cepTudukatos 2,

onpegesniieMom noJjib3oBaTtesieM.

[enctBus npu 3anycke HENOANUCaHHOIO MHCTaIITopa WM UHCTanATopa C He4eUCTBUTENbHON
QU aHanorn4Hbl 4eNCTBUAM MpU 3anycke NPUIoXXeHus, He BHECEHHOIO B NPOMWIb cucTeMbl. 3a-

MNYCK MHCTAJTIATOPOB U BbINOJIHEHNE CKPUMNTOB OrpaHNYMBaroTCA B CrieQyroLWyX Criydadax

- (W]
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® OTCYyTCTBME Y MHCTamaTopa/ckpunta SLIT;
® Harmyme JQUI, cpok gencTeus ceptudmkata KOTOPOW UCTEK, MPU OTCYTCTBUM NoanmcaH-
HOW METKN BPEMEHU;
® Harmune QUM HemsBecTHOro npowussoguTens, ymbo npoussogutens, Ybsa JUIM Gbina
yKpageHa 3royMmblLLIEHHWUKOM;
® otcytcTBMe cepTucpmkata QLM B 6ernom cnincke cepTuduKaToB.
B kaxgoMm 13 ykasaHHbIX ClydaeB CYyLLEeCTBYET PUCK 3apaxeHus BpedoHOoCHbIM 10 1 HapylweHus

LIeNTOCTHOCTY NPOrPaMMHOIO OKPY)XEHVSI 3aLLULLAEMOI CUCTEMBbI.

Mormtuka koHTponst paboTaeT criegyoumm obpasom. [Ans HesanpeLleHHbIX NpUIoXeHun (qose-
pPEeHHasi 1 OrpaHNYeHHas 30Hbl) 4ENCTBYIOT 3a4aHHbIe M0 YMOSHaHuio 1 obupe B nNpeaenax Kaxaon
30HbI NMpaBura gocTyrna K (hanrnoBon cucteMe, CUCTEMHOMY peecTpy U BHELLHMM yCTpoucTBam, No
CeTeBOW aKTUBHOCTU, NPUBUIENMAM NPOLIECCOB U MEXNPOLLECCHOMY B3anmoaenctsuo. Kpome To-

ro, KaKgomy rnpurioXXeHM MoryTt ObITb Ha3Ha4YeHbl YacTHblE NpaBuna 70. Bce npaBuna_koHTposrs

aKTMBHOCTU "', neiCTBYIOLLME ANA AAaHHOM 30HbI, PACNPOCTPAHAIOTCA U HA MHCTAITIATOPbI.

MPUNOKEHNSIM U3 OTPAHMYEHHON 30HbI MOXHO HA3HAYMUTL ° creumarbHYIo YYeTHYlo 3an1chb
«V.1LP.O.» c orpaHn4eHHbIMM NpaBamun. [JaHHasa ydyeTHasa 3anuchb:
® yMeeT OrpaHMYeHHbIN Habop CUCTEMHBIX MPUBUNETNIA;
® He uMeeT JOCTyna K CUCTEMHbBIM pecypcaM B COOTBEeTCTBMM C nosmtkamu OC (Tak kak
SBJIIETCH rOCTEBOM YHETHOM 3aMUCHI0);
® He JaeT BO3MOXHOCTb 3arpyxatb 6ubrmotekm 6e3 SLUIM, koTopbix HET B Npodure.
3anyck npuroxeHun nog ydetHou 3anuceio «V.L.P.O.» obecneunBaeT AOMNONHUTESNBHYIO 3aLLUTY CU-

CTEMbI OT NoTEeHUMalrbHbIX BPE€OOHOCHbIX BO3ENCTBUN.

-
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TpebosaHusi K annapamHoMy U NpospamMmMHOMY 06ecreyeHuUro

3. TpeboBaHuA K annapaTtHOMYy U NporpaMmMHoOMy obecrne4vyeHuro

3.1 CuctemHble TpeboBaHusa SoftControl SysWatch

Ta6nuua 3. MMHUManbHblIe cUCcTeMHble TpeboBaHUsA

YactoTa LI

O6bem cBo6OA-
HOro npo-
CTpaHCTBa Ha

KnueHTtckue one PaUuNOHHbIEe CUCTEMbI:

)K€ CTKOM Aucke
150 Mb
+
[OMNONHUTENBLHO
ot 120 MB ansa
XpaHeHNs1 aHTUBW-

pyCHbIX 0a3
Microsoft® Windows® XP (SP2) 32-paspsidHas® 3 800 MI'y 512 MB
Microsoft® Windows® XP (SP3) 32-paspsdHas®> 800 MI'y 512 Mb
Microsoft® Windows® XP (SP2) 64-paspsdHas?> 800 MI'y 512 Mb
Microsoft® Windows® XP Embedded (SP2) 32-paspsdHas?> 800 MI'y 256 MB
Microsoft® Windows® XP Embedded (SP3) 32-paspsdHas??
Microsoft® Windows® Embedded for Point of Service 1.0 32-pa3psd-| 800 MIy, 256 Mb
Has?
Microsoft® Windows® 7 (SP1) 32-paspsdHas® 1My 1TB
Microsoft® Windows® 7 (SP1) 64-paspsdHas’® 1My 2Tb
Microsoft® Windows® 8 32-paspsioHasi 1My 1TB
Microsoft® Windows® 8 64-paspsidHas 1My 2Tb
Microsoft® Windows® 8.1 32-pa3spsidOHasi 1My 1TB
Microsoft® Windows® 8.1 64-paspsidHas 1My 2Tb
Microsoft® Windows® 10 32-pa3psidHas 1My 1B
Microsoft® Windows® 10 64-pa3psidHas 1My 2Tb
Microsoft® Windows® 10 loT Enterprise 32-paspsdHas 1My 1B
Microsoft® Windows® 10 loT Enterprise 64-paspsdHas 1My 2Tb
CepBepHble onepaLvoHHbIE CUCTEMbI:
Microsoft® Windows® Server 2003 (SP2) 32-paspsdHas®> 800 Mry 512 Mb
Microsoft® Windows® Server 2003 (SP2) 64-paspsdHas®> 800 MI'y 512 Mb

- ® ]
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TpebosaHusi K annapamHoMy U rpospamMmMHOMY 0becrneqyeHuro

YactoTa LI

O61Lem cBoboa-
HOro npo-
CTpaHCTBa Ha
XeCTKOM OuUCKe

Microsoft® Windows® Server 2003 R2 (SP2) 32-paspsidHasi®® 800 MIy 512 MB
Microsoft® Windows® Server 2003 R2 (SP2) 64-paspsdHas®> 800 Mry 512 Mb
Microsoft® Windows® Server 2008 R2 64-paspsdHas™® 1,41Ty 512 Mb
Microsoft® Windows® Server 2012 64-pa3psdHas’® 1,4 Ty 512 Mb
Microsoft® Windows® Server 2012 R2 64-paspsoHas® 1,4 Ty 512 Mb
Microsoft® Windows® Server 2016 64-pa3psdHas’® 1,4 Ty 2Tb

Microsoft® Windows® Server 2019 64-paspsdHas® 1,4T1Tuy 2Tb

MpumeyvaHus:

1. MNMoppepxvBatoTca BCe nonyrnsipHble NratdopMbl oA yrpasreHneM ykasanHbix OC.

2. TpebyeTtca yctaHoBka Visual C++ 2008 SP1 Redistributable Package x86 (B 1. 4. ana

64-paspsagHeix OC).

3. Windows XP n Windows Server 2003 moxeT TpeboBaTb AOMNOSHUTESbHBIX YCIOBUN 3KC-

nnyatauumm (nogpobHee cMm. OBHOBIIEHME KITMEHTCKMX KOMMOHEHTOB N aHTUBUPYCHbIX 6a3

Ha Windows XP '*).

4. Tpebyetca obHoBneHne KB3033929 wm noboe aHanormyHoe (nogaeplkka anropurma

xawmpoBaHua SHA-256 npu nposepke LmdpoBOM NOANMUCH).

5. NopoepxmBatoTcst TONbKO BapuaHTbl yctaHoBkM OC ¢ pabounm CTorom.

-— (€ ® ]
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4. YctaHoBKa n Hactpomnka SoftControl SysWatch

SoftControl SysWatch MoxeT 6blTb YCTAHOBIIEH Ha KIMEHTCKME XOCTbl Kak fokarnbHo >, Tak v of-

HUM 13 yOarneHHbIX LieHTPamMa3oBaHHbIX © Crnoco6oB. BbiGop Moaxoasiero crnocoba yCTaHOBKM

3aBMCUT OT KOHKPETHbIX YCIIOBUA NMPUMEHEHMSI 1 ONPeensieTcs Ha OCHOBE Takux KpUTepues, Kak
KONMMYECTBO KOHEYHbIX TOYEK, OpraHM3auus ceTu, NonmTika 6e3onacHoCTM U ApYyrx oCoGeHHOCTEN

cpeabl pasBepTbiBaHUSA.

B pmaHHOM pa3sgene Takke npuBegeHa uHgopmauma no peructpaumm SoftControl SysWatch Ha

cepsepe ** SoftControl Service Center.

4.1 JlokanbHas ycTaHOBKa

[aHHbIi MeToq NpeanonaraeT fokanbHyl YCTaHOBKY 3K3eMMiisipa MPWIIOXKEHUST Ha KaXabl K-

€HTCKMI XOCT.
BoamoxHbI criegytolpe BapuaHTbl fiokansHon yctaHoBku SoftControl SysWatch:

* B 06bIYHOM PEXUME (C UCMIONb30BAHWEM UHTEpdelica nonb3oBaTtens) >

® B TVXOM pexume °';

* B TUXOM PEXUME C NPUMEHEHNEM KOHMrypaLWoHHOro daina .

4.1.1 YcTtaHOBKa B OOLIYHOM pexume

1) 3anyctute yctaHOBOYHbIN NakeT SysWatch.msi.

2) B okHe YcTaHoBKa SoftControl SysWatch Haxxmute Ha kHonky [lanee (puc. 3anyck nporpam-

Mbl YCTaHOBKM ).

ﬁ)’aﬂﬂonmSoﬂComml SysWatch EI = @

Bac NpuBETCTBYET MacTep YCTaHOBKM
SoftControl SysWatch

MacTep ycTaHoskM yeTanoenT SoftControl SysWatch Ha
KOMNBOTEPE, HawmuTe kHonky “Janee”, ytobel
MPoAOMKMTE, MW KHOMKY "OTMeHa", UToBkl BEIATH U3
MECTEPA YCTEHOBKH,

Hazan

OTMEHA

PucyHok 1. 3anyck nporpamMmbl YCTaHOBKU

-_— (W]
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YemaHoeka u Hacmpotika SoftControl SysWatch

3) B cnyvae Bawlero corracus, Bblbepute napameTp A npMHUMar0 yCcnoBusi SIMLUEH3NOHHOIO

COrnalleHms 1 HaxMuTe Ha KHorky [lanee (puc. JIuLeHaoHHoe corratueHme ).

ﬁ Yeranoeka SoftControl SysWatch — x

NuueHznoHHOe CornaleHne

, SoftControl
BHMMaTENBHD NpoYMTanTE CNeqyHoWee NMUEHIMOHHOE COrnaleHm e

MMMUEH3MOHHOE COMNMALLEHME
1. TMpeameT cornaweHua

HacToAwee AMUEHSWOHHOE cornawedue (ganee CornalweHwe) AsnAeTcA
IOPUAMYECHUM  OOKYMEHTOM, S3HAYEeMBEIM - mewgy OBwecTeom c
OFPEHWYEHHOM OTBETCTBEHHOCTEO OO0  «MPOTEKIUEH TEXHONOD#HM»
{nanee - Npaeoobnagatens) ¥ Bamu, dUIMHECKUM AN HKEWAMHECKMM AULOM

(aanee - Tonb30BaTens), MNPEBOMEQHT  BASLEIOWMM  3HIEMMIAPOM
nporpammHore npogykta rpynnel "SoftControl” (ganee - Mporpammyeit
npogyKT). W

A MPMHAMEKD YCNOBWA NMUEHSMOHHOD COrnalleHna

MevyaTe Hazaa lanee OTMEHa

PucyHok 2. JluueHanoHHoe cornaiweHue

4) Buibepute katanor ana ycraHoBku SoftControl SysWatch (¢ nomousto kHonkn U3MeHnTb) 1 Ha-

muTe Ha kHorky [anee (puc. MyTb yctaHoBku ).

ﬁ Yeranoeka SoftControl SysWatch EI' =] '@

KoHeuHana nanka

. . SofcControl
HawmuTe kHonky 'fanee’ uTofkl YCTAHOBWTE B Nanky
No YMONUEHWKD MB0 HaMUTE 113MeHMTE' UTobbl BRIBPaTE APYryIo Nanky.

YcraHoeuTe SoftControl SysWatch B:

|C \Program Files\SoftControl\SysWatch',

WsMEHM T,

[ Hazan ][ Hanee ] [ OTHEHS ]

PucyHok 3. lNyTb ycTaHOBKMU

5) Mo ymoryanunio nocne yctaHoBkm SoftControl SysWatch HaumHaeT cbop npoduns cmuctemsl

(pvic. Bkrouenve c6opa npodura *®). Tak Kak 3TOT NPOLIECC 3aHNMAET HEKOTOPOe BPEMS, Bbl

MOXeTe CHATb (hriaxxok Bknrountb c60p npodunsa nocne yctaHOBKMU 1M3anycTuTbL COOp Npo-

cuns noaxe (cM. pasaen 3anyck no Tpe6osaHmio V).

- ® ]

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl ATM Client Bepcus 6.1.199 Pykoeodcmeo ronb308amerisi

YcmaHoska u Hacmpouka SoftControl SysWatch

‘_'@ Yeranoska SoftControl SysWatch EI = @
BoibepnTe THN yCTAaHOBKH
. SofcControl
YrakuTe Hanbonee NoAXoAAWMA THN YCTEAHOBKN
BrntoumnTh chop Npodwna nocne YCTaHoBKM,
[ Hazaan ][ Hanee ] [ OTmeHa ]

PucyHok 4. BknouyeHue cb6opa npocduns

6) HaxxmuTe Ha kHomnKy YCTaHOBUTL (pyc. [OTOBHOCTL K ycTaHoBke ).

ﬁ)’naﬂouaSoﬂContml SysWatch EI =] IEI

Bce roToeo K ycraHoBke SoftControl SysWatch SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ 'SIYCI'EHOBMTIJ J [ OTtmeta

PucyHok 5. [0OTOBHOCTb K yCTaHOBKe

7) [loxauTecb OKOHYaHWs MpoLiecca ycTaHOBKM (puc. MpoLLece yeTaHoBKU ).
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YcmaHoska u Hacmpouka SoftControl SysWatch

‘_'@ Yeranoska SoftControl SysWatch EI = @
Ycravoeka SoftControl SysWatch SofcControl
MopowanTe, NOKa MECTEP YCTAHOBKM yeTaHasnmeaeT SoftControl SysWatch.

CocToaHe:  KomMpoBaHue HoBeIX daiinos
— !

Hazan Nanee OTMEHA

PucyHok 6. MNpouecc yctaHOBKU

8) MNocne nosiBrieHnsi coobwenna YcmaHoeka SoftControl SysWatch 3asepweHa Haxmute Ha

kHornky MoToBo (pvic. 3aBeplieHmre yCTaHoBKM ).

#)’aaﬂouaSoﬂContml SysWatch EI =] IEI

YcraHoeka SoftControl SysWatch
3apepLueHa

HaokmuTe kHonky “ToToBo", UTobkl BEIATH U3 MacTepa
YETEHOBKM,

Hazan loToBo OTMeHa

PucyHok 7. 3aBeplueHne yctaHOBKMU

4.1.2 YcTtaHOBKa B TUXOM pexume

YcrnoBue: BCe Larn BbINOSHAKTCS NO4 YYETHOM 3anvcbio C NpaBaMun agMuHucTpaTtopa.
1) CkonupymTe ycTaHOBOYHbIN NakeT SysWatch.msi B kaTaror C:\Temp KIMEHTCKOrO XOCTa.

2) 3anyctute KomaHgHyto cTpoky Windows 1 BbINOMHUTE CrieayoLLyto KoMmaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" /quiet

-_— (W]
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B crnyuae ycnexa msiexec.exe 3aBeplmT paboTy ¢ kogom Bo3spata 0. B npoTuBHOM cryyae kof

Bo3Bpata OygeT umeTb [fpyroe 3HadeHnve. [logpobHee cMm. https://docs.microsoft.com/ru-ru/

windows/win32/msi/error-codes.

4.1.3 YcTtaHOBKa B TUXOM pexume ¢ NpUMeHeHneM KOH(pUrypaumoHHOro
cdanna

YcrnoBue: BCce Lwaru BbINOMHAKTCA NOA YY4ETHOW 3an1Cbio ¢ NpaBaMu agMuH1cTpaTopa.

1) Mpu TMXOM yCTaHOBKE BO3MOXHO NPUMEHUTL MOJSIb30BaTENbCKYH KOHUrypaumio (paHee BbIrpy-

K€HHble HaCTPOVIKM NporpaMmbl 2%, B npuMepe Hwke — Storage.xmlc) umm aiin HacTpoek ¢ na-

paMeTpamy NoJKoYeHns K ynpasnswolemy cepeepy *° (ClientSettings.xmlc) ¢ coxpaHeHeMm
OCTarnbHOW KOHMUrypaumm no ymorHaHuio. Ckonupynte yctaHoBouYHbIN nakeT SysWatch.msi n
HeoB6X0aNMbIN KOHUrypaLUMOHHbIA dhain B NpeasapuTeNibHO CO34aHHbIN KaTanor C:\Temp Kin-
€HTCKOro xocTa.

2) 3anyctute koMmaHaHyo cTpoky Windows v BbINOMHUTE CriedyroLLyt0 KOMaHay.

OS5 KOHJUrypaLmMoHHOIo (hawnra ¢ nosb30BaTesSlbCKOM KOHUrypaLumen:

ewindir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" configfilename="C:\Temp\Storage.xmlc" /quief

ANs KOHUrypaLUVoHHOro dhaira ¢ napameTpamm NOAKIHOYEHNS

Powindir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" tsconfig="C:\Temp\ClientSettings.xmlc" /quiet

[Mpumeyanve. B atom crnydae SoftControl SysWatch 6yget aBTomaTndecku nepeseieH B pe-

1M ynpaeneHus ¢ CepericHoro LieHTpa ** no OKOH4YaHUM YCTaHOBKM.

B cnyvae ycnexa msiexec.exe 3aBepumt paboTy ¢ kogom BosspaTa 0. B npoTvBHOM criydae kof

Bo3Bpata OygeT umeTb pgpyroe 3HadveHue. [logpobHee cMm. hitps://docs.microsoft.com/ru-ru/

windows/win32/msi/error-codes.

4.2 YpaneHHasa ycTaHOBKa

YpanenHas yctaHoBka SoftControl SysWatch nogpasymeBaeTt LeHTpanmM3oBaHHO ynpasrsiemMyro
YCTaHOBKY KIMEHTCKUX MPUIIOXKEHWA Ha rpynmny XOCToB, 06beanHeHHbIX B 0AHY ceTb. Bbibop onpe-
AENEeHHOro BapvaHTa yCTaHOBKM 3aBUCUT OT crnocoba opraHmsaLmm CeTh, Ha KOHEYHbIX TOYKaX KO-
TOpOW NpeanoriaraeTcsl pasBepTbiBaHWE KIMEHTCKUX NPUIoXeHun (paboyvas rpynna, AOMEH), 1 1Uc-

MoJib3yeMbIX CPEACTB aAMUHUCTPUPOBAHYS.

- ® ]
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Bo3MoOXHbI criegyloume BapuaHTbl  yaarieHHoOM ueHTpanm3oBaHHoW yctaHoBku  SoftControl
SysWatch:

* yepe3 OMEHHYIO rPYNMoOBYIO NOMMTUKY 2>;

® C NOMOLLBIO YTUIMTBI YAANEeHHON MHCTamsiLmm 2°';

® CTOPOHHMMU cpeacTBaMu aaMUHUCTPUPOBAHUA A .

4.2.1 YcTtaHOBKa Yepe3 AOMEHHYIO rpyrnnoBy0 NOUTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTe ocHacTky Server Manager (ducnetyep cepsepa) us pasgerna Administrative Tools
(AomunncTpupoBanme) mento Start (Myck) B OC koHTposepa 4OMEHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma pomeHa> —
Domains — <umA AomMeHa>, Bbl30BUTE €ro KOHTEKCTHOE MeH0 K Bbibepute nyHKT New

Organizational Unit (puc. Cosganne HoBoro nogpasgeneHns gomena 2%).

E.= Server Manager ;lilﬁl

File Action View Help

o A Eal =R ERE 7

S Server Manager (DEV-09) Mars.local Actions
5 Roles
= 5] Features Mars.local ocal
Bl |5 Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance I Delegation | Mare Actions 3
El _ﬁ Forest: Mars.local
= [ Domains | Link Oder ~ | GPO | Erforced | Link E
SR Vars.local 1 | Defautt Domain Policy Mo Yes
w: Defaul  Create a GPO in this domain, and Link it here...
= | Domair  Link an Existing GPO...
f Group  Block Inheritance
7 WMIF
E Startey GroUD Policy Modeling Wizard...
E.H Sites Mew Organizational Unit

s Group Policy M
& Group Palicy R
m Diagnostics

=7} configuration
% Storagge Active Directory Users and Computers. .

Search...
Change Domain Controller...
Remove

View 3

Refresh

Properties

Help

4| |
Create a new Organizational Unit | |

PucyHok 8. Co3aaHue HOBOro nogpasgesieHusa gomeHa

3) B ananorosom okHe New Organizational Unit 3agante uma (Name) HoBoro nogpasgenenvsa v

HaxkmuTe Ha KHonky OK (puc. 3agaHne nmeHn nogpasgeneHmst 20 ).

New Organizational Unit |

Mame: ISnﬂware deploymert|

ok |  Cancel |

PucyHok 9. 3agaHue MMeHU nogpasaeneHus

————.
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4) B pasgene Features — Group policy Management — Forest: <uma gomeHa> — Domains
— <UMsI AOMEeHa> Bbl30BUTE KOHTEKCTHOE MEHI0 CO34aHHOro noapasgerneHuns n Bbibepute

nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHne HoBoro o6wekTa rpyn-

MoBO nommTukn 2*).

e

File Action View Help

I EEEREL G

51 Roles 0
I i Features Mars.local
[ | Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance | Delegation | More Actions 3
= _ﬁ Forest: Mars.local
B [£% Domains Link Order + I GPO | Erlforcedl Link: E
Bl 3 Mars.local 1 ] Defautt Domain Policy Mo Yes
..bf Default Domain Policy
2 | Domain Controllers
ware deployment
=t Group Policy Objects Create a GPO in this domain, and Link it here...
5 WM Filters Link an Existing GPO. ..
) 5]l Starter GPOs Block Inheritance
& Sites - —
5% Group Policy Modeling Group Policy Modeling Wizard...
. Group Policy Results MNew Organizational Unit

m Diagnostics
fﬁ’j Configuration
5 storage

Delete
Rename
Refresh

Properties

Help

4 o
Create 3 GPO in this domain and link it to this container | |

PucyHok 10. CozgaHne HOBOro o6bekrTa rpynnoBoiM NOSIMTUKKU

5) B ananorosom okHe New GPO 3apaite umss (Name) HoBoro o6bekta 1 HayarnbHbli 06bekT
rpynnosou normtukn (Source Starter GPO), ecrm TpebyeTcst HacnegoBaTb CBOWCTBA OT «Lua-
GIOHHOWY rpyMNNOBON NOMUTMKM B HOBOM O06beKTe, Nocre Yero Haxmure Ha kHorky OK (puc. 3a-
[aHVe VMEHV 1 HaYabHOro 06EKTa rpynnoBON NOMMTYKA ).

hewcro x|

Mame:

IClients deployment|

Source Starter GPO:

I (none) j
ok |  Cancel |

PucyHok 11. 3apaHne UMeHM U HaYanbHOro o6bLeKTa
rpynnoBoMn NONMUTUKK

6) PasBepHuTe cosgaHHoe noapasaerieHne, Bbi30BUTE KOHTEKCTHOE MEHI0 CO3AaHHOro oGbekTa

- (A ]
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rpynnoBou nommTukn n Bolbepute nyHKT Edit (puc. PegaktnpoBaHve obbekTa rpynnoBon nomm-
Tvkm %),

E,: Server Manager
File Action View Help

e 7[=0/XE o BE
[} Roles Software deploy... &

==l x|

&l ] Features Software deployment
Bl |5 Group Policy Management Linked Group Palicy Objects |Gmup Policy Inheritance I Delegation | More Actions »
El _ﬁ Forest: Mars.local
= [ Domains Link Order_~ | GPO | Erforced | Link E
Bl 5 Mars.local 1 s/ Clients deployment No Yes
i/ Default Domain Palicy
= | Domain Controllers
B & Software deployment
Sl Clients deployment
5t Group Policy Objects
= WMI Filters Enforced
[ [ Starter GPOs w Link Enabled
_E Sites Save Report...
§E& Group Policy Modeling
¢ Group Policy Results Delete

m Diagnostics Rename

=i} configuration Refresh

Eﬂ Storage

Help
4| |

Open the GPO editor [

|
PucyHok 12. PegaktupoBaHue o6beKkTa rpynnoBoM NOSIMTUKN

7) B oTkpbiBLIEMCA OKHe ocHacTkn Group Policy Management Editor (YnpasneHnve rpynnosou
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —

Software installation, BbI30BUTE €ro KOHTEKCTHOE MeHIO 1 Bbibepute nyHkT New — Package

(pvc. [lo6aBrieHre HOBOTO NaKeTa ycTaHOBKM 22).

E Group Policy Management Editor

_(ol |
File  Action View Help

Lk Al el IEREREN] 7B

_.EI Clients deployment [DEV-09.MARS.LOCAL] Palicy Version | Deployment state | Source |

= & Computer Configuration

= ] Policies
B[] Software Settings
Software installation
| Windows Settings
| Administrative Template:

There are no items to show in this view,

| Preferences
B ## User Configuration Paste
:JPoliaes Refresh
| Preferences Export List...
Properties
Help
I — I

|Add5 a package. |

PucyHok 13. [lo6aBneHne HOBOro naketa yCTaHOBKMU

e N—————————————,
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8) B oTkpbIBLLEMCS AMANoroBoM OkHe Bbibepute nakeT ycTtaHoBku SysWatch.msi, pacnosioxeH-
HbIl HA CETEBOM pecypce, OOCTYNMHOM AfA KIMEHTCKMX XOCTOB, HA KOTOpble npeanosiaraeTcs

NPOU3BECTM YCTAHOBKY, U HaXMuTe Ha KHOMKy Open (OTKpbITh) (puc. Boibop nakeTta ycTaHOBKM
23 )

Bo

|é(_)v | . = Computer - Local Disk (C:) = share - @ I Search share
Organize *  MNew folder =+ [ .@.
W Favorites Mame = | Date modified | Type
B Desktop i[';’}l SafenSoft_DLP_Client 3/1/2015 11:43 PM Windows Ins
4 Downloads

3/1/2015 11:48 PM Windows Ins

1=
=1 Recent Places

= Libraries
3 Documents
rJ‘. Music
&= Pictures

B videos
1M Computer
&‘ﬂ Metwork

4| | i

File name: ISafenSoFt_SysWatch j IWindowsInstaIIer packages (*.rj
Open I Cancel |

PucyHok 14. BbiGop nakeTta ycTaHOBKM

4

9)B Cliydae nosaBlieHUA npeaynpexnoeHnd, AOoMNoJIHUTETbHO YGe,D,I/ITer, 4yTO Bbl6paHHbIIZ nakeT
YCTaHOBKM AOOCTYNeH yaalrieHHbIM KIMEeHTCKMM XOCTaM Mo CeTUn, U HaXXMUTE Ha KHOIMKY Yes

(puc. MNpepynpexaeHue Npy BbI6Ope MECTOHAXOXKAEHUS NaKeTa YCTAHOBKM 2 )-

C:\share\safensoft_SysWatch.msi ]

Cannot verify path is a netwark location, If this package is not
4 available from a network share, dients will not be able to install it.
Are you sure you want to deploy this package using this path?

Yes Mo

PucyHok 15. NMpeaynpexaeHue npu BbIOOpe MeCTOHaxXoXAaeHUs
nakeTa yCTaHOBKM

10) B granorosom okHe Deploy Software Bbibepute meTtoa passepTbiBaHuss Assigned u Ha-

kmuTe Ha kHornky OK (pvic. BbiGop MeTofa pasBepThiBaHUS NPUNOXeHUs =),

—————.
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x
Select deployment method:
= Fublizhed
' Assigned
i~ Advanced

Select this option to Assign the application without modifications.

QK I Cancel

PucyHok 16. Bbi6op meToga pa3BEépTbiBaHUA
NpUNoXxeHus

11) B okHe ocHacTkm Group Policy Management Editor (YnpasreHve rpynnoBoOn NOSMTUKON)
BblbepuTe paszgen Computer configuration — Policies —» Software Settings — Software
installation, BbI30BUTE €ro KOHTEKCTHOE MEHIO U BbiGepuTe nNyHKT Properties (puc. IameHeHne

CBOVCTB pa3sBepTbIBAHWA NPUNOXKEHUIA ).

B Group Policy Management Editor i =] 3

File Action View Help
&= |3nlEdE HE
_.,' Clients deployment [DEV-09.MARS.LOCAL] Policy | Name =
(=l & Computer Configuration [ safenSec SysWatch 3.10 Assigned Ci\share\SafenSoft_SysWatch.msi
= [ ] Polices
= | Software Settings
Software installation
| Windows Settings MNew 3
| Administrative Template:
_| Preferences
=] ﬁ?J User Configuration Pasta
| Policies Refresh
_| Preferences

e

Export List...

I ]

|Open5 the properties dialog box for the current selection. | |

PucyHok 17. UsmMeHeHUe CBOUCTB pa3BEépTbiBaHUA NMPUIIOKEHUN

12) B nosiBvBLIeMCA OKHe HacTpoek Software installation Properties nepengute Ha BKragky
Advanced, yctaHosute cdrnaxok Uninstall the applications when they fall out of the scope
of the management, ecrm TpebyeTcs yganaTe NPUIOXKEHUS, KOrga npekpaligeTca genucTeue

3a[laHHOW rpynrnoBOM MOSUTUKUA B OTHOLLEHUM KIMEHTCKUX XOCTOB, N doriaxok Make 32-bit X86

- (& ]
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Windows Installer applications available to Win64 machines, ecrm npeanonaraeTcs ycra-

HOBKa Ha KrmeHTckue xocTtbl ¢ OC, umetowen 64-6utHyto paspsgHocTtb (pyc. CBocTBa pasBep-

ThiBAHUS NPUNOXEHWA 2°). [INs BCTYNMEHUS MBMEHEHUI B CUMTy HaxkmuTe Ha kHorky OK.

‘General Advanced I File Extensions I Categories |

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32bit applications available on 64-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
management.

™ Include OLE information when deploying applications.

32+bit applications on 64-bit platforms

[V Make 32-bit X286 Windows Installer applications available to
Win&4 machines.

[~ Make 324it X86 downdevel (ZAP) applications available to
Win&4 machines.

oK | Cacel | Appy

PucyHok 18. CBoncrtBa pa3BépTbiBaHUA
NPUNOXeHun

13) B okHe ocHacTkn Group Policy Management Editor (YnpaBrneHue rpynnoBon NOSMUTUKOMN)
BblbepuTe paszgen Computer configuration — Policies —» Software Settings — Software
installation, B cnvcke yctaHaBrvBaeMbIX NPUIIOXeHUN cnpaBa Bblbepute Tpebyemoe npuroxe-
HMe, BbI3OBUTE KOHTEKCTHOE MEHO M Bbibepute nyHKT Properties (puvc. ViameHeHvne_cBoncTB

pa3BepTbiBaHNA KOHKPETHOIO NPUIoXeHnA % )

R N————,
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-l
File  Action View Help
&= | 27[mE dl= |85

_s;j' Clients deployment [DEV-09.MARS.LOCAL] Palicy
= & Computer Configuration

SysWatch.msi

(=] Po_liaes v Buko-Install
=[] Software Settings LsSign
Software installation Publish
_' Windows Settings —
| Administrative Templates: Policy defini All Tasks 4
_| Preferences
= ﬁg User Configuration m
5 olces

| Preferences

Help |

0 ]

|Open5 the properties dialog box for the current selection. | |

PucyHok 19. U3ameHeHne CBOMCTB pa3BépTbIBaHUA KOHKPETHOro
npunoxeHus

14) B nosiBMBLLEMCSI OKHE HacTpoek nepeunaute Ha Bkragky Deployment v yctaHoBuUTE (oriaXok
Uninstall this application when it falls out of the scope of management, ecrm TpebyeTcs
yoanaTe AaHHOE MpUIioXeHue, Korga npekpawg|eTcs AencTBre 3a4aHHON rpynnoBOW MOSITUKA B
OTHOLLEHWMN KIMEHTCKMX XOCTOB (pUc. CBOWCTBA Pa3BepThiBaHUs KOHKPEHTHOTO npurioxerust 2°).

21

'General Deployment | Upgrades I Categories | Modifications I Securityl

r Deployment type
€ Published
% Azsigned

r— Deployment options
¥ | suto-ristallthiz application by file extension activation

¥ Uninstall this application when it falls out of the scope of
management

= D not display this package i the &dd/Fiemoye Programs contral
pane

= Install this application atlogon

r Installation user interface options

! Basic

=t aimum

Advanced... |

oK | Cacel | ooy

PucyHok 20. CeownctBa pa3BepTbiBaHUsA
KOHKPEHTHOro NPUNoXeHus

Haxmute Ha kHornky Advanced u B okHe Advanced deployment options ycraHosute pra-

—————.
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ok Make this 32-bit X86 application available to Win64 machines, ecrm npegnonaraeTcs

yCTaHOBKa Ha KrMeHTckme xocTbl ¢ OC, umetowwen 64-6utHyto paspsgHocTb (puc. JononHurens-

Hble_cBoWicTBa *”). [Insi BCTYNNEHNS M3MEHEHWIN B CUMY HaXkmuTe Ha kHomky OK B 0BOMX OKHax
HaCTPOWKMW.
X

r~ Advanced deployment options:
[~ lgnore language when deplaying this package

¥ Make this 32-bit X86 application available to Win64 machines.

™ Include OLE class and product information;

 Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCDZB01 1A5E}
Deployment Count: 0

Seript name: “Mars local’SysVol\Mars localPolicies
“36B76TC3-CD39-45CC-AF0A-U3ETCERASEED}
“Machine"Applications
“{AADDS5EF-7BEE-4014-B93C-93115FDFD7EF}aas

oK I Cancel

PucyHok 21. [lononHuTenbHble CBOMCTBA

15) 3akpowre okHa ocHacTok Group Policy Management Editor n Server Manager v otkponte
ocHacTky Active Directory Users and Computers (Active Directory — nonb3oBaterm u
KomnbtoTepbl) u3 pasgena Administrative Tools (AgMmuHnicTpupoBaHme) mento Start (Myck).

16) PasBepHute pasgen <uma gomeHa> n Bbibepute pasgen Computers (puc. [NMepeyeHs xo-

cToB gomeHa 7).
_iaix

File Action View Help

e M@ d R = BHEB G TER

] Active Directory Users and Comput | Name | Type | Description |
_ Saved Queries 1A DEVOL Computer
= 4 Mars.local 1&DEvo2 Computer
_ Builtin 1A DEVO3 Computer
| Computers

Computer

| Domain Contrallers

| ForeignSecurityPrincipals

Computer
=] 1LDEVDE Computer

| Managed Service Accounts

BB BE

3 Software deployment L: i imisead
Srisn 1&IDEV08 Computer
- 1&IDEVDS Computer
Computer
i&DEV11 Computer
Ll" DEV12 Computer
1MIDEV13 Computer
1&DEV14 Computer
i&IDEV1S Computer
K 2

| |
PucyHok 22. lNepeyeHb XOCTOB AAOMEHa

- (& ]
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17) Bblgenute B crnincke XoCTOB OMEHHOW CeTu Te, Ha KOTOpbl€e npeanosiaraetcAa yctaHoBKa KIin-

E€HTCKUX NPUIIoXEeHUI, 1 nepemecTtute nx B pasgen Software deployment. B nosiBusLLeMcs ok-

He npeaynpexaeHust Bbibepute BapuaHT Yes (puvc. [MpeaynpexxaeHve_npu nepeHoce XoCToB B

apyroe nogpasaerneHue °%).

Active Directory Domain Services

Moving objects in Active Directory Domain Services can prevent your existing
I ., system from working the way it was designed. For example, moving an

Are you sure you want to move this object?

™ Don't show this warning while this snap-in is open.

=]

X

organizational unit (OU) can affect the way that group policies are applied to the
accounts within the OU,

PucyHok 23. lNMpeaynpexaeHue npu nepeHoce XOCTOB B Apyroe

noagpaspeneHuve

18) OTkpowte pasgen Software deployment n ybeaurech, 4To HEOBXOOUMbBIE KIMEHTCKME XOCTbI

pacnosioXkeHbl B MnepeyvyHe KOMMbTEPOB AAaHHONo noapasaerieHns (pI/lC. I'Iepel-leHb XOCTOB

nogpasgenexvs 2%).

File Action View Help

- Active Directory Users and Computers

=101 %]

e HE B REol= BEH 25 TE%

] Active Directory Users and Comput
~| Saved Queries
B 3 Mars.local

~| Buitin
_| Computers
2 | Domain Controllers
_| ForeignSecurityPrincipals
Managed Service Accounts
Software deployment

FEH

]

Users

I [E— D]

Name

| Type | Description |

1 DEVOS
1&DEVDS
1% DEV10

Computer
Computer
Computer

PucyHok 24. lNMepeyeHb XOCTOB noapasaerieHUA

19) Mo ucteveHum nHTepBarna oOHOBNEHMS FPYNMNOBbLIX MNOSUTYK (4aHHbLIA NapamMeTp 3aBUCUT OT Ha-

ctpoek Active Directory) cosgaHHas nonmTuka NpUMEHAETCS K KIMEHTCKMM XOCTaM. YCTaHOBKa

BblGpaHHbIX NPUIOXeHWIA OyaeT Npou3BeAeHa Nocrne oYepeaHoro nepesanycka KiMeHTCKUX XO-

CTOB. [ MrHOBEHHOTO MPUMEHEHMWs1 CO34aHHOWN rPYMMNOBOW MOSMTUKL 3amnycTUTe KOMaHOHYO

R N—————.
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CTPOKY OT MMeHN aaMUHUCTPAaTopa Ha KIMEHTCKOM XOCTE U BbINOJHUTE CIieQYyoLLy0 KOMaHAy:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbI NOATBEPAMTE MNepesarpy3ky cucteMbl komaHgon Y ans

NnPpUMEeHeHNA 0B6HOBIEHHON prﬂHOBOﬁ NOJINTUKHN (pI/IC. PYBHOG o6HoBiEHVE rPYNNOBOW NOSMTU-

!94 29 )

BN Administrator: C:\Windows\system32\cmd.exe - gpupdate /force EI@

Microsoft Windows [Uersion 6.1.76011
Copyright {c¢? 2007 Microsoft Corporation. All rights reserved.

m|

C:sUzers“John>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply

one or more settings because the changes must be processed before system startu
p or user logon. The system will wait for Group Policy processing to finish comp
letely bhefore the next startup or logon for this user, and this may result in sl
ow startup and boot performance.

For more detailed information, review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only r»un during startup.

OK to Restart?. (Y- N>y

PucyHok 25. PyyHoe oGHOBRNeHue rpynnoBon NOSIUTUKKU

4.2.2 YcTtaHOBKa C NOMOLbLIO YTUNNUTbI YAANeHHON MHCTanNAumMm

i [laHHbI cnocob ycTaHOBKM paccyuTaH Ha criydan, B KOTOPbIX YCTAaHOBKa Yepes rpyrnrnoBble
NOSMTVKM JIOMEHa HEBO3MOXHA, HanpuMep Korga ceTb U3 3alLyLeMblX KOHEYHbIX TOYEK

opraHuzoBaHa B pabouyto rpynny.

YTunmra KomaHOHOW CTPOKMK Srvrimp.exe npefHasHayeHa A1 yaaneHHOM YCTaHOBKU KIMEHTCKUX
npurnoxerun OO0 "APYOUT CEKbIOPUTN". YTurmty MOXHO ckadaTb MO CriedyloLemy agpecy:
http://updates.safensoft.com/<Homep nuueH3anun>/39/TOOLS/srvrimp.exe.

[ns yCI'IGLIJHOVI YCTaHOBKWM Ha yaalieHHbIX XOCTaX OOJPKHbI BbINOJHATLCA NMpuBeaEeHHbIE HWXKE YCII0-

BUA.

YcnoBus ycTaHOBKU
* Ha cepBepe 1 yganeHHbIX KOHEYHbIX TOYKaX CyLLEeCTBYET ydeTHas 3anucb Mnosib3oBaTens

C NOJHbIMU NpaBaMn agMUHUCTpPAaTopa, C OAHUM N TEM XKe JIOTMHOM U NapoJieM.

= 3anyLweHbl 1 paboTatoT criyxbbl OC:

-
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1) YoaneHHbIl peecmp (Remote Registry);

2) Y0aneHHsbIU 8bi1308 ripoyedyp (RPC);

3) Jlokamop ydaneHHo20 8bi308a rpouedyp (RPC Locator);

4) UncmpymeHmapud ynpasreHusi Windows (Windows Management

Instrumentation).

» CuctemHas cnyxba Yemaroswiuk Windows (Windows Installer) He oTknioueHa u He 3a-

OrnokupoBaHa.

» OTKpbIT gocTyn k 0buym pecypcam \\host\C$, \\host\ADMIN$ Ha uTeHue, 3an1ch u ygarne-
HU1e.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpownte ocHacTky CBouctBa nanku (Folder options) lNMaHerm ynpaBneHus

Windows.
2) MNepewngute Ha Bknaaky Bua (View).
3) Otknounte onumo Ucnonb3oBaTb NpocTon obwum goctyn K cpannam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:

1) OTkpownte ocHacTky MapameTpbl nanok (Folder options) NaHerm ynpasneHus

Windows.

2) MNepewngute Ha Bknaaky Bua (View).

3) Otkmounte onumio Ucnonb3oBaTtb MmacTep obwero poctyna (Use Sharing
Wizard).

4) OTKpouTe ocHacTKy Y4eTHble 3anucu nonb3oBatenen — NamMeHeHue napa-
MeTpPOB KOHTpons y4yeTHbIX 3anucen (User Accounts — Change User Account
Control settings) MNaHerm ynpasnenua Windows.

5) OTKMtoYMTE KOHTPOSIb YYETHbBIX 3aNMcen, BbICTAaBMB MOM3YHOK C YPOBHEM OMOBELLE-
Hus B noroxeHne Hukorpa He yBegomnaTtb (Never notify).

6) OTkpouTe creaytoLmin pasnen CUCTEMHOMO peecTtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHIO YKa3aHHOro pasgerna peecrtpa Bbibepure komaHgy Co3aaTb

(New) — Mapamerp DWORD (DWORD Value) v BBegute wums

LocalAccountTokenFilterPolicy ana cosgaHHoro napameTpa.

— &
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8) B KOHTEKCTHOM MEHI CO34aHHOro napameTtpa Bbibepute komaHgy U3meHUTb
(Modify) n B nosiBuBLLEMCA OKHe BBeauTe 1 B nosie 3Ha4veHune (Value data), nocre
4yero HakmuTe Ha kHornky OK.

9) MNMepesarpyanTte cuctemMy A5 BCTYMNEHUS UBMEHEHWA B CUIy.

= BKroyeH obupii 4OCTyN CO CrieaytoLymmn napaMmeTpamu.
Microsoft® Windows® 7, Microsoft® Windows® Server 2008:

1) Otkponte LleHTp ynpaBneHus cetamu u o6wmm goctynom (Network and

Sharing Center) NaHerm ynpasnenna Windows.

2) Y6egutecb, 4TO XOCT UMEET criedylolee ceTeBoe pasmelleHune: ansa paboyen
rpynnbl — JlomawHaAa cetb (Home network) uim Pabouvas cetb (Work network),
ana gomeHa — [lomeHHas cetb (Domain network). [1ns nameHeHuss Tuna ceTn Ha-
XMUTE Ha CCbISIKY C HAa3BaHNEM TEKYLLETO CETEBONO pPa3MeLLEHMS.

3) Haxkmute Ha ccbifky M3MeHUTb AOoNOoNHUTeNbHbIe NapamMeTpbl obwero Ao-
ctyna (Change advanced sharing settings) n passepHute npodurb 459 TEKYLIEro
CEeTeBOro pasmeLLeHus.

4) B pasgene Obwun poctyn K ¢panam u npuntepam (File and printer sharing)
BblOepuTe onumio Bknountb ob6wmnmn goctyn K hannam n npuHtepam (Turn on
file and printer sharing).

5) B pasgene MNMopgknioyveHnsa gomawHen rpynnbl (HomeGroup Connections) Bbi-
6epute onunio Ucnonb3oBaTb y4YeTHbIe 3anucu nonb3oBaTenen U naponu
ANns noaknw4vYeHusa K apyrum kKomnbrotepam (Use user accounts and
passwords to connect to other computers).

6) Haxmute Ha kHonky CoxpaHuUTb uaMeHeHus (Save changes).

Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHute ABOWMHOE HaXkaTue fieBOW KHOMKOW MbILWM Ha 3Ha4yKe ceTu B obractu

yBEOOMIIEHUN.

2) Haxkmute npaBow KHOMKOW MbILLM HA UMEHW CETU B NOSBMBLLEMCSH CMUCKE Crnpasa u
BblOepuTe NyHKT BKnroyeHue n oTknoYeHne obwero gocrtyna (Turn sharing on
or off).

3) Bboibepute BapuaHT [la, BKNOYUTb OOLWMIM JOCTYN U NOAKIMIOYEeHUEe K yCTpOou-
ctBam (Yes, turn on sharing and connect to devices).

4) OTtkpoute LleHTp ynpaBneHusi cetamum u obwmum goctynom (Network and

-,
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Sharing Center) Nanerm ynpasnenua Windows.

5) Haxxmute Ha ccbifky MI3MeHUTb AOoNoNHUTeNbHbIe napamMeTpbl obwero Ao-
ctyna (Change advanced sharing settings) n passephute ceTeBon MNpodub
YacTtHas (Private).

6) B pasgene O6bwun goctyn Kk dannam u npuHtepam (File and printer sharing)
BblOepuTe onumio Bknountb o6wmnm goctyn K ¢hannam n npuHtepam (Turn on
file and printer sharing).

7) B pasgene MNMopgknioyeHnsa gomawHen rpynnbl (HomeGroup Connections) Bbi-
G6epute onunio Ucnonb3oBaTb y4YeTHbIe 3anucu nonb3oBaTenen U Nnaponu
ANns noaknw4vYeHUsa K apyrum Komnbiotepam (Use user accounts and
passwords to connect to other computers).

8) Haxxmute Ha kHonky CoxpaHuTb nameHeHus (Save changes).

* [pu BKktoveHHOM GpaHamayape Windows paspelleHo Bxogsillee ceTeBoe NnoakroveHme
K cnyxbe O6wmn goctyn K coannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpowte 6paHamayap Windows.

2) Boibepure Bknaaky UcknrouyeHus (Exceptions).
3) JobaBbTe B uCKMoYeHUs (ycTaHoBuTe hriaxok y npasura) O6wuu goctyn K
c¢dannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) Otkpowre 6paHgmayap Windows.

2) Otkpovte flononHuTenbHble napamMeTpbl (Advanced settings).

3) Buibepute NMpaBuna ansa Bxoaawmx noaknroyveHun (Inbound Rules).

4) Bkrouute npasurio O6wmn goctyn K doannam n npuHTepam (BXogsawmm Tpa-
c¢dmk SMB) (File and Printer Sharing (SMB-In)) ons npodwuna Ton ceTn, B KOTOPOWN

HaXoanTCA XOCT.

* B ocHactke AaMuHucTpupoBaHue (Administrative Tools) — JlokanbHasa nonuTuka
6e3onacHocTu (Local Security Policy) NaHerm ynpasnenus Windows BbICTaBreHbl crie-
ayoume napameTtpbl: JlokanbHble nonutukn (Local Policies) — MapameTpbl 6e3-
onacHocTtu (Security Options) —» CeTeBoun gocTyn: Mogesib COBMECTHOro AocTtyna

M 6e3o0nacHOCTU ANA NoKanbHbIX Y4eTHbIX 3anucen (Network access: Sharing and

——————.
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security model for local accounts) —» O6bI4YHaA - NoKanbHbIe NOfIb30BaTeNn yaocTo-

BepAroTcA Kak oHn camm (Classic - local users authenticate as themselves).

MapameTpbl 3anycka yTUnIuUTbI

I'Iapameprl, npmHIMaemblie yTI/IJ'II/ITOIZ yuaneHHon WHCTan[umn, onucaHbl B Tabn. 4.

Ta6nuua 4. Onuum srvrimp

-h Kpatkasi cnpaBka no npuHMMaembIM NapaMmeTpam.

I'IepeBop, B PEXUM YyCTaHOBKW. Tpe6yeT 3agaHusa 0b6sA3aTenbHbIX

- N .
Kno4yen n nx 3Ha4eHnn, onncaHHbIX HMXe.

MMsa nonb3oBatensi, MMeIoLL ero npasa aaMuMHUCTPaTopa Ha yaa-

—-login=<ums>
NeHHOM XocTe.

Mapornb nonb3oBaTtens, MMelLero npaea agMUHUCTpaTopa Hal

--password=<naporsb>
yAarneHHoOM XocTe.

Mym k nakety yctaHoBkm SoftControl SysWatch. Ecnm dann
--client="<nyms Kk ycmaHo8WuKy>" pacrnornoXeH B Kartanore, OTKyda BbI3blBAETCA yTUnuTta, OOMYyC-
KaeTcs yKkasbiBaTb TOMbKO UMs darina (6e3 KaBblyek).

[MyTs K KOHGMrypaunmoHHOMY duairly HacTpOoeK COefUHEHUs C
yNpaBnsiioL M cepBepoM. Tpebyetcs Anst aBTOMatMy4ecKon Mo-

--config="<nymsp K ¢paliny KoH¢buaypa- pauu 3anpoca Ha pervctpaumio 24 Ha cepsepe SoftControl
yuu>" Senver nocne OKOHYaHusA yCTaHOBKM. Ecrmn dpann pacnonoxeH B

KaTanore, oTKyAa BbI3blBaeTCS YTUIUTA, AOMYyCKaeTCs yKa3blBaTb
TONbKO uMs davina (6e3 KaBblYek).

Cn1cok MMeH yaaneHHbIX XOCTOB, Ha KoTopble TpebyeTcst Npous-

--hostnames=<ums 1> <ums 2>...<ums N>
BECTV YCTaHOBKY, pa3feneHHbIX npobenamu.

[lonyckaeTcs Takke 3anyck yTUnuTbl 6e3 ykasaHusi UMEH KIoYel, pacroNioxXvB 3Ha4YeHVs B

crneayloLeM nopsiake:

srvrimp -i <umsa> <naposnb> "<NyTb K YCTaHOBWMKY>" "<nyTb K ¢ainy KoHPurypauum>" <uma 1> <uma 2>...<uma N>

i Ecrm TpebyeTca ycTaHOBUTL KIMEHTCKMIN KOMMOHEHT B TOM Y1CSie M Ha cepBep, TO
yTurimta gospkHa 6biTb Bbi3BaHa M3 komaHnaHou ctpoku Windows, 3anylweHHon ¢

npaBaMu agMUHUCTpaTopa.

B cnyyae ycnelwwHown ycTaHoOBKK, yTUrmTa otobpaxaeT coobwenne Installation successfully

completed on host <ums xocma>.

IS———————————s—
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4.2.3 YcTtaHOBKa CTOPOHHMMU cpeAcTBaMM agMUHUCTPUPOBaHUA

[nsa yonanenHon yctaHosku SoftControl SysWatch moryT npumeHsiTbCs CTOPOHHME CUCTEMBI yrpaBs-
nenus [T-nHdpacTpykTypon, Hanpumep, Microsoft® System Center Configuration Manager (nanee
— MS SCCM). MeToauka ycTaHOBKM B JaHHOM CIiydae onpenendeTcs, UCXOAs U3 KOHKPETHOM Cu-

CTeMbl U NMPUHATBIMU B Hewn cnocobamu pacnpocCTpaHeHna NakeToB NHCTAJUIALUA.
4.3 Perncrtpauusa Ha cepBepe

SoftControl SysWatch sBnseTtcs KniMeHTCKMM KOMMOHEHTOM 1 cnocobeH paboTaTb Kak aBTOHOMHO,
Tak 1 B pexume yaaneHHoro ynpasreHnus ¢ SoftControl Service Center («CepsucHoro LleHTpa»).
YUtobbl nogknountb SoftControl SysWatch k CepsucHomy LleHTpy, Heobxoaumo 3apeructpmpo-

BaTb ero Ha cepBepe SoftControl Server. [1na 3Toro BbINOMHUTE criegylouye ENCTBUS:

4

1) Mepeseaute SoftControl SysWatch B pexum_yaaneHHoro ynpasnenus ** B HacTpomkax

nporpamMmbl.

2) MpuMmeHruTE 3aLMdPOBaHHbIA KOHMUIYPALIMOHHBINA dhain *> ¢ HacTpolKkaMu MoaKove-
HUS K cepBepy.

3) NogTteepante peructpaumtio B koHcorm ynpaerieHuss SoftControl Admin Console Ha
Bknagke KnueHTbl (cM. gokymeHT «PykoBoactBo agmuHuctpatopa SoftControl Service

Center»).

.
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5. JlokanbHasa paboTta ¢ SoftControl SysWatch

B paHHOM pasgene npuBedeHbl MHCTPYKLMM MO JioKamnbHoW paboTe C OCHOBHbIMU (DYHKLIMSIMU
SoftControl SysWatch.

5.1 UnTepdenc SoftControl SysWatch

"paduyeckmin nHtepdenc nonbsosartensa (FMIM) SoftControl SysWatch coctasnswoT criegytoume

OCHOBHbI€ 3JIEMEHTbI:

= 3Hayok B 06racTi ysegomneHn > (nos. 1 Ha puc. Hwke >*);

= KoHTekcTHoe MeHio > (no3. 2 Ha puc. Hke >°);

= [laHerns ynpasnexus * (nos. 3 Ha puc. Hke >°).

E SoftControl SysWatch

e CraTtyc 3alumThl

Mposepka

COMNBHOTED 3alMLLEH

OBHoBneHne

JlueH3na

+ Mpunoxenna
MoMols W NoAnepHEa + daiinosan cucrema
+ Cncremnpii peectp

+f Cemn

ZaperycTpUpoBaHs NPMAOKEHWA ... ... ........... 108

JoBepeHHbIe MPUACKEHWUR ... ..o 108
CrpaHMuYeHHble NMPMACKEHWUA ... ... ... ... 0

ZabnoKWpoBaHO NPMACKEHWA ... ... ... . 0

MocneaHwWid MHUKWAEHT SERVICES.EXE

MoapebHo
Hacrpoiika

SoftControl SysWatch

Hactpoiika

Monwutuka KOHTpONA

OTcnexuBasmele N PWNOXKEHWNA

Mpoeepka

OBHoBneHne

OTueTsI

BeicniounTe 3ALNTY

0 nporpamme

OToBpaxaTs 3HA4YOK NporpaMmbl

Azeik nHTepdeiica 3

Bexog

16:16
RU
S omome "

PucyHok 26. AnemMeHTbl MHTepchenca nporpamMmmbl

— e &
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5.1.1 3Ha4yok B ob6nacTtu yBeaomMmrneHumn
Mocrne yctaHoBku SoftControl SysWatch ero 3Ha4ok nosisrnsietcss B 06ractn ysegoMreHn naHenm
3agad Microsoft® Windows®.

3Hauyok siBnsieTcst UHaMKaTopom paboTbl NpunoxkeHusi. OH OTpaXkaeT COCTOSIHVE 3alMThl, a Takke

nokasblBaeT psg OCHOBHbIX AEVCTBUM, BbINOMHAEMbIX NPUIOXeHeM (Tabn. 5).

Tabnuua 5. CocTosiHUA nporpamMmbl
CocTosiHne nporpamMmmbl

i 3alymTa BKNoYEHa (akTMBHA 3aLyuTa Kak MMHUMYM OfHOM 061acT KOHTPOns).

Ls 3alluTa BbIKMOYEHa.

s BbinonHsieTcs aBToMatMyeckasi HacTPoViKa/aHTMBUPYCHOE CKaHMPOBaHME.

* BbinonHsaeTcs o6HOBRNEHWE NporpaMMHbIX MOAYen u/unn aHTMBUPYCHbIX 6a3.

Takxke 3Ha4yok obecrneumBaeT JOCTYN K ocTanbHbIM aniemeHTam [T npurnoxeHna — KOHTEKCTHOMY

MeHto > 1 nanerm ynpasnexus >’ :

® 4yTOOLI OTKPbITb KOHTEKCTHOE MEHIO, HAXXMUTE I'IpaBOIZ KHOMKOM MblLLM MO 3Ha4Ky npunoxe-
HUA,
® 4yTOOLI OTKPbITb NaHeENb ynpaBlieHuA, OBaXxdbl HAXMUTE NeBOW KHOMKOW MblILLM MO 3Ha4Ky

NPUIOXEHUsI.
5.1.2 KOHTEKCTHOEe MEeHIo
KoHTtekcTHoe meHto SoftControl SysWatch cogepxut nyHkTbl, o6ecneunBatouye ObiCTpbI 4OCTYN

K OCHOBHbIM HAcTpoVkaM W KOMaHgam nporpammbl. BHewHWA BUO MEHKO MoKasaH Ha

NC. KOHTEKCTHOE MEHK S0 ontrol sysvvalc , ONMcaHme NyHKTOB — B TAOIJ1. 0.
K SoftControl SysWatch VH 6n.6

SoftControl SysWatch

Hactpoiika

MonuTuka KoHTpona
OTcnexmMEaEMEBIE NPUNOXKEHNA
Mpoeepka

OBHoBNEHNE

OTyeTsl
BbikntoumTe 38Ty
QO nporpamme

v OroBpaxaTk 3Ha40K NporpamMme
Asbik nHTepdeiica 3
Bemxog

PucyHok 27. KoHTekcTHOe
meHto SoftControl SysWatch

EE——————————————————_——————-
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Taonuua 6. OnMcaHne NyYHKTOB KOHTEKCTHOro meHto SoftControl SysWatch

SoftControl SysWatch

I'Iepe|7|T|/| Ha BKIagky CTaTyc naHenn ynpasJieHUA nporpamMmmbl.

HacTtponka

MepeiTn B pasgen NPoOCcMoTpa U HAaCcTPOWKM NapameTpoB NpPorpaMMmbi.

Monntuka KOHTPONA

Mepeim Ha Bknagky O6nactu KOHTpons okHa MonuTuka KOHTPONA Ans NpocMoTpa U K3-
MEHEHMsI NMpaB AOoCTyna NPUNOXEHWUIA K pecypcaM U yCTPoWCTBaM KOMMNbIOTEPA, a Takke npa-
BWI CETEBOW aKTVBHOCTW.

OTcnexvBaemble npu-
NOXEHUS!

Mepeiv Ha Bkagky OTcnexkuBaemble NpunoxeHust okHa MonuTuka KoHTpona Ans npo-
CMOTpa M U3MEHEHUSI CBONCTB KOHTPOSIS aKTUBHOCTU NMPUMNOXEHUA.

MpoBepka Mepenm Ha Bkragky MpoBepka naHenu ynpasrneHns nporpaMmmbl.
O6HoBnEHME Mepenm Ha Bknagky OBGHOBREHWe NaHenv ynpaBneHus nporpaMmbl.
Omyetnl OTKpbITb KaTanor xpaHeHnsi OTYETOB NPOrpamMmbi.
BknounTs/BLIKNIOYUTL

M3meHnTb cTaTyC akTUBHOCTU 3aLLUTbl.
3awuty

O nporpamme

OTkpbITe OKHO ¢ uHdopmaLwmen o SoftControl SysWatch.

OTo6paxaTtb 3Ha4YoK
nporpamMmbl

BKntoYnTL/BLIKMHOYNTL OTOOPaXXEHUE 3HAYKa NPorpaMmbl B 061acTy YBELOMIIEHUN.

A3bik MHTepdenca

M3meHuTb [3bIK uHTepdenca nporpaMmbl.

Bbixopn,

Boirpysute VI nporpammbl (Mpy BblIbOpe [aHHOrO MyHKTA MEHK MOoAyIb MHTepdelica
SoftControl SysWatch 6yaet BbirpyxeH us O3Y, 6e3 3aBepLUeHUsi paboTel MOAY NS 3aLlUThl).

5.1.3 lNaHenb ynpaBneHus

MaHenb ynpaeneHus ssrsieTcs rnasHblM okHoM SoftControl SysWatch n coctout us Bknagok Cra-

Tyc, MpoBepka, O6HoBNeHue, JluueHsus, Momowb U noaaepxKa.

Ha Bknagke CTtaTyc oTobpaxaeTcs Tekywyn ctaTyc saumtbl (puc. Bknagka_«Cratye» *"). [e-

TarbHOE onucaHve paboTbl C BKagkowm npmBeneHo B pasgene [etansHaa Hactpovika SoftControl

SysWatch .

-,
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SoftCantrol SysWatch o] B[S
— CraTyc 3aluThbl
Mpoeepka
TR (OMMNBHITED 33LWMLLEH
N eH3ua ¢ MpHACKEHHR
MNoMowe 1 noagep ka +/ waiinosas cucrema
1’ CHUCTEMHEIR peecTp
4‘ CeTb
33perucTPUPOBaHD NPUASKEHWA ... ... 42
AoBEPEHHBIE NMPMADHEHMA | ... 42
OrpaHuHeRHEIE MPUAOKEHNA ... 0
3abnoKMpPOBAHD NPMAOKEHMA ... 0
MocnegHuil MHUMASHT | e Het
MNonpobHo
HacTpoika

PucyHok 28. Bknagka "Cratyc"

Ha Bkrnagke MpoBepka pacnonoxeHo aepeBo 06bEKTOB 411 aHTUBMPYCHON NPOBEPKKN NO Tpebo-

BaHuio (puc. Bknaaka «[posepkay ). MoapobHas nHbopMaLms npuBeaeHa B pasaerne AHTUBY-

pYCHOe cKaHupoBaHve .

E SoftCantrol SysWatch =] B ([
Crarye MpoBepka
Mposepka . * Beg N
ObrozneHne B PaBounii cron
Nuuensua CucTemHan namaTe

ol [[]) 3arpyzounbie cextopa

Mosoiue 1 noceEess [[]) OBvekTol Ha KapaHTHHE
[TLEL Bce coemubie HocuTenm
[Tl Bcewectine guckn

4 [|8 Komnuiotep

r [T Nowsncwcsis s (0]

i+ Mouck spenoHocHoro Koaa

KOMNBIOTER NPOBEPEH W 3ALLMLLEH 3anycTuTL NPoOBEpKY

MNocneansas NnpoBepKa ....................] 07.05.2020 15:25:34
Pearuma Ha YIPO3Y ... ABTOMETHYECKK

OBbeKTEl Ha KapaHTUHE
HacTpoika

PucyHok 29. Bknagka "lMpoBepka”

Ha Bknagke O6HoOBRNeHne HaxoauTcs I/IHC*)OpMaU,Mﬂ Mo HarmM4mo 0BHOBIIEHU_NPOrPaMMHbIX MO-

Aynen 1 aHTUBMPYCHbIX 6a3 '2* (puc. Bknagka « O6HoBReHne» %),
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}_,.

Cratyc
MpoBepka
ObHoBnEeHnE
NuueHsna

MoMOLWE W NOAENES

OB6HoBNeHWe

BHoBNEHKE He TpebyeTca

HeT HoBeIx oBHOBRSHWIA Zanyctute obHoBNEHKME

08.05.2020 10:51:17
08.05.2020 10:52:54
PyuHOM

MocneaHwid nowck cbHoBREHKA
YCTaHoBNEHEl oBHOBNEHNA

Hacrpoika

PucyHok 30. Bknagka "O6bHoBneHue"

Bkrnagka JinueHsua coAepXnT gaHHble No 1Ucnosib3yeMomy JIMUEH3MOHHOMY KITloYy £ N KOMIMOHEH-

Tam nporpammebl (puc. Bknagka «JnueHsus » ® ).

>

Crartyc
MpoBsepka
O6HosnsHKue
Nuuensna

MoMowe 1 NoaOepxKa

NuueH3ns

eic BYHLWEA TUUEHIHA

Homep | BWTSE-NFUQ3-IDMUF-YQ3M

| AKTUBUPOBETE

TWN AIMUEHINM Kommepueckan
JaTa OKOHUEHKA 6/7/2020
AHER 00 OROHYEHWA 30
KOMADHEHTBI ... Core; AV_AV4

MNpoUYHTITE NMUEHIMOHHOE COMNaWEHHE
MNpoAnUTE MMUEHIWH

PucyHok 31. Bknagka "IluueHsna”

Ha Bknagke Momowb M noaaepXka ykaszaH HoMep Bepcum yctaHoBrieHHoro SoftControl

SysWatch u nicpopmauuma 06 OC. Ha gaHHowm Bkriagke no cebifike OTKPbITb cnpaBKy 4OCTYrHa

ANEKTPOHHAA CnpaBKa nporpamMmbl, a TakxXe npmBeaeHbl CCblJIKM Ha cauT KoMmnaHum ansd CBSI3n C

TEXHUYECKON Noaaep Ko > . BHeLLHWI BUA, BKNaAKV npeacTaBrieH Ha pwc. Bkrnagka «loMolub 1

9

noagepxka» °

— &
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>

Cratyc
MNpoeepka
OBHOoBNEHWE
NuueHsna

Nomowb W
noonepxka

MoMoLb M NoAAEpXkKKaA

WHGpopMaUNA o CHCTEME

Bepcua: 5.1.42.4

ocC: Microsoft Windows 8.1

OTKPEITE Cpagky
Mowck s Base 3HaHWA oHAAAH

Zanpeoc B cnyxby Noanepwe (peEKoMEHOYETCH)
Zanpoc B cnyxBy nognepxeu (oHNaliH-topMa)

PucyHok 32. Bknagka "lMomouwb 1 nogaepxka"

5.1.4 HacTtpounka uHtepcenca n onoseLeHUn

= HacTtpowuka uHtepdenca

[nsa Hactpovkun napameTtpoB UM SoftControl SysWatch B HacTpoikax nporpammbl Bbibe-

puTe pasgen MapameTpbl — Bug, (puc. Hactpoiika nHtepdeiica ).

Bbi6epute HeobxoaumbIn A3bIK MHTEPheca B BbinagatoeM cnvicke Bbibop A3bika:

® English (aHrnuickui);

* Pycckun.

YcTaHoBuUTE cbna>+<0|< NMoka3biBaTb 3HA4YOK nporpamMmmvbl B o6nactu yBe,qomnel-wlﬁ anAa

oTOBpaxeHns 3Hauka >° .

- (]
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"1 Hactpoiika nporpamme SysWatch EII El I@
Bua

HEIET[JCIﬁF.EI BHELWHEND BMAS NporpamMMbl

JawmTa .
WHTepdeic
MpoBepka

ObHoBNEHKE Beifiop sseika Pyccrunid -

4 MapameTpel MNokaselBaTe 3Ha4oK nporpamMel B obnactw yeeaoHnedwi
Bun
OTHETHI

OnoseweHua

Cnpaeka ’ (o] ] [ OTMEHE

PucyHok 33. Hactpoiika uHTtepcenca

Ecrm Bbl cHUMETE (*)J'Ia)KOK NMokasbiBaTb 3HAYOK nporpamMmmMbl B obnactu yBeagowmre-

HUWMW, Bbl HE CMOXXETE BbI3BaTb KOHTEKCTHOE MEHI0. YUTOObI OTKPbITb NAaHENb ynpasJrieHUA, ABaKObl

N y >
HaXXMUTE NieBOW KHOMKOM MblLLK no vkoHke SoftControl SysWatch Ha paboyem cTore.

HacTpowka nokanbHbIX onoBeLeHumn
[lns HacTpovikn napameTpoB onoBeLleHust nonb3oBatenda SoftControl SysWatch o cobbitn-
s1X 6€30MacHOCTM N COCTOSIHUM MPOrpaMMbl B HacTpOKKax nporpammbl Bbibepute pasaen

MapameTpbl — OnoBeLeHus (puc. Hactpoiika onoseLermii **).

S——————————————————————————————————_—
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" Hacrpoiika nporpamme SysWatch El =] @
OnoBeleHns
OBwmMe HAacTPOMKKM ONOBELLEHMIA
JawmTta ONoBEWLEHA NoNE30BaTENA
Mposepia [ BratoumTe sByKOB0E CONPOBOHASHHE
ObHoeneHue
4 [apaMeTpel
Bun
OTHETHI
OnoBeweHua
Cnpaeka ’ OK ] [ OTMEHE

PucyHok 34. HacTtpoika onoBeLlieHuUMn

[ns BKMOYEHVS 3BYKOBbLIX OMOBELLEHUMA MPOrpamMMbl yCTaHOBUTE priaxok BKouuTb
3BYKOBOE CONPOBOXAEHME.

[ns BKMOYEHUS] TEKCTOBbLIX U rpadinyecknx onoBeLleHun yctaHoBute doriaxok Mokasbli-
BaTb ONOBeLeHUs 1 HaxxmuTe Ha kHonky HactpouTb. B okHe HacTpouka pexunma ono-

BeLLeHUN ycTaHoBUTE briaxkn y Tpebyembix cobbiTun (pyc. HacTtponka_tunoB cobblTui

A5 onoselleHus *2):

U Cratyc 3awuThl;

U O6HoBMNEeHMe nporpaMmmbl;

U MpoBepka koMnblOTEPA;

U OtyeTsl;

U JluueH3us;

U YcraHoBKa (yaaneHue) nporpamm;

U BnoknpoBaHue moayrneun nporpaMmmb;

U OrpaHu4yeHue NpuUnoxXeHUn.

.
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. HacTpoiika peskiuma cnosewenmii @

OnoBelwerna

MoKa3bEaTs oNoBELWEHNUS

CTaTtyc 3allHTbl

[V]0BHoBNEHME NporpamMmbl
[¥INposepra komnsoTepa

[¥]oTuetsl

J'IMLLEHsmq

[V]¥cranoeka (yoanenne) nporpamm
[V]|Bnokuposanue noayneii nporpanme
[V]OrpanuueHie npunoxeHni

Cnpaeka ’ oK ] ’ CtMeHa ] [HDHHBHH'H:]

PucyHok 35. HacTtpoika TMnoB coObITUM AN onoBeLlleHUs

na BCTYMIeH1A N3MEHEHWN B CUIy HaXXMuUTe Ha KHOMKY OK.

5.2 Pexumbl ynpaBsneHusa

BoamoxHbI criegytouye BapuaHTbl ynpasrneHus pabotom SoftControl SysWatch:

= ABTOHOMHbIV pexum **;

=  YpaneHHoe ynpasrieHve ¢ cepeepa **.

UTto6bl YCTAHOBUTL HEOOXOAMMbBIA PEXMM, OTKPOUTE HACTPOWMKW NpOrpamMmbl, nepenaute B pas-
aen MapameTtpbl n BbiGepute Tpebyemblnt BapuaHT B obractu YaaneHHoe ynpaBneHue

(pvic. HacTpoiiku napameTpoB nporpamMmbl *°). [l BCTYNNEHUS! U3MEHEHWI B CUMy HaxMuTe Ha
kHomky OK.

- E ]
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> HacTtpoitka nporpammel SysWatch = =

MapameTpsl
ObwKe napamMeTpel paboTel NporpaMHsl

Sawura CamMosawmra
Npoeepka 3anpeTuTe BHEWHEES YNpaBneHne cucTeMHol cnyxboii
OBHoBNEHKE Crkpeite cayxby Windows
4 [apaMeTpel YaaneHHoe ynpasneHue
Bua () ABTOHOMHO
OTyeThl

[C] i
OnoeeweHnA #) Cepaucriblii Llentp HacTpomTs...

CYUCTMTE HaCTDDﬁKH COSOWMHEHWA C CEPBEPOM OYHCTHTE

MapaMeTpbl NporpamMsl
COXPaHWTE NapaMeTpel NporpaMMel 8 daiin COXpaHHTE...

[IWckniounts napaMeTpsl NoaknoYeHua
OTAOHEHHBIR CTapT

OTNOKWTE 3aMYCK CHCTEMHOW Cay#Bel HA (MUH.) o &=

-
[[] AepkaTs nocToAHHoe cosavHerne © CepercHbIM LieHTpom

[[] BoccranaenueaTs BA nocne annapaTHoil nepesarpysxun

Crnpaska OTMeHa

PucyHok 36. HacTtpoiiku napameTpoB nporpammbl

5.2.1 ABTOHOMHbIN PEXNUM

Mpu aBTOHOMHOM pexvme ynpasrneHns SoftControl Sys\Watch HacTpovka nporpammel, 3anyck 3a-
Aad 1 obpaboTka cobbITMN Be30MacHOCTK Npoun3BoanTCcs fokanbHO ¢ nomouwpto UMM SoftControl
SysWatch.

[na yctaHoBKM pexuma Bblbepute BapuaHT ABTOHOMHO B HACTpoMKax nporpamMmbi

(pvc. HacTpoiku napameTpoB nporpammbl #%).

5.2.2 YpaneHHoe ynpaBrneHue ¢ cepBepa

Mpwv yaaneHHom pexvme ynpasneHus SoftControl SysWatch ¢ nomoupto cpeacts agMUHUCTPUPO-
BaHusi nporpammHoro npoaykta SoftControl Service Center HacTporika nporpaMmmebl, 3anyck 3agad
N MOHUTOPUWHI COCTOSIHMS 3aLLMTbl NPOM3BOAUTCA aAMUHUCTPATOPOM yaarneHHo. MNogpobHoe onu-
CaHve npoLecca yaaneHHoro yrnpasreHus NpMBeaeHo B AOKyMeHTe « PyKOBOACTBO agMUHUCTpa-

Topa SoftControl Service Center».

[na yctaHoBKM pexuma Bblbepute BapuaHT CepBUCHbIN LleHTp B HacTporkax nporpammbl

(pvic. HacTpoiiku napameTpoB nporpammbl *>) 1 HaxmuTe Ha kHOMKY HacTpouTb, UToBbl OTKPbITH

OKHO C noAapO6HbIMM HACTpoOMKaMM NOAKMOYEHUA K cepBepy (puc. [lapameTpbl_NOAKMoYeHUa K

cepsepy ).

- € T
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na NPUMEeHeHNA KIMEHTCKNX HACTPOEK, 3adaHHbIX Ha CepBepe, BbINOJHATE CrieyloLlee:

1) Cronupywnte dpainn ClientSettings.xmlc (cM. JOKyMeHT «PykOBOACTBO agMUHMUCTpaTopa
SoftControl Service Centery») Ha XeCTKMIN ONCK KIMEHTCKOrO XOCTa.
2) Haxxmute Ha kHornky O630p B okHe HacTpounku SoftControl Server (puc. [MapameTpsbl

NoAKMoYeHs K cepsepy *).

3) B nosiBvBLWEMCS OKHe BblbepuTe paHee ckonvpoBaHHbi chann ClientSettings.xmlic v

HaXKMuTEe Ha KHOMKY OTKPbIThb.

i Hactpoikn SoftControl Server @
HacTpolikn coeanHeHUs |
MNoAKNKKYEHHE K CEpEERY
3arpy3nTe HacTporkn .xmlc:
Cepeep:
ANobaeuTs

Ne  Cepsep

https://192.168.162.131:8000/

2 WM-AS-WE1RUXE6:3000/
Mepwon xaptbuta (cek.):  Hoswiil napone:

&0 [TTTIITTITTTT)
CepTudmkaT:

----- BEGIN RSA PRIVATE KEY-----8#xD; 8% [ SarpysuTs cepTudmKaT ]

Crpaska ’ OK ] ’ CTMEHa ] [ MpPHMEHUTE ]

PucyHok 37. MapameTpbl NOAKMIOYEHUA K cepBepy

Cpasy no okoH4yaHun npumeHeHust panna HacTtpoek SoftControl SysWatch otnpasnsieT nepsbiii
3anpoc Ha cepsep, B okHe HacTpounku SoftControl Server otobpaxkaetca npuHATas KOHUry-

pauust (puc. MapameTpbl NogKoYeHus K cepeepy *).

B obnactn MoakntoyeHue K cepBepy pacrnosioxXeH CNMCOK agpecos, no koTopbiM SoftControl
SysWatch ocywecTtBnset nogkrnoyeHve K ynpasnsowemy cepsepy. Cnvcok 3agaeTcs agmMuHu-
cTpaTopoMm yaarneHHo u3 koHcorm ynpasreHnus SoftControl Admin Console. CnmMcok Takke MoOXeT
ObITb M3MEHEH BpYy4Hyto yepes nHtepdenc SoftControl SysWatch. [ins nobasneHuss agpeca B

CMNnNCOK BBeaUTE NOJIHYHO apeCHYO CTPOKY B/Oa

https.//<IP-adpec unu ums cepgepa>:<ropm rnooOKIHYEeHUs K cepsepy>/
B norne CepBep 1 Haxmute Ha KHonky [Jlo6aBuTb. [na yoaneHus agpeca u3 cnicka Bbibepute
€ro N HaXXMuTe Ha KHonky Yaanutb. B cnincke JorkeH HaxoauTbCsa MO MeHbLUen Mepe OavH aa-

pec, NO3TOMY yAarneH1e eAUHCTBEHHOro afpeca HeBO3MOXHO.

- ]
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B HwkHen yacTtn obnactn NMNogknioveHume K cepBepy pacrosioXeHbl oCTalibHbl€ NMapamMeTpbl noa-

KIMo4YeHnA:

* Mlepuopn xapTouTa (cek.) — uHtepan mexay obpawennamu SoftControl SysWatch k
ynpaerisitoLLEMy cepBepy (B CeKyHaaXx).

* HoBbIN naponb — naporb ana ayreHtudmkauum SoftControl SysWatch ¢ ykasaHHbIM HU-
Xe cepTuuKkaToM Ha yrpaBrisaoLEM cepBepe.

* CepTudumkar — CTPOKOBOE NpeacTaBrieHre cepTudmrkaTta, Ucnonb3yemMoro Asisi ycTaHoOB-
nenua 6esonacHoro coeauHeHuna mexay SoftControl SysWatch n ynpasnstowym cepse-
pOM.

Bce napameTpbl MOryT GbITb M3MEHEHbI BPYYHYIO B COOTBETCTBYIOLLMX Nosnsax. [1ns 3ameHbl cepTu-
dukaTa 6e3 3MEHEHNA OCTalnbHbIX HACTPOEK HAaXXMUTE Ha KHOMKy 3arpy3uTb ceptudukar, B
OTKpbIBLLEMCA OKHE BblbepuTe hainn ceptudurkata ¢ paclLMPEHUEM .peM N HAXKMUTE Ha KHOMKY

OTKpbITb.

Ecrm TpebyeTca BbINOnHUTL nokansHoe otcoeanHerme SoftControl SysWatch ot tekywero cepse-
pa, nepevgute B HACTPOWMKM nporpammbl U B pasgerne MapameTpbl HaxmuTe Ha KHOMKY O4um-

cTUTBb (puc. HacTpolikn napameTpoB nporpammbl ). B okHe ¢ npeaynpexaeHnem Boibepute Ba-

puaHT [da (puc. Mpeaynpexaenre Npu 04MCTKe NapameTpoB MOAKMOYeHNs K cepaepy *%).

2] OUNCTKE HACTPOEK COBAMHEHINA € TEKYLLIAM CEPBEROM @

% Bbl ASHCTBMTENBHO XOTUTE OUYMCTMTE HACTPOWKKW COBAMHEHWA C

! cepeepom (KnweHT He GyaeT yaoaneH Ha cepeepe. YOanure erc
CAMOCTOATENBHO, YToBbl 3bexate AyBNMpoEaHWA NPpKU NOBTOPHOM
NOOKMKYEHWW K TOMY KE cepBepy)

Ca ) [ e ]

PucyHok 38. lNpepynpexpneHne npu o4ncTke
napameTpoB NOAKMIOYEHUS K cepBepy

Mocne ouncTtkn HacTpoek SoftControl SysWatch aBTtomaTtuyeckn nepeknoyaeTcs B aBTOHOMHbI
pexvm paboTbl. YTobbl n3bexaTb AyOrMpoOBaHUS KIMEHTCKUX KOMMOHEHTOB NPY NMOBTOPHOM MOA-
KIMOYEHUM K TOMY XXe CepBepY, aaAMUHUCTPATOPy HEO6X0AUMO yaarmTe AaHHbLIN KIMEHTCKWA KOMMO-

HEHT C cepBepa u3 koHcorm ynpasrnenua SoftControl Admin Console.

5.3 AKTBauuna NULUEH3NOHHOIoO Knro4a

BosmoxHocTb ucnonb3osaHus SoftControl SysWatch onpepenaeTtcsa Hammyumem mMLEH3VOHHOTO

Krova. JlvueHsua gaet npaBo UCMOJIb30BaTb KOMMOHEHTbLI NPpOrpamMmMbl CO AHA aKTUBaALUM KIto4a:

¢ SoftControl SysWatch Core (Core) — 6a30Bblii KOMMOHEHT MPOAKTUBHOW 3aLThI

- (5]
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SoftControl SysWatch
® Anti_virus (AV-AV4 nrm AV-AV5) — 0ONONHUTENbHBIN KOMMOHEHT NOUCKa BMPYCOB, TPOSAH-
CKMX MporpamMm 1 Apyrnx BpegoHOCHbIX OO bEKTOB.

Tunbl nueHsnn SoftControl SysWatch onucaHbl B Tabn. 7.

Tabnuua 7. Tunbl NULEH3NN

JIMLEH3MOHHDIN KN4 A4S NPpoBHOro MCnosb3oBaHUst NPOrpaMMbl.

Cpok genctBua — 30 gHen.

[MpumeyaHue: MoxeT ObiTb UCMONb30BaH HA O4HOM KOMMblOTEPE TONbKO oauH pa3. [poaneHune
1 NOBTOPHOE UCMONb30BaHNE Kto4a HEBO3MOXHO.

MpobHas

JIMUEH3MOHHBIN KoY A5 MOMHOLEHHOMO UCMOSb30BaHWs nporpamMmmsil.
KommepquKaﬂ Ceoiicta JNIMUEH3NN N UcnoJib3dyemble OO0MOJNIHUTENbHbIE KOMMOHEHTbI onpenendrTCAa KOHKPEeT-
HbIMWU JIMLEH3NOHHBbIMW KIto4YaMu.

[na rnokanbHOW akTvBauuM JMLEH3UOHHOMO Kroya nepevaute Ha Bkragky JinueH3usa naHem
ynpasnexnsa °* SoftControl SysWatch, BBeauTe oy B nosie Homep v Haxmute Ha KHOMKY AKTU-

BMpoBaTb. B cnyyae ycnelHoi aktvBaumm otobpaxaeTcs cratyc Jelicmeyrowasi TuuyeH3usl.

3a 30 gHen, 2 Hegernm oo NCTEYEHMS CPOKa, a Takke B TeYEHUE NnocregHen Heaenm ENCTBUS KIo-
Yya npuroxeHve ysegomnaet 06 aTom nonb3oBartens. B ykazaHHble AHW Ha 3KpaH BbIBOAWTCA CO-
oTBeTCTBYOLLEE coobLieHe. o OKoOHYaHUM Cpoka AeNCTBUS Krtova Ha Bknaake JinueHsunsa otob-
paxkaeTtcs cratyc JluyeH3us 3aKkoH4Yuack. [locne aToro oTkMoYaeTca BO3MOXHOCTb OOHOBIEHUS

- 124 .
NPOrpamMMHbIX MOAYNEN U aHTUBUPYCHbIX 6a3 . Kpome TOro, 3anpeuwaeTcd yctaHoBKa msi-rake-

TOB, €CIM BKIMKOYEH KOHTPOJIb aKTUBHOCTU I'Ipl/l.l'lO)KGHVIVI (BbICTaBJ'IeHa rariouka anIHO)KEHVIFI B

pasgerne 3awmTa HacTpoek Nporpammbl, CM. puc. HacTpoiikn o6umx napameTpos 3aumtbl *¢). B
ocTansHoM doyHKumoHanbHocTb SoftControl SysWatch coxpansieTcs.

Uepes aBa Mecsua nocre UCTeYeHs Cpoka AeNCTBUS Krtoda KaXkablW Yac noBepXxX BCEX OKOH Bbl-
BOOMUTCA COOOLLEHNE O TOM, YTO JMueH3na uctekna. CoobleHre otobpaxaeTcsa B TedeHre 10 ce-
KyHA,

YT06bI Mcnonb3oBaTh HOBblE (DYHKLMW NPOrpamMmbl 1 nocregHe paspaboTkn B obracti npeBex-

TUBHbIX TEXHOOTUIA, PEKOMEHAYEeTCA NPoAsrieBaThb JMLEH3MIO NPOorpamMmel.
5.4 ABTOMaTtMueckasa HacTpouka (c6op npodcuns)

ABTOMaTUYEeCKas HAacCTpoViKa, UM coop Npodurs, ABNAETCA BaXHbIM 3TanomM B oGecneyeHum npo-
aKTMBHOW 3aWyTbl NPOrpaMMHOIO OKpyXeHus cuctembl. CO0op npoduns 3anyckaeTcsl aBTomaTh-

4yeckn No okoHYaHun yctaHoBkm SoftControl SysWatch, 3a uckmoyeHvem criydaeB, Korga CHAT

-— ¥ ]
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doraxxok Bknountb c6op npodunsa nocne yctaHoBKM (CM. puc. BkroueHne cbopa npodomna

16 ). MpegnonaraeTcs, YTo Nnepen Ha4yanom cbopa npoduna cuctema He COAEPKUT BPEAOHOCHBLIX
06bekToB. 1o 3TON NpMYMHE NepBOHaYasbHbIN COOp NPOUIA NO YMOSHAHMIO OCYLLECTBIISETCS C

BKIMFOYEHHO OMLMEN aHTMBMPYCHOrO CKAHMPOBaHUA *° Ans HagexHoro obecneyeHnst ykasaHHoro

ycrnoBus. Ecrim o6beKT He MHUMLMPOBAH, TO PacCUMTLIBAETCS €ro KOHTPOrbHaa cymma u nobas-
naetcs B npochunb. O6bektamn asnatoTes annbl popmata PE (nepeHocumble UCNOMHAEMble
dannbl).

1

11 HaYasioM npodunsi o T BaHM BbINOJHUTE HACTPOVIKY ero napameTpoB 42
Mepen Hayarom cbopa npo o TpeboBaHuio > 0 € HaCTPOWIKy ero napameTpos 8

5.4.1 Onuwuun c6opa npocdhuns

[nsa HacTpovikn napameTpoB cbopa npohunsa OTKpouTe pasaen 3awmTa HacTPOEeK NporpaMmmel, B

obrnact PeXum 3awmnTbl HaxXxmute Ha kHonky HacTtpouTb (puc. HacTtponku obumx napameTpos

3aumTbl ).

. Hactpoiika npeorpamuel SysWatch EI = @

3awmTa
OBwmMe NapaMaTpel 23WMThI

ZawmuTa Pesxtum 3awuTel

MNpoeepka BEAKYMTL 33WLMTY
COBHoBNSHKHE [ Nprnoxwenms
4 [apamMeTpel
[¥] waiinosas cucrema
Bua

OTYeTEl [¥] Cucremneiin peectp

COnNoBeleHnA CETI:
¥YnpaeneHue MHUWOSHTEMK
@ BrNK4WTE aBTOMaTHUECKYH 0BpaBoTky MHUKWOSHTOE
) BrnounTs oBpaboTky MHUWAEBHTOE Nonb3oBaTenam
YnpaeneHWe naponem
|:| BKNMYWTL 33WHTY Naponem HacTpouTh
rnoBansHelid pexum ocbHoBneHua MO (TpebyeTca nepezarpysxa)
[ rnoBaneHelil pexum ofHosnenna NO (Tpebyetcs nepesarpyska)
Cnpaeka ’ OK ] [ OTMEHE

PucyHok 39. Hactpoiku o6mx napameTpoB 3almThbl

B okHe HacTpouka pexuma 3awmntbl Ha Bkragke Mpodunb cucTtemMbl HAXMUTE Ha CCbISIKY

HacTpoiika (puc. OkHo c6opa npocounsi *).

B o6ract CocTosiHue KoMmnbloTepa (puc. Hactpoiiku c6opa npocurs *®) BoamoxeH BbiGop

OBYX BapyaHTOB aBTOMaTU4ECKOW HACTPOMKM:

o TpebyeTcs npoBepka
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Mpun BbIGOPE AaHHOM onummn GyaeT NPoM3BOAUTLCS MONHAs aBTOMAaTUYEeCKas HaCTPOVKa,
BKIMOYatoLLas B cebs aHTMBMPYCHOE CKaHMpoBaHWe. PekomeHayeTcsi npoBOAUTL NMPOBEPKY
B Mpouecce aBTOMaTM4eCKON HACTPOVKM B Criydae, KOrga B CUCTEME He YCTAHOBEHO aHTW-
BupycHoe NO 1 BO3MOXHbI ys13BMMOCTN B 0651acT 6e30nacHOCTM.

o YucTtbin, npoBepkKka He TpebyeTca

B cnyvae Bbibopa gaHHOM onuum aBTOMaTMYEeCKasi HacTponka GyaeT npousBoautbcsi 6e3

aHTVBMPYCHOIO CKaHMPOBaHUSI.

Mpun NonHoOM aBTOMaTUYECKOM HACTPOKKE 3aTpadmBaeTcsl OOsbLUe CUCTEMHBIX PECYPCOB U

BPEMEHM, YEM NMpM aBTOMAaTUYECKOI HACTPOVike 6e3 aHTVBMPYCHOIO CKaHMPOBaHMS.

gl Hactpoiika pesxnma 3awmnTol @

Npoduns cMcTeMEl | MpuaomKeHUs

Mpodrne cUCTEMBL

[ enonssosats npaduns cucTemsl

[T Beinonnute oBHoBneHWe aHTMBMpYCHEIX Bas nepen ciopoM npoduna

MNpeduns He cosaaH

HeobxoAWMo CO30aTE NpodME CHCTEMEI Cosnate

OBnacTe NPodUAMPOBEHUA | e CuUCTeMHEIR pazaen
COCTOAHME KOMIBEOTEPE ... ittt Tpebyerca nposepra

Hactpoika

Cnpaeka [ OK ] [ CtMeHa MpUMEHNTE

PucyHok 40. OkHo c6opa npodmns

- ]
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ABTOMETUYECKAR HACTPOMKA @

MNporpaMma coBepeT A3HHEIE O NPUICHEHWAX, YCTEHOENEHHEIX HA BaWeM
KOMMBKITERE M CUCTEMHBIX dainax Windows. Mpodune cucTemel ByoeT
sadMKCMPOBaH ANA NPEACTEPALLEHMA BEINCAHEHMA NOTEHUWANEHO
OMECHEIX NPHACKEHWH HA KOMNEMTERE.

MNpodwne cucTEMBbL

@ Toneko cucTeMHEIR pasgen

Bce owckm

CocTosHue KOMNBHTEPRA

@ TpebyeTtca nposepka (PexomenayeTcs)
He wcnone3yeTca aHTMBEMpycHoe MO. He ycTaHoBneHb!
nocneadne ofHOBNEHWA ONEPALMOHHOA cucTeMbl. BosMmokHo
HaNM4YKe BPeACHOCHEIX NPOrPaMM HE KOMNBIOTEPE.

() YucTeli, nposepka He TpebyetcA

PeakumMa Ha yrposy
@ BeiGop aelicTBMA ABTOMATUHECKK
+ leyuts
* [ponycKaTb, ecni NeYeHMe HE BOSMOMHO
() NMepeMecTUTs Ha KapaHTUH
) NponyctuTs
BHuMaHWe. ABTOMATWHECKas HACTPORKE MOMKET 38HATE HEKOTOPOE BpeMs,

E 33BMCUMOCTH OT KOHEMIyPaLWKM BAWErc KOMNBIOTERE M YCTAHOBAEHHBIX
NPUACHKEHMH.

[ OK ] ’ Ommena

PucyHok 41. Hactponku cbopa npocuns

B obnactn Peakuma Ha yrpo3y (OOCTynHa TOfbKO Mpu BbIGOpE MOSHOM aBTOMATUYECKOW Ha-
CTPOMKM) BO3MOXHbI Crieayloupe BapvaHTbl AEUCTBUA NPy OBHApYXeHWN yrpo3 B MpoLecce aHTu-

BUPYCHOIo CKaHNPOBaHUA:

o Bbl6op gencTtBua aBToMaTUYECKHU:
* JleunTtb
Ob6e3BpeanTb 3apaeHHbIN 0O BEKT.
* MMponyckaTb, ecnv ne4YeHne HeBO3MOXHO
He BbINOMHATE Kaknx-nmbo AevcTBUM Ha 3apaxeHHbIM 06 bekToM, ecriv 06e3BpeanTb
ero He yaaeTcs.
o MepemecTUTb Ha KapaHTUH
MepemecTuTb 3apakeHHbI O6BbEKT B crieuuansHbIN KaTarnor 1 3anpeTuTb ero BbIMOSHEHME.
o Mponyctuteb

He BbINOMHATL Kakmnx-Nnbo AEeNCTBUM HA4 3apaXkeHHbIM OO BEKTOM.

— &
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5.4.2 3anyck no Tpe6oBaHuiO

3anyck c6opa npocduns
[nsa Hayana cbopa npocwunsa B okHe HacTpomka pexmma 3awmTtbl Ha Bkrnagke lpo-

¢unb cuctemsl HaxmuTe Ha kHonky Cosaath (puc. OkHo cbopa npodouns *%).

i Bo Bpems aBTOMaTn4eCKON HACTPOMKM HeXXenaTeNlbHO BbINOSHATL ycTaHOBKY 10 B

cucrteme.

Ecrnm Heobxoammo npepBaTb cbop npoduns, HaxmuTe Ha KHOMKy OctaHoBUTb (puc. [po-

Lecc cbopa npoduns ).

fi HacTpoika pesxrMa 3awmntel @

Npodune CMCTEMEL | MpunomeHna

MNpodkne cucTeMBbl

[ vcnonbsosate npoduns cucTemsl

[ BrinoauuTs ofnosneqke anTMBMpycHEX Gas nepea chopom npoduna

Cosganue npoduna CHCTEMBI

-— | 25% OcranoenTs
OBnacTe NpoGUAMPOBAEHNA ... .. ... ... CHCTEMHEIR pasaen
CocToRAHWE FOMOBREITEDD ... e TDEE\I’ETCH npoBepKa
LAMTEIABHOCTE L. i e e e 00:54:47
OfberT ... Cr\Windows'\winsxs\amded_microsoft-windows-ieframe_31bf3.. \ieframe.dll
MNoapoBHo
Crpaska ’ OK ] ’ CTMEHa ] [ MpPHMEHUTE

PucyHok 42. MNpouecc cbopa npocuns

B onanoroBom okHe Bbibepute, COXpaHATb S HAKOMMEHHY MHbopMaumio o dannax ans
MCNonb30BaHMA NpU NpoaostkeHun cbopa npoduna (puc. Beibop_pexvma npepbiBaHuA
cbopa npodunsa °*). Mpu BbIGope BapuarTa [la Bbl CMOXETE NPoAoKUTL c60p Npodunst ¢

TOro MecTa, rae OH Obln NpepBaH.

i Mpodwnne He cozgan @

| CoxpaHuTb cobpaHHy WHbopMaun o dainax ans WCNnoNb3oBaHWa
" npw npoaonxedHud cbopa npoguna?

2o ) [ ver | [ omen |

PucyHok 43. BbiGop pexuma npepbiBaHua c6opa npodunsa
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i Ecrm paboTa cuctemHon cnyxbbl safensec.exe bbina kKakum-nmbo obpasom 3aBep-
lWeHa B npouecce cbopa npodund, TO Nocrne ee MOBTOPHOro 3arnycka npodoub
npoaosokuT cobupaTtbes aBToMaTudeckn. Ecrm cbop npoduna 6bin ocTaHOBIEH
nonb30BaTerieM C MOMOLLBbKO COOTBETCTBYIOLLEW KHOMKW, TO MOCre MNOBTOPHOMO
3anycka cUCTeMHoOM Cryx0bl safensec.exe npounb cobupatbes He byaeT. B atom

crydae Ans nNpoaoJPKeHUst aBTOMAaTUYECKOM HACTPOVKM HeobxoauMo 3anycTuTb ee

BPYYHYIO.

Mo okoH4YaHWMM NpoLecca aBToMaTUIECKON HACTPOKKM oTobpakaeTcsa ctaTyc lNpogurb co-
30aH N aBTOMaTM4ECKN ycTaHaBmmBaeTca driaxok Mcnonb3oBaTb Npodusib CUCTEMBI

— NporpaMmMa nepexoauT B LUTaTHbIA pexuM paboTsbi.

i He pekomMeHgyeTcAa CHUMaTb cbna>|<0|< Ucnonb3oBatb I'IpO(t)Mﬂb CUCTeMbl, TakK

Kak B 9TOM Crly4ae nepecrtaeT paboTaTb KOHTPOIb ncnonHaemblx coannos PE.

O6HoBneHne npocpuna cuctemol
B cnyyae HeobxoammocTu (Hanpumep, ecim 6biro passepHyTo 6onbwoe ynucro MO 6e3 uc-
Nosfb30BaHMA NporpamMMm yCTaHOBKM urn koraa 3awpra SoftControl SysWatch 6bina otknto-

YyeHa) MOXXHO OBHOBUTL MPOWIIb CUCTEMBI.

'3 Hactpoiika peskima 3awutel @

Mpadune CMCTEME | NpunoxeHus

MNpodmrne cHcTEMBI

Mcnons3oeats npoduis CHCTEME

[ Brinoauuts ofnosneHke aHTMBMpycHEX Gas nepena cBopom npoduns

MNpodune cosaax

Mpu HeoBxoowmocTk ofHoOBUTE NpodiMne OFHOBKHTE

OBnacTe NPoGUAMPOBARNA .. ... ... ... CUCTEMHEIR pazaen
COCTOAHME KOMIBEOTEPE ... ittt MNpoeepka He TpebyertcA
AaTta cosznaHuA 28.12.2017 21:04:15

NoapoBHo
HacTpoiika

Crnpaexa ’ OK ] ’ OmmeHa ] [HDHMBHHTb

PucyHok 44. 3anyck o6HoBneHus npoduns

Mpn 3TOM NonHbIM cbop nNpodunsas He NPOU3BOAUTCS, COBUPAlOTCA AaHHbIe TOMbKO O Tex

NPWIOXKEHMSIX, KOTOPbIe He BKIMOYEHb! B MPOGUIb HA MOMEHT Havarna ero obHoBneHws. [Ans

————an
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BbINOJIHEHNA onepaunnm B OKHE HaCTPOﬁKa pexunmMma 3alllnTbl Ha BKI1IaaKe I'Ipocbvlnb cun-

CTeMbI HaxMUTE Ha KHomky OBHOBUTB (puc. 3anyck 06HOBMeHUs npoduns ).

Ho6aBneHune oTaenbHbIX ¢hannoB B npodunb
Ecrm Tpebyetca nobaButb TONMbKO onpeaeneHHbi hamn uim kaTtasnor ¢ dannamm B npo-
dunb cnctembl, B OkHe HacTponka pexunma 3awunTbl Ha Bknagke Mpocgpunb cucrembl

HaXXMUTE Ha cTpoky O6nacTb npodunuposaHus (puc. 3anyck o6HoBNeHus_npocuns %),

BblOepuTe cooTBETCTBYIOLWMIA BapuaHT (lobaBuTb dpann wim [lobaBUTb nanky), ykaxure
HeobOxoaumble alrbl U HaxXmutTe Ha KHOMKY OTKpbITb. [locrne Toro, kak B CTpOKe
O6nacTtb npocdunupoBaHua otobpasntca nyTb K Tpedyemomy hawnrny nm kaTarnory, Ha-

XMUTE Ha KHOMKY OGHOBUTb.

MpocmoTp oT4yéTa 0 cbope npocdhunsa
[na npocMoTpa noapobHoro otyeTa o NpoBeaeHHOM cbope Npoduns HAXKMUTE Ha CCbISKY

Moapo6Ho (puc. 3anyck 06HOBREHMA Npoduna °2).

5.5 [NetanbHasa HacTpomnka SoftControl SysWatch

Mo knaccudukaumm SoftControl SysWatch Buabl cobbitvin, npeacrasnatoupx yrpody 6e3onacHo-

CTM NpOrpamMMHON cpeabl (MHUMAEHTbI), NoApasaendioTCa Ha criedyoLyie OCHOBHbIE KaTeropum:
® 3anyck NnpuroXxeHus He B npodure;
® 3anyck HernoAnMcaHHOro MHCTanATopa;
* HapyLueHve NONMTUKM KOHTPOSS;
® 3arpyska HegoBepeHHon DLL;
® 3anyck uHTepnpeTaTopa CKpUnToB;
* Mogudvkauus PE-caina He nHcTannaTopom.

BoamoxxHble gencTBus Ana Kaxagou KaTeropumm nHUMOeHToB nepevncrieHbl B Tabn. 8.

Ta6nuua 8. Bo3aMoXHble e ICTBMA NPU MHLUMOEHTaX

¢ BbINOMHUTL B OFPaHMYEHHOM peXume

BbINOMHEHUE NPUINOXEHNs1 B U30NMPOBaHHOM cpeae (NecoYHuLe) Nof, YYeTHON 3anmnchbio Norb-
3anyck NPUNoXeHns |3opatens «V.l.P.O.» ¢ orpaHUYeHHbIMU NpuBMrerusimu1. Mpu aToM AoBaBneHst B Npogmrib CHi-
He B npogune CTEMbI HE NMPOUCXOAMUT, a NPUNOXEHNE NOMELL,aeTCA B OrPaHUYEHHY0 30HY.

MpuroxeHne MOXeT 3arpyxaTtb JoYepHUEe MOAYMM, KOTopble TakKe He BOMAYT B NpodwIib CU-

— &
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cTeMbl. [laxxe ecnv Takoe NpuroXeHue siBNseTcs BPe4OHOCHBIM U BbINOMHUT YCTAHOBKY KaKUX-
nmbo [ONONHUTENBHBLIX KOMMOHEHTOB, TO UX NOCIeAytoLLas 3arpyska OyaeT npenoTBpall eHa.
¢ BbINONHUTbL B OrpaHM4YeHHOM peXxume fnocrie NpoBepKu

3anyck NpunoXeHust B OrpaHUYEHHOM pexume, eCnm npu aHTMBUPYCHOM CKaHUPOBaHWU Npu-
NOXEHUs1 HEe HaAEeHO BpedoHOCHOro koga. B obpatHom cny4vae 3anyck OyaeT 3abnokmMpoBaH.
¢ BbinonHutb B pexume obHoBneHus MNO

BbinonHeHne nNpunoxeHusa nof TeKyLlen yyeTHoW 3anucbio 6e3 orpaHuyeHun. Mpu aTom npu-
NOXXEeHWe 1 BCe ero JovYepHMe MOLYMM NoMeLlalTcs B Npodmrb CUCTEMbI U JOBEPEHHYHO 30-
Hy.

e BbinonHuTb B pexume obHoBneHua MO nocne npoBepku

3anyck npunoxeHus B pexvnmMe obHosrieHns MO, ecnm npy aHTUBMPYCHOM CKaHMpOBaHUW Npu-
NOXEHNs1 He Ha4EeHO BPe4OHOCHOro koda. B obpaTtHom crnydae 3anyck OyaeT 3abnokupoaH.
¢ 3abnokupoBaTb

BriokupoBka 3anycka npurnoXxXeHusl.

3anyck Henoanuca-

HOro MHCTaaTopa
63

* YcTaHOBUTb

BbinonHeHne uHcTannsitopa nop, TeKyLl el yY4eTHON 3anvcbto 6e3 orpaHudeHuid. MNpu aTom no-
Clle YCTaHOBKM MPUIIOXKEHNE U BCE €ro JOYEepHUEe MOAYM NOMELLalnTCca B Npodmiib CUCTEMBI
N JOBEPEHHYIO 30HY.

* YcTtaHOBUTb Nocne npoBepKu

3anyck vHcTannsatopa B pexume obHoBneHus O, ecnv npyv aHTMBUPYCHOM CKaHMPOBAHWU
YCTaHOBLL VKA He HanOeHo BpedoHOCHOro koda. B obpatHom criyyae 3anyck Oyaert 3abroku-
poBaH.

¢ YCTaHOBUTb B OrpaHUYE€HHOM peXxume

BbinonHeHne WHCTanmATopa B M30MMPOBaHHOW cpefe (MecOoYyHuUe) nog YYEeTHOW 3anvchbio
none3oBatens «V..P.O.» ¢ orpaHuyeHHbIMU npusunernamn. Mpn atom gobasneHuss B npo-
dmnb cUCTEMbI HE MPOUCXOAMUT.

¢ YCTaHOBUTb B OFPaHMYEHHOM peXume fnocrie NpoBepKu

3anyck WHCTannsitopa B OrPaHUYEHHOM PEXUME, €CrvM MpU aHTUBMPYCHOM CKaHMpPOBAHWU
WHCTannaTopa He HangeHo BpedoHOCHOro koga. B obpatHom cnyyae 3anyck 6yaeT 3abrnoku-
pOBaH.

e 3abnokupoBaTtb

BroknpoBka 3anycka UHcTannatopa.

HapyuieHne nonmtmkin

KoHTpons 74

e PaszpewnTb

PaspeluleHre NpUnoXeHNto BbINOMHUTL AEWACTBME, COBMajaroliee C YCroBUAMWU MnpaBuna 3a-
OaHHOW NOMUTVKN KOHTPOSS, OQHOKPATHO/Ha CECCUIO.

e PaspewnTb nocrne NnpoBepkKu

PaspelleHre NpUnoXeHntio BbINONMHUTL AENACTBME, COBMajarliee C yCrnoBUSAMWU npasBuna 3a-
OaHHOW NOMUTUKW KOHTPOISi, OA4HOKpPATHO/HA CECCUo, eCniv NpU aHTUBUMPYCHOM CKaHUPOBaHWUM
NPUNOXEHNsT He HalgeHo BpegoHOCHOro koda. B obpatHom cnyyae gerictBue OyaeT 3anpe-
LLLEeHO.

e 3anpeTutb

3anpeT NpUrNoXXeHwo BbINMOMHUTL AEACTBMUE, COBMagatoLlee C YCroBUsSIMY NpaBuna 3agaHHON
MONMUTUKMN KOHTPOJS!, OQHOKPATHO/HA CECCuio.

e 3anpeTUTb M 3aBepLINTbL NPUOXKeHne

3anpeT NpuNoXXeHuio BbINONMHUTL AENACTBME, COBMNagatoLlee C YCroBUsMY NpaBuna 3agaHHON
MOSIMTUKMN KOHTPOIS, U MOCreaytoLl ee 3aBepLUeHne NPUIoXKeHusl, O4HOKPaTHO/Ha ceccuto.

3arpv3|<a HeJOBEpPEH-
Hoit DLL %7

e PaspewunTtb
Paspelenne 3arpy3sku DLL-61Gnnotekn 6e3 orpaHuyeHui.

- (& ]
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e 3anpeTutb

3anpert 3arpysku.

e Pa3pewunTtb

3anyck nHTepnpeTa- (PaspelleHune 3anycka.

Topa ckpunTos -7 e 3anpeTutb

3anpeT 3anycka.

e PaspewunTtb

Pa3speleHne moaudmkaunm PE-dainna.
e 3anpeTutb

3anpeTt mogudmkaumu.

Mogudwmkaumsa PE-
danna He nHcTanns-
Topom 57

7

Ha Bkrnagke CTaTyc NnaHesim ynpasJieHnA 2 nporpamMmsbl 0To6pa>i<aeTc;| TeKyLIJVIIZ CTaTyC 3auuThbl

N CNMCOK obriacTen oTcrnexvBaHus. Takke Ha BKMaake NpMBOAUTCS CTaTUCTMKa Mo obLemy Korm-
YyecTBY 3apeructpupoBanHbix SoftControl Sys\Watch npunoxeHnun B cucteme, ctatmctika no Kosm-

4yecTBy I'IpVIJ'IO)KGHVIVI B KaXOoM 13 30H BbIMNOJIHEHWA & , d TaKXKe UMA NpunoxeHmd, Bbi3BaBLLErO Mo-

CNeAHWIA N0 BPEMEHM MHUMAEHT. o yMOrHaHuMo ycTaHaBrMBaeTCs OTCrEXuBaHue no Bcem obrna-
CTSIM 3aWWThl, NPY 3TOM oTobpaxaeTcsa ctatyc Komnbromep 3awuujeH. OTKIIOYEHVE U BKIOYe-
HUE OTCINEXMBAHUSA MO KaXxdoM 06racTy OCYLLECTBIIAETCA HaXKaTveM JEBOW KHOMKM MbILM MO Ha-
3BaHMO 06nacTy; Mpu 3TOM O6LLKI CTaTyC 3alLyTbl UMeHsieTcs Ha HerosiHas 3aujuma KOMIbHo-
mepa, ecriv OTKIIOYEHO OTCrEXuBaHue xoTs 6bl Mo oaHoM obracTu, u Ha Komnbiomep He 3auu-
WEeH, ECIN OTKIMIOYEHO OTCrEXMBaHWE Nno BceM obractam. [laHHble BO3MOXHOCTU Takke OAyormpy-

I0TCA B HACTpoOKKax nporpaMmmbl B pasgerne 3awumrta (pvc. Hactponkm obuyx napameTpoB 3aum-

Tbl 5 ) OTcrnexviBaHne akTMBHOCTU I'IpVIJ'IO)KeHI/IIZ BKIMOHEHO, KOrga oTMe4eHa obractb 3auyTbl

MpunoxeHus.
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" Hacrpoiika nporpamme SysWatch EI El @

3awmTa
0OBwmMe NnapaMaTphl 3aWMThI

SawuTa PEMXMM 38WNTBI

MpoBepka erot—mn: SAWMNTY

ObHoeneHue
MpraoxeHa

4 [apaMeTpel

Paiinoean cMcTeMa
Bua

OTueThl [¥] Cucremnmii peectp

CnoBeweHna File= %

¥NpaeneHue MHUWOSHTaMK

@ BrnrwouwTs asToMaThdeckyto obpaboTky MHUKMOEHTOE

) Brnrounte obpaboTky MHUWOSHTOB NONb30BaTENEM HacTpouTs...

YnpasneHue naponem

[] BrnrounTs 33WMTY naponem HacTpouTs
MnobansHeld pexum obHosnedua MO (Tpebyetca nepesarpyska)

[ rnefanehwii pexum obheenenna NO (Tpebyetca nepesarpysxa)

Cnpaeka ’ (o] ] [ OTMEHE

PucyHok 45. HacTtpowkm o6mx napamMeTpoB 3alMThI

Hwke npmBeneHa getalibHadA I/IH(bOpMaLI,I/IFI no HaCTpOVIKe OTCrnexmBaHA akKTUBHOCTU MPUIioXxe-

" OMNUMM OTCREXMBAHVSI aKTUBHOCTU 2 ;

= 06paboTKa MHLUMOEHTOB 3anycka NpurioxeHin > ;

(64
u 30HbI BbIMNMOJIHEHUA NPUINOXXEHUN & ;

= CBOWICTBA OTAEMbHbIX NPUNOXEHUA

= Gesblii CIMCOK cepTudmKaToB 2.

5.5.1 Onuuu oTcnexmBaHMA aKkTUBHOCTHU

Ona nsmeHeHVs OOMNONHUTENbHBIX OMNUMIA OTCREXUBAHMSI aKTMBHOCTM OTKpoMTe pasgen 3awmTa
HAcTpoek nporpammbl, B o6ractu Pexum 3awuTbl Haxvute Ha kHonky HacTtpouTb

(pvc. HacTtpoiiku_obumx _napamMeTpoB 3aumtbl >>) U B okHe HacTpoika pexuma 3awWuThbl

nepenauTe Ha Bknaaky Mpunoxexus (puc. OnNuMM KOHTPOMS aKTUBHOCTM °).

B o6ract MpunoxeHuns pacrnonioxeHbl crieayrolme onumm;
O CoxpaHATb UCTOPUIO aKTUBHOCTU HEOTCIeXNBaeMbIX NPUIIOXKEHUN U MHCTaNNATO-
poB:

ABTOMATMYECKOE BKIHOYEHME ONUMM 3anvcu UCTOPUM aKTUBHOCTU 70 npun nepsomM 3anycke

NPWIOXeHUs, OTCYTCTBYIOLLErO B Npodourie, nin nHctannatopa 6e3 SLI.

EES—————————————————— .-
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QO 3anpeTuTb BbINONHEHUE CKPUNTOB:
BrokupoBka BbIMOSNHEHUST HEOBEPEHHBIX CKPUMTOB MHTEpnpeTaTtopamu (KPOME CKPUMTOB,

noanucarHbIx LM n3 Gernoro_cnncka ceptudukatos ). 3anpeugoTca creayloume npo-

LlecChbl:
— wscript.exe (Microsoft ® Windows Based Script Host);

— cscript.exe (Microsoft ® Console Based Script Host);

— java.exe (Java™ Platform SE binary);

— javaw.exe (Java™ Platform SE binary);

— javaws.exe (Java™ Web Start Launcher).

[ns 3anpeTa 3anycka onpeeneHHbIX NPOLEeCcCOB pekoMeHayeTCs co3faBaTb COOTBETCTBY-

toLpe MpaBura NoMTUKN KOHTpOns -+ .

Mpumevanve. Ecrm B pasgerne YnpaBneHue nHumaeHTamm 459 vHUMaeHTa 3anyckK WH-
TepnpeTtaTtopa CKpunToB BbibpaHo pelseHve PaspewnTb, BbINOMHEHWE CKpunTa OyoeT
paspeleHo. CobbiTve Npy 3TOM 3aHOCUTCA B JIOT.

UBce nHTepnpeTaTopbl CKPMNTOB HAXOAATCA B CUCTEMHOM Nanke:
Cuctema 6ygeT 3anpewaTb TOSMbKO MPOLIECCHI, 3anylleHHbIe M3 cucTemHon nankm (C:
\Windows\System32 mmm C: \Windows\SysWOW64).
OTa onuusa akTMBHA, TONMbKO ecrm BbibpaHa onumsa 3anpeTUTb BbINOJIHEHNE CKPUNTOB.

U Bknrountb KoHTponb dll-moaynen (Tpebyetca nepesarpyska):
KOHTpOsb LENOCTHOCTM AMHAMUYECKM NoakroyaemMblx 6ubrmoTtek (DLL), ncnomnb3yemsbix mc-
NOSHSAEMbIMW KOMMOHEHTaAMM.
KoHtporb 3anycka dll-moaynen pabotaet criegyrouym obpasom. Npu nonbiTke 3arpysutb dll-
6ubrmoTteky SoftControl SysWatch nposepsieT, nognucana rmm oHa JUIM. Ecrm 6ubnmoteka
nognucana n Windows npusHaet QLI gencteutensHON, TO 3arpyska bubnmoteku paspeLua-
eTcs (maxe ecrm ee Het B npodure). Ecrm y 6ubnmotekn otcyrcteyet AL, SoftControl
SysWatch npoBepseT, ectb s gaHHaa 6ubnmoTteka B npocure. Ecrm ectb, 3anyck paspe-
LLAeTCH; ecrm HeT — 3anpeLaeTcs.
[MpmeyaHve_1: He NoaaepXMBaeTCA 3anpeT Ha 3anyck BUGNMOTEK, B KOTOPbLIX OTCYTCTBYET
Touka Bxoaa (bubrmoTek, coaepkalmx TOMbKO pecypcbl, 6e3 ncrnosHsemoro koaa).
[MpymeyaHve_2: ecrm B pasgerne YnpaBneHue MHUMAEHTaMU AN9 vHumaeHTa 3arpys3ka
HepaoBepeHHon DLL BbiBpaHo pelweHne PaspewnTb, 3anyck 6yget paspelseH. CobbiTve
Npv 3TOM 3aHOCUTCS B J1OT.

U 3anpeTuTtb BCeM, KpOMEe UHCTanNNATOpPOB, Moaudukaumnio ncnonHsembsix annos PE:

- (& ]
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3anpeT n3aMeHeHus1 ucrnosHaemMblx gpanrnos (exe, dil n T.n.) BCeMu NpUNoXXeHUsiMK, Kpome pa-
BoTatoupx B pexume obHoBrneHus MO. MNo3BONSET CHU3UTL PUCKM HAPYLLEHUS LIENIOCTHOCTU
CUCTEMBI.

lNpumevanve. Ecrm B pa3gene YnpaBneHue nHumaeHtamm ana nHumoeHta Moaudumka-
umsa PE-canna He MHCTanNNATOpPOM BbiIOpaHO pelleHve Pa3pewunTb, M3MEHEHME UCMOST

HAeMbIX pannos byaeT paspelueHo. CobblTve NpyM 3TOM 3aHOCUTCS B JIOT.

Ly HacTpoiika pesknma sawpel @

| MNpodune cMcTeMbl | [TPUN0KEHKA

MpunoxeHwna
COoXpaHATE MCTOPWMKD BKTUEHOCTH HEOTCIEMMEAEMEIX NPUIOHKEHWN M MHCTANNATOPOB
[[]2anpetuts BEINOAHEHWE CKPpUNTOE
Brce WHTEpPNPETETOPEl CKPUNTOE HEXOOATCA B CMCTEMHON Nanke
[ Braroumte konTpons dil-moayneid (Tpefyetca nepezarpyzxa)
[ 3anpetuts BceM, KpoMe WHCTAANSTOPOB, MOAMBMKALWMKG MCNONHAEMBX hainos PE

YaaneHWe HeakTHBHEIX I'I|:-‘l—1J'IC}KEHl—1ﬁ W npaeuyn

[ vnanats undopMauno o NpUACKEHMAX, He 3anyckaswuxca bonee -

MocnenHAas oUWMCTKE: HE NPoW3IBCAWNACE [ OYUCTUTE CeldYac
3aMNWCEIBATE OAHOTHMHEIE COBBITMA HAPYWEHWA NOAMTHKW KOHTPONA nocne 60 =
(cer.)

Cnpaeka Ok ] [ CTMeHa ] [ NpUMEHHTE

PucyHok 46. Onuum KOHTPONA aKTMBHOCTU

B obrnactv YaaneHne HeakKTUBHbIX MPUNOXEHUA U NpaBuUn YCTaHOBUTE (riaxok YaanaTb
MH(popMaLIMIO O NPUIOKEHUAX, HE 3anyCcKaBLUMXCA Gonee 1 BbibepuTe KONMMYECTBO OHEW,
ecrm TpebyeTcs yaanaTte u3 6a3sbl AaHHbIX SoftControl SysWatch 3anmMcu 0 HeakTUBHbBIX NpUroxe-
HUSIX, YOOBNETBOPSIOLLMX 3a4aHHOMY YCIoBMO. YTOBbI NPOM3BECTUN OYUCTKY HEMEANEHHO, HAXXMUTE
Ha KHOMKY O4YMcTUTb cenyac. Ytobbl cobmpaTtb UCTOPMIO aKTUBHOCTW MPUIIOXKEHWIA, BbICTaBUTE

rariouky XpaHVITb UCTOPUIO AKTUBHOCTHU anﬂO)l(eHMﬁ (CM. PUCYHOK HWXKE o )

YUto6bl M3MEHWUTL MHTEPBAI, MOCIE KOTOPOro OAHOTUMHBIE COObITUA HapYLLEHUS MOJMTUKN KOHTPO-
NSt HAYHYT 3annCbiBaTbCS B XKypHan, 3agavite Tpebyemoe 3HayeHve B cekyHaax B rnorie 3anuchbl-
BaTb OQHOTUNHbIE COObLITUA HapyLLEHUsI NONIUTUKN KOHTPOns nocrne (cek.) (Mo ymor4aHuo

60 cekyHa). CoBbITUA HapyLLEHUS MOSMUTUKN KOHTPOSA CHUTAOTC OOHOMUMHbIMU U HE BHOCATCS B

— &
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dhann otyeTa, €Crnm 04HOBPEMEHHO BbINOSHAKTCA creaywouipe ycroBua:

® y cobbITUI cCoBMagatoT:
O TVN aKTUBHOCTW;
o NPOrpamMMbl-UCTOYHUKM MHUMOEHTOB;
O KOHTPOIMpyeMble 0ObEKTDI;
o ngeHtngukatopsl (PID) npoueccos;
® Bpems, NpoLLellee ¢ MOMeHTa fo6aBneHus npeablaylero cobbiTns, MeHbLUe 3a4aHHo-
ro 3HaYEHMS.
Mpw aTom B hawn otyeTa AobaBnseTcs nHpopmaums 0 TOM, CKOJNTbKO OAHOTUMHBIX COObITUN BbISo
NPONYLLEHO.
B SoftControl SysWatch peanusoBaH rnobanbHbin pexvim obHosreHus MO ons nogaepxknBbInost-
HEHVS1 MHOTOLLAroBbIX NMporpamMmm yCTaHoBKW. [1py BKIOYEHUM JAHHOTO PeXxviMa BCe MPUIOXEHMS
3anyckarTCs Kak MHCTaraTop 1 aobaenatoTca B npodunb (pexum obyydeHust). Kpome Toro, B npo-
Gournb 4ob6aBnsATCA BCE 3MEHeHUs B ncrnonHaeMblX coamnax PE. [1ns BkoveHns pexuma yctaHo-
BUTE doraxkok y onuum Mo6anbHbIn pexxum o6HoBneHusA MO (pekomeHayeTCsA nepe3arpy3ka)

B pasgere 3awmTta HacTpoek nporpaMmmel (pyc. Hactporkm obumx napameTpoB 3aUmThbl = ) N ne-

pesarpyaute cuctemy. Takke ynpaBreHnve rnobansHbiM pexumomMm obHoBneHns MO BO3MOXHO B

TUXOM PEXMME C NOMOLLIO AOMOMHUTENbHOM yTUrMTLI changetpsmode 2.

i Bo unsbexanne gobasnenusa B npocunb BpegoHocHoro MO onuuio FnobanbHbIN pexum
o6HoBneHus NO pekomeHaoyeTCs UCNOMb30BaTb TOMbKO HA «YUCTbIX» cuctemax, sce 10O

ANst KOTOPbIX YCTaHaBMBAIIOCh C «30510TOro» obpasa.

[ns oTknoYeHus pexuma CHUMuUTe (bﬂa)KOK nnepesarpysumte CUCTemMy.

5.5.2 ObpaboTka MHLUMOEHTOB 3anyCcKa NPUIIOXEeHUHN

ObLas cxema pearvpoBaHVsi Ha VHUMOEHTbI 3amnycka MPWIIOXKEHWA, OTCYTCTBYIOLLMX B npodure,

npencrtassieHa Ha PUCYHKE HKE = .

— &
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( 3anycx npunoxeHusa )

Mpunoxexue aenseTcs

fa
oTCcrnexmnBaeMbliM N HaxXoAUTCA B
cnucke 3anpeLyéHHbIX?
HeT
HeT Mpunoxexue SBRSETCS Aa
MHCTannsTopom?
na
Mpunoxexue B npocune?
et HeT TIpUnoXeHve Noanncano MpunoxeHwue oTcnexveaemoe?
LN v 34N pencteutenbHaz
na
CpenaTtb NpuUroxexve
. oTcrnexnBaembiM N ,ElOﬁaBI/ITb B
TMpunoxeHue He B npodure unn Berbiit crvcok HeT CMMCOK A0BEPEHHBIX
HErMoAMMCaHHbIA UHCTaNMATOoP. cepmdawKaT_oef;)SLll'l
[leiicTBE COrNAcHO peLLEHNto BKINIOHEH ¢
nonb3oBaTens (MM HaCTPOEHHOMY
aBTOMaTUN4YECKOMY PELLEHWIO). na
CepTtucpumkar LM aa [lo6aBuTb NpunoxeHvie
B 6enom cnmcke? B npocdunb
HeT
3anycTuTb NpunoxeHne
fa Aa R B pexume o6HoBneHus MO
MpUMOXEHUE OTCrIEXMBAEMOE? Mpunoxene 8 npodpune? (BCE yCTaHOBNEHHbIE Moayny
n06aBsTCA B Npochunb)
HeT
CpenaTtb NpunoxeHve
oTCrneXnBaemMbiM U o6aBuUTb
B CMMCOK JOBEPEHHbIX
3anycTuTb NpUnoXxeHue B 06bIYHOM
pexume B COOTBETCTBUM C 30HOWA Y
na
Mpunoxexue oTcnexvisaemoe?
CpaenaTb npunoxexHne

oTCrnexuBaeMbiM 1 4o06aBUTL B
CMVCOK OrPaHNYEHHbIX

PucyHok 47. O6was cxema o6paboTkM 3anycka NpusioXXeHun, oTCyTCTByOWMUX B npodune

OkoHuaTerbHoe peweHue (puc. Bbille >*) BbiGMpaeTcs B 3aBUCUMOCTU OT pexuMa yrpaBrieHus

WHUMOEHTaMU:

= ABTOMaTU4YECKUH

— &
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Pewenve npuHmmaeTtca SoftControl SysWatch ucxoga us napametpoB 06paboTkm MHUU-
AeHTOB, 6e3 obpalleHus k nonb3oBaTento. [N yCTaHOBKM OAHHOIO pexvma U U3MeHeHUs
ero napameTpoB OTKpouTe pasaen 3awuTa HacTpoek NporpamMmmbl, YCTAaHOBUTE NEPEKITO-
YyaTesb YnpaBreHMe MHUMAeHTaMM B nosioxeHre Bkniountb aBToMaTnyeckyro obpa-

6OTKy UMHUUNOEHTOB N HAXMUTE Ha KHOMMKY HaCTpOMTb (pVIC. HacTpouiku 0bumx napameT-

poB 3aumThl >*). B okHe YnpaBneHue nHumaeHTamm (puc. HacTpoiika peakumv Ha MHUM-

pentbl *') B Cnucke MHUMAEHTOB BbiGepute TpebyeMmbli TN CoBbITUA 1 B BbiNagaroLLem
meHio PeweHue yctaHoBUTE [OencTBUE, KoTopoe OyameT npoussoautbesa SoftControl
SysWatch npu HacTynneHum gaHHOro cobbITus.

i)’npaanewe WHLUMAEHTEMI IEI
WHUWOEHTEI

CNKEoK MHUMAEHTOB

WHunoeHT

3anyck NpUNGKEHWA HE B npodune

BEI'IVCK HENOAOMNWCAHHOrD WHCTaNnAToRa

m

HapylweHWe NONMTMEKY KOHTRONA
3arpyska HenosepeHHol DLL

3anycK WHTEPNPETATOPE CKPUMTOE =

yI'IDEIEﬂEHHE WHUWOEHTaMH

PeleHue: 3abnokwposats -

3anoMHUTE PEWEHWE HAE CECCHHD

Cnpasxa ’ OK ]’ OmmeHa ] MpUMEHUTE

PucyHok 48. Hactpoika peakuum Ha MHUMAEHTbI

MonHbIN NepeyeHb MHUMAOEHTOB 1 BO3MOXHbBIX Peakuuin Ha HUX NpyBeeH B Tabn. 8 Bbille 23
. [lna noaTBepXaeHnsa BbIOpaHHbLIX YCTAHOBOK HaXxXMuTe Ha kKHonky OK.

* Py4yHou

Pewenne npuHmmaeTca SoftControl SysWatch ncxogsa ns sbibopa nons3oBarens, OTMETUB-
Wwero Tpebyembln BapmaHT B AMarioroBOM OKHe. [1519 yCTaHOBKM JaHHOIrO pexuma OTKpouTe
pasgen 3awmuTa HacTpoek NporpamMmbl, YCTaHOBUTE NepeknoyaTes YnpaBneHme NHUu-
AeHTamu B nonoxeHve Bknountb 06paboTKy MHUMAEHTOB Nofib3oBaTeneM 1 HaxMmu-

Te Ha kHonky OK (puc. HacTporiku obLyix napameTpoB 3aumTbl >>).

3anyck npunoXxeHus He B npocune

OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:

- F ]
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* ObnacTb onucaHusa npunoxeHusa. B gaHHoM Groke NpmBoaUTCSA MHpopMaums O NpUroxe-

100

HUM He B Mpodure: UMS, M3roTOBUTENb, Pe3yrbTaT aHTUBUPYCHOW NPOBEPKN — (MOXHO

npoBepuntb npurioxeHne nepen rnpuHATUEM peLleHnd, HaXXaB Ha CCbIJKY npOBepMTb

00 BLEKT 1 BbIOPaB B KOHTEKCTHOM MEHIO BapuaHT 3anyCcTUTb NPOBEPKY).
* ObnacTtb Bbibopa gencteud. B Grnoke Bbibopa OencTBusi oTobpaxkaloTcsi BO3MOXHbIE
AEeNCTBUA NPy 3anycke NPUrioXeHusi He B npodoure:
— BbINONHUTBL
O OAHOKPAaTHO 3anycTUTb B OrPaHMYEHHOW 30HEe — BbIMOSHUTEL MPUIOXKEHNE B
M305MpoBaHHOM cpede (NecoyHuue) nod YY4eTHOW 3anucbio  Morib3oBaTess
«V.1.P.O.» c orpaHn4eHHbIMM NPpUBUNENNAMU,

© 3anyCTuUTb B pexume o6HoBneHuns MO — BbINOSHUTL NnpurnoXxeHue n nobaBuThL B

NPodWib CUCTEMBI.

® PekomeHayeTcsl BbIOUpaTb 3TO AENCTBUE TOSBKO B Cly4ae, eCrM Bbl YBEPEHbI, YTO

JaHHOE MNMpunoxeHne He HaHeCeT Bpeaa CUCTeEME.

— 3anpeTuTb — 3a0M0KMPOBAaTL BbIMNOMHEHNE NPUMOXEHWS.

® PekomeHayeTcs BbIOVpaTh 3TO AEMCTBME, ECIIM NPOUCXOXKOEHNE NPUIOXKEHNUS HEU3-

BECTHO uUInm ero 3anyck He CaHKUMOHMPOBaH noJib3oBaTterieM.

i NMpeaynpesxasnme - SoftControl SysWatch @

3anyck HeM3BeCTHOW NporpaMMbl Obin
NpUOCTAHOBNEH

MNporpamma: FILESENDER.EXE
Mznatens: <HET OaHHbIX>

MNpoeepuTs obbexT

< BbINOAHUTL
Mporpamma Gyaer sanylweHa ¢ orpaHudeHnaMn. OnacHele
aedcTenA ByayT 3abnoknpoeatel

@ pAHOKPATHO 3anNyCTUTb B OFPaHUYEHHOR 30H:
) 3anyCcTuTe B pexuMe obHoBneHua MO
< 3anpeTuTb

A He 3Hat, oTKY.Oa B3ANAch 3Ta NPOrpamMMa W He A0BEpA
ei

() JononHUTENbHO

PucyHok 49. OkHO npegynpexaeHus ans
npunoxeHus He B npodyune

Ecrm B TeuyeHre 5 muHyT gericteue He b6yaeT BbibpaHo, SoftControl SysWatch 3abrnokunpyeT

———————.
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3anyck npurio>xeHnda n 3aKpoeT OKHO npeaynpexXneHus.

3anyck HenoAnNUCaHHOIo MHCTaNNATopa
OxHo npeaynpexaenus, otobpaxaemoe SoftControl SysWatch npu 3anycke HenognucaH-

HOro WHCTaIvATopa, MNOKa3aHO Ha pPuC. OkHO__npeaynpexaenns  ans  HenoanMcaHHoro

nHcTansTopa .

i NMpeaynpesxasnme - SoftControl SysWatch @

3anyck nporpaMMbl YCTaHOBKKM Obin

MNporpaMMa:  SETIUR.EXE
@ M3natenb: <HET OaHHBIX>=

MNposepuTs obbexT

% BbINONHWTBL
A caMocToATENBHO 3aMNYCTHA NPOrpaMMy, OOHAKO HE IHAM,
HAacKonNbKO OHa 5E3DI‘IBCHEI

3anyck B OrpaHUYeHHOM pexuMe

< 3anpeTuTb
A He 3anyckan 3Ty NporpaMMy W He AOBEPAr: €M BeINONHATE
niobeie ,D,EﬁCTEb‘Iﬂ H3 3TOM KOMObHTEDRE

[] 3anpetuts 3anyck nporpaMMel B AanbHeWEM

(#+) JononHUTENBHO

PucyHok 50. OkHO npegynpexaeHus ons
HenoAnUCaHHOro MHCTannATopa

OxHo NMpeaynpexaeHue - SoftControl SysWatch coctout us 2 yacrei:
* ObnacTtb onucaHua MHCcTanaTopa. B gaHHom 6roke npuBoautcs HdopMauust 0 Henoa-

NMMCAaHHOM UHCTasrvdTope:. UMA, U3roToBUTESb, pe3yrnbTaT aHTUBUPYCHOMN I'IDOBeDKl/‘I100

(MOXHO NPOBEPUTL UHCTAMIATOP Nepes NPUHATUEM peLLeHUs, HaxaB Ha ccbiniky MpoBe-
pPUTb OO6BLEKT N BbIOPaB B KOHTEKCTHOM MEHIO BapuaHT 3anycTUTb NPOBEpPKY).
* Obnactb Bblbopa aenctBus. B Groke Bbibopa AencTBus oTobpaXkaroTCsl BO3MOXHbIE
AEVICTBUSI NPW 3anycke HeNnoAmnMcaHHOro MHcTanAaTopa:
— BbINOAHUTbL — 3anycTutb MHCTaATOP 1 O6aBUTL €ro 1 BCE YCTAaHOBMEHHbIE MO-

ayrm s I'IpO(bI/IJ'Ib CUCTEMBbI,

® PekomeHgyeTcsi BbIOUpaTh 3TO AEWCTBME, ECIM YBEPEHDBI, YTO LaAHHbIA MHCTassA-

TOp HE HaHEeCeT Bpeaa cuctemMe.

a 3anyck B OrpaHNM4eHHOM peXxume — 3anyctntb UHCTaruAToOp B VISOJ'IVIpOBaHHOIZ

— e &
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cpene (necoynuue) noa ydeTHol 3anucbto nonbk3osaTtenda «V.LP.O.» ¢ orpaHndeH-
HbIMY NpaBaMu, 6e3 JoGaBNeHUs yCTaHOBIIEHHbIX MOAYrnel B PO CUCTEMBI.

- 3al1peTVITb - 386J'IOKI/IpOBaTb BbIMNOJIHEHNE MHCTAJTIATOpPA.

L PeKomquyeTc;l Bbl6l/|paTb 3TO AencTBue, ecrm npoucxoxaneHue nporpamMmmbl ycta-

HOBKW HEU3BECTHO U1 €€ 3alnyCK He CaHKLMOHMPOBAH MoJib30BaTesieM.

Ecrm B TedyeHre 5 muHyT gencteue He byaeT BbibpaHo, SoftControl SysWatch 3abrnokupyeT

3anycKk MHCTanIsiTopa 1 3aKpoeT OKHO NpeaynpeXxaeHus.

5.5.3 30HbI BbINOSTHEHUSA NPUNOXKEHUN

YTtobbl MPOCMOTPETL M M3MEHUTL TEKYLLEe pacnpenerieHne NpUioXeHWn no 30HaM BbIMOSHEHWS,
BbIGepuTe NyHKT OTCNeXnBaemble NPUNOXKEHUA KOHTEKCTHOrO MeHio >° SoftControl SysWatch.
B okHe MonuTukKa KOHTponsA Ha Bknagke OTcnexmnBaembie NPUNOXKEHUs coaepxaTcsa Bce OT-
CrexvBaemMble NMPUIoXKeHUd, TO eCcTb 3apeructpupoBaHHble SoftControl SysWatch ¢ momeHTa

yCTaHOBKM Nporpammbl (puc. Mpouecchl 1 npunoxexns ).

P oo e
OBnacti koHTpons | OTCNEXKMBAEMEIE NPUNCKEHWA |Cepmcbm<a1-b||

[AE] Monb3osaTtens CrpaduyeHs < [poW3soauTeEns MonHoe uMAa MNpodune -

ESI'-ISI'-IC:TIFY EXE <HET AaHHBIX> YacTHeie SAFE 'N SEC Corpor... C:\PROGRAM FILES (¥86)\SOFTCO... B npodmne
ESNSODS.EXE cucTEMa YacTHele SAFE "N SEC Corpor... C:\PROGRAM FILES (X86)\SOFTCO... B npodwune
[FTlsPOOLSV.EXE cucTEMa YacTHele Microsoft Corporation C:\WINDOWS\SYSTEM32\SPOOLSV...B npodune

STARFORCEREA... <HET OaHHEIX> HacTHele CAWINDOWS\SOFTWAREDISTRIB... ®aiin He HailoeH
[m7lSVECHOST.EXE cucTeMa YacTHele Microsoft Corporation C:\WINDOWS\SYSTEM32\SVCHOS... B npodune
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[R71SVCHOST.EXE LOCAL SERVICE YacTHele Microsoft Corporation C:\WINDOWS\SYSTEM32\5VCHOS... B npodune
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
IESVCHOST.EXE NETWORK SERVICE YactHbie Microsoft Corporation C:\WINDOWS\SYSTEM32\SVCHOS... B npodune
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[mFlSVCHOST.EXE LOCAL SERVICE YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodgune
@SVCHOST.EXE MNETWORK SERVICE YacTHeie Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[FTSVCHOST.EXE LOCAL SERVICE YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
@SVCHOST.EXE CHCTEMA YacTHele INDOWS\SYSTEM32\5VCHOS... B npodmne
EEWMIPRVSE.EXE <HEeT AaHHBIX> YacTHele M\W... B npodmne
MCOMNS.EXE <HET OaHHBIxX> YacTHeie v rp ion VIN v B npodmne
UAUCLT.EXE <HET AaHHBIX> YacTHeie B npodune

OTKPBITE OOKY <HET AaHHBIX> YacTHele ©ain He HailaeH

HpMJ'ID)KEHMR B 30HE OrpaHWYeHHbIX Npasnn

&SDCLT EXE <HET AaHHbIX> OBwme, YactHele  Microsoft Corporation C:\WIN XE B npodmne
SETUP.EXE <HET OaHHBIX=> Obwwe, YacTHele ©ain He HalaeH =
[®ElsPPSVC.EXE <HET AaHHbIX> Obuwme, YactHele  Microsoft Corporation B npodwune
NobaenTs CeoicTea 3asepWHTE ¥YOnanuTe M3 cnWcKa
Cnpaeka OR ][ OTMeHa MpUMeHUTE

PucyHok 51. OtcnexunBaemble NpuUNoXxeHus

Kaxkgoe npuroeHve (NpoLecc) pacrorioXXeHo B OOHON 13 30H BbIMOSHEHUS U UMEET creaytoLme

- (& ]
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napameTpbl:

* UMAa — nmst ncnosiHAEMoro hanna NpurnoXXeHus:.

* MMonb3oBaTesb — y4eTHas 3anvcb Mosib3oBaTend, NO4 KOTOPOW 3anyckaeTcs npuroxe-
H1e.

* OrpaHu4eHuns — HaAbop orpaHUHEHU 1 paspeLLEeHUIA, KOTOPbIE AEVCTBYIOT NP BbIMNOSHe-
HUWN NPUINOXKEHUS:
— YacTHble — AeNCTBYIOT 41 OTAENbHOMO NPUIIOXKEHUS.
— O6LWume — 4eNCTBYIOT 4S9 BCEX NPUMOXKEHWUI B 30HE BbIMOSHEHWS.
— 3anpeT BbINOJIHEHUA — BbIMOJTHEHVE NPUIIOXKEHUS 3anpPeLLEHO.

* MMpousBoaUTENb — U3rOTOBUTESTb NMPUMOXKEHUS.

* [MonHOEe NMA — NOSHbIN MYTb K UCMONHAEMOMY dhalsrty NPUIOXEHNUS.

* ABTOpCKMe npaBa — nHpopmauums ob obragaTterie aBTOPCKUX NMPaB Ha NPUIIOXeHME.

* OnucaHue — KpaTkoe onMcaHme OCHOBHOW (DYHKLNM.

* Bepcusa dpanna — nonHas Bepcus UCnonHaemoro dana npunoXXeHus.

* Bepcus — Bepcusa npurioxeHust (MpoaykTa).

* Pabouee HazBaHue — paboyee HaMMeHOBaHUE OT U3rOTOBUTENSA MPUMOXKEHNS.

* HazBaHue — HaMeHOBaHWe MPUIOXEHWS.

* MpoAayKT — NPOorpaMmMHbIN NPOAYKT, B KOTOPbLIN BXOAUT NPUMOXKEHME.

* UaeHTUUKaATOP — NOEHTUPUKATOP NPUIOKEHNS B CUCTEME.

® CtaTycC — COCTOSIHVE NMPUIIOXKEHUS:
— BbInonHseTcs — akTMBHbIM NPOLECC, NPUIIOXEHNE BbINOMHAETCA B AaHHbIA MOMEHT

(MM 0603HaYEHO YEPHBLIM LIBETOM);
— HeaKTVBHbIV NPOLLECC, MPUMOXEHNE HE BbINOSHAETCS B AaHHbIN MOMEHT (MMsa 0603Ha-
YEHO CepbIM LIBETOM).

* Yapanutb nNpu nepesarpy3ke — VHOMKATOP HeobBXO0AMMOCTM yaarneHuss MCMOSHAEeMOro
dhanra NpuroXXeHus nocre nepesarpyskm CUCTEMBI:
— HeT — cbann npunoxeHust He ByaeT yaaneH nocre nepesarpysku;
— Aa — dbann npunoxeHust ByaeT yganeH nocrie nepesarpysku.

* Mpodunb — MHAMKATOP HAXOXOEHUSI KOHTPOSTbHOM CYMMBbI NPUIOXEHUA B npodure cu-
CTEMbI:

— B npocmne,;

— &
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— He B npodune;
— Mpodunb oTKNIOYEH,;
— Mpodmnb He cobpaH;

— dann He HanaeH.

Bo3MoxHble 4eCTBUS B CMIMCKE MPUIIOXEHNIA:

HNoGaBneHne/ynaneHme NpunoXxXeHUA U3 cnucka
Ecrm npurnoxeHne oTCyTCTBYET B CMUCKE, MOXHO [O6aBUTL €ro BPYYHY0, HaXKaB Ha CCbISKY
[Ho6aBunTb 1 ykazas nyTb K npuroxeHuto. ObpaTHOe OENCTBME COBEPLUAETCHA C NMOMOLLBHO
CCbIfkn YaanuTb U3 cnucka (mbo knasuwen Delete). Ecrin gaHHoe npurnoXeHue He BKIo-
YeHO B NpouIib CUCTEMBI, TO AN TOro, YToObl OHO 3anyckanocb ¢ TpebyembiMu NpuBUne-

rYSIMKW, HeOBX0AUMO [06aBUTL ero B Npodurs .

HNoGaBneHunel/ynaneHme npunoxeHusa us npoduns cnctemMol
Ecrm TpebyeTca nepemMectutb NpurioXxeHne B Npodurb CUCTEMbI WK yaanuMTb ero 6e3 06-

HOBJIEHMS BCErO Npodounns 22 , BBIBOBUTE KOHTEKCTHOE MEHIO HaXaThuem npaBoM KHOTMKWU Mbl-

LM Ha TpebyeMOM NPUIoXXeHUM 1 BbibepuTe HEOOXOAMMbI BapUaHT:
— [Jo6aBuTb B npocunb;
= YpanuTtb us npoduns.
[aHHaa BO3MOXHOCTb [OOCTYMHA, TOMbKO €CfM OO4HOBPEMEHHO BbICTABMEHbI OriaXKn

Ucnonb3oBaTb npodunek cuctembl (puc. OkHo_c6opa npoduns *®) u Mpunoxenus B

o6racTvi Pexum 3awmTbl (puc. HacTpoiikn o6Lx napameTpoBs 3aLmrbl ).

M3MeHeHuMe 30HbI BbINOMTHEHUSA NPUIOXEHUS
[ns nepemeLLeHUs MPUIoXKeHUs1 MeXay 30HaMU BbINOSHEHUS! BbI30BUTE KOHTEKCTHOE MEHIO
HaXkaTeM NpaBoW KHOMKM MbILLM HA TPEBYEeMOM NPUMOXEHN 1 BbiOGepuUTe OAMH 13 BapuaH-
TOB (B 3aBUCMMOCTU OT TEKYLLIEN 30HbI BbINOMHEHNS):

— 3anpeTuTb BbINOJIHEHNE NPUSIOKEHUS;

—YaanuTb NpunoXxeHue U3 4OBEPEHHbIX;

— Pa3pewunTb BbINONMHEHUE NPUIOXKeHUS;

— Cpenatb NpunoXxeHue [OBEPEHHbIM.

— &
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3aBepLlueHue npouecca
Ecrm npurnoxxeHue 3anyLieHo B TEKYLLWMIN MOMEHT, MOXHO NpepBaTb BbINOSHEHME NpoLecca,
BblOpaB Tpebyemoe NpuroXXeHne B CIUCKE M HaXkaB CCbIfKy 3aBepLunTb. [1s Toro 4tobbl
YaanuTtb chann npunoxeHUAa npu nepesarpyske, Bbi30BUTE KOHTEKCTHOE MEHIO U Bbl-

GepuTe O4HOUMEHHBI I MYHKT.

5.5.4 CBouncrtBa oTAesNbHbIX MPUNOXEeHNN

SoftControl SysWatch no3sonseT 3agaBaTb He TOMbKO 00Lye npaBunia KOHTPOSA akTUBHOCTU And
BCEX MPUNOXEHUN, HO N paboTaTb CO CBOWCTBaAMMW OTAENbHbIX MPUIIOXKEHWA, BKIKOYasi 3agaHue
YacTHbIX npaBwn. [na atoro Bbibepute nyHKT CBOWMCTBA NPUNOXEHUA B KOHTEKCTHOM MEHIO

NPUroXeHus Ha Bkraake MpoLecchl 1 Npuroxenus .

MpocmoTp noapo6HOU MHhbopMaL KM O NPUNOXKEHUN
[ns npocmoTpa noapobHo nHpopmMaumm 06 oTAENLHOM NPUIOXKEHWN NEPENaNTE Ha BKIaa-

ky O6wme okHa CBoicTBa npunoxeHus (puc. O6Las HopmMaLms o NpuroxeHm ).

] CEOACTEA NPUNCKEHNA = @
Obwne |choam;l BEINOAHEHWA I Wectopua | OrpaHUyYeds U paspeleHsus

’ l NOTEPAD.EXE

Obwwe

MyTe: C:\WINDOWS\SYSTEM32\NOTEPAD.EXE

Pasmep: 193536 GaiT

Cosnan: 21.10.2015 20:10:06

WameHeH: 09.07.2015 17:57:57

Bepcua

OnucaHne: BnokHoT

MpunoxeHue: OnepaunoHHanA cuctema Microsoft® Windows®

MNpov3soanTen: Microsoft Corporation

Mpouecc

Monesoeatens: <HET AaHHbIX>

CMCTEMHBIA Npouecc: Her

Mpoeepka

Pe3ynbTaT NPOBEPRKH: <HET OaHHbIX>= ﬂPCZEP“T:

Cnpaexa MpuMeEHTS

PucyHok 52. O6bwasa nHcgpopmauus o npunoxeHuun

[lna aHTMBMPYCHOM NPOBEPKM UCTMIOSNHAEMOrO dhaira NPUIoXeHUs HaXXMUTe Ha cebirky Mpo-

- (5]
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BepuUTb " Bbl6€pI/ITe B KOHTEKCTHOM MEHIO BapUaHT 3aI1yCTVITb NnpPpoBEepPKYy.

3apaHuve ycnoBuin BbINOJSTHEHUS
[ns npocMoTpa TEKYLLMX YCIIOBUWIA BbIMONHEHUS MPUIOXEHNS N UX M3MEHEHUS NepenanTe Ha
BKragKky YcnoBus BbINONHEeHUs okHa CBOWCTBa NpuUnoxeHusa (puc. YCroBus_BbINost-

HEHNA_NPUINOXEeHUA: NOBEPEHHbIE &8 N YCroBUsA_BbIMONHEHNS NPUIOXKEHWUS: OrpaHNYEHHbIE
68 )

"2 CeoiicTea npunoxeHun =] @I

OBwue | YCNOBUA SEINOMHEHWA | WcTopua | OrpaHuyeHHs 1 paspelweHus

OrpaHudeHna: YacTHble
HazHaueHkbl nonssosatenem 29.01.2018 21:19:56

D BrntounTe pexum obHosnenwa No
ABToMaTWHECKOE AoDasneqHwe BCEX MOAYNER HOBOW NporpanMel B npodnib CCTEMBI
MNpenoTepaweHrue ownbouHoro 6N0KWPOBAHWA YCTAHABNMBSEMOr0 NPOrPaMMHOMD
obecneueHua.

PucyHok 53. YcnoBus BbINOMHEHUSA MPUIOXEHUA:
OoBepeHHble

— &
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2 CEOiiCTEa NpUNOXKEHNA =] @

OBwue | ¥CNOBUA BRINOAHEHUS | YcTopuA | OrpaHUHEHHA W pas3peleHua

\e

OrpaHu4eHua:
b3oBaTenem 29.01.2018 21:39:12

HazHayeHWe YYETHOH 3anucu

"~ UsonwposanHelil nonb3osaTtens: V.I.P.O &

VueTHanA 38NKCcb BEINCNHEHWA OrpaHMYEHHBIX NPUNOXEHWA. NpenoTBpaleHe
BLINCAHEHWA NOTEHUWANBHE ONACHBIX ASACTBWA HEWIBECTHEIM NPUACHKEHWEM,

@ He MCNONB30BaTE HA3HAYEHWE YYETHoI 3anucK

BruMaHne! HasHaqeHWE YYETHOA 3aNUCKH BCTYMAT B CUAY NP CASOYMWEN 3aNyCKe
NPUNOHEHNA,

PucyHok 54. YcnoBus BbINONIHEHUSA MPUTOXEHUA:
orpaHUYeHHble

Ha paHHoM BKkragke ykasaHbl kateropyn OrpaHUYeHUn 451 JAaHHOTO NMPUIOXKEHUS, n3me-
HUTb KOTOPbI€ MOXHO HaXXaTUEM Ha HUX 1 BbIBOPOM OLHOr0 U3 BapuyaHTOB B KOHTEKCTHOM
MEHIO (B 3aBUCUMOCTM OT TEKYLLEWN 30HbI BbINOSHEHUS ):

— 3anpeTuTb BbINONIHEHWE NPUIOXKEHUS;

—Yaanutb npunoXxeHue u3 JOBEPEHHbIX;

— Pa3pewunTb BbINOSIHEHUE NMPUNIOXKEHUS,;

— CaenaTtb NpUnoXxeHue AOBEPEHHbIM.
Mpwn BbIGOpE onuum BknounTtb pexum obHoBneHus MO npoucxoant BKIOYEHUE BCEX
MoAyrnen nporpaMmmbl B Npodurbs cuctembl. [ns BKIOYEHUS ONUUM YCTaHOBUTE COOTBET-
CTBYHOLLMA (priaxxok. Onuust AOCTYNHA TOMbKO A8 JOBEPEHHbBIX MPUINOXKEHWN.
Mepekntoyatens HasHavyeHue y4yeTHOW 3anMcK OTBeYaeT 3a BbIOOpP y4yeTHOM 3anucu
nonb30BaTens, Noa KOTOPOW AOSMKHO OCYLLUECTBMATLCA BbINOMHEHWE MPUIIOXKEHUST (TONMbKO
OJ19 OrpaHUYeHHbIX MPUSIOXEHWI):

o He ucnonb3oBatb Ha3Ha4YeHUe YYeTHOWM 3anMUCU: 3anyCcK MPUIOXeHUa NoL TeKy-

e y4eTHOM 3anunchb1o;
o UsonupoBaHHbIN nonb3oBaTtenb V.I.P.O. ®: 3anyck NpurnoxxeHus 13 orpaHU4eHHOM

30HbI MO Y4eTHOM 3anucbto nonb3oBatend «V.L.P.O.» ¢ orpaHMyeHHbIMY NpaBamu.

— &
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CoxpaHeHue UCTOPUUN aKTUBHOCTU NPUNOXEHUA
[ns npocmMoTpa UCTOPUN aKTUBHOCTU NPUIMOXEHUS NMPU AOCTYrNe K hairoBbiM pecypcam U
CUCTEMHOMY peecTpy nepenaute Ha Bkragky Uctopus okHa CBOMCTBa NMpUoXeHUs

(pyc. cTopumst akTMBHOCTU NPUIIOXKEHMS 70 )-

YcTtaHoBuTE (hrakok XpaHUTb UCTOPUID AaKTUBHOCTU NMPUNOXEHUWN A9 BKIIOYEHUS
YHKLMM XpaHeHua nctopun. [1ns o6HoBReHuss nHcpopmaumm Ha Bkragke Uctopusa Haxxmu-
Te Ha cCblfiKy OOHOBUTD.

YctaHoBuTe dhriaxxok Co3paBaTb pe3epBHble KONUM O6HLEKTOB AnA nocrneaytowero
BOCCTaHOBJIEHUSA, €CIM HEODXOAMMO COXpPaHATb Pe3epBHbIE KON MOANMPULMPOBAHHBIX
npuroxxeHneMm ob6bEKTOB. [1a BOCCTaHOBRNEHUs ob6bekTa K npeablayLemMy COCTOSIHWIO Bbl-

6ep|/1Te B Crncke cobbliThe MO €ro U3MEHEHMIO U HAXXMUTE Ha CCbIJIKY BoccTtaHOBUTDL.

g Ceoiicrsa npunosxerna = Ii“él
| OBlme I YCnoeuA BeinonHeHus | MCTOPUA | OrpaHuyeHns U paspeweHms
XDEHMTh MCTOPMIC aKTMEHOCTH NPpMANoXKeHHA ¢ 13.05.2013 15:51:46
|| Coanaeats pesepstbie Konuk 06LEKTOB ANA NOCNEAYIOWETD BOCCTAHOBNEHHUA
Bpens CobbiTe OBbekT Pesynbtat
05/13/13 14:06:19 Zanyck
05/13/13 14:06:27 Janyck
05/13/13 14:06:27 OcTaHoeka
05/13/13 14:06:27 OTKpbITHE COWINDOWS\SYSTEM32VWSECHOST.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\WINSXS\X86_MICROSOFT.WINDOWS, COMMON-CO... E
05/13/13 14:06:27 OTKpeTHE CAWINDOWS\SYSTEM32\WERSION.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM3Z\WINMM.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE CHOWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE COWINDOWS\WINDOWSSHELL.MANIFEST
05/13/13 14:06:27 OTKpbITHE CHAWINDOWS\SYSTEM32\WUXTHEME. DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\DWMAPL.DLL
05/13/13 14:06:27 OTKpeTHE CAWINDOWS\WINSXS\X86_MICROSOFT.WINDOWS.C..-CONTROL...
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\GLOBALIZATION\SORTING\SORTDEFAULT.NLS
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\UXTHEME. DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\FONTS\STATICCACHE.DAT
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\MMDEVAPL.DLL
05/13/13 14:06:27 OTKpbITHE CHOWINDOWS\SYSTEM32\PROPSYS.DLL o
BoccraHosute OBHoBNTE
Cnpaska [ (s]9 ] [ OTtmena ] [anMeHMTb

PucyHok 55. Uctopnsa akTUBHOCTU NPUIIOXKEHUs

3apaHue 4YacTHbIX npaBun
,D,J'IFI 3aaHnA 4YaCTHbIX NpaBwrn nepel?u:u/lTe Ha BKIagKy OrpaHI/I‘-IeHMSl n pas3peweHunsa ok-

Ha CBOMCTBA NPUNOXeHUsA (puc. YacTHbIe npaBmna NpUroxeHns ') n Bbibepute oaHy 13

obracTteun KOHTPONSA B BbliNagatoLLeM CrnCKe:
* dannoBana cucTtema;
* CucteMHbIN peecTp;
* CeTb;

¢ [lpuBunernn npoueccos.
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i CeoiicTsa NnpunoseHna = S|
| Obwme I YCNoBMA BEINGAHEHHA I WcTopua | OTPAHNYEHNA 1 paspeweHins |
YacTHeIE OrPaHMYEHNA W Da3PeWeHUA: YTeHue, Cosaanue, MameHeHne, YaaneHwe katanores u dakinos. NpeooTepalleHue
WM3IMEHEHNA H3CTPOEK CHCTEMBI W HECAHKUWOHNPOBAHHOID A0CTYNa K KDHd]M,ﬂEHuHEﬂthIH AaHHbIM.
lmav’moaan cuCTEMa v]
jin} Pecypc YreHne 3anucb YnaneHue  AKTWBHO
10009  CATEST\#**# Paspewnte  Paspewwte  Paspewudto
Hobasute H3MEHUTE Yaanute Baepx BHW3
LOononHUTENBHO
Cnpaeka [ OK ][ QTMEHa ] IHDHMEHWH:-

PucyHok 56. YacTtHble npaBuna npunoxeHus

[lencTBust HA JaHHOW BKMagKe aHanornyHbl AEUCTBMAM NPW 3a4aHnn 00X HACTPOEK:

- o o 4
* MpaB JOCTYNa NPUIOXKEHWI K haitroBo cucteme

* NpaB [JOCTyNa MPUIOXEHWN K CUCTEMHOMY peecTpy ';

* MpaBun ceTEBOMN aKTUBHOCTY NPUIOXEHWN 22 ;

* npviBUNErui npoLeccos .

OTrmume oT 06UmMX NpaBuU KOHTPOSISE COCTOUT B OTCYTCTBUM HEOOXOOUMOCTM BbliOMpaTh 06-
facTb NPUMEHAEMOCTM — YaCTHOE NMPaBuUno AENCTBYET TOMbKO AN BbIGpPaHHOro npuroxe-
HUs1. [pUopUTET BbIMOSIHEHUS YAaCTHBIX OrPaHUYEHU Bbile, YeM Y ObLmX, — cHa4vana npo-
BEPAIOTCHA OrpaHUYEHUsI NPUIOXEHWS, 3aTeM obLpe orpaHndeHns. Ytobbl nocmMoTpeTb 06-
LLpe npaBwuna, AEVCTBYOLLME AN 30Hbl BbIMOMHEHMS, B KOTOPOW HAaXoaUTCA MPUIIOXEHME,
BblbepuTe obrnactu koHTposna dannoBasa cuctema (o6wme), CuctemHbin peectp (06-
wue) wm CeTb (oOwme).

B noctaBky SoftControl SysWatch moxeT BxoauTb cTaHgapTHbIN HaBop YacTHbIX OrpaHuye-
HUIA, KOTOPbIN CO3[aH CneynanMcTaMmm KoMnaHmm B pesyrbTaTte aHansa 4eCTBUA AaHHOTrO

NPUINoXXeHuA.

[N BCTyNneHus1 USMeHeHun B cury HaxkmmTe Ha KHornky OK nnm MpumeHuTb.
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Pykosodcmeo nonb3ogamerns

JlokanbHasi paboma c¢ SoftControl SysWatch

UTOObI BKMHOUYUTL KOHTpPOJIb MO 6er|omy CIMNUCKY CepTVI(i)I/IKaTOB, BbIMNOJIHUTE Crieayroupe nencTems:

1) Buibepute nyHKT OTCReXunBaeMble NPUMOXKEHMA KOHTEKCTHOro meHo *° SoftControl

SysWatch n B okHe lNMonuTuka KOHTpona nepevgute Ha Bkragky Ceptudukarbl

(puc. Benbin cnUcoKk cepTudmKaTos '>).

" Monutka konTpons

| OBnactv KoHTpoNs | OTCneMMBasHble annoernnl CepTudmrars |

=S o =

Brntouuts Genbiii cnucok cepTudnkaTos

HazeaHue Serial

Class 3 Public Primary Certification Authority 160a6b895f88ad99abda036aasdo...
COMODO Time Stamping Signer 2112329c61f5cd01f63ea57524334...
Protection Technology, Ltd. 2e24f15473dd7fd28faab8bec0577...
Protection Technology, Ltd. 325458657ea535f09c8c705767bf0c...
Protection Technology, Ltd. a6f061c3e139686475defd57f064ef0...
VeriSign Class 3 Code Signing 2010 CA 55457f9620861e149c22b14416ab...
VeriSign Class 3 Public Primary Certification...0e965295a89486d009b8185c16ed...

Pubkey

91161b894b117ecdc257628db...
cd69ac82c9da%f8113f4199d93...
f71fe87f9ea33d95f29ba10261...
fe82cdfec86cidedl687blag22..,
dd9e6d52df70a576b32f042d8...
3c31c095e651fa664chbfbl98eg...
d8b5fb368468620275d142ffd2...

fosepats

FEEEEEE

Tun Aata ...

BeTpoeHHblid 05/23/2...
BcTpoerHeiit 05/11/2...
BeTpoenHbiid 01/30/2...
BeoTpoeHHEIR 01/30/2...
Berpoenneii 01/27/2...
BecTpoeHHbld 02/08/2...
Berpoenneii 11/08/2...

OoBaswte  Yaanuts

Cnpaeka

[

oK H OTMeHa ][Hpnnenm‘h

PucyHok 57. Benbin cnucok ceptucgpmkaToB

2) YctaHoBuTe (hriaxkok Bknountb 6enbin cnucok ceptudmukaToB And aktmBauumm be-

J10ro crnmcka.

3) Ha Bknagke Ceptudmkarbl npvBeaeH nepeyveHb cepTudunkaTtoB m ux napametpsbl. o

ymorMaHuo SoftControl SysWatch cogepxut 6a3oBbIn cnncok cepTudukaTtoB AoBepEH-

HbIX NPOV3BOAUTENEN, B TOM YuCre Tpu ceptudukaTta Protection Technology, Ltd.
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' BriBepute goBaenaemeie cepTMduKaThI | = '@
HassaHue NoBasnTs Tun Jata oKoHYaHWA
Protection Technology, Ltd. BCTpoeHHEIA 01/30/2019
Symantec Time Stamping Services CA - G2 BCTpoEHHEIA 12312020
Symantec Time Stamping Services Signer - G4 0 BCTpoeHHBIA 123042020
VeriSign Class 3 Code Signing 2010 CA BeTpoeHHbii 02/08/2020

[ OK ] [ OTmera

PucyHok 58. Bbibop cepTucnkaToB Ans goéaBneHus

Uto6bl 06aBUTL HOBLIV cepTUdMKAT B CMINCOK, HAXKMUTE Ha CCbINKy [lo6aBUTbL U yKaXu-
Te NPUINOXEHWe, MHCTasruIiTOpP UM CKpUNT, noagnucanHbie SN, cepTudmkat kotopon Tpe-
OyeTcs BKMOUUTL B NEPEYEHb, NMOCIIE YEero HaXXMuTe Ha KHOMKy OTKpbITh. B nossuBsLiem-

Cs1 OKHe co cnuckom ceptudukaToB AL yctaHoBuTE briaxkkm B cTonbue flo6aBuTtb 45

Tpebyembix cepTudukaToB 1 Haxmmute Ha kHonky OK (puc. Beibop_ceptudmkatoB ans
no6asneHvs ).
4) YctaHoBuTe hrnaxok B ctonbue JoBepAatb ana aobaBneHHbIx ceptudumkaTos (puc. be-

IbIW CAMCOK cepTuUdmKaToB 2 ).

5) Ecrm HeoBxoamMMO UCKIMIUNTL cepTudmKaTt n3 nepeyHs JoBepPEHHbIX 6e3 ero yaaneHus,
cbpocbTe hraxok B ctonbue [doBepATb. [Ans nonHoro yganeHus cepTudvkata ums

cnucka Bbibepute ero n Haxkmute Ha ccbifiky YaanuTtb (puc. benbii cnucok cepTtudvka-

T0B '%).

6) [ins BCTynneHns nameHeHnn B curly Haxmurte Ha kHonky OK v MpumeHunTb (puc. Be-

MbliA CINCOK cepTudMKaToB %),

Ecrm npunoxxenne noanucaHo Heckonbkumn LI, n B 6enom cnucke Haxogutcs cepTudoun-

KaT xoTs Obl OAHOW U3 HKX, TO 3anyck npurioXxeHna paspeliaeTcA. ,D,aHHaFI BO3MOXHOCTb

nopgaepxveaetca ansa OC, HaunHas ¢ Windows 8.
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5.5.6 lMpaBuna KOHTPONS aKTUBHOCTU

Ha Bkragke CTaTyc naHemv ynpaBrieHus " nporpamMMbl 0TOBpaxaeTcst TEKyLLMA CTaTyC 3aLyThbl
1 cnncok obracTewn KoHTpons. MNMormtuka koHTpons SoftControl SysWatch no goctyny npunoxeHun
K pecypcam CUCTEMbl aKTUBHA, Korga BKMYeHbl obriactn daunoBas cuctema, CUCTEMHbIN
peecTtp wWum CeTb.

Hwke npuBegeHa getanbHasa MHpoOpMaUmsa No HACTPOUKE MOSITUKN KOHTPONA:

=  focTyna K aiinoBoii cucteme *;

= JOCTyna K CUCTEMHOMY peecTpy *°;

»  [OCTYyna K yCTpoWcTBaM v noptam 2°;

*  CeTeBOW aKTUBHOCTM 2';

"  MpVBUIErMN NpoLLeccoB 2>

= B3auMogelicTBMS NpoLeccoB .

5.5.6.1 Hactpowuka npaB goctyna K ¢pannoBom cucteme

ObnacTtb kKOHTponss PannoBasi cMCcTemMa rno3BosiieT co3gaBaTb NpaBura AoCTyna NPUIIOXKEHUN K

obbekTam hanroBom CUCTEMbI:

* UteHne danna nmm katanora;

* 3anncb B dhann nnm kataror (co3gaHve/msmeHeHe danna um katarora);

* YaaneHue panrna wmv kaTtanora.
[ns npocMoTpa 1 U3MEHEHUS NOSMTUKN KOHTPONA hanrioBon cuctembl Bbibepute nyHKT Monutu-
Ka KOHTPOMS KOHTEKCTHoro MeHio > SoftControl SysWatch; B okHe MonuTUKa KOHTpoOns Ha
Bkragke Obnactu KOHTponsa Bbibepute B Bbinagawolwem cnucke pasgen daunosas cuctema

(pyc. MomTrKa KOHTPOSI hanUioBOV CUCTEMDBI i ).
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- Monumnea korTpons F=3 Bl =3
0BnacTu KOHTPONA | OTcnexueasHLle NPHACHEHKHA | Capw¢MKaTb||

OBwue orpaHUYeHua U paspewedna: Yrenue, Cosnanue, 3anuce, YOaneHue katanoroe W daiinos. NpenoTepalleHue
W3MEHEHWA HACTDOEK CHCTEMbI W HECAHKLIMOHMPOBAHHOMD A0CTYNA K KOHBMAOSHUWANbHBIM O3HHBIM,
[Daﬁnoaa;l cucTema V]
Mpasuna anAa 3oHel
[,ﬂDBepEHHbIE NPUASHEHUA ']
D Pecypc YTeHne Janwce Yoanexnne AKTMEBHO

502 #SNSDIR##**& PaspewuTs  3anpeTutb JanpeTuTe

503 #S5YSTEM32#DRIVERS\SNSCORE.BLK Paspewnte JanpetuTo JanpeTiTo

504 #5YSTEM32#DRIVERS\SNSCOMLPT.SYS Paspewnte JanpeTuTe JanpeTiTo

505 #5YSTEM32#DRIVERS\SNSTDIL.S5YS FPaspewnTb JanpetvTe JanpeTuTs

506 #S5YSTEM32#DRIVERS\SNSCORE.SYS Faspewnte  3anpeTuTb 3anpeTuTb

507 #SYSTEM32£#DRIVERS\SNSCORE.DAT FaspewnTs 3anpetuts 3anpeTuTb

534 #SYSTEM32£DRIVERS\SNSWFP.SYS Pazpewuts 3anpetuTs 3anpeTiTs

536 ESNSAPPDATAZQUARANTINE\&**2 Pazpewnts JanpetuTe JanpeTuTe

537 #SNSAPPDATAEREPORTS\E#** 2 PaspewuTe  3anpemuts JanpeTuTs

538 #SNSAPPDATAZBACKUP\&**2 PaspewnTe  3anpeTuTs  3anpeTuts

539 #S5YSTEM32#DRIVERS\SNSKL.SYS Paspewnte JanpetuTo JanpeTiTo

20001 COTESTA\SWA\TFILE.TXT FaspewnTs  3anpetuis  3anpemvrs

20002 C:ATEST\#**# 3anpoc 3anpetuTs  3anpeTuTs

20003 ENE*ELOGETE.TXT PaspewnTs  3anNpeTuTe  3anpeTuTe
HoBasute Mz3MeHuTE Ynanute Beepx BHuz

JononHUTENBHOD
Cnpasxa [ OK ” CmMena ”I‘Ipnnenwrb

PucyHok 59. Nonutnka koHTponsa canoBom cuctembl

ﬂpanu'la pasgerieHbl No cnnMckam anAd I'IpVIJ'IO)KeHI/Iﬁ M3 crnegyroupyx 30H BbINOJTHEHUA!

* [loBepeHHbIe NPUNOXEHUS;
* OrpaHUYeHHbIe NPUNOXEHUS.

,D,J'IFI nepeKkrnoYeHna Mexay cnmckamm Bbl6epMTe COOTBETCTBYWLLYHO KaTeropuio B BblNMagakolem

cnvcke NMpaBuna AnA 30HbI.

Kaxxgoe npaBurno npeacraBnsaeT cobon 3anucb B JIMHEMHOM CMUCKE U UMEET CBOW YHUKAmNbHbI
noeHtucmkatop ID. O6bekTbl NPUMEHEHNA YKa3biBalOTCA B cTonbue Pecypc, npaBa gocTtyna K
HUM — B cTornbuax YteHue, 3anucb 1 YaaneHue. BkrioyeHre 1 BbIKIOYEHWE NpaBurna ynpas-

naeTcs naXkom B cTonioue AKTUBHO.

Ecrm HeckorbKo NpaBumn UMeoT NepecekaroLlmecs 06racTi AencTBus, TO NPUOPUTET BbIMONHEHNS
B TAKOM CIydae MMeeT NpaBurio, pacrorioXeHHoe B Crincke Haubornee HK3ko. MNoroxeHre npasuna

B CMUCKEe U3MEHAETCH C NOMOLLKIO CCbiflok BBepx 1 BHU3.

Mpumep: npaewro ¢ ID 20002, nokasaHHoe Ha puc. [onmTuka KOHTPona haiiioBoi cuctemsl

nepekpbiBaeT gevcteue npasura ¢ ID 20001, T.K. pacnosioXeHo Hke ero rno Crmvcky.

CuHTakcuc npaBuna

Ctpoka B ctonbue Pecypc npeacraBnset cobon nytb 0 obbekta um o6bLEKTOB MNpu-
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MeHeHus npaBwna. B gaHHOM CTpoke MOryT UCMOSfb30BaTbCA Mackv — MHCTPYMEHT 3adaHus
npaBwn 4nsa rpynnsl 06beKToB hannoBon cuctemsl. Hanpumep, ¢ NOMOLLBH MacoK MOXHO
co3gaTb NpaBuno 4S9 Katanora u Bcex 00BbEKTOB BHYTPY HEr0 WM nNpaBunio Ana onpeae-
NEHHbIX TUMOB (pacLLmMpeHuin) hanrnos. Hwke npuBeaeH CUHTaKCUC Macok:
#*# — 3ameHsaeT noboe KoNMMYeCcTBO CMMBOJSIOB, KpoMe cumBora '\' (B criydae pasmMelle-
HUS1 B KOHLLe CTPOKM pacnpoCTpaHAeTCs TOMbKO Ha doalirnbl KOPHEBOW ANPEKTOPUNY);
#**# — 3ameHsieT NLboe KONMMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLEHMS B KOHLIE CTPOKM
pacnpocTpaHsaeTca Ha hainbl KOPHEBOW ANPEKTOPUN, NOAAMPEKTOPUM U dhalrbl noaan-
pexkTopui);
#?# — 3ameHseT poBHO 1 NGO cumBon.

Mpumep: Ha pwuc. MormTka_KOHTPOSS (halroBOi CUCTEMbl — MokasaHo npasurio ¢ ID

20003 (E:\#*#log#?#.txt), penctBylolee Ha crnegylouye o6bEKTbl — TEKCTOBbIE (harbl B
KOPHEBOW OUPEKTOPUM NTOKAIbHOIO XEeCTKOro Ancka E, umerouye B CBOEM UMEHM Nocrneno-
BaTeNbHOCTb OYKB /0g, No6oe KONMMYECTBO NPOM3BOSIbHBIX CUMBOJSIOB 40 HEE M OAMH MPOU3-

BOJIbHbIN CUMBOJ1 MOCIE Hee.

Co3paHue npaBuna
YUTtobbl co3gaTth NpaBwUio, HaXXMUTE Ha ccbifiky [lo6aBUTb.
B okHe Pecypc ¢hannoBon CUCTEMbI HAXMUTE Ha KHOMKY ... Ana Bbibopa obbekTta u3
NPOBOAHMKA UM BPYYHYLO BBEAMTE NyTb A0 Hero B nosne ®awnn nnu katanor (puc. Co3ga-

HVe npaBwia ana obbekta dainoBon cuctembl ). OBpaTuTe BHUMaHWE, 4To cucTema

BOCMpUHMMaeT npobenbl B Ny Kk pecypcy. Ecrm B TekcTe npaswuna ctout npoben, a B Ha-
3BaHWM haina ero HeT — NpaBwro He ByaeT paboTtaTth. B 3agaHHbIX npaBunax npobderbi
oTobpaxkatoTcs B BUOE TOYKM.

Bbl MOXeTe ykasbiBaTb Kak Manku Ha fOKanbHOM XXECTKOM OWCKE, TaK U CeTeBble Marnku.
Mpwn co3gaHum npaBuna 459 ceTeBbIX Manok NyTb ykasbiBaeTca B Buae \\<ums_cepesepa>
\<ums_nanku>. Bmecto cumorna '\\' MOXHO ncnonb3oBaTb Macky #**#; B aTom criyyae by-
AyT NPpoBEPATLCA M ceTeBble, M fiokanbHble nankn. Kpome Toro, MoxHo ykasbiBaTb IP-ag-

pec KoMmnbloTepa ¢ ceTeBOW Narnkow.

® Ecrm B npaBune ykasaH IP-agpec komnbloTepa, To npaBuno OyaoeT AencTBoBaTb,

- (W ]
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TOMbKO ecrm nornb3oBarterns Npy AOCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [Mo3TOMY ecrm He06Xxo0aUMO KOHTpOrmMpoBaTh 40CTyn 1 no IP-agpecy, 1 no

ceTeBOMYy NyTn, cosgavTe ABa OTAeNbHbIX npaswura.

Pecypc dainosoi cucTemel @
@ain unw Katanor (NonHbIA NYTe MKW Macka)
E:\E*2LOG#72.TXT ™
HYTEHWe 3anvce YoaneHwe
PaspewnTs - ] [SEnpeme hd l [Sanpeme - ]
AKTMEHD
[ Ok ] [ Cancel

PucyHok 60. Co3pgaHue npaBuna ansa obbekTa
c¢annoBomn cucteMbl

® [lpn BbIGOpe KaTarora 4Yepe3 MPOBOAHMK K HEMY aBTOMaTtudecku nobaensietcs

Macka "> #*#, T.e. NpaBUIo yCTaHAaBMMBAETCA AN KaTanora v airioB BHyTPU HETO.

B obnactax YrteHme, 3anucb 1 YaaneHune BbiGepute B BbiNagatoLLmX CNUCKAxX COOTBET-
CTBYIOLLME NMpaBa AoCTyrna K O6beKTy:
* PaspewnTb — NO3BOSUTb NPUSIOXKEHMIO BbIMOSHATL Onepaumio Hag 06 bekTom;
* 3anpeTuUTb — 3a65I0KMPOBaTb BbINOSIHEHME MPUIIOXEHNEM Onepaummn Hag 06 bEKTOM;
* 3anpoc — BbIBOAUTb 3anpoC Npu COBMaAeHMn AeCcTBUA Hag OObEeKTOM C yCrioBMEM
npasuna.
UToObl BKNOUNTL CO3AaHHOE NPaBWIO B CMMCOK U cAenaTb ero AeNCTBYIOLYM, YCTaHOBUTE

doriaxxok AKTUBHO 1 HaXxxmuTe Ha KHorky OK.

M3meHeHUe npaBuna
UTto6bl M3MEHUTb NPABWIIO, HAXXMUTE Ha CCbIfKy M3MeHUTb 1 HacTponTe napamMmeTpbl npa-

BUIna aHanorM4Ho AencTBUAM npun ero co3gaHnn e

MepemeleHne npaBuna mexay 3oHamMu
Ecrm TpebyeTcs nepeMecTuTb NpaBWro B CMIMCOK A9 MPUINOXEHWA U3 APYroi 30HbI BbINOS-

HEHWA, BbIBOBUTE KOHTEKCTHOE MEHIO NpaBwura 1 Bbl6epl/ITe OAVH N3 BapUaHTOB:

- (W ]
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* [1na BCcex — co3gaTb NpaBuro A 00enx 30H BbIMOMHEHWS, €CIY NPaBUIO HAaXoaUTCA
TOSTIbKO B OHOM CIUCKE.

* OrpaHU4YeHHble — NepPeMEeCTUTb NPaBUIO B CMUCOK NMpaBun AN OrpaHNYEeHHbIX Npu-
NOXXEHWI.

* [loBepeHHble — NepemMecTuTb NPaBuIio B CMUCOK NpaBun A4Sl AOBEPEHHbIX NPUIoxe-

HUNA.

HdononHuTenbHbIe NapamMeTpbl NpaBuna U UCKNOYEHUA
BbibpaB komaHaoy JlonONHUTENbLHO (B KOHTEKCTHOM MEHIO U MO OOHOUMEHHOW CCbISIKE B
HVKHEN YaCcTu OKHa), B NMOSIBMBLLEMCSI OKHE MOXHO OMpeaenvTb crieayloupe AONOSHUTENb-
Hble NapameTpbl NpaBwuna:
* MMonb3oBaTenu — Ha JaHHOW BKIagKke BblOMpatoTCa y4eTHbIEe 3anuncy nosb3oBaTternen,
rpynnbl NoNb3oBaTeNien U BCTPOEHHbIE CYObeKTbI Ge3onacHOCTK, Ha KOoTopble ByaeT

pacnpocTpaHaTbCa aencTme npasuna (pyc. BoiGop y4eTHbIX 3anvcen nonb3oBarenem

8 “
). Mo ymor4aHWio npasura ycTaHaBMBaloTCs AnA BCex Morb3oBaTeneii.

"2l AononkuTensHo @
Nonb3o0BaTeny | Bpema | McKnrYerHns

BribepuTe nonb3oBatensi, ANA KoTopeix ByOeT ASACTEOBATE AaHHOE
npasWno.

[ OoBaeuTs ][ YoanuTs ]

[ O ][ OTtMeHa ]

PucyHok 61. Bblbop y4€THbIX 3anucen
nonb3oBaTeneun

* Bpems — Ha JaHHOM BKIagKke 3aaloTCcs BPeMEHHble MHTepBarbl JENCTBUA MpaBuna

(pvic. BbiGop BpeMeHV feiicTBus npasuna >).
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i Nononxutensto @I

| I'Icmh:maarenm| Bpena |Ir1cncmouerm5|

BrIGepWUTE BPEMEHHEIE WHTERBANEI, B TEYEHWE KoTopeix ByoeT
AeWCTBOEATE A3HHOE NPaBHAo.

7:00:005 NO  [@1z2:00:000%
[D13:11:5220 no  [13:11:5202
[113:11:52 no  [13:11:52(8

[M13:11:522) no [[Di3:11:52-2

o o o o 0

[M13:11:52 No [Di3:11:5242

[ QK ][ OmMeHa ]

PucyHok 62. Bbi6bop BpeMeHU AeNcTBUsS NnpaBuna

® Ecrm TpebyeTcs 3agatb MHTEpBan, 3aTparvBalLLmMi ABOE CyTOK, Heobxoanmo pas-
OuTb ero Ha gBa uHTepBara (0auH 13 KOTOpbIX 3akaHunBaeTcs B 23:59:59, a apyromn

HaunHaeTcs B 0:00:00).

* Ucknio4yeHUs — Ha JaHHOW BKIaaKke BbIOMpatoTCs NPUIoXeHus, Ha KoTopble He byaeT

pacnpocTpaHaTbCa Aencteue npasura (pyc. BoiGop_npunoXeHnn Ang UCKIYeHusa 13

npaBuria ).

i JononruTensHo @I

| MNonbsosaten | Elpen.ql WcKnroYeEHna

BrifepuTe NPpUNOKEHUA, ANA KOTOPLIX AaHHOE Npasuno He Gyner
AedcTe0BATE

[CIm1sDBINST.EXE -
V] i sDCLT.EXE

[ SDIAGNHOST.EXE

[C] =7 SEARCHFILTERHOST.EXE

[[] =] SEARCHINDEXER.EXE

[ B SEARCHPROTOCOLHOST.EXE

[T SERVICEMODELREG. EXE L
[[] =] SERVICEMODELREG. EXE -
[V SERVICES.EXE

SETUR.EXE

[Tl sLuLEXE i
=

[ O ][ OTtMeHa

PucyHok 63. BbIOOp npunoxeHun gna UCKNoYeHUA
M3 npaBuna

19 npunoxxeHni, BbIBpaHHbIX B KAYECTBE VCKIMKOYEHNIA, CO30aeTCsl YacTHOe NpaBu-

o, KOTOPOE HeOOCTYMNHO ANA pefaKkTUpoBaHus Ha Bkraake OrpaHnyeHvst n paspe-

0

LeHVs " B OKHE CBOCTB MPUMOXKEHNS.
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Haxxmute Ha KHOIMKY OK, 4yT00HbI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YpaneHue npaBuna
UToObl yaammte NpaBumnio, HaXKMUTE Ha CCbIfKy YAanuTb 1 NOATBEPAUTE yaaneHve B Ava-

JIOroBOM OKHe.

B SoftControl SysWatch cogepxatcsa npegycTaHOBIEHHbIE NpaBwuria, pacnpocTpaHsaowpe-

CSl HA CUCTEMHbIE KaTarorm n o6beKTbl PaCMONOXEHNS KOMIMOHEHTOB npoaykTa. MameHe-
HUe UM yaaneHue npeaycTaHOBIIEHHbIX MPaBWI MOXET MoBJieYb 3a COOON HapyLLeHVe 3a-

LLMNTbI LLEJNTOCTHOCTU CUCTEMDbI.

[na BCTynneHns nsMeHeHu B cury Haxxmurte Ha KHonky OK v MpuMeHnTb.

5.5.6.2 HacTtpouka npaB AOCTyna K CUCTEMHOMY peecTpy
ObnacTtb KoHTpord CUCTEeMHbIN peecTp MNO3BOSIET cO34aBaTh NpaBura A0CTyna NPUIIOXEHUN K
ob6beKTaM CUCTEMHOTO peecTpa:

® 3an1cb B KIOY Ui NapameTp peecTtpa (co3gaHne/M3mMeHeHre Krtoda unm napameTpa);

* YaaneHue Kno4ya unv napameTpa peecTpa.

i Monwtuka koHTpoAR EI@

OBNacTi KOHTPONA | OronemusacHble NPHUAGHEHUA | Cepmdml(amll

OBwme orpaHUeHA U paspeleHia: Ytenue, Cosaanne, 3anuce, YOaneHue kUeil W SHaUeHWIl KNoYeli cucTeMHoro peectpa.
MpenoTspalleHne M3MEHEHNA HECTPOEK NPUNOKEHWA, DETMCTPALMM KOMNOHEHT W T.A4.

[CMCTEMHHE peecTp V]

MNpaewna ans 30Hb!

[ﬂoaapennme NPHACHEHHA V]
D Pecypc 3anuce  YOaneHwe  AKTUBHO m
525 VREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSCORE 3anpeTuTe 3anpeTuTe
526 VREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SAFENSEC\#**# JanpeTuTe 3anpeTuTb
527 \REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SAFENSEC 3anpeTuTe 3anpeTuTe
528 VREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSCOMLPT\#**£ 3anpeTuTe 3anpeTuTb
529 \REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSCOMLPT 3anpeTuTe 3anpeTuTe
530 \REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSTDI\#**2 3anpetuTe  3anpeTuTb
531 \REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSTDI 3anpeTuTe 3anpeTuTe
532 \REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSWFP\#**# 3anpeTuTe 3anpeTuTe
533 VREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSWFP 3anpeTuTe 3anpeTuTe
535 VREGISTRY\MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\S... 3anpetuTe 3anpeTuTb
540 VREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSKL\#**# JanpeTuTe 3anpeTuTb
541 VREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSKL 3anpeTuTe 3anpeTuTe E
542 VREGISTRY\MACHINE\SYSTEM\CONTROLSET£*#\SERVICES\SNSKL\ & **2 3anpeTuTe 3anpeTuTe
543 \REGISTRY\MACHINE\SYSTEM\CONTROLSET £+ #\SERVICES\SNSKL 3anpeTuTe 3anpeTuTe
20003 \REGISTRY\MACHINE\SOFTWARE\TESTKEY\#**# Paspewnts 3anpetits
20005 \REGISTRY\MACHINE\SOFTWARENTESTKEY\TESTWALUE Paszpewnts Paspewwts =

OoBaeuTe  M3MEHWTL  YOanuTs Beepx BHU3

AononHUTENBHD

PucyHok 64. NMonuTuka KOHTPOMS CUCTEMHOIO peecTpa

— &

W W W .sns-control.ru


http://www.sns-control.ru

Control ATM Client Bepcus 6.1.199 Pykosodcmeo rnosnb3ogamernsi

JlokanbHasi paboma c¢ SoftControl SysWatch

na npocMoTpa N USMeHeEHUA NOJIMTUKU KOHTPOJIA CUCTEMHOIO peecTpa Bbl6epMTe NYHKT Monutn-

Ka KOHTPOMS KOHTEeKCTHoro MeHio > SoftControl SysWatch, B okHe MonuTuKa KOHTpoOns Ha

Bkragke ObnacTtu KOHTpONA Bbl6epI/ITe B BbiMagawollEemM Cnnucke pasnern CucreMHbIN peecTp

(pvic. MonmuTVKa KOHTPONS CUCTEMHOTO peecTpa ).

I'Ipanu'la pasgerieHbl No cnnMckam anA I'IpVI.I'IO)KGHI/IVI "3 crnegyroumx 30H BbIMNOJHEHUA:

* [loBepeHHbIe NPUSIOXKEHUS,;
* OrpaHu4YeHHble NPUNOXEHUS.
[na nepeknoyeHns mexay cnmckamm Bblibepute COOTBETCTBYIOLLYIO KaTeropuio B BbiNagaloem

cnucke NMpaBuna ansa 30HbI.

Kaxxgoe npasuro npeacraBnsetT cobon 3anicb B SIMHEMHOM CMUCKE U UMEET CBOMW YHUKambHbI
noeHtngurkatop ID. O6bekTbl NpUMEHeHUsT yKasbiBaloTCs B cTtonbue Pecypc, npaBa gocrtyna K
HUM — B cTonbuax 3anucb 1 YaaneHue. BkroyeHe n BbIKIMOYEHVE MpaBwuria yrnpasrseTcs

doraxxkom B cTondue AKTUBHO.

Ecrnm HeckombKo NpaBun UMeT nepecekatoyecs obractv AecTBus, TO NPUOPUTET BbINOMHEHNS
B TaKOM CIly4ae MMeeT NpaBuro, pacrorioXXeHHoe B Crucke Havbornee HU3Ko. MoroxeHue npasuna

B CMUCKEe U3MEHAETCH C NOMOLLKIO CCbiflok BBepx 1 BHU3.

Mpumep: npaewuro ¢ ID 20005, nokasaHHoe Ha puc. [MonMTUKa_KOHTPOIS CMCTEMHOro peecTpa >,

nepekpbiBaeT gevcteue npasura ¢ ID 20004, T.K. pacnosioXeHo Hke ero rno Crmcky.

CuHTakcuc npaBuna
Ctpoka B ctonbue Pecypc npeacraesnset cobon nytb 0 obbekta uim o6bLEKTOB MNpu-
MeHeHus npaswna. B gaHHOM CTpOKe MOTryT UCMOSMb30BaTbCA Mackv — MHCTPYMEHT 3adaHus
npaBun 4nsa rpynnbl 06bEKTOB CUCTEMHOIO peecTtpa. Hanpumep, ¢ NOMOLLBLI0 Macok MOXHO
co3gaTb NpaBWIo Afa pasaerna peecTtpa v Bcex 00 beKkTOB BHYTPU HErO.
Hwke npmMBeaeH CMHTaKCUC Macok:
#*# — 3ameHsaeT noboe KoNMMYecTBO CMMBOJSIOB, Kpome cumBoria '\' (B criydae pasmelle-
HMS1 B KOHLLEe CTPOKM pacnpoCTpaHAeTCs TOMbKO Ha NnapameTpbl pasgena);
#**# — 3ameHsieT Noboe KONMMYECTBO CUMBOJSIOB (B Crlydae pasMeLLeHMs B KOHLIE CTPOKMK
pacnpocTpaHaeTca Ha napameTpbl pasgerna, noapasgerns! U napameTpbl Nogpasaerios);
#7?# — 3ameHsieT poBHO 1 no60OK CUMBOS.

Mpvmep: Ha pwc. MonMTHKa_KOHTPOMS cucTemHoro peectpa ®® nokasaHo npaswrio ¢ ID

-,
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20004 (\REGISTRYWACHINE\SOFTWARE\TESTKEY\#**#), pencteyloLee Ha cregyto-
uyie o6bekThl — pasgen TestKey, Bce ero napameTphbl, noapasaernb M napameTpbl noapas-

aeros.

Co3paHue npasuna
UTtobbl co3gaTth NpaBuio, HaXXMUTE Ha ccblfiky [lo6aBUTb.
B okHe Pecypc cucrtemMHoro peectpa Bbibepute 00BHEKT U3 MPOBOAHMKA WM BPYYHYHO

BBeAWTE MyTb 4O HEro B peecTpe B nosie nog nposoaHukom (puc. CosgaHve npaeuna ang

06beKTa CUCTEMHOTO peectpa 2 ). O6paTuTe BHUMaHUE, YTO cUCTEMA BOCMIPUHUMAET Mpo-

Genbl B NyTU K pecypcy. Ecrm B TekcTe npaswura ctout npoben, a B Ha3BaHuM (panra ero
HeT — npaBwro He BbyaeT paboTtaTth. B 3agaHHbIX NnpaBuniax npobernbsi oTobpaxatTca B BU-

€ TOYKMW.

Pecypc cuctemHoro peectpa @

Knrou unM 3HauyeHue (NonHBIR NyTe MAW Macka)

Pecypc
) Sonic -
4 | Testkey
i Bre noopasoentt
Test\.-’alue
| Wow6432Node
. SYSTEM
, HKEY_USERS

4 [m

VREGISTRY\MACHINE\SOFTWARE\TESTKEY\#**&

3anuce Yoanedue

Paspewuts - ] [SEnpeme -

[¥] AkTuEHo [ oK ] [ Cancel

PucyHok 65. CozpaHue npaBuna ansa o6bekra cMCTe MHOTo
peecTpa

B obrnactax 3anucb n YaaneHue Bbibepute B BbiNagaloLmx CAMCKaxX COOTBETCTBYOLLME
npaBa AocTyna K 0O6bekTy:

* Pa3pewnTtb — NO3BOSNIUTL MPUINOXKEHMIO BbIMOSHATL ONepaunio Hag 06 bEeKTOM;

* 3anpeTuUTb — 3a0MoKMpPOBaTb BbIMOMHEHME MNPUIIOXKEHNEM Onepaumm Hag OO bEKTOM;

* 3anpoc — BbIBOAUTb 3anpoC NpU COBMAaAeHMN AeCTBUA Hag OObEKTOM C yCrioBUEM

npasuna.

YUTo6bl BKNIOUNTL CO3AaHHOE NPaBWUIO B CMMCOK U cAenaTb ero 4eNCTBYIOLYM, YCTAaHOBUTE

doraxok AKTUBHO N HaXXMuUTe Ha KHOMKy OK.

——————
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N3meHeHUe npaBuna
UTto6bl M3MEHUTL NPABWIIO, HAXXMUTE Ha CCbIfKy M3MeHUTb 1 HacTponTe napamMeTpbl npa-

BUIia aHanorm4Ho AencTBUsSM npu ero co3faHnun 8 .

MepemeleHne npaBuna mexay 3oHaMmm
Ecrm TpebyeTca nepemecTuUTb NpaBusio B CMIMCOK A1 NPUOXKEHUA U3 OPYron 30Hbl BbIMOS+
HEHWS1, BbI3OBUTE KOHTEKCTHOE MEHIO NpaBuria 1 Bbibepute oauH 13 BAapuUaHTOB:
* [1na Bcex — co3aaTb npaBwio A 06enx 30H BbINOSNHEHUS, €CIM NPaBUIIO0 HAXOAUTCS
TONMbKO B OAHOM CIUCKE.
* OrpaHU4YeHHble — NeEPEMECTUTb MPaABUIO B CMUCOK MpaBun AN OrpaHnYEHHbIX Npuy-
NOXXEHWI.
* [loBepeHHbIe — NepemMecTuTb NpaBurio B CMUCOK NpaBun A4Sl AOBEPEHHbIX NpUIioxe-

HUA.

HdononHuTenbHbIe NapamMeTpbl NpaBuUa U UCKITIOYEHUSA
BbibpaB komaHay [lononHUTENbHO (B KOHTEKCTHOM MEHIO UM N0 OAHOUMEHHOM CCbISIKE B
HWKHEW YaCTu OKHa), B NOABUBLLEMCS OKHE MOXHO onpefermTb criedytoume OOMNOSHUTESb-
Hble napamMmeTpbl Npasuna:
* NMonb3oBaTenu — Ha JaHHOW BKIaake BbiOMpatoTCa ydeTHbIEe 3anuncy nosb3oBaTternen,
rpynnbl Nonb3oBaTesien U BCTPOEHHbIe CYObeKTbl 6e30nacHOCTU, Ha KOoTopble ByaeT

pacnpocTpaHAaTbLCA AencTBme npasura (puc. Boibop ydeTHbIX 3anucen nonb3oBaTenem

& ). Mo ymom4aHuio npasuna ycTaHaBfMBaKOTCA AA BCEX NoSib3oBaTernen.
* Bpemsa — Ha AaHHOM BKragKe 3a4al0TCA BPEMEHHbIE MHTEpBasbl EVUCTBUA NMpaBura

(puc. Bbibop BpemeHM AencTBUA NpaBuia - )-

® Ecrm TpebyeTcs 3agatb MHTEpBan, 3aTparvBaloLLmMi ABOE CyTOK, Heobxoanmo pas-
OuTb ero Ha gBa nHTepBara (0auH 13 KOTOpbIX 3akaHunBaeTcs B 23:59:59, a apyromn

HaunHaeTcs B 0:00:00).

— &
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Pykosodcmeo nonb3ogamerns

i Nononxutensto

Monssosaten | Bpema | MCKNHHEHUA

=5

BriGepuTe nonb3ceateneil, Ana koTopeix GyaeT AefcTECEATE AaHHOE
npaswng.

[ HobasuTb ][ YoanuTs ]

[

QR ][ CtMeHa

]

PucyHok 66. BbiGop y4éTHbIX 3anucen
nonb3oBaTenen

}i JdononAHutensHo

| I'Icmh:maaranh| Bpewna |HC|{.I'HOHBHHH

=

C

o 0 on

7:00:00 =
[113:11:52%
[113:11:52%
[113:11:52 2

[113:11:52 %

2

2

2

L2

L2

no

no

no

no

no

[¥]12:00:00 =
1311522
1311522
[[113:11:52 %

[13:11:52 %

~

~

~

v

BbiGepuTe BpEMEHHEIE WHTERBANEI, B TEYEHWE KoTopbix Byaer
OeRCTE0EATE A3HHOE NPaBUo.

[

QR ][ CtMena

)

PucyHok 67. Bbibop BpemeHu gencTBus npaBuna

* UcKknroYeHUs — Ha JaHHOM BKIaaKe BbI6Mpa}OTC‘iI NnpuUroXxeHud, Ha KoTopble He 6y,u,eT

pacnpocTpaHATbLCA AencTBme npasuna (puc. Boibop NpunoXXeHun Ana UCKIMYEHUa u3

npasura **).

-
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'3 NononkutensHo

| MNonb3oBaTend | Bp&NSIl Wcknrayenna

=5

BbIGepWTE NPUAOHEHKUA, ANA KOTOPLIX A3HHOE Npasvno He Byoer
NedcTBoBaTE

[ 1sDBINST.EXE

[¥] i sDCLT.EXE

[ sDIAGNHOST.EXE

[[] = SEARCHFILTERHOST.EXE
[][m"] sEARCHINDEXER.EXE
[C][m"1 SEARCHPROTOCOLHOST.EXE
[C] =] SERVICEMODELREG. EXE
[[] =] SERVICEMODELREG. EXE
[¥][F°13ERVICES.EXE
SETUR.EXE

[ sLur.ExE

e

[ Ok ” OmMeHa

M3 npaBuna

PucyHok 68. BbiGop npunoXxeHun gnsa UCKIoYe HUsl

B OKHE CBOWCTB NPUINoXXeHus.

[ns npurnoXxeHuin, BbIGPaHHbLIX B KAYECTBE UCKIKOYEHUIA, CO3OaEeTCsl YaCcTHOE npaBu-

J10, KOTOpO€ HeOOCTYNHO ANd pedakTUpoBaHUA Ha BKIladKe OrpaHI/I‘-IeHI/IFl n paspe-

JIOroBOM OKHeE.

YpaneHue npaBuna

Haxxmute Ha KHOMMKY OK, 4yT00bI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YTOObI yaarmTb NpaBuinno, HAXXMUTE Ha CCbIJKY Ypanutb 1 noarsepavte yaareHue B guma-

HapyleHne 3alyTbl LeJIoCTHOCTU CUCTEMBI.

B SoftControl SysWatch cogepxaTcsa npeayctaHOBEHHbIE NPaBWria, pacnpocTpaHsaoLpe-
CS Ha KI04M 1 MapaMeTpbl peecTpa, Bimsowme Ha paboTy cucTeMbl U KOMMOHEHTOB MPO-

AOyKTa. N3ameHeHre nrim vyoarneHue npeayCcrtaHoBJIEHHbIX MPpaBUIl MOXET MOBJiEYb 3a cobon

[N BCTyNneHust UsMeHeHun B cury HaxxmmTe Ha KHornky OK nnm MpuMeHuTb.

5.5.6.3 HacTtpouka npaB goctyna K ycCTpoMcTtBam u nopram

Obnactb KOHTponss YCTpoMcTBa MO3BOSSIET CO34aBaTh MPaBwia MCMOMb30BaHUA CreayHoLyX

BHELLHNX yCTpOIzCTB M NopTOB CUCTEMBbI.

* USB-ycTponcTtaa,;

e CD/DVD-ycTtpowcTBa;

— &
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* | PT-nopThbl;
* COM-nopThl.
T el s
OBnacTi KOHTPONA | OTCNEMMBAEHbIE NPUACHEHWA | Cep‘mcbma‘rbll
O6lWKWE OrpaHUYEHNA W Pa3peWEHna: CNoNb308aHWE PAsNNYHBIX YCTROACTS. NPeaoTBpallEHME NPOHUKHOBEHUA HA KOMMBIOTED HEXENATENbHBIX
NporpaMK Yepes BHEWHUE yoTpolicTea.
[Vmuima -
Tun ycrpoiicTea YreHwne 3anwuce Yoanenne
E=JUsE-ycrpoiicTea -] m
‘2, CD/DVD-ycrpoiicTsa
e LPT-nopTsl
% COM-nopTsl

[7]3anpetuts aeTozanyck ans scex ycrpoiicts LononHuTensHo

Cnpaska [ oK ][ OtMeHa ][I‘\pmamm

PucyHok 69. NMonutruka KOHTPONs YCTPOUCTB U NOPTOB

Ans npocmoTpa U M3MEHeHUs1 MOSMTUKM KOHTPOSS YCTPOWCTB BbiGepute nyHKT MonuTuka

KOHTPONA KOHTEKCTHOTO MeHio *° SoftControl SysWatch, B okHe MonnTHKa KOHTPONSA Ha BKIaa-

ke O6nacTu KOHTponA Bbibepute B BbiNagatowem cnucke pasgen Yerpouctsa (puc. [onmtmka

KOHTPOIS YCTPOWCTB 1 nopToB ).

HacTtpowka npaB goctyna Kk USB-yctpoucrtBam
Urtobbl onpegemmTtb npaBa gocTyna k USB-yctponictBam, 3agante npaBa COOTBETCTBYHO-
LMK coriaxkkamm B ctorbuax YteHue, 3anucbk n Yaanenue ons tuna USB-yctpouctsa.
BbibpaB komaHay [lononHUTENbHO (B KOHTEKCTHOM MEHIO UM N0 OAHOUMEHHOM CChISIKE B
HWKHEWN YaCTu OKHa), B NOABUBLLEMCS OKHE MOXHO onpefenmTb criedytoume OONOSHUTESb-
Hble NapameTpbl NpaBswna:
* MMonb3oBaTenu — Ha JaHHOW BKIagKke BblOMpatoTCa y4eTHbIEe 3anuncy nosb3oBaTternen,
rpynnbl Nonb3oBaTeNien U BCTPOEHHbIE CYObeKTbI Ge3onacHOCTK, Ha KOoTopble ByaeT

pacnpoCcTpaHATbCA AencTBUE orpaHmyeHun (puc. Boibop_y4eTHbIX 3anncemn nosmb3oBa-

Tenen ).

— &
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i Nononxutensto @I
Monssosaten | Bpema | MCKNHHEHUA

BriGepuTe nonb3ceateneil, Ana koTopeix GyOeT AefcTEOBATE AaHHOE
npaswng.

[ HobasuTb ][ YoanuTs ]

[ Ok ][ OmMeHa ]

PucyHok 70. BbiGop y4éTHbIX 3anucen
nonb3oBaTenen

* Bpemsa — Ha JaHHOW BKIlagKe 3a4aloTCs BPEMEHHbIE MHTEpBaribl 4EVNCTBUS OrpaHude-

HU (puc. Bbibop BpeMeHn 4eNCTBMA NpaBunia 87 )-

i Nononxutensto @l

| I'Icmb:maarenm| Bpena |I.-1cncmouerm;|

BrIGEpWUTE BPEMEHHEIE WHTERBANEI, B TEYEHWE KoTopelx ByaeT
AeWCTE0EATE AaHHOE NPasHo.

c 7:00:00% NO  [@1z2:00:0002
cC [M13:11:52 No [Di3:11:5242

[13:11:52 no |[@13:11:5212

0

8]

[M13:11:52 No [Di3:11:5242

C [113:11:52 no [D13:11:5202

[ O ][ OTtMeHa ]

PucyHok 71. Bbi6op BpeMmeHu aeACTBUA npaBuna

i Ecrm TpebyeTca 3agatb nHTEpBan, 3aTparmBatoLLmii ABOE CYTOK, He06XoaMMo pas-
OuTb ero Ha aBa nHTepBara (0auH 13 KOTOpbIX 3aKkaHunBaeTcs B 23:59:59, a apyrom

HaunHaeTcs B 0:00:00).

* AcKknoyYeHUa — Ha JaHHOW BKIMagKe 3a4aloTcHa OTAeSbHble YCTPOMUCTBA, Ha KOTopble

He OygeT pacnpocTpaHsaTbCa AencTBne obupyx orpaHndeHnn (puc. Boibop USB-

YCTPOWCTB ANS UCKMKOYEHVS 13 npaBun o).

-,
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"3 NononnutensHo @

| MNonb3oBaTtenu I BDEMH| Wcknoyedna

BribepuTe yCTPORCTBA W3 CNMCKA, HA KOTOPbIE HE BYOET pacnpocTpaHATbCA AEACTBME OAHHOMD NpaBuna.

onucaHKe WaeHTupKMKaTop HTeHKe 3anuce YaaneHue

% GENERIC FLASH_DISK 8.07 |JSB\VID_058FPID_6387\9341A011

OBHOBUTE ][ YOanuTe

CK ] [ CTMeHa

PucyHok 72. Bbibop USB-ycTponCTB ANsi MCKNMIOYEHUA U3 NpaBun

B 6erom cnmcke USB-yCTpOMCTB MOXHO 3a[aTb YacCTHble OrpaHuyeHus And Kakgoro
HaKoOMUTENS M3 CMMCKa aHarormdHo obuyM orpaHvdeHusiM. Ytobbl akTMBMpOBaTb
BkoyeHe USB-ycTponctBa B 6esbii CIMCOK, YCTAaHOBUTE (PriaXXoK Y MMEHU OaHHOIo
HakonuTena B ctonoue OnucaHue. Ytobbl 0OHOBUTL CNMCOK NoaktoYeHHbIX USB-Ha-
KOnuUTenemn, HaxXmMuTe Ha KHonky OBHOBUTL. [1119 yaaneHua Hakonutens 3 cnvcka Bbl-
BGepuTe ero n HaXXmMmUTe Ha KHOMKy YaanuTb.

Haxxmute Ha KHOIMKY OK, 4ToObI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

3anpeweHue goctyna k CD/DVD-Hakonutensam
Uto6bI 3abriokmpoBaTb goctyn kK CD/DVD-Hakonutensm, yctaHaBiMBaeMbIM B ONTUYECKUN
npvBO4 3awyaemMoro obbvekTa, copocbTe nMobon n3 raxkos B ctondbuax YreHue, 3a-
nucb wm YaaneHuwe and tuna CD/DVD-ycTtpoucTBa (npu aToM OyayT cObpolleHbl Bce

dorakku ona AaHHoro Tmna).

3anpelwieHne aBTo3anycka ans Bcex yCTpomcTB
YUtobbl 3abrnokmnpoBaTb aBTo3anyck Ans USB- n CD/DVD-ycTponcTs, ycTaHOBUTE OIIaXOK

3an pPeTuTb aBTO3anycCK Ans Bcex yCTpOﬁCTB.

3anpeweHue goctyna Kk LPT-noptam
Utobbl 3abriokmpoBaTb goctyn k LPT-noptam 3aupwpemoro obbekrta, copocbTe nobon ns
oraxkoB B cTofbuax YreHme, 3anucb wm Yaanedue and tvuna LPT-nopTbl (Npu 3atom

ByayT copoLleHbl BCe hriaxkmn 4nst AaHHOro Tvna).

88
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i [N M3aMeHeHust NpaB AOCTyna AOMOSHUTENBHO HeobOXxoamMma nepesarpyska cucrte-
Mbl.

3anpeweHue poctyna Kk COM-noptam
Ytobbl 3abnokmpoBaTte goctyn k COM-nopTtam 3aumuwpemoro obbekra, cbpocbTe nodon
n3 oriaxkkoB B ctonbuax YteHme, 3anucb wim Yaanenue ana tuna COM-nopTtbl (npu

aTOM BYyayT cOpoLLEHbI BCE (hraXkkm ANl AaHHOro Tvna).

i [ns MsMeHeHust NpaB AOCTyNa AOMOSHUTENBHO HeOOXoaMMa nepesarpyska cucte-
Mbl.

[N BCTyNneHus1 USMeHeHun B curny Haxkmmre Ha KHornky OK nnv MpumeHuTb.

5.5.6.4 Hactpouka npaBun ceTeBOW aKTUBHOCTH

ObnacTtb koHTpons CeTb NO3BONAET CO34aBaTh NpaBuia KOHTPONA CETEBOW aKTUBHOCTM MPWIio-
KEHUN:

* [lprem gaHHbIX;

* [lepegayva gaHHbIX.

— &
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L2 Menwvka korTpons EI@

OBAacTn KOHTPONA | OTCneXMBaEMbIE NPUIOKEHNA I Cepmcbmcan:l‘

OBWKe orpaHUYEHUA W PaspelleHs: ¥ CTAHOBKE CETEBOMD COBAWHEHUR, MPUen 1 NEpenaYa AaHHbX No ceTh. NpenoTepalleHne
BTOPHEHMA MIBHE W KPAKW KOHEHOSHUMANEHBIX O3HHBIX.

[CETb ']

Mpaeuna anA 30Hel

[,ﬂuaepennble NpUACKEHNA ']

o] HassaHue Hanpasnenue NpoTo... floKanbH... YAanedHeid anpec Paspew... [oaTse... AKTMBHO
20013 10030 port block Bxonswee/Mcxooswee  TCP - *:10080 ]

Violator block : 72.124.59.78:8000 [C]
20015 Trusted local net Bxonswee/Wcxooswee TCP/UDP  *:8000 192.168.0.1-192.1... [}

HoBasute W3meHuTE Yaannte Beepx BHuz

LononHWTENLHO

Cnpaeka [ oK H OtMeHa ][I‘Ipnnewm

PucyHok 73. NMonuTMka KOHTPONA ceTeBOM aKTUBHOCTHU

[ns npocmMoTpa 1 N3MeHEHUs NMOMMTUKN KOHTPOSIA CETEBOW aKTUBHOCTU BblibepuTe nyHKT Monutu-
Ka KOHTPONS KOHTeKcTHoro menio >° SoftControl SysWatch, B okHe MonuTUKa KOHTPONA Ha

Bkragke ObnacTtu KoHTponsa BbibepuTte B BbiNagarowem cnvcke pasgen Cetb (puc. MNonmtuka
KOHTPOIIS CETEBOWN aKTUBHOCTH 2 ).

MpaBwuna pasgerneHbl N0 cnnckam 4515 NPUIOXKEHWUN U3 CreyHoLX 30H BbIMOSHEHWS:
* [loBepeHHble NPUSTOXEHMUS,;
* OrpaHU4YeHHble NPUSIOKEHUSA.
[N nepeknoyenns Mexay Cnmckammn Bbibepute COOTBETCTBYHOLLYIO KaTEropuio B BbiNagaloweM

crimcke I'Ipanma AnA 30HbI.

Kaxxgoe npaswrio npeacraBnsetT cobon 3anicb B SIMHEMHOM CMUCKE U UMEET CBOMW YHUKambHbIN

noeHtngukatop ID. NMNapameTpbl CETEBOro COeAMHEHUST YKa3aHbl B Crie4yroLyx cTonbuax:

* HasBaHue — HaMmMeHoOBaHve npaBura, 3agaBaeMoe nosib3oBaTerieM.

* HanpaBneHue — HanpaBrieHWe CeTeBOW aKTUBHOCTW, ONMpedendioliee vHMLmaTopa co-
eQVHeHus:

— Bxopswee — ceTeBOe COeaVHEHVE, MHULIMMPYEMOE YaarieHHbIM XOCTOM;
— Ucxopswee — ceTeBoe COeaVHEHVE, MHULIMMPYEMOE JIOKaNbHbIM XOCTOM;
— Bxopgsawee/cxopswee — noboe 13 HanpasrieH.

i npOTOKOH — TUN NPOTOKOJ1a nNepeaayn JaHHbIX No CeTwu:

— e &
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—TCP;
- UDP;
— TCP/UDP — no6ow n3 npoTOKOSIOB.
* JlokanbHbIW agpec — IP-agpec nm guanasoH IP-agpecoB fokasnbHOro XocTa, y4acTByto-

UWX B nepefaye AaHHbIx. Ecrm npyv cosganmm npaeuna °" arnst Hero BbiGpaHa onuust Mio-

6on agpec, otobpaxaeTcs CMMBOSN * OO 3HAaKa OBOETOYMs, ecrm BbibpaHa onuus Jlo-

601 NOPT — CMMBON * MOCIe 3HaKa OBOETOUUS.
* YpaneHHbIn agpec — IP-agpec v gnana3soH IP-agpecoB yganeHHoro xocTa, y4acTByto-
UMX B Nepeaave AaHHbIX. Ecrv npu cosganm npasuia " ans Hero BbiGpaHa onumst Jio-
6oun agpec, otobpaxaeTcss CMMBOS * OO 3HAaKa OBOeTo4Ms, ecrm BbibpaHa onuusa Jlo-

601 NOPT — CMMBON * MOCIEe 3HaKa ABOETOUUS.
PaspelleHne wm 3anpet CeTeBOro COEAVHEHVSI C YKas3aHHbIMWM MapameTpaMu yrpaBrseTcs
donaxxkom B cTonbue Paspewntb. Ecrv npegnonaraetca obpaboTtka cobbITUN CETEBOW aKTUBHO-

cTn I'IpI/IJ'IO)KeHI/IIZ NnoJsib30BaTesriem % , YCTaHOBUTE C*)J'Ia)KOK nOATBep)KAaTb \ Tpe6yeM0ro npasu-

na. BknoyeHve 1 BbIKMOYeHWE npaBuna ynpaBnseTca oraxkkom B CTonoue AKTUBHO.

Ecrm Heckomnbko npaBuin UMEIOT NepeceKarLmecad obnacTtu gencteus, To npuropuTeT BbIMNMOJIHEHUA
B TaKOM CJiydae UMeeT npaBurio, pacriosyioxkeHHoe B Crnncke Haunbornee Hu3Ko. lNonoxeHue npasuna

B CMUCKEe U3MEHAETCA C NOMOLLKIO CCbIflok BBepx 1 BHUs.

Co3paHue npaBuna
UtoObl co3ngaTb NpaBuro, Haxmute Ha ccbiniky [lo6aBuTb. B okHe CeTeBOM pecypc Bbl-

Gepute HeobxoauMMmblie napamMeTpbl ceTeBoro coeauHeHus (puc. CosgaHve npasuna

KOHTPOIS CETeBOWN akTUBHOCTM V).

UTo6bl BKMOUMTL CO34aHHOE NPaBWIIO B CMIMCOK, HAXMKTe Ha kHomky OK.

-_— F ]
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Certesoii pecypc @I
HassaHue: New ace 20016
HanpasneHwe: [B\xo,q,qu.leefhc:xomu.tee Y]
MNpoTtokon: [TCP!UDP ']

NokaneHele aOpeca | YaanedHole aapeca

) NioBoi anpec

c:
) Onpenenerdbli IP-aapec

@ OwanasoH agpecos na:

) Nwoboit nopt
@ OnpeaeneHHBIn NopT

() AnanasoH nopros no:

|:| HypHan

[ OK ] [ OTMEHA ]

PucyHok 74. CospaHue npaBuna KOHTpons
ceTeBOW aKTUBHOCTH

= Py4Has o6paboTka coObITUI CeTEeBOM aKTUBHOCTHU

YcrnoBue: AN BKIOYEHNUA AaHHOW BO3MOXHOCTW JOSPKEH ObiTb aKTMBMPOBAH PYYHON PEXUM
06paboTKun MHUMAEHTOB, ANs 3TOr0 OTKpoMTe pasgern 3awmuTa HacTPoeK NporpamMmMbl, ycTa-
HOBUTE nepekriovaTess YnpaBneHue MHUUMAEHTaMu B nosioxeHne Bknrountb obpa-
GOTKY MHLUMAEHTOB NOfib3oBaTeNneM 1 HaxxmuTe Ha KHorky OK.

OkHo npepynpexaeHusi, otobpaxxaemoe SoftControl SysWatch npu coBnageHmm napameT-
pPOB CETEBOro COeAVHEHUs1 C NPaBUIIOM KOHTPOMA CETEBOW aKTMBHOCTM, NMOKa3aHO Ha pwc.

HoKe 92 .

53 Mpegynpexcgaenne - SoftControl SysWatch

lNporpaMMa NbiTAETCH YCTaHOBWUTL CETEBOE

-----

locathost -> 94.245.115.205:80
MNpoeepuTs obbEKT

fa; MNporpamMa: IEXPLORE.EXE

2 PaspelnTb

A 3HaK, YTO 3TO 33 NPOrpaMMa W ee OeAcTEMA Be3onacHel

* 3anpeTtuTb

A HE 3HaK, 4TO 3TO 3@ NPOrpaMMa W He ACBERAK el

[[] 2anemuuTe pewenne Ha cecomm

(~) OononHuTensHo

PucyHok 75. OkHO npeaynpexaeHUs onsa ceteBoMn
aKTUBHOCTHU

N—————
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OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:

* Ob6rnacTtb onMcaHusa ceTeBoKr akTMBHOCTU. B gaHHoM 6rioke npmvBogutcs nHopmaumsa o6
yCTaHaB/MBAEMOM CETEBOM COEAVHEHUM: UMSI MPUIOXKEHMS, OCYLLECTBAIOLLETO aKTUB-
HOCTb, KOHEYHbIE Y3flbl YCTAHOBMEHUSI COEOUHEHUS U HanpaBfieHWe COeaVHEHVs, pe-

100

3yInbTat aHTI/IBI/IpyCH017I npoBeEpKn (MO)KHO npoBepUTb NpuUnoXxeHmne nepen npuHATNEM

PELLeHVS, MPW HAMMYMM aHTVMBMPYCHOTO CKaHepa M COOTBETCTBYIOLEN mueHsum *® npo-
rpamMmbl, HaXaB Ha CCbifiKy NMpoBepuUTb 06 BLEKT 1 BbIOpaB B KOHTEKCTHOM MEHIO Bapu-
aHT 3anycTUTb NPOBEPKY).
* Obrnactb Bbibopa aencteus. B Gnoke BbiGopa gencTBua oToOpaxatoTcs BO3MOXHbIE
AENCTBMSI NPM NOMbITKE YCTAHOBIIEHMSI NPUIOXEHWEM CETEBOIO COEAVNHEHMSI:
— Pa3peLwunTb — N03BOMMTb MPUMOXKEHNIO YCTAHOBUTb CETEBOE COEAUHEHME;
— 3anpeTuTb — 3ab5I0KMPOBaTb CETEBYIO aKTMBHOCTb NMPUIOXKEHNS;
0 3anoMHUTb pelleHne Ha Ceccuio — MPUHATOE pelleHne ByaeT NPMMEHEHO K AaHHO-
MY NpaBury 4O OKOHYaHWSA TEKYLLEN CECCUM.
Ecrm B Teyenune 5 muHyT gencteue He Byaet BbibpaHo, SoftControl SysWatch 3abrnokupyet

CeTeBYy0 aKTUBHOCTb U 3aKpPOET OKHO npeaynpexaeHnd.

M3meHeHUe npaBuna
UT06bI M3MEHUTb MPaBWIIO, HAXXMUTE Ha CCbIfKy M3MeHUTb 1 HacTpouTe napamMeTpbl npa-

BUra aHanorM4yHo AeVCTBUSM Npu ero cosgaHum " .

MepemeleHne npasuna mexay 3oHaMmm
Ecrm TpebyeTca nepemMecTuTb NpaBusio B CMIMCOK A1 NPUMOXEHUA U3 OPYron 30HbI BbINOS+
HEHUS1, BbI3OBUTE KOHTEKCTHOE MEHIO NpaBura 1 Bbibepute oavH N3 BApuUaHTOB:
* 1na Bcex — co3gaTb NpaBuro At 00enx 30H BbIMOMHEHWS, €CIY NPaBUIO HAaXoaUTCA
TOSTIbKO B OQHOM CIUCKE.
* OrpaHU4YeHHble — NeEPeEMEeCTUTb NPaBWIO B CMUCOK MpaBun AN OrpaHNYEeHHbIX Npu-
NOXXEHWI.
* [loBepeHHble — NepemMecTuTb NPaBuIio B CMUCOK NpaBun A4St AOBEPEHHbIX NPUIoxe-

HUNA.

AdononHuTenbHble NapaMeTpbl NpaBuna

— e &
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Pykosodcmeo nonb3ogamerns

Bbl6paB KOMaHay JdononHutenbHoO (B KOHTEKCTHOM MEHIO Ui N0 OAHOMMEHHOW CChISIKE B

HVDKHEWN YacTu OKHa), B MOSIBMBLLEMCSI OKHE MOXHO OMpeaervTb crieaytolpe OoMNoNHATE Mb-

Hbl€ nNapamMeTpbl NnpaBura:

* Monb3oBaTenu — Ha JaHHOM BKragKe BbIOMpalOTCA yY4ETHbIE 3anmcuy Nofib3oBaTenen,

rpynnbl nosi-3oBatenen um BCTPOEHHbIE Cy6'beKTbI B©e3onacHocTK, Ha KOTOpPbIE 6y,u,eT

pacnpocTpaHAaTbLCA AencTBme npasuna (puc. Boibop ydeTHbIX 3anncen nonb3oBaTenemn

). Mo ymom4aHWio NpaBura yCTaHaBMBaOTCS AN BCEX MOMb30BaTereil.

i Nononxutensto @I
MNonssosateny | Bpema
BriGepuTe nonb3ceateneil, Ana koTopeix GyOeT AefcTEOBATE AaHHOE
npaswng.
VM-AS-WE1RUXE6\John
[ HobasuTh ] [ YoanuTs ]
| OmMeHa ]

PucyHok 76. BbiGop y4éTHbIX 3anucen

nonb3oBaTenemn

* Bpemsa — Ha AaHHOM BKragKe 3a4al0TCA BPEMEHHbIE MHTEpBasbl EVUCTBUA NMpaBura

(puc. Bbibop BpemeHM AencTBUA NpaBuia = )-

" flononruTensHo

MNonssosateny | BpeMa

C

C

=

7:00:00
[17:00:17
[17:00:17
[17:00:17

[17:00:17

(o | faff [l | [l

4|

no

no

no

no

no

[¥]12:00:00
[17:00:17
[17:00:17
[17:00:17

[17:00:17

(| faff [l | [l

4|

BbiffiepuTe BpEMEHHbBIE MHTEPBANL!, B TEYEHWE KOTOpLIX ByaeT
neACTBOBATL A3HHOE NpaBWUNo.

[

OTtMeHa

PucyHok 77. Bbibop BpemeHU gencTeBus

npaeuna

- (T ]
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® FEcmm TpebyeTca 3agatb MHTepBan, 3aTparvBalouyin ABoe CyToK, Heobxoaumo pas-
O6uTb ero Ha gBa nHTepBarna (0avH 13 KOTOPbIX 3akaHunBaeTcs B 23:59:59, a apyromn

HaumHaeTcs B 0:00:00).

Haxmute Ha kHonky OK, 4ToBbl COXpaHUTb Yka3aHHble AONONHUTENbHbIE NapaMeTpbl.

YaaneHue npaBuna
Ytobbl yaammTb NpaBurio, HAXKMUTE Ha CCbINKy YaanuTb 1 noaTBepauTe yaaneHve B ava-

JIOroBOM OKHeE.

[na BCTynneHns nsMeHeHu B cury Haxxmurte Ha KHonky OK v MpuMeHnTb.

5.5.6.5 HacTtpouka npuBunerun npoueccoB

Ob6nactb koHTporns MpuBuNerMn npoueccoB MNO3BOSIET OrpaHNYMBaTbL MCMOSb30BaHWE MPO-

ueccamu npveunernn Windows:

* YnpasreHve aygutom n XypHanom 6e3onacHocTy;
* ApxvBauusa panros M KaTanoros;

* BoccTaHoBreHve hanroB 1 KaTasioros;

* /IameHeHve CUCTEMHOIO BpEMEHUY,

* 3aBepLieHre paboTbl CUCTEMDI;

* [MpyHyauTensHoOe yaaneHHoe 3aBepLueHne paboThbl;
* CmeHa Bragenbues hanrnos n gpyrnx 06 beKToB;
* OTnagka nporpamm;

* /IameHeHve napamMeTpoB cpenbl U3roTOBUTESS;

¢ [lpodounmpoBaHve NPon3BOAUTESNTBHOCTU CUCTEMB;
¢ [lpodunmpoBaHre ogHOro npouecca;

* YBernuieHue npuoputeTa BbIMOSHEHWUS;

® 3arpyska 1 Bbirpy3ka apariBepoB YCTPOWCTB;

¢ CosaaHve danna nogkayky;

* Hactponka KBOT naMATu Ansa npouecca,;

* O6xon NepeKpeCTHOM NPOBEPKY;

® OTKMHOYEHME KOMMbOTEPA OT CTbIKOBOYHOIO Y3ra;

* BbiNorHeHve 3aaay no o6Cny)kMBaHMO TOMOB;

— e &
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* /iIMUTauus KnneHTa rnocre NpoBepPKM Nofb3oBaTens;
* Cospganve rnobanbHbIX OO BbEKTOB.

YcroBve: NpaBuia pacnpocTpaHsitoTCs Ha BCE NPUMOXEHNS U3 OrpaHUHEHHON 30HbI.

Ans npocMoTpa M M3MEHeHWst NPUBWUNErn NPoLIeCCOoB BbibepuTe NyHKT MonuTUKa KOHTponsA

KOHTEKCTHOro MeHio >° SoftControl SysWatch, B okHe MonuTuka KOHTpPoNs Ha Bkraake O6na-

CTU KOHTpoOnNs BbibepuTe B BbiNagatowem cnvcke pasgen MpuBunernn npoueccoB (puc. MNo-

JTVKa_KOHTPOSIA NMpUBWUIEr NpoLeccoB 2 ) Onucanve I'IpMBVIJ'IeFMﬁ n obrnactu mx NnpMMeHeHnA

npeAcTaBreHo B pasaene JononHutenbHas uHdopmauwms .

" Monutika koHTpons EI@

0BnacTn KOHTPONA | OTEREKWBAEMEIE NPUACHKEHMUA I Cepmd}m(arbll

OBlMe OrpaHMYEHUA W paspeweHka: Mononbs0saHue U MoBLIWEHWE NPMBMNErMA NpoLECCoB. OrpaHHYeHHe
WCMOABE30BAHNA CUCTEMHBIX QYHKUMIA, NPEAOTERALEHWE SKCINYETALUNN YASBAMOCTH NDHIOKEHNIA,

[Hpmaunermm npoueccos -

Aeictene CocroaHue
4 Bce npueEnernmn
yHDEEﬂEHME ayavToM M xypHanom OesonacHocTh
Apxmaaumq talinos w katanoroe
Bucc‘raHoEneHme Gaiinoe 1 KaTanoroe
M3MEHEHWE CUCTEMHOTD BPEMEHW
3aeepweHne paboTsl cUCTEMBI

mn

NpUHYAWTENBHOE YNaneHHoe 3asepuieHne paboTel
CmeHa snagensues $ainos W apyrux obbexTos
OTnagka nporpamm

M3MeHEHNe NapameTpos Cpeasl M3roToBNTENs
MNpodmnnposanue NPON3BOANTENBHOCTH CUCTEMEI
MNpodunMpoBaHue 0AHOMO NPoUECC
YEEJ‘MHEHME NPUOPUTETE BEINDNHEHKA

3arpyska W BbIrpY3Ka ApaiiBepos ycTpoioTs

==

HSISISISISISISISISISISISISIS|

BeibpanHble obwume orpannyeHna u paspewerns paboTaroT ToNBKO ON8 OrpaHNYEHHBX NPUACKEHWRA

AononHutensHo

PucyHok 78. NMonutuka KOHTpONsS NpuBuUeruin npoLeccos

Cos3pgaHue npaBuna
Mo ymorMaHuio npunoxxeHust (npouecchl) obragatoT BCEMU BbilLeyKa3aHHbIMU NpUBUNerus-
MW, HO MPKU 3TOM MOryT BbiTb orpaHndeHbl OC. YToObl OrpaHNynTL NPUBUIENUM BPYYHYHO,

cbpocbTe dnaxkm y TpebyemMbix npusunernn B ctonibue CocrtosiHue.

HononHuTenbHble NapamMeTpbl NpaBuna
Bbi6paB komaHay [lononHUTENbHO (B KOHTEKCTHOM MEHIO UM N0 OAHOUMEHHOM CChISIKE B
HWKHEN YaCTu OKHa), B NMOSBUBLLEMCSI OKHE MOXHO ONpeaermTb crieaytoume OONOSHUTESb-
Hble NapaMeTpbl Npasuna:

* MMonb3oBaTenu — Ha JaHHOW BKragKe BbIOMpatoTCa y4eTHbIe 3anvcu Nnosib3oBaTtenen,

rpynnbl NoSib30BaTeNen UM BCTPOEHHbIE CYObEKTLI GE30MacHOCTU, Ha KOTopblie OyaeT

— e &
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pacnpocTpaHaTbCA AeicTBKe npaBuna (puc. BeiGop y4eTHbIX 3anncei nomb3oBateneit

7. Mo ymorHaHWIio Npasuna ycTaHaBMBaloTCS A BCeX rnosb3osaTernei.

L2 JononHutensHo (==2al
MNans30BaTend | Bpema

Bribepute nonb3osartenei, Ans kotopeix ByaeT aAefcTeoeats AaHHoe
npaswno.

VM-AS-WE1RUXE86\Iohn

[ OobasnTh ][ YoanuTs ]

| OH | [ OTtMeHa ]

PucyHok 79. BbiGop y4éTHbIX 3anucen
nonb3oBaTeneun

b BpeMFI — Ha JaHHOW BKragKke 3ajatoTcs BpeMeHHble NHTepBarbl aencTeud npasuna

(pvic. BbiGop BpeMeHu AelicTBus npasuma =" ).

" flononruTensHo @
MNonssosateny | BpeMa

BrifepuTe BpEMEHHBIE MHTEPBANGI, B TEYEHWE KOTOpPLIX DyoeT
neACTBOBATL A3HHOE NpaBWUNo.

c 7:00:00% NO  [¥]12:00:00 =
c E1i7:00:172 no  [@i7:00:1712
c E17:00:17 no  [[17:00:17 &
C [17:00:17% no  [D17:00:17 2

n

[17:00:17% no  [D17:00:17 2

[ OK J[ OTMeHa

PucyHok 80. Bbibop BpeMmeHu aecTBUs
npaBuna

® FEcmm TpebyeTca 3agatb MHTepBan, 3aTparvBalouyin ABoe CyToK, Heobxoaumo pas-
O6uTb ero Ha gBa nHTepBarna (0avH 13 KOTOpPbIX 3akaHunBaeTcs B 23:59:59, a apyrom

HaumHaeTcs B 0:00:00).

Haxmute Ha kHonky OK, 4ToBbl COXpaHUTb ykasaHHbIe AOMOSHUTENbHbIE NapaMeTpbl.

-_— (]
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[ns BCTyNneHust UsMeHeHun B curny HaxxmmTe Ha KHornky OK nnm MpuMmeHuTb.

5.5.6.6 HacTtpounka BzanmoaencTBmsa npoueccoB

Obnactb KOHTPOJIA B3anmopgencrteue npoueccoB MNo3BOJIHET 3aJaBaThb clieyloupe paspelle-

HUS OIS B3aUMOAENCTBMSI NPOLECCOB:

¢ [loctyn npurioxxeHusi K 6ydpepy obmeHa;

® YcTaHOBKa NpurioxeHveMm rrobanbHbiX nepexsaTymkos;

¢ [locTyn K NpoLeccy 1 ero NOTokam M3BHe.
YcrnoBue: npasuria pacnpoCTpaHATCA Ha MPUOXeHNS U3 OrpaHUYEHHOM 30HbI, 3anyLUeHHbIe NoA
ydeTHoW 3anucbto nosb3osartens «V.L.P.O.».
[nsa npocmMoTpa 1 n3MeHeHns HaCTPOEK B3aMOAENCTBUA nNpoLeccoB Bbibepute nyHKT MonuTtuka

KOHTPOIA KOHTEKCTHOro MeHio % SoftControl SysWatch, B okHe MonuTuka KOHTPONS Ha BKMaj-

ke O6nacTu KOHTponA BLIOepuTe B BhiNagaloweM crnucke pasgen Bsammogencreme npouec-

coB (pvic. [MonvTrka KOHTPONA B3aMMOAENCTBMSA MpoLeccos *%).

i MonuTyka konTpona EI@

OBnacTv KOHTPONA | OTCnekMBAaEMEIE NPMGKEHHA | CEDTMCbMKaTbI|

OrpaHWYeHUA ANA NPOLEcoos, 3aNycKasMelX B M30AMPOBaHHOA cpeae: 83aWMOASHCTBME NPOLIECCA © CMOTEMON,
MEXMPOLIECCHOE B3aUMoAsACTBHE.

[Elaaunonei:‘raue npoueccos -

[T AocTyn npunowenus & Bybepy obMena
[¥]¥cranoeka npunoskeruen robansHex NEpexXEaTUMKOE
[¥]AocTyn K npoueccy M ero NoToxkam UIsHE

BblfpaHHele oflUMe OrpaHWYeHHA W paspelweHnA paboTakT TONbKO ANA CrpaHMYEHHERX NPUAOKEHWHA

CnpaBka [ Ok ” OTMEHE ”I‘IDMMEHMTI:]

PucyHok 81. NonuTtuka KOHTponsi B3auMoAe NCTBUA NpoLLEeCCOB

CospaHue npaBuna
Mo yMOMHaHMIO NPUIIOXKEHMS U3 OFPaHMYEHHON 30HbI BbINOSHEHWS, 3aMnyLLEeHHbIe Nog yveT-

HoM 3anucbto nosnb3oBartensa «V.L.P.O.», He nMetoT NpaB Ha BbIMNOSHEHWE BbllLEYKa3aHHbIX

— e &
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onepau,mﬁ. Ons pa3peleHna BbIMNOJHATb Kakoe-nmbo 13 gaHHbIX MeXnpouecCCHbIX B3aMO-

OENCTBUI YCTAHOBUTE HEOOXOAMMbIE GONaXKKM.

AdononHuTenbHbIe NapamMeTpbl NpaBuna
Bbi6paB komaHay [lononHUTENbHO (B KOHTEKCTHOM MEHIO UM N0 OAHOUMEHHOM CChISIKE B
HVKHEW YacTu OKHa), B NOSIBMBLLEMCSI OKHE MOXHO OMpeaenmTb crieayloupe OONOSNHUTE b-
Hble MapameTpbl NpaBwna:
* MNonb3oBaTenu — Ha JaHHOW BKIagKke BblOMpatoTCa y4eTHbIEe 3anmncy nosb3oBaTternen,
rpynnbl NoNb30BaTeNien U BCTPOEHHbIE CYObEKTbI Ge30nacHOCTU, Ha KOoTopblie ByaeT

pacnpocTpaHaTbCa aencteme npasuna (pyc. BoiGop y4eTHbIX 3anvcen nonb3oBarenem

%), Mo yMmom4aHWio NpaBuna ycTaHaBIMBAKOTCA AN BCEX NoNb30BaTernen.

i,ﬂononereano @I
MNonsz0BaTeny | Bpema

Breibepute nonbsosatenei, ans kotopeix ByaeT aefcTeoeate AaHHoe
npaswic.

VM-AS-WE1RUXB6\John

[ OoBasuTb ][ YAanuTs ]

i OK | [ OTHEHE ]

PucyHok 82. Bbibop y4€THbIX 3anucen
nonb3oBaTeneun

b BpeMFI — Ha JaHHOW BKragke 3agatoTcs BpeMeHHblE€ NHTEepBalbl AencTeua npasuna

(pvc. Bbibop BpeMeHnu aelicTeus npasuna *%).

— e &

W W W .sns-control.ru


http://www.sns-control.ru

Control ATM Client Bepcus 6.1.199 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

d JononnutensHo @
MNonssosateny | BpeMa

BbiffiepuTe BpEMEHHbBIE MHTEPBANL!, B TEYEHWE KOTOpLIX ByaeT
neACTBOBATL A3HHOE NpaBWUNo.

C 7:00:00 no  [¥]12:00:00

c [17:00:17 no [Oi7:00:17

c [17:00:17

C E17:00:17 no  [[17:00:17
2 no  [D17:00:17

Al | fale [ fafle | [l [

c [17:00:17 no [Oi7:00:17

[ OK ][ OTMeHa

PucyHok 83. Bbibop BpemeHu aencTBus
npaBuna

® FEcmm TpebyeTca 3agatb MHTepBan, 3aTparvBalowyin ABOe CyTOK, Heobxoaumo pas-
6uTb ero Ha ABa MHTepBarna (OAWH 13 KOTOPbIX 3akaHdmBaeTcsa B 23:59:59, a gpyrom
HauvHaeTcs B 0:00:00).

Haxmute Ha kHonky OK, 4ToBbl COXpaHUTb YkasaHHble AONOSHUTENbHbIEe NapaMeTpbl.

[N BCTyNneHust UsMeHeHun B curny Haxxmute Ha KHornky OK nnv MpuMmeHuTb.

5.6 AHTUBMpPYCHOE CKaHMpoOBaHue

SoftControl SysWatch couetaeTt B cebe npemmylecTBa kak NPEBEHTUBHBIX TEXHOSIOTWA, TaK U pe-
AKTVBHbIX (CUrHATYPHbIX) TEXHONOMUM 3aumThl. MeToa NPoOakTVBHOM 3aLLmMTbl OCHOBAH Ha KOHTPOJie

AKTUBHOCTV NPUIoXeHuin > . MeTtog, curHatypHon 3auptbl B SoftControl SysWatch peanmsosaH B

BWOE aHTUBMPYCHOIO CKaHepa, UCMosb3yroLwero 6a3y BMPYCHbIX CUTHATyp (HamMyne 3aBUCUT OT CO-
oTBETCBYIOLLEI NMUeH3u *® nporpammsl).
Cuctema moxeT 6bITb 3apaxeHa BpegoHocHbIM 1O oo yctaHoBkm SoftControl SysWatch. NonHas

aHTVBMPYCHas NpOBEpPKa BbIMOMHAETCA B MPOLecce aBTOMATUHECKON HacTpolku ** no ymorma-

HWO. B npoTvBHOM crnyyae, pekomeHOyeTCcsi MPOBECTM MNPOBEPKY CUCTEMbI [0 YCTaHOBKM

SoftControl SysWatch, Bocnonb3oBaBLMCb CTOPOHHUM aHTUBUPYCHBIM CKaHEPOM.

B npouecce aHTVBUpYCHOro ckaHupoBaHus SoftControl SysWatch npoussoaut nouck BpegoHoc-

HOro Koga c ncnosrib3o0BaHNEM:

¢ aHTUBUPYCHbIX 06a3 — NonCK M3BECTHbIX BUPYCOB, TPOAHCKUX nMporpamMmm uU Apyrux speno-

HOCHbIX OOBEKTOB;

— e &
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» DOa3 nporpamMmm-LnnMoHOB — NOUCK N3BECTHbLIX NporpamMmm-LLInnMoHoOB.

i [nst 3heKTUBHOMO Moucka BPEAOHOCHOTO koaa HeoBXxoaMMo nepuoanyecku o6HOBMSTL
aHTUBVPYCHble 6a3bl. PekoMeHayeTCsl HaCTPOUTb eXeHEBHOe aBTOMATUYECKOe OBHOB-
nenve **. Ins npenoTBpaLLEH s HeCaHKLIMOHMPOBAHHOTO 3arycka MpUroXeHui o6HOBMe-

HUSA He TpebytoTcS.

[ns BbINONHEHUS NPOBEPKM Heo6X0AUMO:

1) Mpou3BECTUN HACTPOIKY MapameTpoOB NPOBEPKMN > .

2) Onpegenmtb 06beKkTbl B 061acTu MPOBEPKYM *°; K HUIM OTHOCSITCSl Kak OGbEeKTbI chaiino-

BOW CUCTEMBI (FOrMyeckme auckn, annsl), Tak 1 00bEKTbI APYrMX TUMOB (CUCTEMHAs na-
MSATb, 3arpy3oyHble cektopa u T.4.). Mo ymorHaHuo BbibpaHbl BCe 06bekTbl obractu
NPOBEPKMN.

3) OcyLEeCTBUTL 3arycK MPOBEPKU .

4) Mo pesynbTataM_NpoBepku
He Oblfm 06e3BpEXEHDI.

” NpuHATL pelleHre 06 OBHapPYKEHHbLIX Yrpo3ax, eCrM OHU

PeKOMeH,D,yeTCFI BbIMNOJIHATb NMPOBEPKY:

i Cpaay nocrie yCtaHoBKu/ nporpamMmmsl, eciim B CUCTeEME HE YCTaHOBJIIEHO AOpyroe aHTuBU-

pycHoe I1O.

* Kaxxablit pas, koraa KOHTPOIb aKTMBHOCTYM MPUMOXEHWIA >> BBLIKMIOYEH, @ B NpoLecce pa-

00Tbl 6b15M MCMONb30BaHbl BHELLHWE HOocuTerm aaHHblx (USB, CD, DVD wn T.4.) wwm nog-

KrnoyeHve Kk cetn MIHTepHeT.

5.6.1 Onuun npoBepKun

Mepen Hayanom aHTVBMPYCHONO CKaHMPOBaHUS HEOOXOAMMO MPOM3BECTU HACTPOWKY ero napa-

meTpoB. [ns aToro otkpoute pasgen NpoBepka HacTpoek nporpaMmmsl (puc. Hactpounky_napa-

MEeTPOB npoBepkn ).

- (]

W W W .sns-control.ru


http://www.sns-control.ru

Control ATM Client Bepcus 6.1.199 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

" Hacrpoiika nporpamme SysWatch El =] @

MNpoeepkKa
OBWwmMe NapaMeTphl NPOBEpKK KOMMNLHITEPA

SawmTa PeakuMa Ha yrposy

MNpoeepka @ Boibop OSHCTEMA IBTOMATMHECKK
OfHoBREHKE * Neunts
4 MapameTpel * YOanATe, ECAW NEYEHWE HEBOIMOMHO
Bua () Boibop ASHCTEMA NO OKOHUAHWK NPOBEPKM
OTuETEI ) 3anpoc oefctenA
OnoseweHua
MNposepka dainos

[[] CxanwposaHke no pacnucanmnio

MNpoeepaTs: TonbKo MCNOAHAEMBIE dalnbl

MNpOEEPKE ChEMHLIX HOCHMTENENR
[7] ABToMaTHUECKAR NPpoBEPKa ChEMHEIX HOCUTENEH

CnpawneaTe & NPOBEPKE ChEeEMHBIX HOCHTENEH

(o] ] [ OTMEHA

Cnpaeka [

PucyHok 84. HacTtpoWku napamMeTpoB NpoBe pKu

HacTtpowka peakuuu Ha yrpo3sy
B obnactn Peakuusa Ha yrpo3y BO3MOXHbI Crieaylolme BapyaHTbl 4eNCTBUIA Npu 0BHapy-
YXeHWN Yrpo3 B NpoLecce aHTUBUPYCHOTO CKaHMPOBaHMSA:
o BbiboOp AencTBMA aBToMaTU4YeCKMU:
* JleunTb
Obe3BpeanTb NHPULMPOBAHHBIN OO BEKT.
* Yaanatb, ecriv nevyeHme HeBO3MOXHO
Yaanmtb MHUUMPOBaHHbLIN 06BHEKT, ecriv 06e3BpeauTb ero He yaaeTcs.
o BbI6op AencTBmMA N0 OKOHYaHUIO NPOBEPKU
3anpoc gencteust ByaeT BbiBEAEH NOSMb30BATENO MO BCEM OOHApPYKEHHbIM Yrpo3am Mo
3aBepLLEHNIO NPOBEPKM.
o 3anpoc gencreuA

3anpoc gencteusa 6yaeT BbiBEAEH NOfb30BaTENt0 NP 0BHAPYKEHUM KaXXO0WN Yrpo3bl.

HacTtpowka kaTeropumn hannoB ANA NPOBEPKU U peXXnuma 3anycka
B obnactu MpoBepka ¢annoB otobpaxatoTcs kateropum anrnos, KOTOPblE aHarM3npy-
IOTCS1 @HTVBUPYCHLIM CKaHepoOM, M BkItovaeTca CkaHMpoBaHue no pacnucaHui. Ha-

KMUTE Ha KHOMKY HaCTPOMTb Ond nsSMeHeHud napamMmeTpoB.

-_— (7B ]
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B okHe [lononHUTenbHbIE HaCTpOﬁKM Ha BKrnagke O6nacTtb AencTBuUsl BO3MOXHbI Crie-

103
)

Aywolme BapuaHTbl Bbibopa (puc. Hactporikn o6ractn 4eCTBUSI MPOBEPKM

o Bce channoli

CkaHvpoBaHue Bcex TMNoB hairos, 3a UCKIMYEHMEM HE OTMEYEHHbIX B 0brnactu Mpo-
Bepka cocTaBHbIX hannos (praxkun MoytoBble 6a3bl 1 APXUBHI).

o TonbKo ncnonHsaemble pannbl

CkaHnvpoBaHue Torbko ¢hannos coopmata PE (*.exe, *.com nt.4.).

. [lononHuTensHele HaCTpOiTkn @

OBnacTe AeRCTEMA | NapaMeTpel pacnivcaHus | Pexum 3anycka

Tunbl dainoe

) Boe daiinel

MNpoBepka CoOCTABHBIX Gainoe
MoutoBbie Gasel

ApxuBbl

Crnpaeka [ OK ][ OtMeHa ] MpuMeHuTE

PucyHok 85. Hactponku obnactn aeictBus nNpoBepKu

Ha Bkrnagke PeXxum 3anycka Bbibepute y4eTHylO 3anucb, Nog KoTopown 6yaet npousBo-

AVTLCS CKaHMpoBaHue (puc. [ononHUTENbHbIE HACTPOKV MPOBEPKM > ):

o C cucTeMHOM Yy4eTHOM 3anNUChbIo;
o C y4eTHOM 3anUCbIO: YKaXuTe y4eTHble JaHHbIE.
YcraHoBute hriaxkok NMpeaBapuTenbHass MHULMaNM3aumMa ckaHepa, ecrm Tpebyetcs

MHUMaM3aund aHTUBUPYCHOIO ABWKKA MPU KaXXOoM 3aryCke CKaHMpOBaHUA.

EEE———————————— -
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"z lononHuTENsHEIE HACTPOFKN @

| OBnacte aeiicteuna | MapameTpel pacnucanua | PExM 3anycxa

Y4YEeTHaA 3anWce ONA cKaHepa

(@)C cMCTEMHON YUETHO 3anuchH

() C y4eTHOR 3anucsio:

o
=11
[=}
h=]

Wcnons3oceadve ckaHepa

MNpeasapuTensHas MHULWANW3aUKUa cKaHepa

Cnpaeka [ OK ][ OTMeHa ] MNpUMEHWTE

PucyHok 86. [lononHutenbHbIe HACTPOMKU NPOBEPKU

[N npuMmeHeHnsa HacTpoek HaxxmuTe Ha kHonky OK vim MpumMmeHnTb.

HaCTpOﬁKa CKaHuUpoBaHus no pacnncaHuio

YcrnoBue: Tornbko ana cnydas pabotel SoftControl SysWatch B pexxwume yganeHHoro ynpas-

neHus ¢ cepeepa .

[ns HacTponkn napameTpoB aHTUBMPYCHOIO CKaHUMPOBAHMA MO PacCrnMCaHU HaXMuUTE Ha
kHonky HactpouTb B obrnactu lMpoBepka channos.

B okHe [lononHUTeNbHbIE HACTPOMKMU OTKpouTe BKaaky MapameTpbl pacnucaHmsa n B
cyeTyrKke YacTtoTa AHEeN yKaxute Nneproam4HOCTb, C KOTOpON OyaeT BbINOMHATLCA 3agava,
a B nosie Bpemsa 3anycka — BpeMda Havarna BbIMOMHEHWS 3ajauyn B popmMaTte Y4y:MM.CC

(pvic. HacTpoliku napameTpoB NPOBEPKM MO pacmicaHuio ).

- (7T
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2 JlonoaHUTENEHBIE HACTPOIKN @

OBnacte geiictems | [@paMETPEl PACNMCAHUA | Pexiim 3anyc:|<a|

MapaMeTpbl pacnucaHua

TN pacnucanua [fio nnam v]

“YacTota AHel 2

BpemMa 3anycka 12:00:00 =

Cnpaeka [ OK ] [ OTMeHa ] [HDMNEHMTb

PucyHok 87. HacTtpoiku napameTpoB nNpoBepKu no
pacnucaHuio

HacTponka aBTOMaTu4ecKkoro CKaHUpoOBaHUA CbEeMHbIX HOCUTENen

BOro OKHa C npearnoxeHmem npoBeEpPKU.

[N BCTyNnNeHus1 USMEHEHW B CUIY HaXXmMuTe Ha KHornky OK.

5.6.2 3anyck no Tpeb6oBaHuIO

B obractn MNMpoBepka CbeMHbIX HOCUTENen ycTaHoBuTe driakok ABTOMaTuUYecKas
npoBepKa CbeMHbIX HOCUTeslen, ecrim Heob6x0aAMMO aBTOMATUYECKM 3anycKkaTb aHTUBW-
pycHoe ckaHvpoBaHue USB-HocuTenen nocre ux noakmoYeHusi. YCTaHoBUTE  (hriaxok

CnpawuBaTb 0 NpOBepKe CbeMHbIX HOCUTENEen, ecrm TpebyeTca NoaBeHe avarnoro-

BbiGop o6racti NpoBepku 1 ee 3anyck NpousBoaAaTcs ¢ Bknaaku MpoBepka naHeny ynpasre-

Hus %" SoftControl SysWatch.

Nepapxumyeckuii cncok 06beKTOB At NPOBEPKUN COAEPXKUT CrieaytoLLmMe SrieMeHTbI:

* CucrtemMHas namsTb — npoBepKa BCEX 3arpyKeHHbIX B MNaMATU NpoLEeCCOB.

PekomeHayeTcsl BbINOSHATL NMPOBEPKY CUCTEMHOWN NAMSITU Kaxkabl A pa3 B crydae, ecrim B

cuctemMe noABUMCb HeEOTCIIeXnBaeMble€ NPUINOXKEHUA, 3anylleHHbIe 0e3 Begoma nosb30-

* 3arpy3ou4Hble CeKTopa — NpoBepkKa 3arpy304HbIX CEKTOPOB ANCKOB.

* OObEeKTbl Ha KapaHTUHe — rnpoBepkKa 00ObeKTOB, nepeHeceHHbIX Ha KapaHTUH.

EEE———————————we-
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i PekoMeHayeTCs BbIMOMHSATL NOBTOPHYIO MPOBEPKY OGBEKTOB HA KapaHTUHe nocrie 06HOB-
neHust "** aHTUBMPYCHbIX 633 NporpaMMmb.
* Bce CbeMHble AUCKM — NMpoBepKa haiiroBbiX 06bEKTOB Ha BCEX ChEMHbIX AUCKAX.

i PekoMeHayeTCs BbIMOMHSATH MPOBEPKY ChbeMHbIX HOCUTENEN BCSIKWI pas, Koraa npeanona-

raeTcd nepemMeliatb Mchopmau,vuo Ha KOMMNbOTEP WM BbIMNOJHATL NPUIIOXEeHNA CO CbeM-

HOIro HocuTes4.

* Bce xecTKkne aMCKM — nNpoBepka hannoBbix OOBEKTOB Ha BCEX KECTKUX OUCKAX.

* Mon KoMnblOTEp — NpoBepka O0O0BLEKTOB (haMrnoBOM CUCTEMbI Ha KECTKMX OMCKax Wn
BHELLHMX HOCUTENAX B AMCKOBOLAX M MOpTax KOMMboTepa.

* Kop3uHa — npoBepka panroBbiX 06BHEKTOB, MOMELLEHHBIX B KOP3VHY.

* Mou AOKYMeHTbI — MPOBEpPKa AOKYMEHTOB MOSib30BaTens.

* Pabounm cton — npoBepKa BCEX AOCTYMHbIX OO bEKTOB.

3anyck npoBepKu no TpeboBaHuIo
YcTaHoBuTE doriaxkn y TpebyemMbix O6bEKTOB U HAXXMUTE HA KHOMKY 3anyCcTUTb NPOBepKy
OJ19 HaYana npouecca CKaHMpOBaHuS.
B ctpoke NMocneaHsa npoBepKa ykasaHbl JaTa W BpeMsa nocriegHen npoBeaeHHON Nnpo-
Bepku. B cTpoke Peakums Ha yrpo3y oTo6pakaeTcs COOTBETCTBYIOLLAS HACTPoViKa .
Mpn HaxaTm Ha ccbifiky OGBbEeKTbl Ha KapaHTUHE OTKPbIBAeTCA KaTaror XpaHeHus
00BHEKTOB, MOMELLEHHbBIX HA KapaHTUH.

3anyck B TUXOM pexume
CylecTtByeT BO3MOXHOCTb 3arycka aHTUBUPYCHOINO CKaHMPOBAaHUA B TUXOM peXxvMme C Mno-

o 12
MOLLb O A0NOSHUTENbHON yTUIMTLI changetpsmode 2

MpocmoTp OTuéTa O NpoBepkKe
[ns npocMoTpa noApo6HLIX CBEAEHN O MPOBEpKe B MPOLIECCE CKAHMPOBAHWS HAXMUTE Ha
cebinky Moapo6Ho. [Ins npocMoTpa oT4eTa > MO OKOHYaHUM MPOBEPKN HAKMUTE Ha CCbIT+

Ky C JaToM 1 BpeMeHeM rnocriegHen nposepku B cTpoke MNocneaHAas npoBepka.

E————————————aw-
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5.6.3 Pe3ynbTat npoBepkKu

Mpn oBHapyxeHun BpegoHocHoro obbvekta, SoftControl SysWatch onpegenset ero tun (Bupyc,
TPOSAHCKasa Mporpamma, NporpaMma-LUInMoH U T.4.) U BbIMOSHAET Hag OOHapYXEeHHbIM OOBHEKTOM

onpefeneHHoe AeicTBME B 3aBUCUMOCTM OT HACTPOEK peakLmmn Ha yrpoay .

Bbi6op aencreusa ans otaenbHOWN yrpo3bl
Ecrnm B HacTpolikax BbibpaHa onuust 3anpoc aenctBus, SoftControl SysWatch npeanara-
€T Nosb3oBaTesNo BbIOOP AENCTBUS AN KaXKO0n 0BHapYyKEHHOW yrpo3bl.
OkHo npepynpexaeHusi, otobpaxxaemoe SoftControl SysWatch npu HaxoxaeHum yrposbl B

npoLecce aHTUBMPYCHOIO CKaHMPOBAHMS, MOKA3aHo Ha puc. Hwke 7.

SoftControl SysWatch - Mpeaynpesxgerne
O6HapyXeH BPEAOHOCHbIN Koa -
ObbexT: 0a7b9215.EXE
I ! ¢ C:\Temp\TestVirus\
Gen:Trojan.Heur.PT.hrXaadx0tNai
* NeyuTb
BLINEYMTE MAK YOANWTE 3apameHHbIl Gain M BeIrpyIuTe 1
3aBEpWWTL BPEAOHOCHBIR NPOLECce
% Ypanutb

YOAnWTE 3apameHHelil $ain v 38BepwnTs BPEACHOCHEI NpoUece

< MNepeMecTUTb Ha KapaHTUH

MepeMecTUTb 3apakeHHbIll $aitn Ha KapaHTMH 1 3anpeTuTe
BhINOAHEHKE 3TOro daina

< MponycTuTb

He BEIMONHATE HUKaKUX AeicTEN Han obbexTom

[7] NpumenuTs BHiBpanHoe AsiicTeMe Ko Beem obbexTan.

PucyHok 88. OkHO npegynpexaeHus ons
3apaxéHHoro obbekTa

OxkHo SoftControl SysWatch - lNpegynpexaeHne coctout us 2 yactem:

® ObnacTtb onucaHust yrpo3bl. B gaHHom Groke npuBoauTtcs uHopmMaums o6 obbekTe,
NpeacTaBrAoLWEM YIpo3y: UMsI, pa3MelleHne, onucaHue (npegnonaraemblidi TN Bpeao-
HOCHOrO KoAa Mo YCTaHOBJIEHHOMY COOTBETCTBMIO C MMeEIOLLENCS 6a30M BUPYCHbIX CUrHa-
TYP)-

* ObnacTtb Bbibopa gencteud. B Grnoke BbiGopa OencTBusi oTobpaxkaloTcsi BO3MOXKHbIE
AencTBus Ans obHapyXeHHOM yrpo3bl:

— JleunTb — BbISIeYUTb UMM YOArmMTb 3apakeHHbI dhaun, ecrm reyYyeHne HeBO3MOXHO,

- (7" ]
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W BbITPY3UTb U 3aBEPLLMTL BPEOOHOCHOE MPUIIOXEHNE;

— Ypanutb — yaanuTb 3apaxeHHbl hain 1 3aBepLumTb BPpeJOHOCHOE MPUIoXeHNEe;

— lMepemecTUTb Ha KAPaHTUH — NEPEMECTUTb 3apakeHHbIN 0O BbEKT B cneuyarnbHbIn
KaTaror v 3anpeTuTb ero BbINOSHEHVE;

— MponycTUTb — HEe BbINOSHATbL HUKAKUX 4ENCTBUA HAZ OOHLEKTOM.

U MpumeHnTb BbIOPaHHOE AENCTBUE KO BCEM 06 beKTaM — NPUMEHUTb BblBpaHHoe

AelcTBME AN AaHHOro O0bEeKTa KO BCEM MOCIeAyoUyM yrpo3aM B pamMKax TeKyLLen

MPOBEPKM.

Bbi6op aencrTeum ans yrpo3 no OKOHYaHUIO NPOBEPKU
Ecrm B HacTponkax BbibpaHa onuusi Bbibop AeMCTBUA NO OKOHYaHUIO MPOBEPKM,
SoftControl SysWatch npegnaraet nonb3oBaTento BbIGOp AEUCTBUMA A1 BCEX HAWOEHHbIX
00BHEKTOB B pamMKax TEKYLLEN MPOBEPKM.
OkHo OBGHapyXeHHble Yrpo3bl CO CMUCKOM HaWOeHHbIX BPEAOHOCHbIX 0OBHEKTOB M BO3-
MOXHbIX AENCTBUIN 4N HUX, oTobpaxxaemoe SoftControl SysWatch no okoHyaHmm npouecca

aHTVBMPYCHOIO CKAHMPOBAaHWS, MoKa3aHo Ha puc. OKHO ¢ OBHapYKeHHLIMM yrpo3amm 2.

i OBHapy#EHHEIE YTpO3kI

MyTe OBHapymeHo
C:\123 ;Backdoor.Win32.Hupigon.cn

C:\123 ;Backdoor.Win32.Delf.aah

a/24/2012 6o 0.EX Ci\123 ;Backdoor.Win32.Delf.rz
8/24/2012 3:4! ™ 4CEs1BB4.EXE  C:i\123\ ;BackDoor.CmjSpy.103
8/24/2012 3:45:53 PM ﬁ 3c541338.EXE C:\123y ;Backdoor.Win32.Hupigon.ahe

ed ;Backdoor.W

Delf.acf

OEOO0EEOEDO

o e =

Backdoor.Ciadoor.BL

Backdoor.Win32.Bifrose.tq YaaneH

OBHapyweHo

4 T k

Bblne4unTs ¥YOanute MepeMecTTs HE KapaHTUH ¥.O0anWTe CKpPbITbIA PECYPC

PucyHok 89. OkHO ¢ 06HapyXeHHbIMU yrpo3amm

B ctonbuax O6bekT, NyTb, O6HapyxeHo npusoautcs uHdpopmauus o6 obbvekTe, npea-
CTaBMSOLWEM Yrpo3y: UMS, pasMmeLLeHre, onucaHue (npeanosiaraeMbli TMN BPeAOHOCHOMO
KoAa Mo YCTaHOBJIEHHOMY COOTBETCTBMIO C MMetowencss 6a3on BUPYCHbIX curHatyp). B
ctonbue [aTa ykazaHo Bpems 06HapyxeHusi yrposbl, B ctonbue CtaTtyc — Tekyllee cocTo-

sIHVE YrpOo3bl.

EEE————————————— -
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YcTaHoBUTE (hriaxkm y 00BbEKTOB, Hag KOTOPbIMU HEOBXOOUMO BbINOSHUTL AEUCTBUE N Ha-
XMUTE Ha OZIHY U3 CCbISIOK:
— BbINne4nTb — BbISIEYUTb WM yAarmMTb 3apakeHHbI hanin, ecrim neveHne HeBO3MOX-
HO, U BbITPY3uUTb U 3aBEPLLUTL BPEAOHOCHOE NPUIOXEHWE;
— Ypanutb — yganiTb 3apakeHHbli haiin 1 3aBepLumMTb BPEOOHOCHOE MPUIOXKEHME;
— [MepemMecTUTb Ha KAPAHTUH — NEPEMECTUTb 3apakeHHbIN OOBEKT B crneumarnbHbIn
KaTanor 1 3anpeTuTb ero BbiMOSHEHWE;
— Ypanutb pecypc — Npou3BeCTU yaareHve pyTkuTa.
Mo OKOHYaHMN NPUMEHEHUs OENCTBUSA TEKCT CTPOKM C BblOpaHHbIM OOBHLEKTOM U3MEHSsIET
LBET Ha cepbli, B cTonbue Ctatyc oTobpaxaeTcs pesyrnbTaT BbINOMHEHNS ENCTBUS.

Mo okoH4YaHUM pa6OTbI C OKHOM Ha>XMUTE Ha KHOMKY 3aKprTb.

MpocmoTp pe3ynbTaTa aBTOMaTU4eCKOro Bbibopa AeMcTBun Ansa yrpos
Ecrm B HacTponkax BbibpaHa onuua Bbibop gaencTtBua aBTtomatuyecku, SoftControl
SysWatch BbinonHseT aencTBus Hag 3apakeHHbIMn o6bekTamm 6e3 obpalleHna K nosnb-
3oBaTernto.
Ana npocmoTpa pesynbTaTa NPOBEPKM HaXMuTE Ha ccbinky OGHapyXeHO Ha BKragke

MpoBepka naHerm_ynpasreHus °
yrpo3bl (puc. OKHO ¢ 0BHapYKEHHBIMU YrpO3amu

7

SoftControl SysWatch. B okHe O6HapyXeHHble

19%) MOXHO NPOCMOTPETL CMNCOK Yrpo3 U1

npuMmeHeHHble K HUM SoftControl SysWatch gencteus.

Mo oKOHYaHUM paboThbl C OKHOM HaXXMUTE Ha KHOMKY 3aKpbITb.

Ecrm yacTb yrpos octarnach HeobpaboTaHHol, Ha Bkraake lNMpoBepka naHemm ynpasrenus >

SoftControl SysWatch otobpaxxaeTcsa ctatyc HaliOeHHbie y2p0o3bl He 06e38pexeHbl. 3aBepPLTb

06paboTKy Yrpo3 MOXHO HaxkaB Ha ccbifiky OBHapyXeHo.

Ecrm Bce gencTems no HenTpanMsaumm yrpo3 BbIMOMHEHbI yCNeLwHo, Ha Bkraake MpoBepka naHe-
v ynpaenenvs > SoftControl SysWatch oTtobpaxaeTcs craTyc Kommibromep nposepeH u 3auju-
WEH.

5.7 OTyeThl

B SoftControl SysWatch pearnmsoBaHo npoTokormpoBaHue cobbiTuii 6e30MacHOCTM U CTaTycoB

nporpamMmbl B OTYETbI ABYX BUOOB!

=  TekcToBble OTYETbI "°;

— e &
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=  Peructpauusa cobbitui B Windows Management Instrumentation (WMI) .

5.7.1 TekcToBble OoTUYeThI

TekcToBble OTYETbI ABSAOTCA OCHOBHbIM MHCTPYMEHTOM PEeTpOCNEKTUBHOIO aHarnmsa cobbITuN

BGesonacHocTn nporpaMmmHoro okpyxeHus. SoftControl SysWatch cosgaeT TekcToBble OTYETHI

CrneayroLLmX TUMOB:

* CUCTEeMHbIN OTYET, BKIoYarouyii B cebs crieytoLLyto MHOpMaumio:

3anyck 1 octaHoB cuctemHom cryxbbl SoftControl SysWatch (safensec.exe);
VHUUManM3aums criykebHom 6asbl aHHbIX;

Ha3BaHWe 1 BEpPCUs NporpaMmmel;

M3MEHEHUs CTaTyCOB M HACTPOEK NPOrpamMmbl;

MHUMAEHTB! aKTVBHOCTV MPUMOXKEHWA >> 1 UX nmapameTpbl: Ha3BaHve, NpoLecc v ero
noeHtngpukatop (PID), moayrmb poauTenbCcKoro npouecca v ero uaeHtudukaTop
(PPID), komaHgHas cTpoka, umsa 3arpyxaemoro DLL-mogyns, yyeTHasa 3anucb, 30Ha
BbIMOSHEHMSI, CTaTYC;

VHLMOEHTbI HAPYLEHUS! MOSMTUKL KOHTPOMSA '+ U MX NapameTpbl: Ha3BaHue, TN akTus-
HOCTW, y4eTHas 3anucb, NMPOrpaMmMa-UCTOMHVK MHUMAEHTA, KOHTPOSMPYyEMbI OObEKT,
peLLeHe, KONMYECTBO MPOMYLLUEHHbIX OLHOTUMHBIX COBLITUIA (CM. Bbile °%);
noeHtndgukatop (UID) npaBuna, B OTHOLIEHUM KOTOPOro MPOU3OLLTIO HapyLleHue Mnosu-

TVKV KOHTpOMs

MMA HaCTpPOEK, NOJTydEHHbBIX C cepBepa.

» OTyeT 0 cOope npoduns, BKHOYaOLWN B ceba crieaytoLLyto MHpopmMaLumio:

obnacTtb c6opa npocuns *";

CMNMCOK NPOBEPEHHbIX 0O LEKTOB;

pesynbTaThl c6opa npodurs *” .

» OT4YeT O NpoBepKe, BKIoYaoLWwmi B ceba crieaytoLLyto MHpopMaLumio:

0651acTb NPOBEPKM '2°;

HaCTpOViKa peakumm Ha yrposy '%;

pe3yrnbTaTbl NPoBepKu 2.

* OT4yeT 06 OOHOBEHUM, BKIOYaOLWK B cebs HpopmMaumio o nposeaeHHbIX 06HOBIe-

HUSIX NpOrpaMmbl 2%,

- (W]
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HacTpoika napaMmeTpoB cOXpaHeHUsl OT4YeTOB
[ns npocmoTpa M M3MEHEHVs NMapameTpoB OTYETOB OTKPOWTE HACTPOMKWU Mporpammbl U

BbIGepuTe pasnen MapameTpbl —> OTYeTbI (puc. HacTpoiika napamMmeTpoB oT4eToB ).

[ns BktoYeHUss yHKUUM BeAEeHUA OTYETOB ycTaHoBUTE (hriaxok dopMMpoBaThb OT4YEThI
1 Bblbepute BMabl COOLITUM AN MPOTOKONMPOBAHWSA:
U O6HoBnNEHME;
U MpoeBepka,;
U CucteMHbIn:
U Yrpossil;
U Cnyx6bl " HenoJo3puUTENbHbIE NPUITOXKEHUS.
BbictaBuTe ranouky Cnyx0bl u Henogo3puTesibHble NPUITOXKEHUA, YTOObl BKIIIOYUTb
3an1cb cobbITUM 3anycka/oCTaHOBKK Cryx0. CryxObl, KOTOpblE BblfM 3anyLUeHbl 40 CUCTEM-
HOW Ccry0bl safensec.exe, byayT nomedaTbCsa B OTYeTaX Kak bbi1a 3anyuweHa paHee.
B cyeTurke XpaHuUTb OTYeTbl YCTAHOBUTE KONMYECTBO [HEW, 3@ KOTOPblE COXpaHAeTCA

uctopusa cobblTvn. [na yganeHusi Bcex banroB OTYETOB HaXXMUTE Ha KHOMKY O4YNCTUTD.

i HacTpoiika nporpammel SysWatch EI =] @
OT4yeTbl
O6LWKWe NAPAMETPEl OTUETOER M MX XPAHEHWA
JawmTta OTYETHI
Mposepra POopMUPOBETE OTHETHI
OBHoBNEHKE
OBHoBNEHKME
4 MapameTpbl
Bua MpoBepka
OTUETEl CUCTEMHBIR
o]
NOBELLEHNA [@] ¥rpostl
[Tl CnyxBel 0 HENoOO3pUTENBHEIE MPUADKEHMA
XPEHUTE OTUETHI 30 = AHel
BRAMMYWTE poOTaLMWKD
OrpaHu4eHUE NO BREMEHN: 0 CEK. -
OrpaHHYeHWE No pasMepy: 10
KonwyecTso XpaHuMblx Noros: 0
BrNHOUMTE perucTpaumnie cobemili B WMI
10 Pasmep wctopuu 8 WMI
Cnpaexa [ OK ] [ OTMEHa

PucyHok 90. Hactpoika napameTpoB OTYETOB

B SoftControl SysWatch nogoepxvBaetcs potauusi oT4ETOB NporpaMmmbl, No3BOSAKOLANA
KOHTponmMpoBaTb pa3mep danrnoB otyeToB. PoTaums nossonseTt popmupoBaTb OTYETHI,

aBTOMaATU4ECKUN pa36V|BaeMb|e Ha MaeHT4Hbl€ MO CBOUM MapamMeTpamM 4YacTtu Baa

- W]
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<ums ¢patina omyema>.txt.<uHOeKc yacmu omyema>,
npu 3TOM MOCMe4HWA NO BPEMEHM OTYET BCerga umeet mHaeke 1, a Havbornee ctapbin —
MaKcuMarb Hbl MHAEKC.
[na BktoYeHns gaHHOM OYHKUMM ycTaHoBUTE oriaXkoK BKAKOUYUTL poTauuio U ykaxure
napameTpbl poTaumm (OAMH UM HECKOJSBKO):

* OrpaHu4yeHue No BpeMeHu

Beegute B AaHHOM rosie fMMUT MO BPEMEHW, MO JOCTWKEHUN KOTOPOro dhann otyeTa

AoJsokeH ObiTb POTMPOBaH, M BbibepuTe eavHMLbl BENMYMHBLI B BbiNagatolem crnmcke (ce-

KyHObl, MUHYTbI, Yachbl, OHW).

* OrpaHu4yeHue nNo pasmepy

Beegute B AaHHOM rosie rMMuT rno pasmepy pawnrna oTtyeTa, no JOCTUKEHUM KOTOPOro

hann oTyeTa OOSPKEH ObITb POTUPOBAH, M BbibepuUTe eauHMLbl BENMMYMHBI B BbiNaaato-

wem cnmcke (b, Knub, Mub).

* KonuyectBO XpaHUMbIX JIOroB

Beeaute B JaHHOM Mnosie MakcumarbHOe YMUCIo XPaHUMbIX YacTen hansrioB OTHETOB.
[na BCTyNneHns nsMeHeHu B curny Haxxkmure Ha kHorky OK.
MexaHu3m poTauum nocrieaHero otyeTa (Mo pasmepy 1 no BpeMeHU) U MeXaHU3M yaaneHus
(oumncTkM) BCEX hanroB OTYETOB, KPOME nocreagHero, paboTarT HE3aBMCMMO APYr OT ApY-
ra. [NycTb, Hanpumep, Ana onumMnm XpaHUTb OT4YeTbl BbICTaBfeHo 3HayeHve 10 gHen, ans
onuum OrpaHnyeHmne no BpemMeHu — 1 geHb, a ans onuvm KonnyecTtBo XpaHMMbIX 1o-
roB — 1. Torga kaxabln AeHb ByayT cosgaBatbCs hannbl BUaa <mun omyema>_<00.MM.
22> <yy.Mm.cc.MMmM>.txt 1 <murn omdyema>_<00.MM.22>_<44.MM.CC.MMM>.txt.1, npuyem
pa3 B CyTKM dparn ¢ UMEHEM <mur omyema>_<00.MM.2e>_<44d.MM.cC.MMM>.txt.1 BypeT
yoanaTbCs, pacwmpenue amna <mun omyema>_<d90.Mm.2e>_<4y4.MMm.cc.Mmm>.txt OyneT
MeHATbCA Ha .ixt.1, n BygeT cosgaBaTbCs HOBbIM pann <murn omyema>_<00.MM.22> _
<y4y.MMm.cc.MMM>.txt, B KOTOPbIN K ByayT 3anncbiBaTbCA AarbHenwme cobbiTus.
OpHako ecrm B TeyeHune yKasaHHOro B HACTpoWMKax BpeMeHu (B AaHHOM Criydae OAHOro
OHS) KOMMbIOTEP WM cucTeMHas crnyxkba safensec.exe Obinm nepesanylleHbl, TO co3aeT-
ca dann <mun omyema>_<Hoeas_0Oama>_<y4.MM.CC.MMM>.txt, a yepe3 AeHb — dhann
<mun omyema>_<Hogasi_0O0ama>_<44.MM.CC.MMM>.txt.1, 1 MexaHu3M poTaLun, onucaH-
HblA Bbile, ByaeT NPUMEHATbCS TONbKO K HUM. Pannbl <mun omyema>_<00.MM.22> _

<y4.mMm.cc.MMM>.txt n <mun omyema>_<00.MM.22>_<4y4.MM.cc.MMM>.txt.1 ByayT coxpaHe-

EEEEE————————————————————————————————e..a—
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Hbl 6e3 n3meHeHus B TeveHre 10 aHen, nocre Yero OyayT yoaneHsol.

MpocmoTp oTyeTOB

UTo6bl NPOCMOTPETh OTYETI, BbIGepUTe NyHKT OTUYEThI KOHTEKCTHOrO MeHo % SoftControl

SysWatch. B nosiBMBLLEMCS KaTanore OTKpPOWTE TEKCTOBbLIN dhaln C UMEHEM Buaa

<mun omyema>_<00.MM.22>_<44.MM.CC.MMM>.tXt.

5.7.2 Peructpauusa coo6bitun 8 WMI

B SoftControl SysWatch peanmsoBaHa gyHKLMA HENOCPEACTBEHHOM 3anncy HpopmMaumm o cobbl-
TUSIX U cTaTycax nporpamMmmbl B arpervpoBaHHon popme B 06bekTol WMI. [JaHHbii doyHKUMoHan
npeaocTaBnigeT BO3MOXHOCTb MOSy4eHNs 3TOM MHGPOPMaLIMKN C KIMEHTCKUX XOCTOB NMpW UX yaaneH-
HOM aAMWHUCTPMPOBAaHUM C MOMOLLBIO CPEACTB yrnpaBreHuns [T-uHppacTpykTypon, Takmx kak MS
SCCM.

[anee npvBegeHo onvcaHve cammx o6bEKTOB, BUOoB cobbiTui 1 ctatycoB SoftControl SysWatch.
[na cuctemHom cnyxbbl safensec.exe o6bekt WMI HasbiBaeTcst SafenSoftService, ana aHtuew-

PYCHOro ckaHepa snsods.exe — SafenSoftScanner.

B 1abn. 9 ykasaHbl Buabl cobbiTM 4519 0601x 06 BLEKTOB.

Tao6nuua 9. Buabl coobiTin

¢ [nstallerAllow — paspelueHne Ha 3anyCcK MHCTannaTopa;
InstallerBlock — 6rniokMpoBKka MHCTannNsaTopa;

SafenSoftSenice
* ProcessAllow — pa3pelleHne Ha 3anyCcK MpUNoXeHus;
® ProcessBlock — GnoknpoBKa MpUNoXeHusl.
e SuspectList — HanaeH Noao3pUTENbHbIA OOBLEKT;
SafenSoftScanner p P

VirusList — HageH MHMUMPOBaHHbIN OOBHEKT.

MpvBeaeHHbIe B NepevmcrieHn Tunbl SBAKTCA nNpedurKcaMn, KOTopble CTaBATCSA nepes CBOW-
cTBOM cooTBeTcTBYtoLero obvekrta WMI. 3a npedukcom cregyet napameTp _Count — obee Ko-
nmyecTBO cobblTvn Takoro Tuna wm _ItemO - _Item[N], rae [N] — nocrnegHue N coBbiTuin (konmye-

CTBO, YCTAHOBJIEHHOE B KOHMrypaLmm).

L
1 OuwmbKm ckaHMpoBaHua cuctembl He peructpupytotest B WMI.

B 1abn. 10 ykasaHbl TUnbl CTaTycoOB NporpaMmmbl s 060nx 06 beKTOB.

- (® ]
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Taonuua 10. Tunbl cTaTycoB

e AutoSetup — cTaTtyCc aBTOMaTM4yeCcKon Ha-
CTpoViku (c6opa npodmns);

CTPOKOBbIN <CTpoKa cTatyca>

¢ FilesystemControl — KOHTPONb (KANMOBOW CU-
CTEMbI;

JIOrN4EeCcKumn

® RegistryControl — KOHTPOSlb CUCTEMHOTO .
rfiorn4yeckni

peecTpa; False ("0") — oTkntoyeH
. e Network Control — KOHTPOMb CETEBOI aKTUBHO- . [True ("He 0") — BKMIOYeEH
SafenSoftSenice NornYecKui
c;
e GloballnstallationMode — rnobanbHbIN PeXxmnm .
normyeckni

obHoBneHus MO;

e SystemScan — cTaTyCc CKkaHMpPOBaHWS CUCTe- 5
CTPOKOBLIM  |<CTpoKa cTatyca>

Mbl;
. . |<Ha3BaHWe npopykta> <HOMep
e Version — nHdopmaums o Bepcum. CTPOKOBbIN
Bepcun>
, . |<Ha3BaHve npopyKta> <HOMe
SafenSoftScanner | Version — nidgopmaumsa o Bepcun. CTPOKOBbIN poay P

Bepcum>

Tonbko cbop npoduna MoxeT nepeBoantb SystemScan BO BCE HWKE NepeyncrieHHble COCTos-
HUSA:

* [Iposepka KoMrbromepa Hadama;

* [Iposepka KoMrbomepa rpepsaHa nosibogamesem,

* [Iposepka KoMmrbromepa 3asepuieHa. BpeOoHOCHbIU KOO He HalOeH;

* [Iposepka Komrnbromepa 3asepuieHa. HalideH epedoHOCHbIL KOO.

CkaHvpoBaHue Ha BUpycbl caMo rno cebe MoxeT nepeBecTn SystemScan ToNbKO B COCTOSAHME:

* [Iposepka Komnbromepa 3asepuieHa. HatideH epedoHOCHbIU KOO.
[lna cbpoca cocTtosiHusa Nposepka KoMrbromepa 3asepuweHa. HatdeH 8ped0HOCHbIU KOO HeOb-
XOAMMbI 3anyck cbopa npoduna 1 ero ycnewHoe 3aBepLueHne (ycriosme — He obHapyXeHo Bpeno-
HOCHOTO KoAa).
[ns kaxgoro cBOMCTBA (3a MCKIMIOYEHWEM CMUCKOB) CO3daeTcs ele OAHO CBOWCTBO, C CyddduK-

com _LastChange, B KOTOpOe 3an1CbiBaeTCA BPEMS 3anncu CBOUCTBA.

Hactpounka napameTpoB perncrpaumm cobbitun 8 WMI
[ns npocMmoTpa 1 nameHeHns napameTpoB 3anucy cobbituii B WMI OTKpoWTe HaCTPOWKK
nporpammebl 1 Bbibepute pasgen Mapametpbl — OT4YeThbl (pyC. HacTponka_napameTpoB

otyeToB ).
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Ans BKMoYeHNs OyHKLMM ycTaHoBUTE oriakok BKMHOUYMTL perucrpauuio cobbiTuin B

WMI v ykaxxute Paamep ncrtopuu B8 WMI B COOTBETCTBYIOLLEM MOJIE.

® [1nd npefoTBpaLLeHUs NpoGrieM C MOBbILLEHHbIM NOTPEBIeHNeM CUCTEMHBIX Pecyp-

COB He pekoMeHayeTcHa 3agaBaTb pasmep uctopum pasHbim G6onee 100 cobbiTun,

onTumansHas BermdnHa — ot 10 go 50 cobbITun.

[ns BCTYNneHus1 USMeHEHU B CUIy HaXxxMuTe Ha KHornky OK.

MpocmoTp 3aperncTpupoBaHHbIX COObLITUN

[ns npocmoTpa onucaHHbIX 06bEKTOB B yTuUMTe TecTep MHCTPYMEHTapusa ynpaBneHus

Windows (Windows Management Instrumentation Tester) BbinonHute cregytowye waru:

1) 3anyctute yturmty wbemtest.exe n3 coctasa OC Microsoft® Windows®.

2) Haxxmute kHonky Mopgknioumtb (Connect) n B guanorosom okHe [MopgknioveHue
(Connect) ykaxkute B BepxHeM norsie BBoga nNpocTpaHcTBo umeH \\<UR/I>\root\cimv2, roe
<URI> - IP-agpec w1 nms KIMeHTCKOro xocTa ¢ yctaHoBreHHbiM SoftControl SysWatch.
Ana paboTbl C yganeHHbIM KIMEHTCKUM XOCTOM HEOOXOAMMO MMETb Ha HEM pa3peLLeHue
Ha YTeHWe 1 3anncb, KOTOPOEe NPeaoCTaBnAeTCa C NOMOLLBIO OCHACTKU YNpaBsitoLWmn
anemeHT WMI (WMI Control).

3) Haxxmute kHorky MoakntounTb (Connect).

4) B obnactn IWbemServices Haxmute Ha kHonky Knaccebl (Enum Classes).

5) B nosiBMBLUEMCS AMANOroBOM OKHE OCTaBbTe Mnorsie NycTbiM 1 Haxkmute OK.

6) B nosBuBLiemcsa crnucke Bblbepute SafenSoftService nmmSafenSoftScannervoTtkpoinr-
Te CBOWCTBA BbIOpaHHOIro ob6bekTa ABOVHLIM HaXXaTUeM fieBOW KHOMKM MbILLM Ha HEM.

7) YctaHoBute hraxok CKpbITb CUCTeMHble cBoucTBa (Hide system properties) B
OTKPbIBLLEMCSH OKHE.

8) O3HakOMbTECb CO CMUCKOM CBOWCTB.

5.8 HacTtponka obOwmMx napameTpoB NporpamMmmbl

Hwke npmBeaeHbl ykasaHus No HacTponke obumx napameTpoB paboTbl SoftControl SysWatch:

*  Ccamo3alTa CUCTEMHOW CITyKObI °;

* naposbHas 3aupTa " ’;

= OT/IOXKEHHBIN 3aNYCK CUCTEMHOW CITYyKObI °;

- (W]
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- 11
= BoccTaHoBreHve B[ nocrie annapaTHoi nepe3arpyaku .

5.8.1 Camo3awmta CUCTEMHOM CIYXObI

[na BkioYeHns camosauybl cuctemHon cryxdbl SoftControl SysWatch (safensec.exe) oTkponte
HaCTpOWKK NporpamMmmebl, Bbibepute pasgen NMapameTpbl 1 B o6nactn Camo3awmra ycraHoBUTE

oraxok 3anpeTuTb BHELWHee ynpaBrneHMe CUCTeMHOM cnyx6on (puc. Hactporiku napameT-
116)

pPOB NporpamMmsl

> HacTtpoitka nporpammel SysWatch = =

MNapaMeTpbi
OBWwKe NnapaMeTpel paboTel NporpaMHel

3awmTa CaMo3awura
MNpoeepxa 3anpeTuTe BHEWHES YNpaBneHue cUcTeMHol cnyxboii
0OBHosneHne Crpeite cnyxby Windows
4 [apaMeTpel YaaneHHoe ynpasneHne
Bun () ABTOHOMHO
OTueTh

(O] i
OnoBeWEHHA #) Cepauchslii Lientp HactpowTs...

COYMCTUTE HBCTDDEKM COEOWHEHWA C CEPBEPOM OYHCTUTE

MNapaMeTpsl NPOrpaMMel

CoXpaHWTsE NapaMeTpel NporpaMMel 8 dain COXpaHUTE....
[ Wckntounts napaMeTpsl noakaoyYeHua

OTNOHEHHBIR CTapT

OTNORMWTE 3aNycK cHCTeMHol cnyxbbl Ha (MUH.) o0 =

[[] AepkaTs nocToAHHoe cosavHerke © CepercHbIM LieHTpom

[[] BoccranaenueaTs B nocne annapaTHoil nepesarpysgun

Crnpaeka OTMeHa

PucyHok 91. HacTtpoiiku napameTpoB nporpammbl

Mpw BbIOOPE gaHHOWM oNumMm NpUHyauUTENbHas Bbirpyska cucteMHom criykbbl SoftControl SysWatch

13 O3Y cTaHOBUTCSH HEBO3MOXXHOMN.

YcraHoBute raxok CkpbITb cnyx6y Windows, ecrm cuctemHas crnyxkba SoftControl
SysWatch (safensec.exe) He gorpkHa nokasbiBaTbCca B ocHacTke Cnyx6bl OC Windows. B atom

crny4vae ynpaBrieHue cnyxbon safensec.exe cpeagcteamm OC (3anyck/oCTaHOBKA) CTAHOBUTCS He-

BO3MOXHbIM.
[MpmeyaHve: ckpbITUe cUcTeMHom cryxbbl He paboTtaeT Ha OC Windows XP.

YTOBbl MI3MEHEHMS BCTYNWUIM B CUITY, HaXXKMUTE Ha KHorKy OK.
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5.8.2 MNMaponbHas 3awmnTa

,D,J'IFI BKJIHOYEHUA napoan0|7| 3alThbl OTKDOIZTG pasaen 3awuTa HaCTpOEK nporpamMmmsbl, yCTaHOBU-

Te naxok BknounTb 3awuTty naponem n Haxmute Ha KHonky HactpouTb (puc. Hactpowku

06LMX NnapaMeTpoB 3aLmTbl 7).

' Hacrpoiika nporpamme SysWatch EII El I@

3awmTa
0OBWwMe NapaMaTphl 33WAThI

SawuTa Pestcim 3awuThl
MNpoeepka BRAKUYMTE 3aWKTY
ObHoBneHne [ Npunoxerms

4 MapaMeTpbl
PalinoBan cucTeMa
Bun

OTueThl [¥] Cucremneii peectp

OnoBeweHuA CETh

YI'IDEIEHEHME WHUWOEHTAMH

@ BrnwunTs asToMaThdeckyro obpaboTky WHUWAEHTOE

) BrnkounTs oBpaBoTky WHUWAESHTOE NoNb30BaTENeM

YnpaeneHue naponem
|:| BEMHUYMTE 33WKUTY Naponem HacTpouTs
FnoBaneHeld pexuM obHoBneHua MO (TpebyeTca nepesarpyska)

[ rnefansHelii pexum obnoenedua NO (TpebyeTca nepesarpyska)

Cnpaeka [ 0K ] [ OTMEHE

PucyHok 92. Hactpoiku o6wmx napameTpoB 3alUThbl

B okHe 3awuTa HacTpoeK nporpamMmmbl BBEOUTE TEKYLWN NAposib (ecrm 6bin Ha3HavyeH paHee),
HOBbIV MApOosib M €ro NOATBEPXKOEHME, NOCHe Yero oTMeTbTe obrnactu genctema (puc. Hactporika

NaposbHOM 3aUmTbl 7 ):

U U3meHeHMe HacTpoeK NnporpamMmsbl

3anpoc naporst Npu AOCTyNe K naHerv ynpasrerus >~ 1 HacTpoiikam SoftControl SysWatch.

U YpaneHue nporpamMmel

3anpoc Naponsi Npu 3arnycke NporpamMmbl AevHeTansummn > SoftControl SysWatch.

@
B [rvHa naponsa gorkHa COCTaBMATL HE MeHee 7 CUMBOJSIOB.

- W]
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. 3awwTa HacTpoEK MporpaMMel @

JawuTa naponeM

BeeauTe TEKYIWWIA Napons

Tekywmii napons: hns s

BeenuTe HOBLIA Napons
HoBelil napons: EEEEEN

" B
MoaTeepavTe HOBLIA Naponb:

OBnacte AeicTaua
H3meHeHue HacTpoeK nporpaMMel

[ ¥aanenwe nporpammel

Cnpaeka [ OK ] [ OTMeHa ] [HDMNEHMTb

PucyHok 93. HacTtpoiika naponbHou 3awmThbl

YTto6bl N3mMeHeHus BCTYNWIn B CUINY, H>KMUTE Ha KHOMKY OK B 060u1x OKkHax HaCTpoOeK.

5.8.3 OTnoxeHHbLIN 3aNyCK CUCTEMHOM CIYXObI

B SoftControl SysWatch npegycmoTpeHa BO3MOXHOCTb YCTAHOBKW WHTEpBaria OTSIOXEHHOro
3anycka cucteMHon criyxbbl (safensec.exe). laHHas onuusi MoxeT ObiTb nonesHa A CUctem C
HU3KUM OblCTpoaencTBuemM (Hanpumep, YC) npu HanoXXeHnm MHTEPBAarioB MHMLManM3aummn annapar-
HOro 1 NporpaMmHoro obecneyenusi. B aToM cryyae npw BHELWTATHbIX CUTYaUUsIX, TakuUX Kak ne-
pesarpyska CMCTeMbI B pe3yrbTate nepebos nutaHusi, MOXeT OblTb HEKOPPEKTHO UHULMAmM3NpOo-
BaHa YacTb YCTPOWCTB UrM CIyO CUCTEMbI. YCTaHOBKA TavM-ayTOB MHMLUMAnM3auum no3sondet

n3bexxatb NOAOOHBIX CUTYaLINA.

[nsa yctaHoBku onumm B SoftControl SysWatch oTkponTte HacTponku nporpammel, Bbibepute pas-

aen MapameTpbl 1 B ob6rnactn OTNoOXeHHbIN cTapT yctaHoBUTe OTNOXUTbL 3anyckK CUCTEM-

HoOW cnyX6bl Ha B MyHyTax (puc. HacTpoiiku napamMeTpoBs nporpammbi ' 9).

- (B ]
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> HacTtpoitka nporpammel SysWatch = =

MapameTpsl
ObwKe napamMeTpel paboTel NporpaMHsl

SawuTa CaMosawura
Npoeepka 3anpeTuTe BHEWHEES YNpaBneHne cucTeMHol cnyxboii
OBHoBNEHKE Crkpeite cayxby Windows
4 TapameTpel YaaneHHoe ynpasneHne
Bua () ABTOHOMHO
OTyeThl

[C] i
OnoeeweHnA #) Cepaucriblii Llentp HacTpomTs...

CYUCTMTE HaCTDDﬁKH COSOWMHEHWA C CEPBEPOM OYHCTHTE

MapaMeTpbl NporpamMsl

COXPaHWTE NapaMeTpel NporpaMMel 8 daiin COXpaHHTE...
[IWckniounts napaMeTpsl NoaknoYeHua

OTAOHEHHBIR CTapT

OTNOKWTE 3aMYCK CHCTEMHOW Cay#Bel HA (MUH.) o &=

4

[[] AepkaTs nocToAHHoe cosavHerne © CepercHbIM LieHTpom

[[] BoccranaenueaTs BA nocne annapaTHoil nepesarpysxun

Crnpaska OTMeHa

PucyHok 94. HacTtpoiiku napameTpoB nporpammbl

Mpu crnepytowem nepesanycke cuctemHon crnyxkbol SoftControl SysWatch ee 3arpyska 6yget

CABUHYTA Ha BBEEHHOE 3Ha4YeHne. YtoObl n3MeHeHus BCTYNWn B CUIny, Ha>KMUTE Ha KHOMKY OK.

i Ecrm saumra BbIkMoYeHa, To O MOMEHTA 3arycka CUCTEMHOM CryxObl 3amnyck BCex Mpuro-

XeHur (Kak B npodourie, Tak 1 BHe ero) paspeLiaeTcs.

BbictaBute ranouky [depxaTb nocTtosiHHOe coeauHeHue ¢ CepBUCHbIM LleHTpoMm, ecrm
Heobxoammo nogaepxvBaTb coeanHerne ¢ SoftControl Service Center B pexvme peansHoro spe-

MEeHW.
5.8.4 BoccTtaHoBneHue B[l nocne annapaTHOM nepe3arpy3ku

SoftControl SysWatch cosgaeT pesepBHyto konuio 6a3bl JaHHbIX NPy Havarne paboTbl, Npu nosny4ve-
HMN HOBbIX HACTPOEK C CEpBEPa 1 NMPU NoKaribHOM U3MEHEHUM HACTPOeK. Ecrm Bbl XOoTuUTE B Ccrnydae
annapaTHOW nepesarpy3kyM BocCTaHaBrmBaTh 6a3y AaHHbIX U3 NOCreaHen Konum, noctaBbTe dna-
xok BocctaHaBnuBatb B[l nocne annapaTtHon nepe3arpy3ku B pa3sgerne [MapameTtpbl

(pvic. HacTpoliku napameTpoB Nporpammbl 2).
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> HacTtpoitka nporpammel SysWatch = =

MapameTpsl
ObwKe napamMeTpel paboTel NporpaMHsl

Sawura CamMosawmra
Npoeepka 3anpeTuTe BHEWHEES YNpaBneHne cucTeMHol cnyxboii
OBHoBNEHKE Crkpeite cayxby Windows
4 [apaMeTpel YaaneHHoe ynpasneHue
Bua () ABTOHOMHO
OTyeThl

[C] i
OnoeeweHnA #) Cepaucriblii Llentp HacTpomTs...

CYUCTMTE HaCTDDﬁKH COSOWMHEHWA C CEPBEPOM OYHCTHTE

MapaMeTpbl NporpamMsl

COXPaHWTE NapaMeTpel NporpaMMel 8 daiin COXpaHHTE...
[IWckniounts napaMeTpsl NoaknoYeHua

OTAOHEHHBIR CTapT

OTNOKWTE 3aMYCK CHCTEMHOW Cay#Bel HA (MUH.) o &=

4

[[] AepkaTs nocToAHHoe cosavHerne © CepercHbIM LieHTpom

[[] BoccranaenueaTs BA nocne annapaTHoil nepesarpysxun

Crnpaska OTMeHa

PucyHok 95. HacTtpoiiku napameTpoB nporpammbl

5.9 CoxpaHeHMe N BOCCTaHOBJIEHME HAaCTPOeEK

MonHas koHurypauma SoftControl SysWatch, B Tom uncne HacTpoeHHast normTuka KoHTpons, be-

bl CMNCOK CepTUMKaATOB U TEKYLLWIA Naposib NPOrpaMmmbl, 4OCTYMHA K BbIrPY3KE_B OCHOBHOW KOH-

cbyrypaLmoHHbiIii dann 2, KOTOPbI MOXET ObITb MCMOMb30BaH MNP YCTAHOBKE B TUXOM pPEXUME Ha

Apyrue KrnmeHTCKMe XOCThbl (OI'IepaLI,I/IFI KINOHNPOBaHUA nporpamMmmbl C 3TaJIOHHOIo obbekTa 3aLLlVITbI)

" yoareHnm B TUXOM peXnMe.
5.9.1 BbIrpyska oCHOBHOro KoHdurypaumoHHoro canna

[na Toro 4tobbl coxpaHuTb TeKylyto koHurypaumo SoftControl SysWatch, oTkponTte HacTponku
nporpamMmmel, Bblbepute pasgen MapameTpbl 1 B obnactn NapameTpbl NporpamMmMbl HaXXMuUTe

Ha kHonky CoxpaHuTb (pyc. HacTpoiikin napameTpoB nporpammbl -°). Ecrim Heo6xoaumMo BbIrpy-

3uTb KoHcpurypauuo SoftControl SysWatch 6e3 HacTpoek nogkroyeHns K cepeepy, nepen coxpa-

HEHneM ycTaHoBuTe doraxkok MCKknounTb napamMeTpbl NOAKIOYEHUS.

e .
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> Hactpoiika nporpammel SysWatch = =

MapameTpsl
ObwKe napamMeTpel paboTel NporpaMHsl

SawuTa Camosawura
Npoeepka 3anpeTuTe BHEWHEE YNIPABNEHUE CHCTEMHON cnywboi
0OBHoBsNEHHE CrpbiTe cnyxby Windows
4 [apamMeTpel YaaneHHoe ynpasneHue
Bw
a (_) ABTOHOMHO
OTyeThl _
(®) CepemncHbii LlenT
OnoBeLERms ®) Cep UenTp HacTpouTs...
O4YMCTUTL HACTPOAKK COEOWHEHWA C CEPBEROM OHHCTHTE

MapaMeTpbl NporpamMsl

COXPaHWTE NapaMeTpel NporpaMMel 8 daiin

CoXpaHTb...
[IWckniounts napaMeTpsl NoaknoYeHua
OTAOHEHHBIR CTapT
OTNOKWTE 3aMYCK CHCTEMHOW Cay#Bel HA (MUH.) o &=

4

[[] AepkaTs nocToAHHoe cosavHerne © CepercHbIM LieHTpom

[[] BoccranaenueaTs BA nocne annapaTHoil nepesarpysxun

Crnpaska OTMeHa

PucyHok 96. HacTtpoiiku napameTpoB nporpammbl

B avanoroBom okHe MPOCMOTPUTE U B Crydae HEOOXOAMMOCTU U3MeHUTe Ms baira pes3epBHOM
KOMMM HaCTpoek (3agaeTcs aBToOMaTUYECKN), onpeaenure nyTb, N0 KOTOPOMY OH ByaeT COXpaHeH,
Bblbepute pacumpenue danna *xmic n Haxmute Ha KHonky CoxpaHuTb. [10 ymMorHMaHUo OCHOB-
HOW KOHJUrypaLumoHHbI doann nocre popMuUpoBaHUA COXpaHseTcs B 3awmdpoBaHHOM Buae B
KaTanor ctaHgapTHoro xpaHumwga SoftControl SysWatch. B xpannmmwe takke pacnornaratotcs
Gannbl configs.xmlc v default.xmlc pna BOCCTAHOBMEHMS HACTPOEK MporpamMmmbl U MOSIATUKA

KOHTPOJIA NO YMOJMaHNO COOTBETCTBEHHO.

BbIrpysky OCHOBHOIO KOH(OUIrypaLmMoHHOTO (hanra MOXHO TakKe OCYLLECTBUTbL B TUXOM pexume C

MOMOLL 0 AOMOSNHUTENbHOW YTUIMTLI shsdumpsetting '2°.
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6. PacwumpeHHble Bo3amoxHocTn SoftControl SysWatch

B naHHoM pasgerne npuBeaeHbl MHCTPYKLMM MO NoKaribHOW paboTe ¢ paclmpeHHbIMU yHKLMSMA
SoftControl SysWatch.

6.1 [lonosnHMTenbHble YTUNUTDI

B noctaeky SoftControl SysWatch moryT Bxoautb yTurmThl, peanusyrouyie AOoNONHUTENbHbIE (PYHK-
umm no pabote c nporpammon. YTurmTbl npepocTtaBrsitotcss komnanven OO0 "APYOUT
CEKbKOPUTU" no 3anpocy.

3anyck yTunuT ocyLLecTBieTca 13 KomaHaHon ctpoku OC. [laHHble yTumtbl MOryT ObiTb YAOOHbI
K NPYMEHEHUIO, B YACTHOCTU, NPUY y4aNeHHOM aAMVHUCTPUPOBAHNN KIMEHTCKMX XOCTOB C NMOMOLL O

CTOPOHHUX CpeacTB ynpasrenus [T-uHdpacTpyktypon (Hanpumep, MS SCCM).
Hwke npvBeaeHoO onvcaHve crneayrowmx yTUNKT:

» changetpsmode "?%;

= snsdumpsetting '%°.

6.1.1 changetpsmode

Yturmta changetpsmode.exe npegHasHavyeHa On9 YrpaBrieHns pPEeXMMOM_rnobanbHou ycTa-

HOBKU = , d TaKke A5 3anycka aHTMBUPYCHOIo CKaHMpOBaHUA 199 B TUXOM pexnme.

MapameTpbl, NPUHUMaeMble YTUIMTORN, oNucaHbl B Tabn. 11.

Ta6nuua 11. Onuun changetpsmode

BkntounTts pexxum rnobanbHON yYCTaHOBKM.

- <napornb> Mapornke, BBOAUMBIV Npu ncnonb3oBaHun ynutel (GRKNVCOLzyz+311FKIrNgIGlgkxXGfZW Xb),
He pernctpupyetcs B otTdeTax SoftControl SysWatch.

-d BbIkniounts pexxum rnodansHom yCTaHOBKW.

3anycTTb aHTMBUPYCHOE CKaHWPOBaHWE yKa3aHHbIX OObEKTOB B TMXOM pEXUME, TAe <o0bbekm
N> — nonHbI NyTb K 06BLEKTY NPOBEPKM (KECTKOMY AUCKY, KaTtarnory unn otaensHomy danny).
AHTUBUPYCHOE CckaHupoBaHue O3Y npoucxoguT aBToMaTU4ECKN HE3ABMCUMO OT yKa3aHHbIX

-s "<obbekm 1>" |06beKToB.

"<obbekm 2>"... B npouecce npoBepku NpUMEHSETCA BapyaHT peakummn Ha yrpo3y Bbibop aencTBus aBTomMa-
"<obbekm N>" TMYecku. Pe3ynbTathl 4OCTYNHLI B dhaiine otyeTta o nposepke 119,

BHMMaHve: onsi KOPPEKTHOro 3arnycka NPOBEPKM B TUXOM pexmnMe HeoGXoauMo CTporo cobrto-
AaTb yKasaHHbIA CUHTaKcuC KoMaHabl. B crnyyae HecKombkux NpoBEpOK, KaXaylo CreayoLlyto
HeobX04UMO HauMHaTb TONLKO Mocre 3aBepLUeHns NpeabiayLu en.
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6.1.2 snsdumpsetting

Ytumuta snsdumpsetting.exe npefHasHadeHa OSi9 BbITPY3KM OCHOBHOIO KOHMUIypaLMOHHOIO

caiina '*° SoftControl SysWatch B Tuxom pexuve.

MapameTpbl, NpYHMMaeMbI€ YTUIMTON, onmncaHbl B Tabn. 12.

Tab6nuua 12. Onuum snsdumpsetting

Bbirpyaunts koHgmrypauuto SoftControl SysWatch B danin ¢ 3agaHHbIM MeHeMm

"<nymb K ¢haliny>\<ums patina>" |(6es paclinpeHnst) No ykasaHHOMY NyTv (ECnM He yKasaH, UCMonb3yeTcs nyTb
MO YMOIYaHWIO — K KaTarory pacrnorioKeHUsl yTUnnTI).
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7. ObHoBneHue SoftControl SysWatch

Ha momeHT yctaHoBku npurioxeHuss B mogym SoftControl SysWatch moryt 6biTb Jo6GaBreHbl
YrydLLEHMST M HOBbIE (PYHKLIMW, @ BXOASLYE B NOCTABKY aHTUBMPYCHbIE 6a3bl MOryT yctapeTtb. Pe-
KOMeHayeTCs BbINOMHUTL OOHOBREHME nporpamMmbl  HEMOCPEACTBEHHO MOCMe  YCTAHOBKM
SoftControl SysWatch.

[anee onncaHbl Heobxoanmble aencTemsa no obHoeneHno SoftControl SysWatch:

»  onuuM OBHOBNEHMS 24

=  06HOBIEHVe B 0GbIYHOM pexume 27 .

129
B Cliydae, eCii UICTOYHUK obHoBNEHMSA HEeOOCTYrNeH, BbIMOJIHUTE ob6HOBIEHVE B PY4YHOM pexunmve .

7.1 Onunu obHOBNEHuA

[ns HacTpovkn napameTpoB O6HOBEHMA OTKpouTe pa3gen O6HOBNEeHue HacTpoek NPorpaMmmbi

(pvc. HacTpoliku napameTpos 06HOBREHVs '2*).

"2 Hactpoiika nporpamusi SysWatch EI = \EI
O6HoBneHNe
HacTpoika obwmx napameTpos 2aa03um obHoBNEHMA
SawuTta OBHoBneHNe
MNpoeepka 7] O6Hoenerme no pacnucanuio
OGHosneHne
- [7] 3anpawneats noatsepwaenie nepen obHosneHuen
4 HacTpoidxw
Bun Coctae obHoBnEHMi Bce oBHoBASHHA
OTueTsl
S

Cnpaexa [ Ok ] [ OtMeHa ][I‘onnnnuanmo]

PucyHok 97. Hactponku napameTpoB 0GHOBNEeHUS

HacTpownka coctaBa uh UICTOYHUKA OOHOBNEHUA
B ctpoke CoctaB 0OOHOBNEHUN yKasaHbl KOMMNOHEHTbI, AN KOTOPbIX NPOM3BOAUTCA 06-
HOBreHve. [1na HaCTpPOWKM cocTaBa M OPYrMX ONUMA OBHOBIEHMS HaXXMUTE HaA KHOMKY
HacTtpouka.
B okHe HacTtpowuka.. Ha Bkrnagke CoepguHeHue Bblbepute cnocob 06HOBEHMA

(pvic. HacTpoiiku cnoco6a o6HoBreHWs '2°):

o O6HOBUTL Yepe3 CepBUCHbIN LleHTp — 06HOBEHNE NOCPENCTBOM BHYTPUCETEBO-
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ro cepsepa o6HOBEHMI (I/ICI'IOJ'Ib3yeTCFI npun yaaJieHHoM_pexume yrpaBsieHnAa C cep-

Bepa *);
o OBHOBUTb 4epe3 MHTepHeT — oOHoBreHne 4epes cepBep ob6HoBNeHn OO0
"APYOUT CEKbOPUTI", gocTynHbIn nocpeactsom cetm IHTepHeT.
Ecrm ona coeamHennsa ¢ cepsepoM OBHOBIEHW MPW AaHHOM Crnocobe MCnosb3yeTcst MPOK-
cu-cepBep, B obrnactn CoeanHeHue yctaHoBute driaxxok Mcnonb3oBaTtb napameTpbl

NpPoOKCU-cepBepa 1 ykaxute HeobXoauMble HaCTPOMKN.

| Hactpoiika... @I

CoennHerne ,ElononHuTaanDI NapaMeTpbl pacnUcaHua I Pexum 3anycka

OBHoBnEHNE
@ OBHoBUTE yepes CepsuCHEIR LieHTp

() O6HOBUTE Yepe3 UHTEpHET

CoennHeHHe

licnonezoBaTs NapameTpel NPOKCH-CEPEEpa

Wcnons3oBaTe asTopM3aUNIe Ha NPOKCK

Cnpaeka [ Ok ] [ OtMena ] [Hpunenum]

PucyHok 98. HacTtpoiiku cnoco6a o6HoBneHusA

B okHe HaCTpOﬁKa... Ha BKragke JOnNONHUTESNILHO Bbl6epVITe Tpe6yeMb|e KOMMOHEHTHI
125)

ana obHoBneHus (puc. Hactporikn coctaBa 0OHOBIIEHUI

U MporpamMmmHbie moaynu;

U AHTUBUpPYCHbIE 6a3bl.

| Hactpoiika... @

Coeautenne | AONOAHUTENSHO | NapaMeTpbl PACMMCAHMS I Pexum 3anycka

Cocras oBHOBNEHKE
MporpaMMHBIE MOOYM

[¥] AnmuBMpycHele Gazkl

WcTouHnK oBHoBNEHMI

ICora ~ | | http://updates.safensoft.com/SoftControl/ AV4/RU/F

Cnpaska [ oK ] [ Ommena ] [Hpvmenm‘b]

PucyHok 99. Hactpoiku coctaBa o6HOBNeHUIN

B obrnactn McTouHMK OOGHOBNEHUN yKa3aHbl agpeca, C KOTOpPbIX NPOU3BOANTCS OGHOBIIE-

- =
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- 4
HUe siIpa MPOAKTVBHOM 3aLLKThl 1 6a3 Kaaoro 13 AOCTYMHbIX COrMacHo mueHsu *® aHTu-
BMPYCHbIX KOMMOHEHTOB. Mpn HeobxoaMmocCTM agpeca MoryT ObiTb OTPEAaKTMPOBaHbI B
COOTBETCTBYIOLLEM MOrE.

[ npuMeHeHnsa HacTpoek HaxkmuTe Ha kHonky OK v MpumMmeHnTb.

HacTtpownka o6HOBNEHUS NO pacnucaHuo

YcrnoBue: Tornbko ansa cnydas pabotel SoftControl SysWatch B pexxume yganeHHoro ynpas-

reHus ¢ cepeepa **.

[ns BKMtoYeHNs aBTOMaTM4eCKoro 0GHOBEHMST MO pacnucaHuio yctaHosute draxok 06-
HOBNeHMe no pacnucaHuw. Ecrm Heobxogmo 3anpawmBaTb NOATBEpPXAeHue
nepea o6HOBMEHMEM, YCTAaHOBUTE COOTBETCTBYIOLLWIN (PriaXkoK A1 OToOOpaxeHus guarno-
ra ¢ 3anpocom noaTeepxaeHus onepauum. Ytobbl HacTpouTb napameTpbl OGHOBEHMS MO
pacnMcaHuio, HaxxmmuTe Ha kHonky HacTpomka.

B okHe HacTpowmka... oTkponTe BKkragky MapameTpbl pacnucaHusa u B cueTymke Yacro-
Ta AHEeW yKaxute NepuoanmyHOCTb, C KOTOpon ByaeT BbINOMHATLCS 3a4aya, a B none Bpe-

MsA 3anycKa — BpeEMS Hadara BbINOSHEHUs1 3agaum B oopmate yy:mm:cc (puc. Hactporkm

napaMeTpoB OBHOBMEHUS MO pacnMcaHnio ).
i Hactporika... @
‘ CoeanHeHne | Hononnutensro | NapaMeTpel pacnucaHua ‘ Pexum Janchal
MNapaMeTpel pacnucaHna
THA pacnucaHua

Yactota aHel 1

BpeMAa 3anycka 08:00:00

Crpaexa [ oK ] [ OTMEHa ] [!‘Ipuneﬂmb]

PucyHok 100. HacTpoiku napameTpoB OGHOBMNEHUsI
no pacnucaHuio

na NnPUMEeHeHNA HaCTPOEK Ha>KMUTE Ha KHOMKY OK nrm anMeHMTb.

HacTtpownka y4yéTHOM 3anucu
YToObl HACTpOUTL NapamMeTpbl Y4ETHOW 3anucuy, Nog KoTopon ByaeT npomsBoanNTLCS 0O6HOB-

nenve, Haxxmute Ha kHonky Hactpounka. B okHe HacTpowmka... Ha Bkriagke Pexxum 3anyc-

- (]
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o o < 127
Ka Bbl6epI/1Te OAHY 13 onuun (pI/IC. HacTpoviku y4eTHOM 3anmcn Ang 0OHOBEHNS )

o C cMCTeMHOM y4eTHOM 3anuUcCbio;

oC yquHoﬁ 3anUCbIO: YKaXXute y4eTHble aHHbIE.

v =
‘ CoenuHerne | ﬂonoﬂnmaanDI MNapameTpbl pacnucaHua | PEXWM 3anycka

YueTHas 3anuce Ana obHoBNEHUS

@ C cucTemMHoll yueTHOI 3anucso

() C yueTHOR 3anncero: Sz

Cnpaeka [ oK ] [ OTmena ] [Hpvmenmb]

PucyHok 101. HacTtpoiku y4yéTHoM 3anucu ansa
obHoBReHUA

[N npuMeHeHnsa HacTpoek Haxkmute Ha kHonky OK vim MpumMmeHnTb.

[na BCTynneHns nsMeHeHu B Cuny Haxxkmure Ha kHorky OK.

7.2 OBbHOBNEHMe B OOLIYHOM pexnme

O6HoBneHue nporpamMmmMHbIX Mon,yne|7| N aHTUBUPYCHbIX a3 MOXHO npon3BoanTb Kak OaHOBpPEMEH-

HO, TaK M MO OTAENbHOCTU (PEeryrmpyeTcsi COOTBETCTBYOLMMN chriaxkkaMun B onuysix o6HOBIEHNS
125)

OGHOBREHMe NporpamMMHbIX MoAyrien No Tpe6GoBaHUIO

Haxmute Ha kHoMKy 3anycTUTb OOHOBNeHMe Ha Bkragke OOHOBNEeHue NaHesnm ynpas-

nenvs °” SoftControl SysWatch. B criyuae o6HapyxeHuss Moayrieii nporpamMmmbl 6oree Ho-
BblX, YEM MMEIOLLMECS, MPOM3OMAET MX 3arpyska C cepBepa OOHOBMEHM M ycTaHOBKa. [1o
OKOHYaHUM YCTaHOBKM HEOBXOAMMO MPOM3BECTU Mepes3arpysky CUCTEMbI OJ19 3aBepLLEeHVS
obHOBEHMS.

Ecrm nocne npoBepkun otobpaxaetca cratyc ObHosneHue He mpebyemcsi, ycTaHOBIiEHa
nocrneaHAs Ha AaHHbIN MOMEHT BEPCUS NMPOrpaMmbl.

O6HoBrneHve no TpeboBaHMIO TakKe MOXET NPOM3BOAUTCH aAMUHUCTPATOPOM yaarieHHO 13

koHcorwm ynpaeneHust SoftControl Admin Console. NMNoapo6bHoe onuncanve npouecca yaanex-

- (' ]
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HOro 3anycka rno Tpe6OBaHI/I}O npmBeneHo B AOOKYMEHTE «PyKOBO,D,CTBO aaMUHUCTpaTopa

SoftControl Service Center».

O6GHoBRNEeHne aHTUBMPYCHbIX 6a3 No TpeboBaHUIO

HaxmuTe Ha kHomnKy 3anycTuTb o6HOBReHue Ha Bkragke O6HoOBReHWe naHenu ynpas-
nexvsa 7 SoftControl SysWatch. B criydae o6HapyxeHns 6a3 AaHHbIX CUrHaTyp BUPYCOB 60-
riee HOBbIX, YEM MMEIOLLECS, NPON30MAET UX 3arpyska ¢ cepBepa OOHOBIIEHNN.

Ecrm nocrne npoBepku otobpaxaetca ctratyc ObHoeneHue He mpebyemcsi, aHTUBMPYC-
Hble 6a3bl HAXOAATCS B aKTyarlbHOM COCTOSIHUW.

OGHoBEHME NO TPeBOBAHMIO TaKXKe MOXET NPOM3BOAUTCA aAMUHUCTPATOPOM YyaareHHo 13
koHcoswm ynpaernieHust SoftControl Admin Console. NMoapo6bHoe onuncanve npouecca yaaneH-
HOro 3anycka no TpeboBaHWIO NpMBEOEHO B OOKyMeHTe «PykoBOACTBO agMuHUCTpatopa

SoftControl Service Center».

O6GHOBNEHME NO pacnUcaHuo
CocraBrneHue pacnucaHusi OOHOBIIEHUSI MPOM3BOAMUTCH FOKalbHbIM  MOMb30BaTENEM

SoftControl SysWatch B COOTBETCTBYIOLLMX HACTPOMKAX NPOrpaMMmbl 20 UM aaMUHACTPATO-
y

poM yaaneHHo n3 KoHcorm ynpasnenua SoftControl Admin Console. Nogpo6bHoe onuncaHve
npouecca yaaneHHOW HACTPOViKM OOHOBMEHWA MO pacnuCaHMiO NPUMBEAEHO B [OKYMEHTE
«PykoBoacTtBo agmuHuctpaTtopa SoftControl Service Centery.

B pnanHom pexume SoftControl SysWatch ¢ 3agaHHOM nepuognyHOCTBIO NpoBepsieT Ha-
mmyne oBHOBNEHUI HA OMpedeneHHOM B HaCTPOMKaxX UCTOYHUKE U B Criydae ObHapyKeHus
MoAyrnen nporpammMbl WM aHTUBMPYCHbIX a3 Boree HOBbIX, YEM MMEKOLWECS, 3arpyKaeT
nx C cepBepa OOHOBMEHUI U 3amnyCKaeT YCTaHOBKY. [10 OKOHYaHMM YCTaHOBKM NPOrPaMMHbIX
Moayrnen Heobxo4Mmo BPYYHYO MPOM3BECTU Nepesarpysky CUCTeMbl And 3aBepLueHusa 06-

HOBJIEHUA.

MpocmoTp oT4yéTa 06 OOHOBNEHUN
[ns npocmoTpa nogpo6HbIX cBeaeHnn 06 0OGHOBIIEHMM B €ro NPoLecce HaXXMUTE Ha CCbift
ky Moapo6Ho. 11 NpocMoTpa oT4eTa " ° MO OKOHYAHUM OBHOBIIEHWS HAKMUTE Ha CCbITIKY
C JaTon u BpeMeHeM nocriefHen nposepkn B cTpoke NMocnegHMn nonck o6HOBNEHUN.

B ctpoke YcTtaHOBRNeHbl 0OGHOBMNEHUA ykasaHbl JaTa U BpeMsi NOCneaHen NpousBeaeH-
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HOM yCTaHOBKM OOHOBReHun. B cTpoke PeXxum 3anycka nocnegHero OOGHOBeHuUA
oToBpaXkaeTca COOTBETCTBYIOLWIN CNOCO6, KOTOPbIM ObINO 3anyweHo nocregHee oGHOB-

rieHve (No TpeGoBaHMIo UM NO pacnmcaHuio).

7.3 OGHOBNEeHUe B pyYHOM pexume

= Py4yHOoe o06HOBNEeHue NnporpamMMHbIX MoayJsier B 06ObIYHOM pexume
1) 3anyctute yctaHoBOYHbIM nakeT SysWatch Patch.msi Bepcum, Ha KOTOpyto Heobxoaun-
MO MPOM3BECTM OGHOBIIEHNE.
2) B okHe YcTaHoBKa SoftControl SysWatch Haxmute Ha kHonky [Hanee (pwc. 3anyck
129
)-

nporpamMmmbl 0BHOBIEHMS
ﬁ Yeranoeka SoftControl SysWatch E”E‘@

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl SysWatch

MacTep ycTaHoskm obHoenT SoftContral SysWatch Ha
KOMNBOTEPE. HamMuTe kHonky ~“Janee”, uTobisl
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BEITH M3
MECTEPS YCTEHOBKH,

Hazan [ fanee ] [ OTMEHS ]

PucyHok 102. 3anyck nporpaMmMmbl OGHOBNE HUS

3) B cnyyae Bawero cornacus, Bblbepute napameTp A npuHUMalrD ycnoBus JIMLEH-

SUOHHOro cornaweHus N HAXXMmMTE Ha KHOIMKY Danee (pI/IC. JIMLEeH3MOoHHOE cornallenve

129).

NI =.
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ﬁ Yeranoeka SoftControl SysWatch — x

NuueHznoHHOe CornaleHne

, SoftControl
BHMMaTENBHD NpoYMTanTE CNeqyHoWee NMUEHIMOHHOE COrnaleHm e

A
MMMUEH3MOHHOE COMNMALLEHME

1. TMpeameT cornaweHua

HacToAwee AMUEHSWOHHOE cornawedue (ganee CornalweHwe) AsnAeTcA
IOPUAMYECHUM  OOKYMEHTOM, S3HAYEeMBEIM - mewgy OBwecTeom c
OFPEHWYEHHOM OTBETCTBEHHOCTEO OO0  «MPOTEKIUEH TEXHONOD#HM»
{nanee - Npaeoobnagatens) ¥ Bamu, dUIMHECKUM AN HKEWAMHECKMM AULOM
(aanee - T(ofb30BaTENL), MNPEBOMERHC  BASAEHWMM  3HIEMOAAPOM
nporpammHore npogykta rpynnel "SoftControl” (ganee - Mporpammyeit
npogyKT). W

A MPMHAMEKD YCNOBWA NMUEHSMOHHOD COrnalleHna

MevyaTe Hazaa lanee OTMEHa

PucyHok 103. JlnueH3MOHHOE cornalueHue

4) Haxxmute Ha kHonky O6HOBUTL (pUc. TOTOBHOCTL K OBHOBIEHMIO *°).

‘_’@YﬁaﬂonmSoﬂComml SysWatch IE' = @

Bce roToeo k obHoenenmo SoftControl SysWatch SoftControl

HammuTe kHonky "OfHoeuTe”, 4Tofel obHoBUTE SoftControl SysWatch Ha
KOMMEKOTEPE. HakMuTe KHoMKky "Hasaa™, uTobbl NPOBEpTE WAW MSMEHWUTE NAPAMETPEI
yCTaHoBKM, HammuTe kHonky "OTMeHa”, 4Tobbl BEIFTH 13 MAcTEpa.

[ Hazan ][ 'S'OGHOBMTb ] [ OTHMEHE ]

PucyHok 104. Fl0TOBHOCTb kK OOHOBMNEHUIO

5) Joxautech OKoHYaHUs npoLiecca o6HoBReHust (puc. Mpouecc o6HoBReHus '°).

EE———————————— -
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ﬁ Yeranoska SoftControl SysWatch E'

Wper obHosnenne SoftControl SysWatch SofcControl

MogowanTe, NoKa MECTEp yCTaHoBKK obHosnAeT SoftControl SysWatch.

CocTosHMe: [NpoBepKa yCTaHOBKM

Hazan Lanee E OTmeHa

PucyHok 105. Mpouecc o6HoBNeHUsA

6) MNMocrne nosierieHnsi coobweHns YctaHoBka SoftControl SysWatch 3aBepweHa Ha-

KMUTe Ha kHorky FoToBo (puc. 3aBepLueHve o6HOBREHVs )

ﬂ Yeranoska SoftControl SysWatch E L=t ==

YcraHoeka SoftControl SysWatch
3aBeplieHa

HaokmmTe kHonky “ToToBo”, YTobkl BEIATH U MACTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 106. 3aBeplieHMe 06HOBNEHUA

7) B omanoroBom okHe ¢ npennoXeHmem nepesarycka CUCTeMbl Bbl6epl/ITe Oa, nocre yero

cuctema OygeT oTnpaBfieHa Ha nepesarpysky Ans 3aBeplueHns obHoBneHus (puc. 3a-

NpocC nepesarpysku cUcTembl °').

1 ¥cranoeka SoftControl SysWatch [-==-|

Al HTobbl M3MEHEHMA HACTPOIKK “SoftControl SysWatch™
BCTYMMAN B CUITY, HYMHO NEPE3arpy3HTE KOMIBIOTED,
HaptmmTe kHomiky “da” 4Tolsl BeINomHUTE
nepesarpysky cefivac, nbo kHonky "HeT™ yTobbl
OTNOHMUTE EE.

PucyHok 107. 3anpoc nepe3arpy3ku cUcTe Mbl

- (]
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Py4yHoe o6GHOBNEHME NporpamMMHbIX MOAYIen B TUXOM pexume

YcrnoBue: BCe Larv BbINOMHAKTCS MO YYETHOM 3anvcbio C npaBaMun agMuHucTpaTtopa.

1) CkonupymTe ycTaHOBOYHbIN NakeT SysWatch _Patch.msi Bepcum, Ha KOTopyto Heobxoaun-
MO MPOM3BECTM OBHOBIIEHME, B KATaror C:\Temp KIMEHTCKOIO XOCTa.

2) 3anyctute KoMmaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysWatch_ Patch.msi" /quiet

Mo okoH4YaHWMM 0GHOBIEHMst cucTema OyaeT OTNpaBfeHa Ha nepesarpysky aBToMaTUHECKM.

Py4yHoe 0GHOBNEeHMe aHTUBUPYCHLIX 6a3

[ns oGHOBMEHMST aHTMBUPYCHbIX 6a3 BPYYHYO BbINOSHUTE Crieaytoupe JENCTBUA:

1) O6HOBUTE aHTMBUPYCHbIE Ba3bl HA TECTOBOM YCTPOMCTBE OObLIM AOCTYMHbIM CrOCO-
Bom.

2) CkonupynTe HOBOE COAEPXUMOE MNanku C aHTUBMPYCHbIMW Ga3amu (HanpuMmep, <katanor
ycTaHoBku SoftControl SysWatch>\Plugins\AV\Av4 OS11 @aHTMBUPYCHOro ckaHepa AV4) Ha
BHELLH/N HOCUTETb.

3) B knmMeHTCKMX HacTponkax oTkouute npaswio 502 (Monutuka KoHTponsa —> danno-
BasA cucrtema) onst ob6eunx 3oH (OrpaHMYeHHble NPUNOXeHUA 1 [loBepeHHble npu-
FNOXKEeHUS), COXpaHUTe HAaCTPOWKN NO4 HOBbIM MMEHEM W NPUMEHUTE K NoApasaerneHno
YCTPOWNCTBA, Ha KOTOPOM Bbl XOTUTE OOHOBUTL aHTMBUPYCHbIE 6a3bl.

¥ Obuwme vacTpoiikin E

Vs v onucanne TMpasuna 4nA 30Hbl

Xaprbut I OrpaHnueHHEle npuacxkenms I n
‘-;‘
&

IP-agpeca cepsepa

o ~
Homep nuuensua H *
» E

¥ SysWatch

KoHtpoae aktveHocT

Urerue 3anuce Yaanenue Mpodune GesonacHoctn  AKTME...
e = STpETTTS To group

¥NpaEneHUE MHLMAEHTAMW B | FLATE ‘ & T
3awwra napones 109 #CARAUTOEXECBAT Pazpewuts | 3anpetuts 3anpetute No group
¥ Cxanvposarine 110 #CA\=MSDOS.SYS Paspewuts | 3anpetwts | 3anpetuts No group
Obuye HacTpolion 111 #PERSONALZ#*# Pazpewwte | 3anpetwie | 3Janpervie No group
HacTpoiiku pacnicanna 112 #ANYSTARTUP##=*% Paspewwute | 3anpetwte | 3anpemvte No group
v O6HoENEHWE 114 | #+*# #MODEXT# Paspewute | 3anpetwie 3anpemwte Ne group
Obwwe sacTpoiikn 2 502 #SNSDIR## Paspewwte  3anpetdTe  Janpetdis No group (]
VicTouHmki 0BHOBASHMI 503 #5YSTEM32#DRIVERS\SNSCORE.BLK Paspewwre | 3anpetwte | 3anperss No group
HacTpoiikn pacnucarna 504 #5YSTEM32#DRIVERS\SNSCOMLPT.SYS Paspewute | 3anpetrTo Janpetvte Ne group
Hactpoiiku untepdeiica 3 505 | #SYSTEM32#DRIVERS\SNSTDLSYS Paspewuts 3anpetuTs 3anpetnte No group
Oruetm 506 | #SYSTEM32#DRIVERS\SNSCORE.SYS Paspewute | 3anpetute 3anpemute Group_1
Onoeewerna 507 | £5YSTEM32#DRIVERS\SNSCORE.DAT Paspewuts | 3anpetdts 3anpetuts Group_1
OaHopasossle Naponi 534 | #SYSTEM32#DRIVERS\SNSWEP.SYS Paspewute | 3anpetwe | 3Janpervie Group_2 v
¥ [loautkka KOHTpOnR - ) >
¥crpoiicTsa
M(J,Cly’J'M 3naueHma Bcex NapaMeTpOE KOPPEKTHbI

floEeperHeIf CNUCOK aETO3ArPY3KA

e
VICTEMHBIN pEECTD [ MpwmeHnTe ] [ OTmeHa ]

- v

PucyHok 108. Otkntouunte npaBuso 502 B KNMeHTCKMX HacTporkax. OrpaHUYeHHbIe NPUNoXeHUs

R N—————
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' PegaxivpoBaHue HaCTpoeK KIMEHTOE

¥ OBwme HacTpolikn
Wz v onncarne
Xaprbur
IP-agpeca cepsepa
Homep nnuensim
¥ SysWatch
KoHTpoak akmveHocTw
YnpaeneHue uHLMAEHTaMM
3awwTa naponem

-

CranmposaHne
OBwywe HacTpoiikn

HacTpoiiku pacnucanna

ObHoeneHne
O6wwne HacTpoliku
Werounmkn obHoBeHMI
HacTpoiikk pacnucaHna
Hactpoiiku untepdeiica
Oruete
Onoeewerna
Oaropasosule napony
¥ [MoauTuka KoHTpoNs
Ycrpoiicsa
Mogynu
foseperHeIi CNUCoK aETO3ArPy3KN
Qaiinosan cneTeMa
CucTemublii peectp
Ial

Y
E

Mpaenna AnA 305!

I aoseeann sie NpMAoXKeHNs I n
H o)
: >
p—

* ¥ =

Ypanexune
534 #5YSTEM32#DRIVERS\SNSWFP.5YS Paspeumte | Janpetwts | Janpervms
507 | #5YSTEM32#DRIVERS\SNSCORE.DAT Pazpewute 3anpetuts 3anpetute
506 | #5YSTEM32DRIVERS\SNSCORE.SYS Paspewure | 3anpervte | 3anperats
505 | #5YSTEM32#DRIVERS\SNSTDLSYS Pazpewuts 3anpetuts 3anpetute
504 | #5YSTEM32+DRIVERS\SNSCOMLPT.SYS Paspewure | 3anpervte | 3anperats
503 | #5YSTEM32#DRIVERS\SNSCORE.BLK Pazpewute 3anpetut 3anpemire

#5NSDIR=2 Paspewuts | 3anpetwts | 3anpetuts

Mpodwns GesonacHoctn  AKTHE...
Group_2
Group_1
Group_1
Ne group
Na group
Ne group
Na group

[Hr=a

BCEX PP

v

[omenms | [ owere ]

PucyHok 109. Otkntounte npaBusno 502 B KNMEeHTCKMX HacTporKax. [loBepeHHble NpUnoXxeHus

4) CronvpyvTte coaepXXmmoe nankm ¢ aHTMBMPYCHbIMIN 6a3aMn C BHELLHENO HOCUTENSA B CO-

OTBETCTBYIOLLYIO AVPEKTOPUIO (419 aHTUBUPYCHOIO ckaHepa AV4 9TO <kaTanor ycTaHoBkM

SoftControl SysWatch>\Plugins\AV\Av4)Ha YCTPOWCTBE, ANA KOTOPOro Bbl OGHOBIIETE aH-

TyBUPYCHbIE 6a3bl (C 3aMeHOW CyLLECTBYIOLLMX (DanroB).
5) Bknounte B KIMEHTCKMX HacTpourkax npaBwro 502 ana obeux 30H (OrpaHUYeHHble

NpunoxeHus v [loBepeHHble NPUOXEHUS) 1 NPUMEHUTE HACTPOMKWN K Noapasaere-

HUO yCTpOﬁCTBa, Ha KOTOPOM Bbl obHoBAeTe aHTBUPYCHbIE 0asbl.
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YoaneHue SoftControl SysWatch

8. YpaneHue SoftControl SysWatch

SoftControl SysWatch moxeT 6bITb AeMHCTaNMpPOBaH C KIMEHTCKUX XOCTOB Kak JIOKaslbHO 3% Tak

N OJHUM U3 yOarneHHbIX LIEHTPAM30BaHHbIX > croco6oB.

8.1 JlokanbHasa genMHcTanNnNAUnA

Bo3moxHbI criefytoupe BapyaHTbl flokansHon gevHetannsuum SoftControl SysWatch:

134.

® B 06bLIYHOM pexume (C UCNoSb30BaHNEM MHTEPENCca Nosib3oBaTerss)

135
® B TUXOM pexume .

8.1.1 YpaneHue B 0ObIYHOM peXxume

1) Ans OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B NaHerm ynpasneHus

Windows B pasgernie YctaHoBka u yaaneHue nporpamm (Add or Remove Programs) Ha
Bknagke UameHeHue unu ypaneHme nporpamm (Change or Remove Programs) Bbibepute
SoftControl SysWatch n Haxxmute Ha kHonky Yaanutbe (Remove).
O  OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B NaHerm ynpasnenua Windows B pasgene
Mporpammebl (Programs) — Mporpammbl n kKomnoHeHTbl (Programs and Features) Bbibepu-
Te SoftControl SysWatch v Haxxmute Ha kHonky YaanuTtb (Uninstall).

2) B gManoroBomM OKHe C NpearoXeHneM rnepesanycka cucteMbl Bobibepute [la, nocre 4Yero cucrte-

Ma OygeT oTnpaBfieHa Ha nepesarpysky And 3aBeplueHust geuvHcTansumm (pyc. 3anpoc._ne-

pe3arpysku cuctembl )

ﬁ' Ycranoeka SoftControl SysWatch 3

b 4T00bI MSMEHEHKA HACTPORKK "SoftControl SysWatch™
§/  BCTYNWUNK B CUITY, HYRHO NEPE3ATPYSTE KOMMLIOTED.
HammuTe kHonky "Aa” YTofbl BEINonHWTE
nepesarpysky ceiuac, mibo kHonky "HeT™ uTobisl
OTNOMKTE E€,

PucyHok 110. 3anpoc nepe3arpysku
cucTeMmbl

- (]
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8.1.2 YpaneHue B TUXOM pexume

YcrnoBue: BCe Larn BbINOMHAKTCS NO4 YYETHOM 3an1cbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonupymnTe yctaHoBOYHbIN nakeT SysWatch.msi (wwm SysWatch Patch.msi B cnydae, ecrm
NPOM3BOAWIIOCH OGHOBIIEHME) TEKYLLEN BEPCUN B KATarnor C: \Temp KIMEHTCKOrO XOCTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

%windir%\system32\msiexec.exe /x "C:\Temp\SysWatch.msi" /quiet

Mo oKoH4YaHUM NpoLieaypbl AeVHCTansumMM cuctema 6yaeT oTnpaBneHa Ha nepesarpysky aBToma-

TU4ECKMW.

8.2 YpanéHHana geuMHcTannauusa

YpanenHas geuHctamnauma SoftControl SysWatch nogpasymeBaeT LeHTpanmMs3oBaHHO yrpaBrise-

Moe€ yaareHue KInmeHTCKNX I'IpVIJ'IO)KGHVIVI C rpymnnbl XOCTOB, o6beanHEHHbIX B O[HY CETb.

Bo3MoxHbI crieayloume BapuaHTbl yOaneHHOW LeHTparmsoBaHHOW pevHctansuum SoftControl
SysWatch:

* Yepea JOMEHHYIO IPYNMOBYIO MOMMUTUKY *=°;

® CTOPOHHUMU CpeACTBaMU aaMUHACTPVPOBAHUS .

8.2.1 YpaneHue 4yepe3 OMEHHYIO rpynnoBYH MOSINTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunnctpupoBaHue) meHio Start (Myck) B OC koHTporiepa gomeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsa gomeHa>, passepHute nogpasgeneHue Software deployment, Bbizosute
KOHTEKCTHOE MeHI0 06bekTa rpynnoBON NMOMMTUKM, CO3AAaHHOrO paHee *° Arns pasBepTbiBaHUS

KrmeHTckux npuroxeHun (Clients deployment), n Boibepute nyHkT Edit (puc. Pegaktnposanuve
135
)

00BbEeKTa rpynnoBov NOSUTUKA

e ——————————————.——
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E_ Server Manager =2l

File Action View Help

e |7fmaRE I BR

5P Roles .
B g Features Software deployment Software deploy... ~
& & Group Policy Management Linked Group Policy Objects |Gruup Policy Inhertance | Delegation | More Actions
) 4% Forest: Mars.local
= [£: Domains Link Order = GPO Enforced | Link E
=l 53 Mars.local 1 s/ Clients deployment No Yes
=/ Default Domain Policy
2| Domain Controllers
= (2] Software deployment
51l Ciients deployment |
= Group Policy Objects
% WM Fiters ERtEe
_ B[ Starter GPOs v Link Enabled
18 Sites Save Report...
si% Group Policy Modeling
= Group Policy Results Delete
{3 Diagnostics Rename
Cift configuration Refresh
=5 storage [
Help
I I

[Open the GPO editor [ [

PucyHok 111. PepgaktnpoBaHue o6bekTa rpynnoBon NOIMTUKKU

3) B oTkpbiBLIEMCSA OKHe ocHacTkn Group Policy Management Editor (YnpasneHnve rpynnosowu
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, B cnvicke ycTtaHaBrmBaeMbliX NpUrioxeHnn cnpasa Bblbepute Tpebye-
MO€E MPWIOXKEHWE ANS yaareH s, Bbl30BUTE KOHTEKCTHOE MeHIO 1 BbiGepute nyHKT All tasks —

Remove (pvic. Bbi30B 334a4M yaaneHus npuroxexms *-0).

4)B puanoroBoMm okHe Remove Software BbiGepute MeToa OevHCTaAMISUMM NPUNOXEHWI
Immediately uninstall the software from users and computers (HemeaneHHoe yganeHve

MO ¢ komnbloTepoB) u Haxmute Ha kHorky OK (puc. Beibop MeToAa AevHCTanmsumMmM npuoxe-

HUE 136)
B Group Policy Management Editor i [l |
File Action View Help
L A ol 1B NRERN 7 oo
_j Clients deployment [DEV-09.MARS.LOCAL] Palicy
= &l Computer Configuration
B [ Policies
=1 [ Software Settings fAssian
Software installation Fublish
| Windows Settings E
| Administrative Templates: Policy defin Assian
| Preferences Publishy
E 4 User Configuration =
| Policies Properties
~ Preferences E—
Help
N — ]|
|Removes this package. [ |

PucyHok 112. Bbi3oB 3aga4uum yaaneHUAa nNpunoxeHus

EE—————————————————— -
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x

Select removal method:

" |mmediately uninstzll the software from users and
computers

£ AMlow users to continue to use the software, but prevert

new installations
| QK I Cancel

PucyHok 113. Bbibop meToaa geuHCTannALmm
npunoxeHus

5) Mo ncteyeHum nHTepeasna 0OHOBEHWS rPYMNOBbLIX NOSUTYK (A4aHHBIN NAapaMeTp 3aBUCUT OT Ha-
ctpoek Active Directory), aMeHeHHasi NosmMTKa NPUMEHSAETCS K KIMMEHTCKMM XocTaM. YaaneHue
BbIOpaHHbIX NPUroXeHun ByaeT NpomsBeaeHO Nocrie oYepeHOro nepesanycka KImMeHTCKUX XO-
cToB. [15n9 MrHOBEHHOIrO MPUMEHEHUs] CO30aHHOW rPynnoBOWM MOSMTUKK 3anycTUTe KOMaHOHY

CTPOKY OT MMeHN aaMUHUCTPaTopa Ha KIMEHTCKOM XOCTE U BbINOJHUTE ClieQYyoLLyt0 KOMaHAay:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbl NOATBEPAMTE MNepesarpysky cucteMbl komaHgon Y ans

NPUMEeHEeHUA 0OHOBEHHOM prHHOBOIZ MOJINTUKHN (pI/IC. Py4Hoe oBHOBIEHWE NapameTpoB rpyn-
137)

MOBOW MOJMUTUKMN

EX Administrator: C\Windows'\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76D011]
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:wUserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Glient Side Extension Software Installation was unahle to apply

one or more settings bhecause the changes must be processzed bhefore syztem startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely hefore the next startup or logon for thiz uszer. and this may result in =1
ow startup and boot performance.

For more detailed information. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabhled that can only run during startup.

0K to Restart?. (YrNiy

PucyHok 114. Py4yHoe oGHOBeHUe napameTpoOB rpynnoBOW MNONMUTUKMN

8.2.2 YpaneHme CTOPOHHMMU cpeacTBaMM agMUHUCTPUPOBaHUA

Kak n B crnyyae yctaHoBku, Ans yoaneHHou aevHctannaumm SoftControl SysWatch moryt npume-
HATLCA CTOPOHHWE cucTeMmbl yrpasrieHusa [T-uHdpacTpykTypon. MeTtoavka yaanenuss B AaHHOM

cryyae onpeaensieTcs UCXOAs U3 KOHKPETHOWM CUCTEMbI U MPUHATLIMU B HEW criocobamn geuHeTar-

- (]
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nauum MNMO.
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9. TexHUYecKasa nogagepxka

Mpn BO3HMKHOBEHMM BONPOCOB MO YCTaHOBKe, HacTpovike n pabote SoftControl ATM Client Bbl mo-

XeTe 0bpal@ATbCs B TEXHUYECKYH NMoaaep»KKy Mo 3reKTPOHHOM noyTe support@sns-control.ru.

- ]
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10. MpunoxeHue

10.1 CoBmMecTUMOCTb C ApyrumMu npoayKrtamMmv MHcpopmMaLuMoOHHOMN
Ge3onacHocTH

SoftControl SysWatch sBnseTtcs npoakTMBHbLIM CpeCcTBOM 3alyThl U MOXET NPUMEHATLCS COB-
MECTHO C 60MbLLMHCTBOM aHTVBMPYCOB APYruX NPOM3BOaUTENEN.

B naHHol rmaBe npvBeAeHbl UHCTPYKLMM MO AOMONHUTENbHBIM HACTPONKaM, KOTopble TpebytoTes

ana obecneyenns coemectHom paboTtel SoftControl SysWatch n crieayroumx npoaykToB:
= AntvBrpyc Dr.Web® ™,
10.1.1 AnTuBupyc Dr.Web®

[ns KoppekTHOM ycTaHOBKM U (byHKUMoHpoBaHus SoftControl SysWatch B cucteme ¢ yctaHos-

NeHHbIM aHTBUpYcoM Dr.Web® BbinosnHUTE CriefytoLLyto NocrneaoBaTeribHOCTb JENCTBUN:

1) BbI30BUTE KOHTEKCTHOE MeEH0 aHTMBupyca Dr.Web®, HaxaB Ha ero MKoHKy B o6ractu

yBegomneHui Windows, n Bbibepute nyHKT MHCTpyMmeHTbI — HacTtponku (puc. Beibop

OCHOBHbIX HACTPOEK Mporpammbl ).

O nporpamme

3apErNCTPNPOBEATE MLEHZNHD

MeHegxep AMUEHZWIA Cnpaeka
HacTpoiku @SpIDerGuard 3
CTaTncThEa ﬁ SplDer Mail 3
Epangmay3p 3
Menesxep KapaHTUHE @' P
R ) Cranep

AHTWEBMpYCHEA CETE

ﬁ OrenrodmTe CamosalmTy

MacTep oT4eTOE

PucyHok 115. BbI6Gop OCHOBHbIX HacTpoek nporpamMmbl

2) B okHe HacTpoek B kaTteropum OCHOBHbIe oTkponTe pasgen MpeBeHTUBHasA 3awuTta 1

Ha>XMUTE€ Ha KHOIKY Monb3oBaTtenbCkMn A4 OTKPbITUA AOeTalibHbIX HaCTpPOeEK

(pyc. HacTpoikvi NpeBEHTUBHOM 3aLLyThl -2)

- (]
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% Hactpoiikn

OCHOBHbIE SplDer Mail  SplDer Guard BpaHomayap

YpoeeHs GNOKMPOBKY NOL03PUTENEHEIX AEACTEMIA

YBegoMAEHUA

MuHHManeH.Ii (peKomenayeTca)
= JanpeT HU3KOYPOBHEBOrD AOCTYNA K ANCKY
® 3anpet mogupukaum faiina HOSTS

OBHoEneHHE
AHTUBMPYCHEA CETE
* [peEeHTEHEA 3aluTa
KOTOPLIE WCMONL3YHTCA BPELOHOCHSIMI NPOTPaMMamin
DrWeb Cloud
Otuet

KapaHTiH

lMNpokcu-cepeep -

Mons3oBarensckuii... | | Mo ymonuyaHuko

MpoBEpPATE KOMNEKITER HA HANUUKE PYTKATOR (peKoMEHAYeTCA)

Hablk
Camozawura

BocctaHoBneHne

HBDEP\'D,‘J,HMDCTH CBOEBPEMEHHO BLINEYNTE KOMNBHITED.

- 3EI'IPET aBTOMaTHYeCcKors MaMeHeHWA 0CHOBHBIX KPUTHYECKUX ofbekToB,

M®oHoBan NpoBEPKa Ha HanWyKe BpefOHOCHED, NpOrpaMmM, CKpeIBAHILLWXY CBOR
NPUCYTCTEWE B CUCTEME, NO3BONAST DEHEP}')KHTE: 3TH NporpaMmMel 1, B ciyJae

Cnpaeka [ OK

J [ OTMEHUTE

PucyHok 116. HacTtpoiku npeBeHTUBHOWN 3aLLUTbI

3) B okHe norb3oBaTernbCKMX HACTPOEK yCTaHOBUTE Mepekrtodaterm ABTo3anyck npo-

rpamm 1 KoHdmrypaums 6e3onacHoro pexuma B rnornoxeHve PaspewwuTb, nocre

yero Haxxmute Ha KHorky OK (puc. [lofib30BaTesnbCKkMe HaCTPOVKM NPEBEHTMBHOW 3ally-

m 141 )

@ MpeeeHTHEHAA 3aLMTa
Jawmwaemslil 0GBkt Pazpewwte  Cnpawweate  3anpewats
HOSTS daiin @ @ @
HuakoypoBHessIid LocTyn K gucKy @
3arpyaka jpaiiBepos @

Image File Execution Options 3] @ @
User Drivers @

Mapametpel obonoukn Winlogon @

Hatudmkatopsl Winlogon ® @ @
Agrozanyck obonoukn Windows @

Accounaumn nCcnonHAEMEIX faiinos ® @

MonuTtukn orpaHndennA 3anycka nporpamm (SRP) @] 9] @
Mnarure Internet Explorer (BHO) @

ABTozanyck nporpamm @ ® @
ABTOZENYCK NOAMTUK ®© @ C]
Kondmrypauwa GeaonacHoro pexnma @

Mapametpel Session Manager @] @ @
CucTemuble cnyxbsl @
Cnpaeka [ OK ] [ OtMeHnTE ]

PucyHok 117. Nonb3oBaTenbCckMe HaCTPOMKU NpeBeHTUBHOMN

3alumThbl

4) I'Iop,TBep,qme M3IMEHEHNA B OKHE OCHOBHbIX HaCTpPOEK,

(puc. HacTpoikv n(peBEHTVBHOM 3aLLyThl ).

HaxaB Ha KkHorky OK

- ]
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% Hactpoiikn

OCHOBHbIE SplDer Mail

YBegoMAEHUA
OBHoEneHHE
AHTUBMPYCHEA CETE

* [peEeHTEHEA 3aluTa

Camozawura

BocctaHoBneHne

Cnpaeka

[E= Eem X3

SplDer Guard BpaHomayap

YpoeeHs GNOKMPOBKY NOL03PUTENEHEIX AEACTEMIA
Noneb3oeatensCckMi
YCTaHOBNEHB N0NE30BATENLCKNE HACTPOIKM.

® HT0Ob M3MEHNTE WX, HEXMUTE KHONKY «[lonL30BaTENbCKMiiR.
* Yrofbl BOCCTAHOBNTL peKOMEHAYeMble HACTPOAKM, HEXMUTE KHoNKY «[lo

I YMONYaHNH S .

Oruet

KapaHTiH

Mpokcu-cepeep

i [ [None3oBaTensCkuii.... ] [ Mo ymonyaHuk ]

MpoBEpPATE KOMNEKITER HA HANUUKE PYTKATOR (peKoMEHAYeTCA)

M®oHoBan NpoBEPKa Ha HanWyKe BpefOHOCHED, NpOrpaMmM, CKpeIBAHILLWXY CBOR
NPUCYTCTEWE B CUCTEME, NO3BONAST DEHEP}')KHTE: 3TH NporpaMmMel 1, B ciyJae
HBDEP\'D,‘J,HMDCTH CBOEBPEMEHHO BLINEYNTE KOMNBHITED.

[ OK ] [ OTMEHUTE

PucyHok 118. HacTtponku npeBeHTUBHOW 3aLLUTbI

5) Boikmtounte koMnoHeHT 3aumtbl SplDer Guard, BbiOpaB B KOHTEKCTHOM MEHKO MyHKT

SplIDer Guard —» OTknro

unThb (puc. OTkmouenme SplDer Guard ).

0 nporpamme
JapercTpUpoBaTE IMLEHINID

Cnpaeka

E' SP]DEI Guard CTatncTHKa

) SpIDer Mail
@‘l EpaHamaysp
CkaHep

Hactpoiku

OrenounTe

E OTenrounTe Camozawmty
MHCTpyMEHTEI »

PucyHok 119. OtkntoueHue SplDer Guard

6) 3anyctute ycraHosky SoftControl SysWatch .

7) B npouecce yctaHoBku 6paHgmayap Dr.Web® otobpasut yBegomreHve o nonbiTke Oo-

CTyna K ceTw. Cospgaurte pa3pelaowiee npasurno Ona ncxogdauwmx COeIMHEHUA Ha nopT

80 (npotokon HTTP), HaxaB Ha kHonKy Co3paTb npaBumo v NoATBEPAMB BapuaHT

MpuMeHNUTbL NpedycTaHOBMIEHHOE NPaBUIO C Nnomolkto kHomnkn OK (puc. YBedowm-

neHve bpaHomayapa Dr.Web®

142

, Co3pganve npaBwunia B 6paHgmayape Dr.Web®

143
).
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Y¥eegomnenne bpanamayzpa DrWeb

E Safe’'n’Sec ® Client Module

BpaHamaysp Dr.\Web oBHapymn NonbITKy 4OCTYNE K CETH

MpunomeH1e m Safen’Sec @ Client Module

MyTE K MPUNOHKEHWKD: C:'Program Files\SafenSoft\SysWatch\safensec.exe
LinpoBan noanvcs: & sns soft

¥AENEHHEIR aapec: tep: /212,30, 134,183 (www.download. windowsupdate. com)
MopT: 80 (www-http)

Hanpasnexwe: WcxopAwes

A BrumaHme:
A=l - OTcyTeTBYET COOTEETCTEYIOWEE CETEB0E MPSBNNO ANA MPUNKEHNA

PucyHok 120. YBegomneHue 6paHamayapa Dr.Web®

m Bpanamayzp Dr.Web @

Safe'n’Sec ® Client Module

OfHapy#eHbl NpobneMs! MpK NOMeITKE CETEB0r0 A0CTYNa

OTCYTCTBYET COOTBETCTRY ceTeBoe nj nA nj &l

Bbl MOXETE DA3PELUMTL, 3ANPETUTL MMM 0cobbiM 0BPA30M HACTPOMTL CETEE0I AOCTYN ANA NpUNoKEHUA. AnA
3Toro nbo BbIBEPUTE 04HO M3 MPEAYCTAHOSNEHHEIX MPaBKn, Nbo cosAaifTe CBOE NPABHN0 ANA MPUNCHKEHHS,

(@) MpyMEHMTE NPEAYCTEHOBNEHHOE NPasI

PaspewnTs np D CETEBbIE NoM! HiMA Ha nopT 80 (www-http) -

() CozaaTs ceoe Npasino

PucyHok 121. CosgaHue npaBuna B 6paHgmayape Dr.Web®

8) [loxautech okoH4aHust cbopa_npodunst *” cucTembl, aBTOMATUHECKM 3anyCKaeMoro Mo
OKOHYaHWM YCTaHOBKW. He pekomeHayeTca BbIMNOSHATbL Kakve-nmbo [OencTBust Ha
KoMnbloTepe B npoLecce cbopa npocpuns.

9) OtkpowTe HacTponkm komnoHeHTa SplDer Guard, BbibpaB B KOHTEKCTHOM MEHIO MyHKT

SplDer Guard —> Hactpowku (puc. Hactpoiiku SplDer Guard ™*°).

- (E ]
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O nporpamme

3apErMcTpUpoBaTE TMLEHINHD

Cnpaeka

‘B SplDer Guard
& SpIDer Mail r
@‘. Epangmayap r

CkaHep BrnrounTe

CTatncTrka

Hactpoiku

OTentounTe Camosawymry
MHCTpyMeHTEI L

PucyHok 122. Hactponku SplDer Guard

10) B okHe HacTpoek B kaTeropum SplDer Guard oTtkpoute pasgen Ucknro4veHus, Bbibe-
pute kaTarnor yctaHoBku SoftControl SysWatch ¢ nomoupto kHonkm O630p 1 HaXXMUTE Ha

kHonky [lobaBuTb ana ero aobasneHus B nckrntodeHuss Dr.Web® (puc. JobasrneHve_mc-

kntodeHnn B SplDer Guard ™**). HaxmuTe Ha kHonky OK anst noATBepxaeHVst sMeHeHUiA.

& Hactpoitn = = )
‘OCHOBHbIE SplDer Mail SplDer Guard Bpangmayap

Mposepka Bel MozxeTe NCKNHOUWTE W3 NPOBEPKN ONpejenerHEe Hafne u nankn. Mcnoneayiite
CHMBON BEpPTUKANEHOI YepTsl (|), uTolbl 33AaTe HeckonsKo Nanok uAKM dalinoe B none
HefcTenA BEOAE.
» lcknioueHna . .
Cnncok ncknivaemMex NyTei n aiinoe:

-
- Lobasute

C:\Program Files\SafenSoft

Cnpaeka [ OK ” CTMeHUTE ]

PucyHok 123. [lo6aBneHue nckniovyeHunm B SplDer Guard

11) Bkrtoumte KOMMNOHeHT 3awmTtbl SplDer Guard, BbiGpaB B KOHTEKCTHOM MEHIO MyHKT

SplDer Guard —> BkntounTtb (puc. BkrtoueHve SplDer Guard '**).

- (]
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O nporpamme

3aperncTpupoBaTe NMLEH3MID
Cnpaeka

E_l SplDer Guard
SpIDer Mail Hactpoiikn

@‘. Epangmayap "

CraHep

E OTentounTe Camosawymry
MHCTpyMeHTEI L

CTatncTrka

Brnrounte

PucyHok 124. BkntoyeHue SpiDer Guard

12) Otkpoiite cnmcok_npoueccos > SoftControl SysWatch u B cBoiictBax ®” Bcex Moay-

nen Dr.Web® BbicTaBute onuuio BknounTtb pexxum obHoBneHus MO.
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11. JononHuten

11.1 MpuBunernn

bHaA nHpopmauuma

npoueccoB

B T1abn. 13 npeacTtaeneHo onvcaxve npvieuneruin Windows, ncnorb3yemblx npoLeccamMm (CM. Tak-

xe https://msdn.microsoft.com/ru-ru/library/windows/desktop/bb530716(v=vs.85).aspx wn https:/

docs.microsoft.com/en-u

s/windows/device-security/auditing/event-4704).

Taonuua 13. OnucaHne npuBUNern NnpoLeccoB

YnpaBneHve aygutom 1 Xyp-
Harnom 6e3onacHoc

[lobaBneHue 3anucen B xXypHan 6e3onacHoOCT.

ApxuBaumsa gannos n Kata-
noros

BbinonHeHne onepauyin No pe3epBHOMY KOMUPOBAHUIO.

OTa NpyBUnerns 3actaBnsieT CUCTEMY BblAaTb NpaBa Ha YTeHue noboro danna, Hesa-
BMCMMO OT TOrO, YTO YKa3aHo B CMMCKe ynpasreHust goctynom (ACL) ans atoro danna.
JTto6on apyron 3anpoc Ha 4OCTYN, KPOME YTEHUS, NO-NPEXHEMY OLIEHMBAETCS C NOMO-
wbto ACL.

BoccTaHoBneHne ¢annos v
KaTanoros

BbinonHeHne onepaumii BOCCTaHOBEHWS.

OTa npuBunerna 3actaengeT CMCTEMY Bbl4aTb NpaBa Ha 3anucb ntoboro darina, Hesa-
BMCUMO OT TOro, YTO YKa3aHo B cnucke ynpaesneHust goctynom (ACL) ans atoro dianna.
Monb3oBatenb C gaHHOW NPUBUIETME MOXET 06xoauTb paspeLleHus dannos, nanok,
peecTpa 1 ApYyrux NOCTOsIHHbIX OOBLEKTOB MNP BOCCTAHOBIEHUM (PAlIIOB Y Narnok U3 pe-
3€pBHbIX KOMUAN.

JononHutensHO AaHHas NpuBUnerus No3BonseT HasHavyMTb Noboro nonb3oBaTens unm
rpynny ¢ gencTyoLW UM ngeHmdmkatopom 6e3onacHoc (SID) Brnagensuem danna.

MamMeHeHne cncTeMHOro Bpe-
MeHU

M3meHeHne cUcTeMHOro BpEeMeEHMN.

Monb3oBatenb ¢ g4aHHON npmsmnermeﬂ MOXEeT U3AMEHATb BpeMA N AaTy Ha BHYTPEHHUX
Yacax KoMmnbloTepa. Monb3oBatenu ¢ Taknmm npaBamMmun MOryT BIiMATb Ha BU XXYypHaroB
cobbimin. Ecnm cuctemHoe BpeMA N3SMEHEHO, cobbITns, KOTOpble Oblnn 3anMcaHbl, 6y-
ayT 0TO6pa)KaTb 9TO HOBOE BpEMHA, a HE pealibHOe BpeMA, B KOTOPOE OHU MPOU3oLLn.

3aBepLueHne paboTsl cucte-
Mbl

3aBepLueHne paboTbl NTIOKanbHON CUCTEMBbI.

MpvHy AuTENbLHOE yaaneHHoe
3aBepLUeHne paboTbl

BbIkntoueHe cuctemMbl ¢ MOMOLL, biO 3arnpoca no cem.

CwmeHa BnagenbueB ¢annos
N Opyrux obbekToB

Mpusunerns Heobxoauma, 4Tobbl CTaTh BragenbLemM oobekTa 6e3 nonyyeHus nsbupa-
TernbHOro goctyna.

Monb3oBatenb C gaHHOW NPUBUNErMEN MOXET CTaTb BragenbLem moboro 3aluiaemo-
ro obbekTa B cucTteme, Bkrovasa oowektsl Active Directory, dpaiinbl u nanku, NpuHTEpS,
pasgensl peectpa, NpoLecChl U NOTOKK.

OTnagka nporpaMm

Otnagka 1 HacTpoika namsTi nNpouecca, KOTopbii MPUHAANEXMUT APYron y4eTHOW 3anu-
cu.

Monb3oBatenb ¢ JaHHOW NPUBUNErMEN MOXET NPUCOEANHATL OTNAAUMK K oMy npo-
ueccy unm aapy. Paspabotinkam, OTNaxXvBaloLL M CBOM COBCTBEHHbIE MPUIIOXKEHUS,
3TO NONb30BaTeNbCKOE NPaBO He HYXHO. Paspabotinkam, OTNaxvBaloLL M HOBble
KOMMOHEHTb! CUCTEMbI, 3TO NPaBo HY>XHO. [laHHOe NpaBo AaeT NOSHbIAN JOCTYN K YyB-
CTBUTENMbHBLIM M KPUTUYHBIM KOMMOHEHTaM ONepaLvioHHON CUCTEMBI.

- (5]
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M3meHeHve napameTpoB M3ameHeHve aHeproHesaBmcumon namsamm (RAM) cuctem, KOTopble NCMOMb3YIOT AaHHBIN
cpeabl N3rotoBUTEns TMN NamMa™ ANs XpaHeHns UHGopMaLmumM 0 KOHAQMIy paumu.

C6op npodwmns BCen cucTemsl.
Monb3oBatens ¢ OaHHOW NPUBUMErNEN MOXET MCMONMb30BaTb CpeacTBa HAbNMaeHus 3a
NPOVN3BOAUTENbHOCTLIO ANSt KOHTPOMS MPOU3BOAMUTENIBHOCTA CUCTEMHbBIX NMPOLECCOB.

MpodmnmpoBaHue NponsBo-
AUTENbHOCTU CUCTEMBI

C6op npodwmnsa no ogHOMY npoueccy.
Monb3oBatens ¢ OaHHOW NPUBUMErNEN MOXET MCMOMb30BaTb CpeacTBa HAbnMaeHus 3a
NPOVN3BOAUTENbHOCTLIO ANSt KOHTPOMS MPOU3BOAMUTENBHOCTA HECUCTEMHBIX MPOLECCOB.

MpodminmpoBaHue ogHOro
npouecca

YBenuyerue 6a3oBoro npuoputeTa npoLecca.
Monb3oBaTtenb ¢ AaHHOW NPUBUIIErME MOXET UCTONb30BaTh NPOLECC C AOCTYNOM K
YBenuyeHne npmoputeTa Bbl-|CBOWMCTBY «3anuCb» APYroro npouecca Ans yBenuyeHnst nproputeTa BbiNOMHEHUs!, Ha-

NorHeHus 3HaYeHHOro aToMy ApyroMy npoueccy. Takoi nonb3oBaTteri MOXET U3MEHATb 3anaHu-
pOBaHHbIV MPUOPUTET NpoLiecca Yepes Mnosb3oBaTeNbCkun MHTepdenc Aucnetdiepa 3a-
hau.
3arpyska v BbIrpy3ska ApaniBepoB YCTPOUCTB.

3arpyska u BbIrpyska Monb3oBatens ¢ JaHHOW NPUBUErMEn MOXeET JMHAMUYECKN 3arpyxaTtb 1 BbIrpyxaTb

ApaiiBepoB yCTPONCTB ApariBepa yCTPONCTB UMK APYron Kog B pexunmMe sapa. 1o Nonb3oBaTtensCcKoe npaso

He npuMeHsieTcs K gparisepam ycTtponcTs Plug and Play.

CospgaHue danna nogkavku.
CosfaHve davina nogkayku |Monb3oBaTterns ¢ AaHHOW NPUBUNErMEN MOXKET CO3[1aBaTh U M3MEHSATL pasmep daiina
NOoAKa4YKM.

HacTponka kBOT namsat ans
npouecca

YBennyeHne KBOTbl, Ha3HAYE€HHOW NpoLeccy.

MonyyeHve yBegomneHun o6 nameHeHusax B dannax u gupektopusx. [NpuBunerus Tak-
e 3acTaBnsieT CMCTeMy MPOMyCTUTb BCE NepekpecTHbIe NPOBEPKM Ha AocTyn. o
YMOMYaHUIO BKIOYEHa ANS BCEX Nofb3oBaTenen.

OTCTbIKOBKA HOYTOYKA.

Monb3oBatenb ¢ AaHHOW NPUBUIIENMEN MOXET OTKSIIOYNTL NOPTATUBHbLIA KOMMNbIOTEP OT
CTbIKOBOYHOrO Yy3ria, He BbINOMHAS BXOA4 B CUCTEMY.

BknioueHne npusunernii no 06CnyXnBaHUIO TOMOB.

Heobxogvma onsa npoBegeHns 3agay no obCny>XKMBaHWIO Ha TOMe, HanpuMmep, yaaneH-
Hon gedparmeHTaumn.

Umutaums knneHTta nocre  (Amutaums knueHTa.

NpOBEPKM NoMb30BaTeNs Monb3oBatens ¢ gaHHOW NpUBUNErnen MoXeT UMUTUPOBaTL ApYyrue y4eTHble 3anucu.

O6xoa nepekpecTHOM Mpo-
BEPKM

OTkntoYeHne KOMnNbloTEPA OT
CTbIKOBOYHOIO y3na

BbinonHeHve 3agay no o6-
CINY>XVMBaHWNIO TOMOB

CospgaHue nveHoBaHHbIX 06 BLEKTOB CONOCTaBEHMS ¢ianrioB B rnobansHOM npo-
CTpaHCTBE MMEH BO BpeMs yAarneHHbIX TepMUHanbHbIX ceccui. MNpusunerns no ymorn-
YaHWIO BKMKOYEHA ANst a4MUHUCTPATOPOB, CEPBUCOB M y4YeTHoM 3anmcu LocalSystem.

CospgaHue rnobanbHbIX
obbekToB

11.2 Tpaduk SoftControl SysWatch

EcTtb Tpn nctouHmka tpadguka SoftControl SysWatch:
1) OBepxeabl HTTPS,
2) Jloru ¢ KIMMeHTCKOro yCTponcTBa,

3) O6HOBIEHUs (KIMEHTCKOro MOAYrst U aHTUBUPYCHbIX 6a3).
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OBepxeabl HTTPS

Tpadvk oBepxegoB HTTPS coctaBnsaet 3,7 Kb 3a xaptéut. (XapTbut — 310 napameTp KIMeHT-
CKMX KOMIMOHEHTOB, OTBEYalLWN 3a NePUOaNYHOCTb YCTAHOBKN CBSA3M C CEPBEPHBLIM KOMMOHEH-
Tom SoftControl Server.)

Tpachvk B Mecday oT oBepxegoB HTTPS MoxHO oueHuTb no  criegylowen dopmyre:
T1=3,7*30*24*3600/3Ha4yeHne XxapTbuTa [cekyHabl]. PesynsTat GygeT BbipaxeH B KWIo-

bantax B mecs.

Jlorn c knueHTCKOro yctpomucTaa
Ob6bem Tpadmka, KOTOPbI FEeHepUPYeTCa Ha 04HO cobbiThe, cocTtaBnsaeT okoso 500 6awt. Mo ko-
M4eCcTBY COObITUIA MOXHO OLIEHUTL AfA TUMOBOrO YCTPOUCTBa 06bem Tpadmka, KOTOPbI reHepw-

PYHOT J1I0Ir'n 3a CyTKK1, a Takxe 3aroJIHAEeMOCTb 0a3bl AaHHbIX.

Ob6HoBReHusA

OBHOBIEHUSI KIMEHTCKOIO MOAYIA

O6bem ogHoro obHoBeHusa coctaBnsaeT 30 Mb. O6HoBneHust BbixoaaT 3—4 pasa B rog.

OBHOBIIEHMSI aHTUBUPYCHbIX 6a3

Ob6bem nepBoro obHoBREHMS nocre yctaHoBku coctaBut 60 Mb. [Janee 3a kaxabln AeHb 06bem
o6HoBreHun MmoxeT coctaBrsaTbe oT 400 go 1 300 Kb (no mepe Bbifycka HOBbIX aHTUBUPYCHbIX
6a3).

11.3 UcTOouYHUKMU

M CTOYHMKM JONONHUTENIbHON MHAbOpMauum NpuBeaeHbl B Tabn. 14.

Ta6nuua 14. BcnomMoratenbHasi OKyMeHTaLuA

PykoBopctBo agmuHucTpatopa SoftControl Senvice|PykoBoacTtBo no paboTte ¢ MHCTPYMEHTAMU afMUHUCTPUPOBAHMNS
Center SoftControl Server n SoftControl Admin Console
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11.4 OGHOBNEHME KIMEeHTCKUX KOMMNOHEHTOB U aHTUBUPYCHbLIX 6a3 Ha
Windows XP

Windows XP B 3aBucvmocTu oT Bepcum Service Pack moxeT fimbo BOBCe He noaaepXvBaTtb HO-
Bble cepTudumkaThl, MO0 nogaepkmBaTb MX YaCTUYHO. DTO CBA3AHO C TEM, YTO MPU UX reHepauum
ncnonb3oBanuce 6onee coBpeMeHHble anroputmbl (SHA-256).

YUtobbl 06HOBeHMs npoaykToB SoftControl 6a3 paboTanm KOPPEKTHO, HEOBXOAMMO NPaBUIBHO Ha-
CTPOUTb NapameTpbl 3anycka Moayrien O6HOBIeHNS.

Mpumeyanne. Ecrm Bbl yctaHoBwm npunoxenne SoftControl SysWatch Bepcvm 5.1.79 nrm
no3gHee 1 Npy 3TOM paHee 3TO NPUOXeHWe y Bac He ObIfio YCTAHOBIIEHO, BbIMOSHATbL MHCTPYKLAM
13 3TOro pasgera He HyxHo: obHoBneHne nponaet koppekTHo. Ans SoftControl DLP n SoftControl
SysCmd BbINOMHATL MHCTPYKLMW U3 9TOrO pasgernia He HyxHO, ecrm y Bac Bepcus 6.0.95 nrm
nosgHee.

1. OTtkponte B SoftControl Admin Console pegakTop KIMEHTCKUX HACTPOEK.

2. MNepengute B pasgen Moaynu.

3. Haxkmute Ha MKOHKY LI_|:I
4. Ha Bknagke UpeHTUMKaLMOHHbIE AaHHblIe MOAYNSA BBeaUTe UMS Moayrns (HasBaHue uc-

NONHAEMOro goanna) 1 NyTb K HEMY CorfacHo Tabnuue:

Ta6nuua 15. Moaynu o6HOBRNEeHUs

O6HoOBNsAe MbIX KOMIMO-
Ama mopyns
HeHT

SoftControl SysWatch snsupd.exe C:\PROGRAM FILES\SOFTCONTROL\SYSWATCH\
SoftControl SysCmd upd.exe C:\Program Files\SoftControl\SysCmd\Updater
SoftControl DLP Client upd.exe C:\Program Files\SafenSoft\DLP Client\Updater
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BLIME HACTPORKK
Wmaa v onucanme
KaprbuT
IP-agpeca cepeepa
Homep nuuenzim
sWatch

KDHTpCIJ'Ib AKTHBHOCTH

Mpasuna anA peectpa ” Mpasuna anA ceti || MpwBKnernu npouecca

OBwWwme HacTpofku || Mpaewna anA GarnoBol croTemol

¥npaeneHne MHLMAEHTAMM
HMaeHTudmKkaLMoHHBIE AaHHEIE MOAY AR

JawmTta naponem

CranupoBaHue Wwua moayna KommenTapuid

O6wWwme HacTpofku Isnsupd.exel ] l

Hacrpoiku pacnincanmna W pannce

OBHoBREHWE

O6wWwme HacTpofku
Wcrounukn oBHoENEHWA
HacTpoiiku pacniucanua

Hacrpoiiku uHtepdelica

OTueTw

COnoeeweHnA

Hazganue opraHnzaumum:
OaHopasossle Naponm

BryTpenHee uma dakna:
MonuTuka KoHTpoas 2
= Onucanwe:
YcrpodcTea
AsTOpCKME Npasa:
JloBepeHHbId cnicok aETo33 Bepcns:

Qainoean cvcTema

CucTemHbld peecTp

JobaBnTs AaHHbe M3 daina

Cets

H3w-cymmsl dainos |

PucyHok 125. Hactpounka moayns o6HoBneHus Ha npumepe SoftControl SysWatch

5. Ha Bkrnagke Obwmue HaCTPOMKKN BbiIOEpUTE 30HY BbINOSHEHMSA [loBepeHHbIe NMPUITOXKEHUs n

oTMeTbTe doriaxkkom BknrounTtb pexxum o6HoBneHus MO.

Mpaswna anA peecrpa Mpaswna AnA cetn MpwBKuaerum npouecca

WasHTMbUKALIMOHHEIE A3HHBIE MOLYAR

IOﬁu.l,Me HaCTPoRKK I || MNpasuna ana adnosoli cuoTemsl

3ona eeinon ”e"“’l,ﬂ,w epeHHble NpUAOXEHMA (]
E Brarounts pesaam oBHoenerua MO

[] Coxpanate mcropuio sanycka

e =
| HasHauyenwe yueTHoid sanmcu |

[] B nosepennom cincke asTozarpysku

JobasuTe ganHbie us daina [ OK ] E Ommena ]

PucyHok 126. [lo6aBneHue moaynsa B OBEPEHHbIE NPUNOXEHUS

EE—————————————————— -
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6. Haxxkmute OK.

7. CoXpaH1Te KIMEHTCKME HACTPOWMKM No4 HOBbIM UMEHEM U MPUMEHUTE KX K NOApa3aesieHnto, B KO-
TOPOM HaxoAsATCHA KIMEHTbI, KOTOPble HE0BX0AMMO OOHOBUTL

Ecrm Bbl HacTpanBaeTe obHoBneHne ana SoftControl SysWatch, nanee Bbl MoxeTe co3gaTth 3a-

navy and 0BHOBNEHMS AHTMBUPYCHbBIX 6a3 um goxgaTbes 3anycka O0OHOBNEHMS MO pacnmcaHuio.
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