SoftControl
Service Center 6.1.199

PykoBoACTBO agMUHUCTPATOpa




Control Service Center Bepcus 6.1.199 Pykoeodcmeo adMuHucmpamopa

YBa)xaemMbliil nonb3oBatesb!

000 "APYOUT CEKbIOPUTN" 6narogaput Bac 3a 10, 4to Bbibpanu npoaykt SoftControl Senvice Center. Cneunanu-
CTbl KOMMaHUM NocTapanMchb, YTobbl Halwe nporpaMmmMmHoe obecneyeHre OTBeYaro CambiM BbICOKMM TpeboBaHMsIM B 00-
nacT 3awuTtbl MHcpopMaummn 1 B TO e Bpems Bbino NpocTbiM M yA0OHbIM B pabote. Mbl Hageemcsi, 4to SoftControl

Senvice Center 6ynet Bam noneseH.

ABTOPCKVE MNMPABA

Matepuansl, npuBeAeHHbIE B HACTOsILLLEM AOKYMEHTe, ABnsitoTcsa cobctBeHHocThio OO0 "APYOUT CEKBHOPUTU" u
MoryT GblTb UCMONb30BaHbl TONbKO AN NWYHbLIX Lenei npuobpetaTtens NpoaykTa. 3anpelyaeTcsi BOCNPOU3BELEHME
OTAENbHBIX YacTel LOKYMEHTa, BHECEHME NPaBOK, pa3MeLLeHne Ha CeTeBbIX pecypcax, pacnpocTpaHeHue B mobon
copMe (B TOM Yucrie B NepeBoae) Ha ByMaxkHbIX U SMEKTPOHHLIX HOCUTENSIX, NMOCPEACTBOM KaHamnoB CBS3V U CPEACTB
MaccoBOW MHdOpMauuM Unn Kakum-nmbo apyrum cnocobom 6e3 cneumansHOro MMCbMEHHOrO paspeLleHns KoMMnaHum
N CChIKM Ha UCTOYHUK.

HanmeHoBaHMs 1 ToBapHble 3HaKW, NpuBeAEHHbIE B [OKYMEHTE, SBMSOTCS COOCTBEHHOCTHIO CBOWMX 3aKOHHLIX Bra-

JernbLeB.

OrPAHNYEHME OTBETCTBEHHOCTU
CopepxaHue OaHHOTO [OOKYMEHTa MOXET M3MeHATbca 0e3 npegBaputensHoro ysegomneHus. OO0 "APYOUT
CEKBIOPUTU" He HECET OTBETCTBEHHOCTM 3a HETOYHOCTU W/MNM OLIMGBKKW, AOMyLlEeHHbIe B JAHHOM JOKYMEHTe, 1N BO3-

MOXHbI yLL1epb, CBA3aHHbIA C 3TUM.

000 "APYAUT CEKbIOPUTK", 2023 .

Mo4TOBLIV agpec:
127106, Poccus, Mocksa

HoBoBnaablKUHCKWA Npoe3a, Aom 8, c1p. 3
000 "APYOUT CEKbIOPUTU"

TenedoH:

+7 (499) 201-55-12

dakc:

+7 (499) 201-55-12

OneKTpoHHas noyTa:

O6LL e BONpoChl 1 NpeanoxeHust: support@sns-control.ru

Kommepueckue Bonpocsbl: sales@sns-control.ru

Beb-cant komnanuu: http://www.sns-control.ru

peBususi aokymeHta ot 07.07.2023

W W W .sns-control.ru


mailto:support@sns-control.ru
mailto:sales@sns-control.ru
http://www.sns-control.ru
http://www.sns-control.ru

Control Service Center Bepcus 6.1.199 Pykoeodcmeo adMuHucmpamopa

CoaepxaHue

1. BBegeHue 6
R = T T SR 6
1.2 YCINOBHBbIE OBO3HAUEHUS N TEPMUHDL. .....eveeueeeeeneeeeseessessesseeseeseeseessessessessessesseeseensessessessessessessessens 6
O O Lo o = LT = SO 6
L2 O 0T ( o T YT =Y 1 S 7
LG T I 1o To o= o 1 USRS 7

2. TpeboBaHua K annapaTHOMY M NporpaMmmHoMy obecrneyeHuro 9
2.1 CuctemHble TpeBoBaHUA SOftCONIIOl SEIVET........c.oceeeeeeee e 9
2.2 CuctemHbie TpeboBaHua SoftControl Admin CoNnSole...........cooovveveeiceeiceeee e 9
3. YcTtaHoBKa un HacTpouka komrnoHeHToB SoftControl Service Center 11
3.1 YcraHoBka SoftControl Server u SoftControl Admin Console...........ccccoooveeiieieicceieeeee, 11
3.1.1 OODBIMHASA YCTAHOBKA. .....ccueeueereeeeseestesseaseeseeeesessassessessessessesssensensessessessessesseeseensensensessessessenses 11

I I 2 I (o) =T Yo = 1 0] = = SRR 14
3.1.3 BbIOOPOUHASA YCTAHOBKA.......cueeeueerieteiueesseeseeeasseeseeseesseesesssasseesessesseeasesssssseessessesseessesssens 18

I T2 o = Toy 1 0o 1ve W ot=T o)=Y o X S 21
3.3 Peructpaumst KIMEHTCKUX MPUIIOMKEHMI. .......cecueeeireeereeeireeseeesseesseessseesseeeseesseeessesssessssesssessssesssees 27
3.4 TMogkroyeHue K cepBepy U3 KOHCOIM YIPABIIEHUS. ......ccoueeveeueeeeeeeseeenseeeesseeseeseesneesseeeesseenees 27
4. LleHTpanusoBaHHoe ynpasneHne CUNB 30
4.1 UNnutepdpenc SoftControl Admin COoNSOIE.............c.ooueeieicieceecececeeee e 30
A 0T o3 =V To T 'q Y= 1 o 1) SRS 33
4.3 YnpaBreHNe JOCTYNOM HA OCHOBE POJIEM....cccuueiuerueerueeersseesteseesseesseeeesseessessessesssesnsessessseseens 34
G TRt I = oY RSOSSN 35
G T2 (o) 1 =% To ] =T =Y 1 TSP USRN 37
4.3.3 COObITUA BE30MACHOCTU CEPBEPA ..ueeueeeeeerterresserserseeeeeessessessessessessesseesesssessessassessessessesses 41
QY o i RSSO 45
4.4.1 YnpaBreHNE MPOLECCOM PETUCTPALMM..........eecveeereeeireeereeesreeeseeeiseeeseeesseesseesssesssesssesssesssseens 50
4.4.2 TepeMeLLEHNE B MOAPABLETIEHUS ....ccueeereeceieeireeseeeteesseeesseesseseeseessesesseesseesseessessssessseesnsenns 52
4.4.3 YnpaBreH/e CNIMCKOM PA3PELLEHHBIX QIANSIOB. .......ccuerueerreeeeareesreeseesseessesseesseessesssesseessesseens 52
S I (oY oY= T TaT=Y p =Y o = SRR 53
4.5.1 YnpaBrieHNE MOAPASOETIEHUSIMM.......cccueeeireerueeeireeseeeseessesasseessesssseessesssseesseesssesssessssessseesssenns 55
4.5.2 eHepauusi OAHOPA3OBBLIX MAPOISIE . ....ccueereeeeeeeesreeeeseesseessesseesseessessessesssesseessesssesseessesssens 57
4.5.3 YnpasreHue rpynnamMmm CMEXHBIX MOOPASAETIEHUMN. .........cceereeeireereeeireeseeesteesseeesseesseesnseens 59
4.6 HacTporKa KIMEHTCKUX MPUIIOMKEHMM..........ceeueerrereesreesseeeesseesseeeesseesseessasseessessssssesssesssessesssessenns 61
4.6.1 OBLLIE HACTPOMKW .....ceveeneeeueesueesseeseasseensesseesseesseaseesseesesseesseessesssessesssesssessessssaseessesssesseessesssens 64
4.6.2 Hactponkn SoftControl SYSWatCh..........cc.oouieiieceee e 68
4.6.3 Hactponku SoftControl DLP Client..........coooiieeeeeeee e 116

I——————————————————wm——~

W W W .sns-control.ru


http://www.sns-control.ru

Control Service Center Bepcus 6.1.199 Pykoeodcmeo adMuHucmpamopa

4.6.4 HacTporkm SoftCONrol SYSCMA.........coiiiiieeee e 125

v/ S (oY To o171 3 17 I T=Tc o]y t= Tot x o o 1 NSRS 126

T S 7=V T LS 1 O 128

v 0 Tt B O T o n 1 To o o)/ = 1RSSR 132
4.8.2 AHTUMBUPYCHOE CKAHUMPOBAHYIE .......cecuveetieeureasteeeseesseeeseesseesseessesasseessssessessssssssessssesssessssnans 133
R @ (o7 To =1 =Y S 135
4.8.4 BbInonHeHNe KOMaH4 Ha KIMeHTE 1 0OMeEH haninaMm C KIMEHTOM..........cceecveeeueeeereeeunenns 136
4.8.4.1 COBOAHNE BAMAUM. ...eeeeeeeeeee e e e eeeeeeeeeeeeeseaeaeeeeasseeessassseesssaaseessaasseesssssnnesssessneessaans 137
4.8.4.2 ONUCAHNE PAOOTBI KOMAH.....cuveeueeeeeeeeseesseeeesseessesssesseesseessesseesseessesssessesssessessesssesneens 139
4.8.4.3 Pe3ynbTaTbl BbIMOSHEHUA KOMAHLL.......cciueeiieeireeeseeeaseessseesseessseesseesssessseesssssssessssesssessses 141

L2 I I o To o ¥ [o )y o o 1 L 1= o] = SRR 143
4.9.1 O14yeTbl SOftCONtrol SYSWatCh........cceeeeeeee e 144
4.9.2 OT4yeTbl SOftCONrOI DLP Client.....c.ooieeeeee e 151
4.9.3 OT4yeTbl SOtCONIOI SYSCMIA.... .o s 155
4.9.4 VHTErpYPOBAHHBLIN JIOT CODBITUM. ....c..eevieieeieeeteeteeeeeteesteeeesseeseeseesseeseseasseessesaeesseenseennens 157
4.9.5 OUNMBTPALMA CODBITUM........eeveeeieiieieeeecteeeteeee et eteeeeeteeeteeaeesseeseeseesseesesssesseesesssesseeaseennans 159
4.9.6 3aMPOCHI K BA3E [AHHBIX....c.ueeeeeueeireeieeseesieeeesseesseeeesseesseessesseessesseesseessesssesseessesssessesssesseens 164
4.9.7 TleyaTb N IKCNOPT B PANSTbI OTUETOB .....ccuvieeeeeriesreeereesseeeseesseeesseessesssseessesssseassssesseesssenns 167
4.9.8 Pe3epBHOE KOMMPOBAHME OTHETOB.....c..ceiueeeerueeeeeeesseesseeeesseanseaseesseessessesseessesssesseessesneens 167
4.9.9 OtnpaBka cobbITUM MO MPOTOKOSY SYSIOQ......ciiiiceeiieie et 168
4.10 OMNOBELLEHUSA O COODBITUSIX....eeeeuveeeeurieeesreeesreeessseeessseesssssessseesassessasessasseesassessassessasseesasesssnsesesns 169
4,101 KOHTAKTDBL..ueeutieitieeteeetieeteeeteeeseesteesseesseesseesseesseesseeeseesssesseesssesseesssesseesssesseesaseeaseesnnenas 170
4.10.2 HOTUMMKLINM. ...ttt ettt et e e et e e eaeeeteeeaeesaseeeseeeseessseeseesseesseesssesseesanenns 171
4.11 CHAMKM KOHDMMYPALMW.......veeeeeeeieeeeeeeseesteeeesseesseessaaseessesnsesseesseensssseessesnsesseessesnsesssessesssesneenns 177
g I I O 1Y 4 USRS 178
g I I G B Y a = LN 17 o 1Y o = R 181

5. O6HoBneHne komnoHeHToB CUB 184
5.1 HacTtpowika 06HOBEHNA MPOrPAMMHBIX MOLYIIE . ...c.veeveeueeeeeneeeeneeseeseessessesseeseeeensessensessessenns 184
5.2 HacTpowika OBGHOBIEHNA QHTUBUPYCHDBIX D@3.......cceiuieierieeieriieeeeesiese e ste e eseeeeeesseseesne s 188
5.3 O6HoeneHve SoftControl Server n SoftControl Admin Console B py4HOM pexume............ 190
5.4 OBHOBIEHNE KITMEHTCKUX KOMMOHEHTOB. ....c..eeueeueeeeeestesseeseesesseseessessessessessessesseensensessessessessens 192
6. Ypanexune komnoHeHToB SoftControl Service Center 194
7. OuarHoctuka npobnem 198
8. TexHnyeckas nogaepxka 202
9. lNpunoxeHue 203
9.1 YcraHoBka 1 HacTporka Microsoft® SQL Server®...........ccoevereierenenenceeeeeee e 203
9.2 [Jo6aneHne KoMnoHeHTa Deskiop EXPEriencCe.........ccooveieececee e 220
10. JononHutenbHas Hdopmauyus 225

- ]

W W W .sns-control.ru


http://www.sns-control.ru

Control Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

10.1 O CEPTUMIMKATAX . .eeuvieueeriereeiestieiteeeeeteesteseeeseesseeseaseesseeasessseseesseaseessesasesseeaseeseaseensesnsessnenns 225
10.2 YNPaBEHNE CEPTUDIMKATAMM........eeueeeeeeeeeesueeneeaeesseesseeeesseesseeeesseesseseesneesseensesneessesnsesneenes 227
10.3 BOCCTAHOBIIEHME CBABU C CEPBEPOM....cuviiueereereaeasseesseeeesseesseessaseessessesseessesssssseessesssesseens 228
10.4 Pe3sepBHoe konpoBaHme SoftControl Service Center...........oooveeeveceecieccieceecee e, 229

10.4.1 C0o30aHNE PE3EPBHOM KOMUM.....ccveeureeeeeseeeeeeseasseessesseesseessesseassessesseessesssssseessessesseesseseens 229

10.4.2 BocCTaHOBIIEHNE N3 PE3EPBHOM KOMMM.....c.eeeereeiueeereeeeeesseessseesseesseessseessseessessssessseessnens 231
10.5 TIPVBUIIEIMM MPOLIECCOB........ccuveeteeeteecteeeteeeeeeeseessreseteaesseeaseeesseeasesssseeaseessseeaseessseeaseesasesseennns 232
10.6 Tpadumk SOftCONrOl SYSWALCH.........c.coeieeceeeeee e e 234
IO TR 72 e o 1 T 237
10.8 O6HOBriEHNE KIMEHTCKMX KOMMOHEHTOB N aHTUBUPYCHLIX 6a3 Ha Windows XP................. 237

ISS———————————

W W W .sns-control.ru


http://www.sns-control.ru

Control Service Center Bepcus 6.1.199 Pykoeodcmeo adMuHucmpamopa

1. BBegeHue

1.1 Ha3HauyeHume

SoftControl Service Center («CepBucHbin LieHTp») npeactaBnseT cobon Habop MHCTPYMEHTOB
aAMUHUCTPUPOBAHMA AN YrpaBrieHns CUCTeMon nHpopmaumoHHon 6esonacHocT, obecneyrBa-
tOLLIEW COXpaHeHVe LeroCTHOCTN NPOrpaMMHON cpebl KOHEYHbIX TOYEK CETU, 3aLLUTY OT HECaHKLUU-
OHVPOBAHHOIO AOCTYNa K AaHHbIM CO CTOPOHbI MepcoHarna Ui 3royMblLLNEHHVKOB, @ Takke MOHU-
TOPUWHI aKTMBHOCTK Mosib3oBaTesnien. B coctas CepBucHoro LieHTpa BxogAT crieaytolume KOMMo-

HEHTbI:

=  SoftControl Server — cepBepHbIN KOMMOHEHT;
=  SoftControl Admin Console — KOHCOSb ynpaBneHus.

SoftControl Service Center nogaepxvBaet paboTy CO CreayroLLMMN KIMEHTCKUMIN KOMMOHEHTaMM:

= SoftControl ATM Client / Endpoint Client / SClient (qanee no tekcty — SoftControl SysWatch) —
KIMEHTCKME KOMMOHEHTblI MPOAKTUBHOW 3alyTbl YCTPOWCTB CaMOOOCyKvMBaHMS, paboumx
CTaHLM1 KOpropaTUBHOM CETU U CEPBEPOB COOTBETCTBEHHO;

=  SoftControl DLP Client — KnMeHTCKM KOMNOHEHT MOHUTOPUHIra U cbopa AaHHbIX;

= SoftControl SysCmd — KIMEHTCKMA KOMMOHEHT S BbIMOSHEHUS KOMaHL Ha YyOoareHHOM
KOMnMbloTepe n obmMeHa ¢ HUM hannamu;

= SoftControl DeCrypt — KIMEHTCKUA KOMMOHEHT Aff WAPOBaHUS CUCTEMHbBIX [AUCKOB

YCTPOWCTB camMoOobCrnykmBaHms, paboumx CTaHLMn KOpnopaTyBHOWM CETU 1 CEPBEPOB.
1.2 YcnoBHble 0603Ha4YeHUA U TEPMUHbI
1.2.1 OGo3Ha4yeHUuA

YcrnoBHble 0603HaYeHUs, npuMmeHdaemMble B aHHOM OOKYMEHTE, npmseaeHbl B Taobn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHuUsA

Mpuwep 06o3HayeHus

i BaxHasa nHdopmaums.
Ycnosue YcroBue BbINOSMHEHUA, NpUMeYaHne, npumep.

— 3arofioBKM U COKpaLL eHus;
O6HOBUTL — Ha3BaHVs 3KPaHHbIX KHOMOK, CCbINOK, MYyHKTOB MEHI0, OPYruxX 3feMeHToB
nporpamMmmMHOro nHTepgerca.

TEepMUHbI (Onpeaenenns);

lNonumuka KOHmMpPoss .
— nMmeHa ¢alnnoB 1 Apyrux 06bLEKTOB;

SSSS————————————e—
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— TeKCTbl COOOLL EHMI, BbIBOAUMbIX MOSIb30BATEN!O.

C:\Program Files\SoftControl [MyTn K darnam, kaTtanoram, Krno4Yyam CUCTEMHOro peecTpa.

Senice Center

AR Lo RN /AN I EPAVUIS T CIN Y CIWA| D parMeHTb! NPorpaMMHOro Koga, KOMaHOHbIX Y KOHGMIY paumoHHbIX dairios.

<KaTtanor  YCTaHOBKM SoftControl

Mona ansa 3ameHbl (*)_/HKLJ,VIOHaJ'IbeIX Ha3BaHWN (baKTVI‘-IeCKVIMVI 3Ha4YeHnAaAMMN.

MpurioxeHue -©

CcbInky Ha BHYTPEHHME pecypchl (pasaernbl JOKYMeHTa) C ykazaHWeM Homepal|
cTpaHuubl M Ha BHewHWe pecypcbl (URL-agpeca).

1.2.2 CokpawieHus

B naHHoOM gokymeHTe ynoTpebnstotcs 6e3 pacumdpoBKy crieaytouyie CoKpalLeHUs :

++» B[l — 6a3a gaHHbIX;

s TN — rpadnyeckmin MHTEpPGENC Nofb3oBaTesNs;

+» O3Y — onepaTuBHOE 3anoMuHalOLEE YCTPOWCTBO;

¢ OC — onepaumoHHas cuctema,;

+ MO — nporpammHoe obecneyeHue;

+»» CUB - cnctema nHdbopmaumoHHon 6e3onacHoCTy;

s CYB[1 — cnctema ynpaBnenuss 6aszamm gaHHbIX;

+¢ UM — ueHTpanbHbIN NpoLeccop;

¢ QUM — anexkTpoHHas undpoBas NOANMCH.

1.2.3 noccapun

Tao6nuua 2. Mmoccapun

MosicHenve

Komnnekc Mep no npeagoTtsBpall eHUKO BpeaOHOCHbIX BO3ENCTBUA, OCHOBAHHbLIN Ha

MpoaktmBHas 3awuTta

NPEeBEHTUBHbIX TEXHOJIOINAX.

rlpeBeHTI/IBHbIe TEXHOormm

MepenoBble TEXHOMNOMUN 3aLUTbl AaHHbIX, B OCHOBE KOTOPLIX NIEXMWT aHann3 akTuB-
HOCTU Ha KOMMbIOTEPE MOMNb30BaTENs: AENCTBUN MHOOLIX NPUIOXEHUI, CryX6 one-
PaLMOHHON CUCTEMbI, AEUCTBUI NONb30BATENs, akTMBHOCTU U3BHE U T.4. B otnnune
OT pPeaKTUBHbIX TEXHOMOMMIN, Ha KOTOPbIX MOCTPOEHbI Takne CpeacTsa 3allWTbl, Kak
aHTVBMPYCbl M NEPCOHamNbHbIE CETEBbIE SKPaHbl, MPEBEHTUBHbIE TEXHOMOMUW aHanu-
3UpYIOT He Kop, OObeKTa, a OTCMEXMBAKT MOTEHUMANbHO OMacHble OeWCTBUS, Bbl-
nonHsiemble M. CrniegoBaTerfibHO, MHCTPYMEHTbI NMPOAKTUBHOW 3alluTbl He TpebytoT
HanMunsi U NOCTOSAHHOrO OOHOBMNEHNST ©a3 BPe4OHOCHOro koga, YTo SBMSEeTcss Heoo-
XOAMMbIM AN TPAAULMOHHBIX CPEACTB 3aLl UTb.

PeakT/BHble (CUrHaTYpHbIE) TEX-
Homormm

MeToq paboTbl aHTMBMPYCHOrO MpOrpaMMHOro obecneyveHust U cucteM obHapyxe-
HUS1 BTOPXKEHWIA, MPU KOTOPOM NporpaMmMa B rnpoLiecce aHanmsa obbekta obpallaet-
csa k 6a3e OaHHbIX M3BECTHbIX BUPYCOB U MPOBEPSET COOTBETCTBME KAKOro-nmbo
y4acTka koga npocMaTpMBaemMoro obbekta U3BeCTHOMY koay (CUrHaType) Bupyca B
0ase gaHHbIX.

Monutuka KoHTpons

LlenocTHbIn Habop npaBuil KOHTPONA aKTUBHOCTM.

- (7 ]

W W W .sns-control.ru


http://www.sns-control.ru

Control Service Center Bepcus 6.1.199

Pykosodcmeo aOmMuHUCmpamopa

I'Ipan'lo KOHTPOJ1A aKTMUBHOCTU

HaGop ycnosuii, onpegensioownx [ecTBUE MPUMOKEHUST U pPeakuMio Ha Hero
SoftControl SysWatch.

Mpodwmnb cuctemsl

Basa gaHHbIX, XpaHsilasacsi JlokanbHO Ha KMMEHTCKOM XOCTe M coAepxallas
KOHTPOSbHbIE CyMMbl MCMOMHAEeMbIX MoAaynen. [podmnb cucteMbl co3gaercs B
pesynbTate aBTOMatndeckon HacTtponku SoftControl SysWatch (onepaums c6opal

npodwmns).

MpunoxeHune B npodwmne

MpunoxeHne, KOHTPONbHasi CyMMa KOTOporo ecTb B npodyurne cUcTeMbl.

OTcnexuBaemoe NpuUnoxeHue

MpunoxeHne, dakT 3anycka kotoporo SoftControl SysWatch oGHapyxun Ha K-
€HTCKOM XOCTe B NnpoLecce paboTel C MOMEHTa YCTAaHOBKW.

D,OBepeHHoe npunoxexHune

OTcnexunBaemoe npunoxeHue n3 .CI,OBepeHHOﬁ 3O0HbIl BbIMNOJIHEHUA.

OI'paHVILleHHOG npunoxxexHue

OTcnexnBaemoe npunoXxeHuwe mn3 Ol'paHVI‘-IeHHOVI 30HbI BbIMOJIHEHMUA.

3anpeLl eHHoe NpunoXxeHve

OTtcnexuBaemoe npunoxeHuwe u3 3anpeu.|.e|-||-|0l7| 30HblI BbINOJIHEHUA.
SoftControl SysWatch 3anpelyaeTt 3anyck TakMx NPUIIOXKEHUA HA KITUEHTCKOM XO-
cTe.

30Ha BbINOHEHMS (OOBEPEHHas,
OrpaHMYeHHas, 3arnpeLyeHHas)

OTaenbHas NONUTUKa KOHTPONSA, NpUMeHsieMas K MoJIMHOXECTBY OTCrieXuBae-
MbIX MPUNOXeHUn. Bcero Ha KaXkxaoM KNMMEHTCKOM XOCTe MMeeTcs 3 30Hbl Bbl
MOSHEHUSA: [OBEPEHHAs, OorpaHNYeHHasi, 3anpelleHHas. Jlloboe oTcnexuBaemoe
npunoxeHue NPUHaONEXUT K OOHON U3 3TUX TPEX 30H BbINOSHEHUS.

WHcTannatop

Mpunoxenne, kotopoe SoftControl SysWatch aBpucyeckn onpegenun kak npo-|
rpamMy, npegHasHa4yeHHyK ANs YCTaHOBKU APYrvMX NporpaMm, Uin KOTOpoe Morb-
30BaTefb MOMETUN Kak MHCTannsaTop. MHcTannsatop MmeeT ocobble NpuBMNErun no
3anycky (cMm. Hwke «Pexnm obHoBneHus MOy ).

Pexum obHoBnenus MO

Pexum 3anycka npunoxxeHus, npu KOTOPOM MPOUCXOAUT MOMELLEHVME B MPOGdmIib
CUCTEMbI CaMOr0 MPUIIOXKEHUS 1 BCEX CO3QaHHBIX UM U3MEHEHHbIX UM PE-caiinos.
[loyepHure npouecchl 4aHHOTO NPUMOXKEHWS! HAacNeayoT pexum obHoBneHus MO.

V.I.P.O. (Valid Inside Permitted
Operations)

Y4yeTHas 3anucb MoNb3oBaTens C OrpaHUYeHHbIMY NpaBamMu (OrpaHuUYeHHbIn Habop
CUCTEMHBIX MPUBWIErIA, OTCYTCTBME AOCTyNna K CUCTEMHbIM OObekTaMm). CryxXuT
ANA opraHu3aumn NecoYHuLbl Mpy 3anycke NpUNoXeHuin n obecnevmBaeT 4OMNOSHU-
TENbHY 3aluTy OT NOTEHUMArbHbIX BPEAOHOCHbBIX BO3AENACTBUIA NPUIOXKEHUN, KO-
TOPbLIM Herb3sl MOSIHOCTLIO A0BEPSATh. 3anyck C MCMOSIb30BaHMEM YYETHOW 3anvcu
V.I.P.O. MOXHO yCTaHaBnNMBaTL TOMbKO AN OrpaHUYEHHbIX MPUNOXEeHUN.

COBOKYMHOCTb MpaB MOSMb30BaTeNsi Ha WCMOMb30BaHWE OTAENbHbIX Oy HKLMIA

Pornb .

SoftControl Admin Console.

UcnonHaembin darin B gopmate PE (Portable Executable). OaHHbii dopmat mc-
PE-baiin nornb3yeTcs B ONepaLmoHHbIX cuctemax cemenctea Microsoft® Windows® ans umc-

nonHsiembix davnos (EXE), gmHamundeckmx ombrmmotek (DLL) n HekoTopbIx Apyrux
TMNoB ¢halinoB.

KnueHTckun xocT

CpeacTBO BbIMUCTIUTENBHON TEXHUKKU (pabovasi cTaHUMsA, cepBep, TepMMHan camo-
obcnyxmBaHus), Ha KOTopoM ycTaHoBneH SoftControl SysWatch.

ES————————————————— e
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2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl Server

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O61Lem cBOGOAHO-
YacTtoTa O6beM | ro npocrtpaHcTBa

un o3y Ha XXeCTKOM guc-
Ke

KnueHTckue onepauuoHHble CUCTEMbI:

Microsoft® Windows® 7 (SP1) 32-pa3psidHas/64-pa3psidHasi
Microsoft® Windows® 8 32-paspsidHasi/64-pa3psOHas
Microsoft® Windows® 8.1 32-pa3psidHasi/64-pa3psiOHasi

100 Mb
Microsoft® Windows® 10 32-pa3psiOHas/64-paspsdHasi +
LOMNOMHUTENBHO
CepBepHble onepaunoHHble CUCTEMb: 31 4Th 4 T'b B cny4vae
Microsoft® Windows® Server 2008 (SP2) 32-paspsiOHas/64-paspsiOHas YyCTaHOBKW BCTPOEH-
Microsoft® Windows® Server 2008 R2 64-pa3psioHas Hoit CYB/L

Microsoft® Windows® Server 2012 64-paspsiOHasi
Microsoft® Windows® Server 2012 R2 64-pa3psidHas
Microsoft® Windows® Server 2016 64-pa3psidHas
Microsoft® Windows® Server 2019 64-paspsiOHasi

HdononHutenbHble TPeOOBaHUA:
® Tpebyetcs Microsoft® .NET Framework 4.5.
* MopnepxuBaemble CYBMA: Microsoft® SQL Server® 2008, SQL Server® 2012,
SQL Server® 2014 SP1, SQL Server® 2016, SQL Server® 2017, PostgreSQL® 9.5.
¢ [1ns paboThbl SQL Server® 2014 SP1 nunm SQL Server® 2012 Ha
Windows Server 2008 R2 B OC pgospkeH ObiTb ycTaHOBIEH NakeT obHoBreHust SP1.
* [1ns1 cepBepHbIX ONepauyoHHbIX CUCTEM NOSAEPXKMBAIOTCA TOMbKO BapuaHTbl YCTaHOBKM

OC c paboumm cTonom.

2.2 CucteMHble TpeboBaHusa SoftControl Admin Console

Tao6nuua 4. MMHUManbHbIE cMCTeMHbIe TpeboBaHUA

0O61Lem cBoboA-

Yacrota LM ST HOTO npo-

o3y CTpaHCTBa Ha
XEeCTKOM aucke

KnueHTCKMe onepauvoHHbIe CUCTEMbI:
Microsoft® Windows® 7 (SP1) 32-pa3psi0Has/64-pa3psiOHasi
Microsoft® Windows® 8 32-paspsidHasi/64-pa3psOHas

30y 4TB 100 MB
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TpebosaHusi K annapamHoMy U NpospamMmMHOMY 06ecreyeHuUro

Microsoft® Windows® 8.1 32-pa3psiOHasi/64-pa3psiOHasi
Microsoft® Windows® 10 32-pa3psiOHas/64-pa3psidHas

CepBepHbie onepauuoHHbIe CUCTEMbI:

Microsoft® Windows® Server 2008 (SP2) 32-paspsidHas/64-pa3pso-
Hasi

Microsoft® Windows® Server 2008 R2 64-paspsidHas

Microsoft® Windows® Server 2012 64-paspsiOHas

Microsoft® Windows® Server 2012 R2 64-paspsidHasi

Microsoft® Windows® Server 2016 64-paspsidHasi

Microsoft® Windows® Server 2019 64-pa3psdHas

JononHnTtenbHble TpeboBaHUS:
* Microsoft® .NET Framework 4.5.
¢ [1ns cepBepHbIX ONepaLMOHHbIX CUCTEM MOAAEPKMBAKOTCS TOMbKO BapuaHTbl YCTAHOBKM

OC c pabo4mm cTorom ¢ yctaHoBrEHHbIM KOMNoHeHTOM Desktop Experience.

- (W]
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3. YctaHoBKa 1 HacTpouka komnoHeHToB SoftControl Service
Center

B HacTosileM pasgene npuseaeHa MHOpMauuMs Mo YCTaHOBKE '~ CEepBEePHOro KOMMOHEHTa
SoftControl Server («cepsepa») 1 koHcorm ynpaenenust SoftControl Admin Console, HacTpoiike '
SoftControl Server npu nepeom 3arnycke 2 SoftControl Admin Console, a Takke AaHbl ykasaHuist

MO PerncTpaLm KIMEHTCKIX MPUIOXeHUiA 2" .

3.1 YctaHoBka SoftControl Server n SoftControl Admin Console

BosmoxHbI criegytoupe BapuaHTbl passepTtbiBanua SoftControl Service Center:

® 06bIYHaa : ycTaHOBKa KOMMOHEHTOB NpoaykTa 6e3 BcTpoeHHoi CYB[;
* nonHasi *': ycTaHOBKa KOMMOHEHTOB NPOAYKTa M BCTpoeHHon CYB[;

i Bbl60p0'~IHaﬂ 18 . YCTaHOBKa Bbl6paHHbIX norb3oBaTterieM KOMMNOHEeHTOB.

Ecrm B ceteBoM poctyne umeetcsa HactpoeHHas CYB[ wm ecrv ee nnaHvpyeTcsl yCTaHOBUTb
oTAernbHo, BblbepuTe BapuaHT OObIYHOW YCTaHOBKU. WHpopmauus no OTAernbHOW YCTaHOBKe

CYB/[1 naHa B npuroxeHnn 2%,

[ns Hanbonee GbICTPOro passepThiBaHUSA M HACTPOWMKM BbiGepuTe BapuaHT MosHON yCTaHOBKY; B
9TOM Cryyae Bce Heobxoaumble OENCTBUSA, BKIOYAs YCTaHOBKY BXxoasLen B uHctanmsatop CYB[,
BbINOSHAOTCA ycTaHoBwwKoM SoftControl Service Center aBTomatnyeckn. B nakeT ycTaHOBKM
SoftControl Service Center Bxogut 6ecnnatHas CYB[ Microsoft® SQL Server® 2014 Express

SP1, obrnagatowasa Bcen He0BxoaAMMOM PyHKLMOHAMBHOCTLIO 5151 paboTkl cepBepa.
Ecrnm npegnoytutensHO ycTaHaBmmMBaTb cepBepHblin KOMMOHeEHT, CYB[] 1 koHComMb ynpaBrieHust Ha
pasHble KOMMbOTEPbI, UCMOSb3YUTE BbIOOPOYHYO YCTAaHOBKY.

3.1.1 OGbI4yHaA ycTaHOBKa

1) 3anyctute yctaHOBOYHLIN NakeT Service.Center.msi.
2) B okHe YcTaHoBKa SoftControl Service Center Haxxvute Ha kHorky danee (puc. 3anyck npo-

rpaMMbl YCTaHOBKU ).

- (W]
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 1. 3anyck nporpaMmbl yCTaHOBKM

3) B Cliyqae Ballero corfacud, otTMeTbTe ONuUUIo A npnHuUMmarw ycnoBuAa JIMLUEH3UNOHHOIo Co-

rNalweHus 1 HaxmuTe Ha kHorky flanee (pvic. JIMLEH3MOHHOe corrallerme ).

ﬂ Y¥eTanoeka SoftControl Service Center — X

JIMLEeHZnoHHDE Cornallenne

. SoftControl
BHMMaTENEHD MPOYUTANTE CRedyHWEE NULEHZMOHHOE COrNalleHne

JIMUEH3MOHHOE COMNALLEHME
1. MpegmeTt cornaweHuWa

HacToAwee [WUEHSMOHHOE COrMaWeHWe (fanee CornaweHwe) ABASETCA
HOPWOMYECHMM  OOKYMEHTCOM, 3arntodaemeim mesgy 000 «NPOTEKLWEH
TEXHONOO#M» (ganee - Mpasccbnagatent) u Bamu, SHIHMYECHMM WK
FPWAWYECHUM JWUOM (gdanee - MeNs30BaTeNs), NPEECMERHD BASASHOWWMM
SHIEMNAAPOM NPOrpammHore npogykta rpynnel "SoftControl" (ganee -
MporpammHeil NpogykT).

YCTEHIBNMEEA, HOMMPYRA, 3arpy#ad  Win  MHem  obpasom  ucnonssya v

A NPUHAMEID YCNOBMA MMUEHIWOHHOMO COMNALLEHIMA

MeyaTe Hazaa OTHEHS

PucyHok 2. JluueH3noHHoe cornaieHuve

4) Bblbepute Tun yctaHoBkM OBbIYHAA, HaXKaB Ha COOTBETCTBYIOLLYIO KHOMKY (puc. TuMbl_yCTaHOB-

kn %)

-
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‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 3. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE 13 )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 4. [0TOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWsS NpoLiecca ycTaHoBKM (puc. MNpoLecc ycTaHoBKM ).

- ® ]
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YcmaHoska u Hacmpotika komrnoHeHmos SoftControl Service Cente

ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 5. lNMpouecc yctaHOBKU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBo (puc. 3aBepLLUeHMe YCTaHOBKY ).
ﬂ Yeranoeka SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 6. 3aBeplueHue ycTaHOBKMU

3.1.2 MNMonHaa ycTaHOBKa

1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi.
2) B okHe YcTaHoBKa SoftControl Service Center Haxxmute Ha kHonky [anee (puc. 3anyck npo-

rpaMMbl YCTaHOBKU ).

-— (€ ® ]
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 7. 3anyck nporpaMmbl yCTaHOBKM

3) B Cliyqae Ballero corfacud, otTMeTbTe ONuUUIo A npnHuUMmarw ycnoBuAa JIMLUEH3UNOHHOIo Co-

rNalweHus 1 HaxmuTe Ha kHorky flanee (pvic. JMLeH3MoHHOe corratuerme ).

ﬂ Y¥eTanoeka SoftControl Service Center — X

JIMLEeHZnoHHDE Cornallenne

. SoftControl
BHMMaTENEHD MPOYUTANTE CRedyHWEE NULEHZMOHHOE COrNalleHne

JIMUEH3MOHHOE COMNALLEHME
1. MpegmeTt cornaweHuWa

HacToAwee [WUEHSMOHHOE COrMaWeHWe (fanee CornaweHwe) ABASETCA
HOPWOMYECHMM  OOKYMEHTCOM, 3arntodaemeim mesgy 000 «NPOTEKLWEH
TEXHONOO#M» (ganee - Mpasccbnagatent) u Bamu, SHIHMYECHMM WK
FPWAWYECHUM JWUOM (gdanee - MeNs30BaTeNs), NPEECMERHD BASASHOWWMM
SHIEMNAAPOM NPOrpammHore npogykta rpynnel "SoftControl" (ganee -
MporpammHeil NpogykT).

YCTEHIBNMEEA, HOMMPYRA, 3arpy#ad  Win  MHem  obpasom  ucnonssya v

A NPUHAMEID YCNOBMA MMUEHIWOHHOMO COMNALLEHIMA

MeyaTe Hazaa OTHEHS

PucyHok 8. JluueHanoHHoe cornaweHue

4) Bbibepute Tvn yctaHoBku MonHas, HaxxaB Ha COOTBETCTBYIOLLYIO KHOMKY (puc. Tunbl_yCTaHOB-

k).

-_— (W]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 9. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE 18 )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 10. FT0OTOBHOCTb K yCTaHOBKEe

6) [loxauTech OKOHYaHKs NpoLiecca ycTaHoBKM (puc. MNpouecc ycTaHoBKM 2).

- ® ]
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ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 11. MNpouecc yctTaHOBKMU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBO, 4TOOLI HayaTb ycTaHoBKy Microsoft® SQL Server® 2014 Express SP1
(puc. 3aBepluerme ycTtaHoBkmM SoftControl Service Center ™).

1 Yerarosea SoftControl Service Center =l ==

Yeradoeka SoftConfrol Service Center
3aBeplLeHa

HaokMuTe KHonky “ToToBo", YTobkl BEIATH U3 MacTepa
YCTaHOBKM.

Mocne 3aeplieHa paboTel MHCTanATopa Gynet
aETOMaTHHECKM YeTaHoeneH Microsoft SQL Server Express,
MoanyicTa, AoKaAMTEeC CooBIWEHA 0f OKOHYEHMM
YCTEHOBKM,

Hazan MoToBO OTHEHS

PucyHok 12. 3aBeplueHue ycrtaHoBku SoftControl
Service Center

8) Noxautecb okoH4YaHust yctaHoBkn Microsoft® SQL Server® 2014 Express SP1 n HaxmuTe Ha

kHornky OK (pvic. 3aBeplueHme ycTaHoBku ).

- (W ]
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(& a3 3 ir =
SoftControl Server ,r)'(’

I@I SQL-server installed & service started successfully.

PucyHok 13. 3aBeplLueHUe yctaHOBKMU

3.1.3 BbiGbopo4yHasa ycTaHOBKa

1) 3anyctute yctaHoBOYHbIN NakeT Service.Center.msi.

2) B okHe YcTaHoBKa SoftControl Service Center Haxxmute Ha kHonky [anee (puc. 3anyck npo-
rpaMMbl YCTaHOBKM ).

13! ¥erarosxa SoftControl Service Center [=] @ ==

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl Service Center

MacTep YCTaHoBEKM yoTaHoenT SoftControl Service Center
Ha KOMMBKoTEpe, HamMuTe kHomky “Aanee”, uTofsl
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BoliTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa

PucyHok 14. 3anyck nporpamMmbl yCTaHOBKM

3) B crnyyae Ballero cormacusi, OTMETbTE onumio 1 NPUHUMaK YCIOBUA JNIMLLEH3UOHHOIO CO-

FNaweHus 1 HaxmuTe Ha kHorky [lanee (pvic. JIMLEH3MOHHOe corrallerme ).

-_— (W]
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ﬁ ¥etanoeka SoftControl Service Center — X

JIMLEeHZnoHHDE Cornallenne

. SoftControl
BHMMaTENEHD MPOYUTANTE CRedyHWEE NULEHZMOHHOE COrNalleHne

JIMUEH3MOHHOE COMNALLEHME
1. MpegmeTt cornaweHuWa

HacToAwee [WUEHSMOHHOE COrMaWeHWe (fanee CornaweHwe) ABASETCA
HOPWOMYECHMM  OOKYMEHTCOM, 3arntodaemeim mesgy 000 «NPOTEKLWEH
TEXHONOO#M» (ganee - Mpasccbnagatent) u Bamu, SHIHMYECHMM WK
FPWAWYECHMM JWUoM (ganee - MNoens30BaTens), NPEECMERHD BASASHOLMM
3KIEMMNAAPOM NPOrpammHore npogykta rpynnel "SoftControl" (ganee -
MporpammHeil NpogysT).

YCTEHIBNMEEA, HOMMPYRA, 3arpy#ad  Win  MHem  obpasom  ucnonssya v

A NPUHAMEID YCNOBMA MMUEHIWOHHOMO COMNALLEHIMA

MeyaTe Hazaa Hanee OTHEHS

PucyHok 15. JlnueH3noHHoe cornawieHue

4) Bbibepute Tun yctaHoBkM BblibOpoYHas, HaxxaB Ha COOTBETCTBYHOLLYIO KHOMKY (puc. Tunbl

yCTaHOBKW 2).

ﬁ Yeranoeka SoftControl Service Center EI =] @

BoibepuTe THN YCTaHOBKH

, SoftControl
ViEHuTE HaMﬁDHEE noaAxXOAAWMKM THN YCTaHOEKA

YCTAHaBNWBAET CaMbie PacmpoCTPaHEHHEIE KOMNOHEHTEI NPOrpaMM.
PeroMenayeToR AnA BonsWHHCTES Nonb30BaTans,

MozeonaeT BblslﬂpETb ANA YCTaHOBEKMW 0TAENBHEIE KOMMOOHEHTEI M 38038EaThk
WX MECTOHaXOMASHWE, PEKOMEHAYETCA ANA OMLITHEIX Nonb30BaTENSA,

NopHas

YCTAHEBNWBEET BCE KOMNOHEHTLI MPOrpaMMbl. 3TOT BEPHMEHT TDEEYET
BonblWwe Bcero MECTE Ha AWCKE,

Hazan fdanee OTMEHS

PucyHok 16. Tunbl ycTaHOBKMU

5) HacTtpoite koHurypaumio ycTaHOBKM KOMMOHEHTOB (puc. KoHdurypaums yCTaHOBKM KOMMOHEH-
20 )

TOB “ ): HXXMUTE Ha NUKTOrpamMmy y KOMMOHEHTa, KOTOpbIN He TpebyeTcsa ycTaHaBmvBaTb, U B
BbiNagalowemM MeH Bblibepute onuuio KoMnoHeHT OyaAeT NONMHOCTbI HeAoCTyneH

(pvic. OnuMM_ycTaHOBKM KOMMoHeHTa 2°). [Ina ycTaHaBMMBAEMOro KOMMOHEHTa AODKHA ObiTh

Bbl6paHa onuua ByneT yCTaHOBJI€H Ha NOKanbHbIW XX€CTKUN AUCK (pI/IC. Onuum ycTaHoBKM

KOMIIOHEHTAa 2 ) I'Ip|/| HeOoB6Xo0aNMMOCTN U3MEHUTE NnyTb YCTAHOBKM MO YMOJMaHMIO, HaXXaB Ha
KHOMMKY 0630p. C nomoupto kHonkn Ucnonb3oBaHue AUCKa MOXHO NnPoCMOTPETb CyMMap-

HbIN pa3mvep yctaHaBJMBa€MbIX KOMMNOHEHTOB U OOCTYNMHOE MEeCTO Ha XeCTKOM JUCKe. Mocne

- ® ]
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TOro Kak BCe€ YCTaHOBKWM 3aBepLUEeHbl, HAXXKMUTE Ha KHOMKY Hanee.

‘_'@ Yeranoeka SoftControl Service Center EI' =] '@

BbiBopouHas ycraHoBKa

SoftControl
YKEKNTE KOHOMMYPELMIO YCTEHOEKM KOMMNOHEHTOE.

[INA M3MEHEHWA NEPEMETPOE YCTEHOBKK KaKoro-nbo KoMNoHEHTa WENKHUTE
COOTBETCFEIYK]LI.LMﬁ 3H3YOK B PacnonoKeEHHOM HBKE AEpEBE.

SoftControl Server

- = v| SoftContral Admin Console

O na komnoreHTa Tpebyetca 29ME
HE HEeCTKoM aucke, BriBpaHo
noakoMnoHeHTos: 013 1. flna
NoAKoMNoHeHToE TpebyeToa OKB
Ha HECTKOM AMCKE.

4| 1 "

Mectononomke... C:\Program Files (x86)\SafenSoft\Service
Center\Server), =
[ Chpoc ][ WcnonbsosaHie aucsa ][ Hazaa ][ Aanee ][ OTMeHa ]

PucyHok 17. KoHdurypauma yctTaHOBKU KOMMNOHEHTOB

=) ByAeT yCTAHOBAEH HA NOKANbHBIA HECTKWIA MCK

=8 KomMnoHeHT ByAeT NONHOCTLHD YCTAHOBNEH HA NOKAALHbBIA MECTRWA gNCK
=) KomnoHeHT BygeT yCTaHOBNEH NpK HECBXOAMMOCTH

¥ KomnoHeHT ByaeT NOAHOCTEH HEQOCTYNEH

PucyHok 18. Onuum ycTaHOBKU KOMNOHEHTa

6) Bbibepute onumo [lo6aBuTb HeobxoaumMblie MOpPTbl B ucknwo4veHusa bpaHgmayapa
Windows ana aBtomaTtndeckoro gobasneHus noprta cessm mexagy SoftControl Admin Console

n SoftControl Server B nckntodeHust bpaHgmayapa (puc. Onumsa_gobasrieHusi nopTa B UCKIOYe-

Hus_6panamayspa **). B obpaTHom cryuae 6ydeT HeobxoauMmO MPOM3BECTU 3Ty OnepaLuio

BPYYHYIO (MO ymMorMaHuio ncnosnb3yetcs nopt 8080). Ons NnpoaorkeHns YCTaHOBKU HAaXMUTE Ha

kHornky Janee.

————.
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‘_'@ Yeranoeka SoftControl Service Center EI = @

Kondmrypauna SoftControl Service Center

SoftControl
OobaenTe NopT ana paboTel © KOHCONEKD M NOPT ANA BLlgaqn

ofHOBNEHWIN KIMEHTAM B MCKNKoYeHnA BpaHamayspa Windows

NobaenTe HeolXoAMMbIE NOPTEI B MOMkoHeHMA BpaHamMayspa Windows

[ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 19. Onumusa po6aBneHus nopta B UCKNIOYEHUA
6paHagmayapa

7)B cnyyae Bbibopa yctaHoBku SoftControl Admin Console wwwm SoftControl Server 6e3

BCcTpoeHHon CYB[] noTopuTe aencTeus 5-7 Ans 06bIYHON YCTaHOBKM '~ . Ecrv ycTaHaBrmBaeT-

ca SoftControl Server ¢ nogkomnoHeHToMm Microsoft SQL Server® 2014 Express SP1, noBTo-

puTe JencTBusA 5-8 Ana NoSHO yCTaHOBKM '° .

3.2 HacTtpomnka cepBepa

[na 3anycka KoHcorm ynpasrieHns otkpowTe apnbik SoftControl Admin Console Ha paboyem cTo-
ne. B cnyyae HeckoH(UrypMpoBaHHOrO cepBepa B nosiBuBLLEMCS OkHe BBeaute IP-agpec
KOoMmnbtoTepa ¢ yctaHoBreHHbIM SoftControl Server B norne Agpec cepBepa (qonyckaeTcs ykasbl-
BaTb 3ape3epBupoBaHHoe ums localhost, ecrmm SoftControl Server n SoftControl Admin Console
YCTAHOBJIEHbI HA OOHOM KOMMbKTEPE) U HaxmuTe Ha kHonky [MpumeHmnTb (puc. MNep-

BbIN 3anyck SoftControl Admin Console #").

ABTOpUzaLMA

Agpec cepsepa: localhost

Mma nonssosarens: [

Maponk:

PucyHok 20. Nepsbin 3anyck SoftControl Admin Console

- (A ]
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B ovanoroBom OKHe C npeanoxeHmnem co3gaHuA I'IepBI/I‘-IHOIZ KOH(bI/IpraLMI/I cepBepa Bbl6€pI/ITe

Da (pvic. MpeanoxeHye 3anycka mactepa HacTponkmn 2%).

SoftControl Admin Console EX

PucyHok 21. lNMpeanoxeHne 3anycka macrepa HaCTPOMKMU

B okHe macTepa HacTpovku cepBepa B pasgene basa paHHbIX 3agal0oTca napameTpbl NOAKIIo-
yenuda Kk CYB[ numa B, kotopas 6ygeT MCnonb3oBaTbCA cepBEPHbIM KOMMOHeHTOM SoftControl
Server. NMona 3anonHaTCA 3Ha4YeHUs MM Mo ymorMaHuio, ecrim SoftControl Service Center 6bin
yCTaHOBIIEH COBMeCTHO co BcTpoeHHon CYB[ MS SQL Server Express. B gpyrux crnydasx, wm

€CIMM HeoOXoAMMO M3MEHWUTb CTaHOAAPTHbIE 3HAYEHVs, BBEAUTE Crieaylolme napaMeTpbl (B ckob-

Kax ykasaHbl 3Ha4dyeHus no ymorManuo ana MS SQL Server) (pvc. Hactpownka_nogkmoyeHust K
CYB[ MS SQL Server ?* u puc. Hactpoiika nogkmoyenusi k CYB[ PostgreSQL **):

* CepBep CYB — ceteBor agpec (ums1) cepeepa CYB[] (localhost\SQLTPS);

* Uma 6a3bl aaHHbIX — uma B[ Ha cepeepe CYB/[ (safensoft.tpsecure);

* Tun aBTOpPU3aummn — TMN aBTopusaumm Ha cepsepe CYB[ (Aemopu3sauyus SQL Server);
* MMonb3oBarTenb — Ms Nonb3oBartens Ha cepeepe CYB/[ (sa);

* Maponb — naposb nonb3oBartens Ha cepsepe CYB[ (SafenSoft2007).

e N—————————————,
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| MacTep HacTpoiixm cepeepa

Baza gaHHbIx

5QL nposaiaep:
[mssaL

Cepeep C¥B:
[localhostisaLTes

VIma B33kl gaHHbX:

[ safensoft.tpsecure

Tun AETOPUIALMML

[ Astopusauma SQL Server

Monssosatens:

58

Mapoas:

HocT knueHToE

Monszoearens

3Ha4YEHWA BCEX MAPaMETPOE KOPPEKTHEI

[ Hocrpoms | [ Omena ]

PucyHok 22. Hactpoiika nogkntoueHusa k CYBl MS SQL
Server

—————.
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| MacTep HacTpoiixm cepeepa
Baza gaHHbIx

5QL nposaiaep:
[ PastgreSOL

Cepeep C¥B:

[ localhost

Mop:
[5422

s Basel gaHHb:

[tpsecure

Monssosarens:

[ postgres

Mapoas:

[ Toomepm compmae |

HocT knueHToE

Monszoearens

i

POE KOPPEKTHBI

[ Hocrpoms | [ Omena ]

PucyHok 23. Hactpoiika nogkniovyeHunsa Kk CYB[
PostgreSQL

[na nposepku coeanHeHns ¢ CYB[] n KoppekTHOCTM AaHHbIX ydeTHon 3anmncn SQL Server Haxmu-
Te Ha kHornky NMpoBepuTb coeanHeHue. Ecrm B[l ¢ ykazaHHbIM MMEHEM He CYLLECTBYET, TO OHa

ByneT cosgaHa Ha cepsepe CYB[] no okoH4YaHUM paboTbl MacTepa HaCTPOMKM.

B pa3gene XocCT KNMEHTOB onpeesniaTca napameTpbl MOLKIMOYEHNS KIMEHTCKUX MPUIOXEHUA K

cepBepy (puc. HacTporka noaKmoyeHNs KIMEHTCKVX MPUNIOXKEHWUI K cepBepy 2*).

- (& ]

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

YcmaHogka u Hacmpolka komrnoHeHmos SoftControl Service Cente

2 MacTep HacTpolixm cepeepa

Baza gaHHbIx

XOCT KNWEHTOE

[ CnncoxIP aApecoE cepEEpa

B EEANTE HOBOE SHAUEHWNE:

172.16.16.5
WM-AS-WE1RUXS6

Y,JJ'BI'IHTb W3 CNUCKa

MopT cepeepa:
[s000

JotasuTs NopT B WCkAoYeHUs Bpanamayspa

Monszoearens

3HaueHWA BCEX NapaMETROE KOPPEKTHEI

l Hactpouts H Ommena

PucyHok 24. Hactpoika nogknio4eHUs KIMeHTCKUX
NpUIoXKeHUN K cepBepy

Mo ymonyaHuio st CBsI3v C cepBepOM ucrnosnb3yeTcs ero Tekyuwmm IP-agpec v nopt 8000 npoTto-
kona TCP. Bo3MOXHO Takke OCYLECTBNIATbL B3aMMOAEWNCTBME KIMEHTCKUX NMPUIIOXKEHUA C cepBe-
POM MO HECKOSbKUM pe3epBHbIM KaHarnam. [aHHas yHKUmMa peanmayeTcs nyTeM 3afaHusa BCeX
IP-agpecoB wm umeH (DNS, NetBIOS), no koTopbiM cepBep AOCTYNEH ANA KIMEHTCKUX NpUrioxe-
HUW. B 3TOM Criy4yae KIMeHTCKUN KOMMOHEHT OCYLLECTBIIIET NooYepegHoe MOAKIMoYEHNe Mo Kaxao-
My 13 agpecoB A0 nepBoK ycrnelwHon o6paboTku 3anpoca, rnocre Yyero CBs3b C CEPBEPOM YyCTa-
HaB/MBaeTCs No AaHHOMY agpecy. Ecnm nogknountbCa HU N0 OQHOMY U3 aapecoB He yaarnochb, TO
KIMEHTCKMIA KOMMOHEHT NoBTOpSieT nepebop agpecoB Nno UCTeYeHUN nHTepBara obpalleHus K cep-
Bepy. Utobbl fob6aBuUTb agpec B nepeveHb, BBEAUTE HOBOE 3HAYEHEe B COOTBETCTBYIOLLEM MOJSie
N HXXMUTE Ha KHOMKY [lo6baBUTb B CNUCOK. YTOOLI yaanMTe agpec U3 nepeyHs, Bbibepute ero u
HaXXMuUTe Ha KHOMKY YaanuTb u3 cnucka. B none MopT cepBepa ykaxute NopT CBA3N KIMEHT-
CKMX NpUroXXeHun ¢ cepsepom (B criydae yctaHoBku SoftControl Server n SoftControl Admin

Console Ha oavH KOMMNbIOTEP AAHHBIN NMOPT HE OOSPKEH coBnagaTtb € nopTtom cBA3m SoftControl

Server u SoftControl Admin Console **). YctaHosute crnaxok [lo6aBUTb NOPT B MCKNIOYEHUS

Bpangmayapa Windows B TOM crydae, €Criv UCKIMOYEHME Ha BbIOpaHHbIA NOPT OTCYTCTBYET B

BGpanamayape.

R N————,
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® HacToATenbHO PpEKOMEHAyeTCs ykasbiBaTb UMS cepBepa B CNMCKe afpecoB, YTOObl K-
EHTCKME NPUIOXKEeHUsI He TePSIIIY CBSI3N C CEPBEPOM Aaxe B Crlydae aBTOMaTUYECKON CcMe-

Hbl €ro IP-a,u,peca. Ecrm ato Bce xe npousoLuio, BOCI'IO.I'Ib3yl71Ter YKa3aHnamMun no_BoCCTa-

HOBIIEHWIO CBA3MN 2.

B pasgene MNMonb3oBaTenb co3fjante YY4eTHYO 3anucb MepBoOro rnorb3oBartesns, BBead Ums

nonb3oBaTtens, Maponek 1 MoarsepxaeHne napons (puc. Cozganne nonb3osatens *°). fa-

HbI NoNb3oBaTenb OyaeT MeTb NpaBa agMuUHUCTpaTopa.
[MpumeyaHve. B panbHenwem naposb nosb3oBaTens MOXHO OyAeT CMEHUTb, HaXaB Ha KHOMKY
CwmeHa napons B npasoMm HwkHeM yriy SoftControl Admin Console Ha no6or OTKPbITON BKIagke

(cMm. pasgen MNonb3oBaterm *).

P MacTep HacTpolikm cepeepa

Baza gaHHbIx

Hocr knueHToE

Monszoearens

s nonssosatens:

[ Conscle_admin ]

Maponk:

e ]

MogTeepxaenue napona:

== )

Hactpouts H Ommena

PucyHok 25. CozpaHue nonb3oBartens

Mocne Toro Kak BCe HACTPOVKM BBEAEHbI, HaxXmuTe Ha kKHonky HacTpouTtb. B crnyyae ycnewHoro
co3aaHua KOHUrypaLum oTobpasnTcs COOTBETCTBYIOLEE yBedoMIieHe (pvc. YcnelHoe_co3saa-

H1e KoHdburypaumm 22).

—————.
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SoftControl Admin Console

1 Cepeep ckoHQUIypUpoBaH yonewHo, TENeps Bbl MOXETE
|
! ' @BTOPW30EATLCA

PucyHok 26. YcnewHoe co3aaHue KoHdurypauuum

B okHe_aBTopusaumm NCMNOSb3yNTe OaHHble CO34aHHOM Y4eTHOM 3anucy A4S NOLKIMOYEHUA K
cepsepy SoftControl Server.

3.3 Perucrtpaumsa KNMEHTCKUX NPUSTOXKEeHUHN

Mocne TOro kak cepBep npoLles nepBuHHYHO HaCTPOWKY 21, Ha KOMMbOTEpPE C YCTAHOBJIEHHLIM

SoftControl Server dhopmupyeTcs 3awmdpoBaHHbIN KOHPUrYpaLMOHHBIA haiirn no crieayoLemy ny-

TN
C:\ProgramData\SafenSoft\ClientSettings.xmlc
[aHHbI dhann cogepXXuT napamMeTpbl NOAKIMHYEHUS KIMEHTCKMX NPUMOXKEHUA K cepBepy, a Takke

OBLLIN KIMEHTCKMIN cepTUdMKAT **°, MCMOMb3YeMblii 0 YMOMYaHWIO AN YCTaHOBIeHUst 6e3onacHo-

ro coeagvHenus. Ana peructpauum B SoftControl Service Center Heo6xo0aMMO NPYMEHUTb yKa3aH-
HbI ¢haiin Ha YCTPOWMCTBaXxX C NpeaBapuTENbHO YCTAHOBIIEHHBIMU MO AOKYMEHTALMN KIMEHTCKMMM

NP UIOXXeHUAMMN.

i B pexvme oxuoaHua peructpaumm coeavHEHVE C CePBEPOM OCYLLECTBIAETCA C UCTOSb-
30BaHVEM OBLLEro KIMEHTCKOro cepTudukaTa, Npy 3TOM He NPOoVCXOaWT nepeaada AaHHbIX
OT KIMeHTa K cepBepy. B3anmopeicTBue OCYLLECTBMAETCA B LUTATHOM peXume nocrne

nepexona KriMeHTCKoro KoOMrnoHeHTa B CTaTyc = AKTUBEH.

MoapoObHble AeCTBUA NO NPUMEHEHWIO (dalra onmMcaHbl B AOKYMeHTax « PykoBOACTBO MOSb30Ba-
Tensa SoftControl ATM Client / Endpoint Client / SClient» 1 «PykoBogcTBO no YycTaHOBKe

SoftControl DLP Client» ansa cootBeTCTBYIOLLMX KOMMNOHEHTOB.

3.4 Mopakno4yeHne K cepBepy N3 KOHCONU ynpaBreHUsa

[na 3anycka KoHcorm ynpasrieHna otkpowTe apnbik SoftControl Admin Console Ha paboyem cTo-
rne. B okHe ABTOopun3auua seeante Agpec cepBepa, Uma nonb3oBartens u MNaponb, BbiOepu-

Te TokeH n Beegute ero PIN-kop (pvc. ABTopusauus_nonb3oBatens B SoftControl Admin

Console 7).

- (& ]
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s o
Mma nonesoBaTena: I console_admin E]
Mapone: I TTITI I T l

[ MpumennTs ] [ Citmena l

PucyHok 27. ABTopusauuma nonb3oBartens B SoftControl Admin Console

Haxxmute Ha kHonky MpumeHunTb, 4TOOLI NoaknounTbes K cepsepy SoftControl Server.

Mpy ayTeHTUdVKaLuM Mornb3oBaTersi Ha CepBepe CO34aeTCcsl CEeccusl, UMEeHLAs YHUKarbHbI
noeHTugukaTop. Bes paboTta nonb3oBaTtesns ¢ KOHCOSbIO YNpaBrieHUs1 OCYLLECTBSIETCA B paMKax
[AaHHOW ceccun, MpPU 3TOM C MOCTOSIHHOW MEPUOAMYHOCTLIO NMPOBEPSIETCH HanMyMe CoeavHEHVs!
MeXay CEPBEPOM M KOHCOSbIO yrpaBreHusi. Ecrm KoHcomnb ynpaBreHns HeJoCTyrnHa AJfiA cepeepa

Boree Yem 2 MUHYTbI, TO TEKYLLAS CECCUsi NMpeKpaLLpeTes.

i Ana ceasu mexay SoftControl Admin Console n SoftControl Server no ymon4anuio ucnors-
3yeTca nopt 8080 npoTtokona TCP. Ecrm no kakon-mmbo npudmHe OaHHbIA NOPT UCMOSb30-
BaTb He ydaeTcs, U3BMEHUTEe ero 3HaveHue B (panrax KOHpUrypaumm cepBepHoOro Kommno-
HEHTa 1 KOHCOSM ynpaBrieHusI.
dann KoHurypauum cepeepa pacnorsioXeH rno criegyroLemy nyTu:
C:\ProgramData\SafenSoft\Server.Config.xml
3HadeHue nopTa 3agaetcs B aTpubyte Port anemeHta WebApiHost.
dain KoHUrypaLmm KOHCOSM yripaBfeHVss PacrnosioXeH Mo creaytoLemy nyTu:
C:\ProgramData\SafenSoft\SafenSoft.Enterprise.Console.exe.Config
3HayeHve nopTa 3agaeTcd B criedytoLeM yqacTke hanna:

<Databases>
<Elements>

<add name="<Homep nopTta>" lastconnection="" />
</Elements>
</Databases>

Mpv nepsom noakntoYeHun ¢ ucnosnb3oBaHneM TokeHa SoftControl Service Center BbiBOguT coob-
LLeHWE O HEOBXOAMMOCTM MPUBSI3KM YHETHOM 3aMMCK NOSb30BaTerst K TOKeHy (CM. puc. Hke 2%).
Haxxmute Ha kHonky [la, 4ToObl BOMTU B CUCTEMY M MPUCTYMNUTb K LIEHTParM30BaHHOMY YNpaBeHUO
cuB 30/

R N—————.
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ABTOPWIALMA C NOMOLLEHD TOKEHA 3

B cucTeme npegycmoTpeHa A0NCAHWTENEHEA NPCEEPKE NONL3ICEATENA
l L Cnomowste gusndeckoro yorpoictea (USB-Tokena), [na ganHoro
none30BaTeNA eLE He BbLN 334aH TOKEH.

Bl x0TWUTE NPUBA3aTE YHETHYHO 3aNWCE NOABI0BATENA K BEIBpaHHOMY
TokeHy? Ecnu ebl oteeTuTe "[la", TO B AansHEALLEM ANA BXCAS B
CHCTEMY AZHHOMY NONBICEATENHD KaXABIA pas ByaeT TpeBoBatecA
ABHHBIA 3KIEMNNAP TOKEHE,

PucyHok 28. CooGlieHMe o0 NpuBsi3KE Y4E€THOM 3aMUCK K TOKEHY.

Bbl MOXeTe NOMEHsITb TOKEH, K KOTOPOMY Obifia NpuBs3aHa y4eTHasa 3an1cb, B OKHE aBTopm3aLm
(cMm. Bbile *") nm Ha 6ol oTkpbITol Bkmagke SoftControl Admin Console, HaxaB Ha KHOMKY

CMeHa ToKeHa B NPaBOM HWDKHEM Yrry.

i Ecrm yncno nonbITOK NOAKMOYEHUS NPEBbILLAET 3aaHHOe 3HadeHue (5 Mo yMOsMaHuio),
y4yeTHasi 3anMcb nosb3oBaTtens GriokupyeTcs. 3HadeHne BbICTaBMSETCa B KOHGUrypauu-
OHHOM dpaunre cepBepa C nomouwpko napameTpa PasswordAttempts. Bpemsa gencteus
OroKMpoBKM (B CEKyHAax) 3agaeTcsa ¢ noMoLwbto napameTtpa LockForSeconds. Pa3brnoku-
poBaTb YYETHYHO 3aMUCb MOXET TOSIbKO CUCTEMHbBIN agMUHUCTPATOP.

Kpome TOro, ydetHas 3anucb GrioKMpyeTcsl, eCcrim OHa He MCMNoSib3oBasriacb B TeyeHue 45

AHEeNn (kpoMe nosnb3oBaTtenen ¢ posibio CUCTEeMHbIM aAMUHUCTPATOP).

Ecrm B TeyeHre 5 MVHYT nonb3oBaTesb He COBEpPLUAN HUKaKUX AEVCTBUIN, ero ceaHc 6sio-

knpyeTtca. [na Bo3o6HoBNeHMA paboTbl HEO6XOAMMO aBTOPM3OBaTLCA MOBTOPHO.

-
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4. LleHTpanusoBaHHoe ynpaBreHue CUB

YpaaneHHoe LeHTparm3oBaHHOE yrpaBrieHne KrieHTckummn npunoxerusimm SoftControl SysWatch,
SoftControl DLP Client n SoftControl SysCmd ocywecTBnseTcs M3 KOHCONM ynpaBrieHus
SoftControl Admin Console Ha 6a3e cepBUCHbIX (PyHKLMW, NpeaoCcTaBnsgeMblX CEPBEPHBIM KOMMO-

HeHTOoM SoftControl Server.

[aHHbii pasgen nocesiweH pabote ¢ SoftControl Admin Console n npegHasHayeH ana agMuHu-
CTpaToOpoOB CUCTEMbI MHAPOPMaLMOHHOM 6e3onacHocTu (oanee no Tekcty — «CUB») Ha ocHoBe
SoftControl Service Center.

4.1 Untepdenc SoftControl Admin Console
NHTepderic koHcorm ynpaenenusa SoftControl Admin Console cocTouT 13 rinaBHOro OKHa nporpam-
Mbl, B KOTOPOM MMEITCH CreaytoLpe BKIagKu:

= Jlor coBbiTui *%;

41
=  CobblTna 6e30nacHoOCTN — ;

= VHTerpupoBaHHbIN NOor coBbITUN ™" ;

»  KmveHtbl *°;

= Hacrtpouku kneHtoB °";

= [Ipodum GezonacHocTy 2%;

= [oppasgenexus >

=  3agaun’?;
= [onb3oBatenm " ;

= Pom®:

»  KontakTbl 9;

*  YnpaBreHue HoTUVKaALSMN - ;

=  O6HoBMEHMs

= CHUMKM KOHUrypaumm

nepe‘-II/ICJ'IeHHbIM BblLLE BKIagkaM COOTBETCTBYIOT rpad)mquKme KHOIMKW, pacrnoJioXXeHHble B BEPX-

Her YyacTu rmaBHoro okHa SoftControl Admin Console noa ocHoBHbIM MeHI0. Kpome Toro, BKaaku

143

KrvenTbl **, TNor_cobbitin **°, CobblTva_6e3onacHoctn ", VHTerprpoBaHHbIi_mor cobbltuii >,

- 1 12 12
Mogpasgenenus >, Hactpoiiku knventos ", Mpodomm GesonacHoctn 2, 3agaun’>, KoHTakTbl

7% 1 YnpasneHue HoTudukaumusmmn '’ nMetoT cBou rpadmyeckie KHOMKKU, 0bracTb AeicTBUA KOTo-

PbIX pacnpoCTpaHseTca TOSMbKO Ha AaHHble BkMagku. OcHoBHble KHoMku SoftControl Admin

— &
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Console onucaHbl B Tadn. 5.

Taonuua 5. AnemeHTbI ynpasneHusa SoftControl Admin Console

Fopsayue kna-
HasBaHue
BULLK

Jlor cobbImnit Bbi3oB Bknaaku Jlor onsa Bcex KNMEHTCKUX KOMMOHEHTOB.

o

Cobbins 6e3onacHocM |Bbi3oB Bknaaku CobbiTusa 6e3onacHoOCTy.

MHTerpmMpoBaHHbIi 1or Co- . .
Bbi3oB Bknagku MHTerpMpoBaHHbIN Nor cCo6bITUMN

|0

Oblmni
d-. KnueHTsl Bbi3oB Bknagku KnumeHTol. F4
____,-; HacTtponkn knueHToB Bbi3oB Bknagky HacTponku KnMeHToOB.
"*@ = Mpodwmnmn 6e3onacHoc (BbidoB Bkragku Mpodunmu 6esonacHocTu.
MogpasgeneHus BbizoB Bknagku MNogpaspeneHus.
Eaa
3apgayn Bbi3oB Bknagku 3agaumn.
MNonb3oBartenu Bbi3oB Bknaaku NMonb3oBaTenu.
Pomm Bbi3oB Bknagku Ponu.
KoHTakTbl Bbi3oB Bknagku KoHTaKTbl.

YnpasneHne Houdmkaum-
P dmray Bbi3oB Bknagkun Hotudmkaumm.

QL e~

AMU
O0OHOBUTL OOGHoBEHME MHGOPMaLMK B TEKYLLLEN BKNaaKe. F5
o R
. BbiOpaTh KOMOHKM M3meHeHre cocTaBa nomew Tabnuubl TEKyLL e BKITagKM. F6
|

COXpaHeHI/Ie Bbl6paHHOFO Ha6opa KOJTIOHOK B Ka4ecTBe

CoxpaHunTb HacTpOWKK BU-
I_[% a P ™ nosib30BaTenbCKOro qmnbpa. F2
A MprumeHmMma Tonbko K Bknaake Jlor.
_ Meyams BbiBOA, TEKYLL ErO CNUCKa YCTPOMCTB UK BbIGOPKU COObITUI Cirl + P
'-"a:é Ha nevatb.
m OKCNopT TEKYLLEro Cnucka yCcTpoNCTB Uin BbIGOPKU COObI-
3kcno Excel Ctrl + E
Ly |*CnopTBEX i B dpaiin dopmara XLSX (Microsoft® Excel®).

CHUMKM KoHdmrypaumn  (BbizoB Bknagkym CHUMKU KOHGUrypaumm

OO6HoBMEHUs Bbi3oB Bknagkun O6HOBREHUS.

'3

2 a4

Cepaep BbI30B HACTPOEK COEAMHEHMSI C CEPBEPOM.

YacTb (*)yHKLl,VIVI, Bbi3blBa€MbIX C MOMOLLBK OCHOBHbIX KHOMOK, AOCTYMNHbI TAKXe U3 rMaBHOIo MEHIO

-,
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nporpamMmbl.
B HwkHel YacTn okHa oTobpakaeTcsl CTPOKa C MMEHEM TEKYLLETO MONb30BaTEeN U €ro PorisiMMu.

B rmaBHom okHe SoftControl Admin Console AONOMHUTENBHO BO3MOXHbI Crieaytolme AencTBUA:

HacTtpownka coeaMHeHuA ¢ cepBepom
Ecmm Heob6xoauMo NpoCMOTPETb UM UBMEHUTL NapaMeTpbl COEAVHEHNS KOHCOMM yripaBsie-
HUA 1 cepBepa BO BpeMa paboTtbl SoftControl Admin Console, Haxxmute Ha kHonky Cep-
Bep.
OKHO HaCTpPOEeK MOAKMOYEHNs aHanorM4HO OKHy aBTopusaLum >, OTKpbIBaeMOMy Mpu

3anycke SoftControl Admin Console.

HacTtpownka nHtepdenca
[na nameHenns Hactpoek nHtepdoerica SoftControl Admin Console B OCHOBHOM MEHIO Bbl-
Gepute nyHKT Bug — Hactpownkm.
Mo ymorMaHmio a3bik uHTepdenca SoftControl Admin Console BbiGupaeTcs npu nepsom
3anycke NporpaMmmbl UCXo4sa U3 pervoHanbHbix HacTpoek OC. [na nameHeHus si3blka B OK-
He HacTpomka nHtepdenca Boibepute TpebyemMbii BapyaHT 13 BbiMagatolero crnncka

(pvic. HacTpoitka uitepdeiica *2):

* ru-RU — pycckui;

® en-US — aHrrmnckui (CLUA).
YT06bl M3MEHEHMS BCTYNWUIM B CUITy, HEOBX0AMMO nepe3anycTuTb NporpaMmmy.
YcTtaHoBuTe oriaxkok 3anycKaTb TONbKO OAUH 3K3eMNAsAp KOHCOMN, eCrim Heob6xoanmo
3anpeTuTb BO3MOXHOCTb OAHOBPEMEHHOIO 3anycka HecKosbKux aksemnnsapos SoftControl
Admin Console.
B none Pa3mep cTpaHuuUbl COOLITUM 3aaeTCa MaKCMMaribHOE KONMMYECTBO COObLITUN,

KOTOpOE [AOIKHO 0TOBpaXaTbLCA Ha OAHON cTpaHuLe BKmaakm Mor 2.

——————.
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7 Hactpoukwn unmepdeica
Bribepure asbik [ ru-RU a

EI SEI'ITCKETI: TOABKD O4HMH SKSEMMNRAPR KOHCCAK

Pasmep ctpanvusl cobeimai 10000 l

PucyHok 29. Hactpomnka uHtepdenca

MpocmoTp MHcpopmMaLmum o nporpamme

B rmaBHOM MeHt0 BbIGepuTe nyHKT O nporpamme.

4.2 Mopsanok paboTbl

Mpn agmuHncTpmpoBaHum CUB Ha ocHoBe SoftControl Service Center s KoHconm ynpasneHust
SoftControl Admin Console pekomeHayeTca NpuaepXxuBaTbCsa CrieaytoLlero nopsaka paboTel ans

CHWXEHNA BPEMEHHbIX 3aTpaT 1 NoBblLLEeHNA NPOOYKTUBHOCTA pa6OTbIZ

1) Otkpownte koHcorb ynpasrieHna SoftControl Admin Console, BbinonHUTE MNOOKMHOYE-
Hue K cepaepy SoftControl Server 2" .

2) Ha Bknagke Ponu npu Heo6xoamMmocTn co3gante A0NOSHUTESbHbIE POSU %' 1 Ha3Haub-

T€ Y4ETHbIM 3alrmcam 3 nonb3oBaTternemn porm c Bbl6paHHbIMI/1 pa3peleHnamMmn. C nomo-

Whto BKnagkm CobbITUA 6€30nacHOCTU NMPou3BOAUTE Y4eT OENCTBUIM NONb30BaTeNENn
41

Yepes KOHCOSTb YrpaBIieHVs.

3) Ha Bkrnagke KnuenTbl noateepaute *® urm oTknonute °" 3anpockl Ha perucTpaumio oT
KIMEHTCKUX MPUIOXEHMIA, YCTAHOBIIEHHBIX Ha 3aLLMLLAEMbIX YCTPOICTBAX.

4) Mocrne gopmupoBaHua paboyen obractn M3 HeobBXoaUMbIX YCTPOWCTB MNepenaute Ha

BKragky HacTtpomkm KNnMeHTOB 1 co3anTe HeobxoamMmble KOHurypaumm 62, KOTopble

OyayT NPUMEHSITLCA OS5 KIMEHTCKUX NPUIIOXEHWIA.
5) MNocne co3paHusa KIMEHTCKMX HAaCTpoek nepenaute Ha Bkragky MNopapasgeneHuws m co-

3fanTe nogpasaeneHns °° (rpynmbl) No Kakomy-rbo MpuHLUMNY Ans pacnpeaerneHus B

HUX 3aperncTpmpoBaHHbIX KOMMOHEHTOB Ha KIMMEHTCKUX XOCTaX. I'Ipm co3aaHum nogpasae-

FIEHWIA BLINOSTHUTE MX NPUBS3KY K ONpeaeneHHsIM KOHUrypaumsim 22 .

6) Ha Bknagke KnueHTbl NnepemMecTute KIMEHTCKME KOMMOHEHTDI = B CO34aHHbIE NMoapas-

IS———————————s—
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LeneHys.
7) Ha Bkriagke 3agaum cosaanre HeobxoamMmble 3a4a4m 2° Ang KIMEHTCKMX MPUIOKEHWIA.

8) MNepengute Ha Bknaaky Jlor n npuctynute K NPOCMOTPY OTHETOB KIMEHTCKUX_KOMMOHEH-

ToB 43,

9) [IONOSNHUTENBEHO MOMXHO HACTPOWTL ornoBelleHust 7 06 onpeaeneHHbIX CoBbITUAX, KOTO-

pble 6yp,yT oTnpaBIIATLCA Ha 3JIEKTPOHHbIE NMOYTOBbIE ALK 3adaHHbIX adpeCcaToB 170, a

TaKke 3KCNOPTVPOBATb U BLIBECTU HA MeYaThb " HeOBXOAMMbIE AaHHbIE.

4.3 YnpaBneHue 4OCTYNOM Ha OCHOBeE poJien

B SoftControl Service Center pearm3oBaHa nogcmuctema ynpasfieHUsi JOCTYNOM Ha OCHOBeE posien
(RBAC — Role Based Access Control). [laHHasa nogcmuctema no3sBosiieT NpousBoAnTb pasrpaHu-

YeHVe JOCTyna nonb3oBaTterneit > k pasmuHbiM dyHKUMAM CepBucHoro LleHTpa B 3aBMCUMOCTM

OT AenerupoBaHHoi M porm .

Yepes SoftControl Admin Console ocylecTBngeTcs KOHTPOb AEVCTBMUIA Nofb3oBaTesien ¢ NomMo-

L0 perucTpaLmm cobbiTuii 6e3onacHocT cepaepa .

.
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4.3.1 Ponm

Bknagka Ponu nossonsieT ynpasnisiTb POrnsiMi U HAcTpamBaTb paspelueHus Ans Hux (puc. Bknag-

ka «Porm» *%).

St ol
Qaiin  Bug Ounetpe  WkcrpymerTsr O mporpamme
= - . S - Y 7 mY

g% | dFadiay (SO @ 407 @ @i

Knnentel -

a

HoBasuTs HOBYHO ponb

CrcTemHblid aaMUHUCTPaTOp

BKNIOYAET SCE MMErOUIVECA Pa3peLIEHIS

Habawogarens Yaanute pone

MpocMaTprBaTE CyLeCTEYOUIME KOHTAKTE! YaanuTe paspewenne

MpocMaTPUBaTE COBRITUR OT KAMEHTOS YaanuTs paspewenne

MpocmaTprEaTs CywecTEyrouMe HoTUdMKaLMI YaanuTe paspewenue

MpocmaTprEaTE CYWECTEYIOWME NOAPASAENEHHA Yaanute paspewenue

JoBaEnaTe KOMMEHTADMM K KIMEHTaM YaanuTe paspewenne

MpOCMATPMBATE CYWECTBYIOWWE HACTPORKM KAMEHTOE YaanuTs paspewenne

MpocmaTprEaTs paHee CO3AAHHLIE 334340 YaanuTe paspewenue

MpocmaTprEaTE HACTPORKM M MCTOPUMID 0BHOEAEHKA Ypanute paspewenmne

MpurmenaTe HACTPOKK NOAPA3ALNEHUA, BCAM OHW BB M3MEHEHEI NOKANEHO YaanuTe paspewenne

MpOcMATPMBATE CYWECTEYIOWME POl YaanuTs paspewenne

Bxogute 8 Admin Console Yganute paspelwenue v

PucyHok 30. Bknagka «Ponu»
Porm Ha BKIiagKe npeacrtaBrieHbl B BUOe Ta6J'IV|LI,, B I'IepBOﬁ CTpOKe KOT0p017| yKa3aHo nmd porim, a
B MOCMEAYIOLMX — MpaBa Ha BbIMOJSHEHWE OMpeAeneHHbIX onepaLumni B KOHCOIM ynpaBreHus (pas-
peLLeHns).

SoftControl Service Center BknioyaeT B cebs aBe npeayCcTaHOBMEHHbIE POSA:

* CUCTEeMHbIM aAMUHUCTPATOP — MO3BOSSIET OCYLLECTBIATL AOCTYN KO BCEW PYHKLIMO-

HanbHOCTW KOHCOMM yNpaBneHusi. PekomeHayeTcs Anst OMbITHbIX NOSb3oBaTenei/agMuHn-
cTpaTtopoB 6e30nacHOCTW.

* Habnropatenb — JaeT npaBa Ha NPOCMOTP OCHOBHOM YaCTu MHpopMaLmK, BKIoYas Bce
AaHHble No paboTe C KIMEHTCKMMWU NpurioxeHusimn. PekomeHayeTcs aons onepaTopos,

Beayluyx MOHUTOPUHI MHUMOEHTOB ©€e30MacHOCTM Ha KIMEHTCKUX XOCTaXx.

Momumo 3TOro, MOXHO co3gaTb HOBbIE POSiM C COOCTBEHHBIM HAbOPOM pa3speLleHun. Huke onnca-

Hbl AENCTBUA C pondamMu, BbiNnorHAEMbIE Ha AaHHOM BKIagke:

— e &
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= Co3paHue ponu
Urtobbl gobaButb pornb, Haxkmute Ha kHonky [lo6aBuTb HOBYHKH ponb (puc. Bknagka

«Porm» ). B nosiBuMBLLEMCSI OKHe Ykaxute MMsi ponM n HaxmuTe Ha kHonky OK

(pvc. Co3panvie Hosoi porm %).

F Hosan ponb
p

Mma ponm [ WMhxenep cepenchol cn}oKErhri l

e r——

PucyHok 31. CozpaHne HoBoW ponu

Hosas porb 6yneT no6aBrieHa B koHeL, crivcka porieit. [larnee 3apjaiirte paspeluerus > ans

Hee.

< PepakTupoBaHue pa3pelieHnm
UTtobbl 4OGaBUTL paspeLleHns K posiv, HaXXMute Ha KHornky [lobaBuTb paspelueHue no-
crne Tabnmupbl ¢ gaHHOM porbio. B nosiBuBLLEMCS OKHE OTMETbTE Heobxoaumble paspelle-

HUA 1 HaxmuTe Ha kHorky OK (puc. [lo6aBreHve paspeLueruii >°).

YToO6bI yaoarmTtb pa3pelleHne, HaxXMnTe Ha CCblJiKy Ypaanutb pa3peLwueHne B COOTBETCTBY-

loLLEl cTpoke Tabrmubl ¢ porbio (puc. Bknagka «Porm» %)

P Nobasims paspelesne

Buibepute paspewerns:

leHepupoBaTs oC Ha By OAHOPa30ELIE NAPoAK

) >

3agasath HacTpoiixy SMTP-npoTtokona ans HoTubKkauni
Wsmenate HacTpolikn SMTP-npoTokona AnA HOTWWKaLIMEA
WsmenaTe HacTpofikn cBHoEnEHWA

WzmeHaTL CTaTyCHl KAMEHTOS: MOATEEPHASTE, OTKNOHATS
M3meHATD CyLiecTsyrowpMe akkayHTel

M3mMeHATD CyLIECTEYIOLWME KOHTEKTEI

MI3mMeHATb CyLIeCTSYIoIWME HOTMGMKALMI

MzmeHaTs cywecTsyrowme nogpasaensHus

WsmeHaTL cywiectsyrowme ponu

COHOBNATE KIMEHTCKWME CEpTUgMKATE

Onepaumm TEHEEOTO KOMMPOBaHWA

OTMEHATL EEINOAHAMWNECA 330a4M

MepemewwaTs KNMEHTOR B APYroE NOAPasAEnEHNE
MprMeHATS YacTHEIE HACTPORKK K KAMEHTEM

MpoBepaTs ACCTYNHBIE OOHOBNEHWA

MpocmaTpueaTs nor cobeimai BesonacHocTy

Mpocmatpueate HacTpolikn SMTP-npotokona ana HoTUGUKaLMEA
CozgasaTh HOBBIE 384a44 ANR KIWEHTOE
CozaBaTh HOBBIE KOHTAKTEl I

IDORRRREODORRRIRNRRRRO

[ ok | [ omens

PucyHok 32. [lo6aBneHune paspelieHUn

EE——————————————————_——————-
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= YpaneHue ponu

na yaaneHua posin HaXXKMUTE Ha CCbIJTKY Ypanutb ponb B CTPOKE Tabmmubl C UMEHEM po-

v (puc. Bknagka «Pormy **) n noaTBEpAMTE yaaneHe B AVAroroBOM OKHe.

i YpaaneHve pornen, KOTopble NPUCBOEHbI MMEKLWMMCA MNosb3oBaTenamMu (CM. pasgen
Hke °7), HEBO3MOXHO.

4.3.2 NMNonb3oBaTenu

Ha Bkrnagke NMonb3oBatenu npom3soauUTCA ynpasJrieHMe ydeTHbIMU 3anncamm nonb3oBaTenen n

Ha3HajeHve porien ana Hux (puc. Bknaaka «Monb3osaterm» 7).

F SoftControl Admin Console

®ain  Bug  OQunotpu Whopymenta O nporpamme

B2 N AEY SPOR SRR - ) OL IR S QI NE Ry F R
-
.0 | oF

Moapasaenere Mua ~ Ponu PaspelueHHIe KnveHTsl CBASaH € nonbsosarenem Windows Koausecrso napannenibHbix ceccnii

a
Mo ymonuanmo | user? | Mokasats

Mo ymonuznuo | admin | Mokasats

;

PucyHok 33. Bknagka «lMonb3oBaTtenu»

OcHoBHble onepauun C yd4eTHbIMU 3anncamm nosnb3oBaTenen OCYLLECTBIIAOTCA C NOMOLUBH rpa-
(*)VI‘-IeCKVIX KHOMOK BKJ1agKKW, npeaHa3Ha4vYeHne KOTopbiX npuseaeHo B Tabn. 6.

Tabnuua 6. AnemeHTbI ynipaBneHnsa Bknagkm «Monb3oBaTenu»

|;;:;| [NobGaButb Co3fgaHne HOBOWM y4YEeTHOW 3anmcu.
»
[

PenakmpoBatb PepaktMpoBaHne CBOMCTB BbIOpAHHOW Y4YETHOW 3amnucu.

-,

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

H Ypannt YpaaneHve BbIOpaHHbIX YYETHbIX 3anunce.

=

MepemecTnts MNMepemMecTTb BbIGpaHHOTO MOMb30BaTENA B APYroe noapasaeneHue.

[MepeyeHb nonen BKNagku npveeneH B Tabn. 7.

Tabnuua 7. Nons Bknagku «Monb3oBaTenu»

MoppasneneHve MoppasgeneHne, K KOTOPOMY NPUNUCAaH AaHHbIA NOMNb30oBaTeb.
Nwvis Mms nonb3oBatens.
Pormn Pornu, npucyLwne nonb3oBarento.

OcCHOBHble OeNCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

Co3paHune y4yeTHOM 3anucu
UTtobbl 0OGaBUTL HOBYIO YYETHYHO 3anUCb, HAaXMUTE Ha KHOMKY [lo6aBuTb (puc. Bknagka

«Monb3osatermy» °"). B nosisvBLIEMCS OKHE Ykaxute Mma nonb3osatens, seeaute Ma-

ponb yyeTHOM 3anucu n ero MoareepxaeHue. Ykaxutre Heobxoanmble Ponu aons cosga-

BaeMoro norib3oBaTterid N HaxXMUTE Ha KHOTKY anMEHMTb (pVIC. CosgaHve yyeTHOW 3anu-

cn*®). MuHMansHas ArvHa napons 3agaeTtcs B HacTpoiikax SoftControl Server. [1ns atoro
B dhanne koHdpurypauum cepsepa (C:\ProgramData\SafenSoft\Server.Config.xml) creayet
BblCTaBUTb Tpebyemoe 3HaveHve onsa napameTpa MinPasswordLength.

— &
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»~ HoBwi nonb3oEaTens X

Wz Panu
[COHSOIE'USEF l [ Cucremmsii aAMUHUCTpaTOp
MNapoae Hafnwoaarens
l [:I WHxerep
L AL L1 L)
MoaTeepxaeHue
........l l [ Akkaynr 3abnokmposan

Mapone geicteutensn go: He orpanudgeno

D Epemennbiid nonssosatent. byaet sabnokvposan: | 150220271 576 .

. TMonszosatens Windows

MNonb3oBatens He 3apaH E]

Pexcim exoga 8 Windows

Bxog Tonbko vepes 5

Bosmomxen exog vepes Windows

3Ha4EeHNA BCEX NAPAMETPOE KOPPEKTHEI

| Mpumerers | | Oruena

PucyHok 34. Co3gaHue yyeTHOM 3anucu

Obnactb MNMonb3oBaTtenb Windows 3apesepBupoBaHa A1 Oyaylwero MCcnosib30BaHUs.
CBsi3aHHas ¢ Hen YHKLMOHANbHOCTb B TEKYLLEW BEPCUM HE pearnm3oBaHa.
Bce HoBble y4eTHble 3anMcn aBToMaTUYECKN NoMeLaoTes B nogpasaenerve Mo ymonva-

HMI0. Bbl MOXeTe nepemectutb '

BbIOGpaHHy0 Y4eTHYIO 3annCb B APYroe noapasaernexHue.
B 3aBucumoctn oT porm *®, nomb3oBaTens MMeeT JOCTYN K WHpopMauum B TeKylem
noapasaeneHnn 1 Bo BCeX AOYEPHMX NoapasaenieHrsix U He MMeeT A0CTyna K MHdpopmMaumm
B pOAUTEINbCKUX NoApa3aeneHmsix.

Bbl Takke MoxeTe caenaTb YYETHYIO 3anucb BPpeMEHHON, BbICTaBUB ranoyvky BpemeHHbIN

nonb3oBaTesb W yka3aB AaTy 6rIOKMpOBKM.

PepaktupoBaHue y4eTHOM 3anucu

Utobbl M3MEHUTb CBOMCTBA YYETHOW 3anuCK, HaXMUTE Ha KHOMKY PepakTupoBaTb

(pvic. Bknagka «Monb3osatermy 7).

B nosiBvBLLEMCS OKHE M3MeHuTe Umsa nonb3oBartens wwmm namexHute Ponu B COOTBETCTBY-

toLLer obracTu, Nocne Yero HaxmuTe Ha KHonky MpumeHnTb (pyc. PegaktupoBaHve ydeT-

Hol 3areu *%). Maporib npy 3ToM ocTaHeTcs 6e3 UsMeHeHWin. Ecrm TpebyeTcs cMeHWTb na-

— &
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polb, TO BBEOAUTE HOBbIW Haponb B OAHOMMEHHOM MoJie n ero HOATBep)KﬂeHVIe.

F PepakmvpoBaHWe NonL30EaTens

s

Panu

l console_user

l D CHMCTEMHBIA 3AMUHWCTPATOP

Mapaone HabBnwopaatens
D WHxerep
l Maponk l
MNogTeepsaeHue
l MopgTeepx#aeHue napons l (] Akkaynr sabnoxmposan

Maponk geidctenTened go: He orpanuyenc

D BpemenHbiif nonbsoeatene. Byger sabnokmposan: | 2502 2027 508 .

' Monssosatens Windows '

Pexuim exoga 8 Windows

DESKTOP-63KNC18\eelagina

Bxop Tonwko wepes SoftControl
O Bosmoken exon wepes Windows

3naueHua MapaMEeTPOE KOPPEKTHEI

(oo ] |

e

PucyHok 35. PeaaktupoBaHue y4yeTHOM 3anucu

Kpome Toro, nobon nonb3oBaTesl MOXET CMEHUTb CBOW NMaposlb B OKHE, KOTOPOE MOsiB-

naeTca Npu HaxaTum Ha KHonky CMeHa naponsa B npaBom HwkHeM yriy SoftControl Admin

Console (cM. pvic. Bkragka_«[onb3osatemm» ). KHonka focTynHa Ha No6oii OTKpbITOM

BKInaake.

F Cwmena napons gns admin

Crapuli naponk:

’I'Iapcmb

Hogw# mapone:

ll'lapcmb

MoaTeepaxpenme:

’ MoaTeepxaeHme napona

PucyHok 36. CMeHa napons nonb3oBaTens

B nosiBuBLLEMCSt OKHe (puc. CMeHa_naporns nonb3oBaTtens ) HeobxoaWMo BBECTU CTa-

pbint Maponb, HoBbIK naponb 1 ero NMoareepXxaeHUe 1 HaxxaTb Ha KHONKY MpUMeHUTB.

- (]
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Mpn cmeHe napona agMUHUCTPATOP MOXET OrpaHndUTbL CPOK ero Aewncteus. [na aToro B
danrne koHdurypaumm cepBepa (C:\ProgramData\SafenSoft\Server.Config.xml) criegyeT Bbl-
cTaBuTb TpebyemMoe 3HaveHue (Korm4ecTBo AHen) ana napameTtpa PasswordValidDays (no
ymorMaHuo 60 gHen; O o3HavaeT, YTO BpeMsi AEVUCTBMSA Maposis He orpaHMveHo). MuHu-
MarbHOe BpeMs AeUCTBUSA 3adaeTcs ¢ NoMolwbto napameTtpa MinPasswordPeriodDays v
HE MOXeT BbITb OOsblLUe 3HAaYEHMs, YCTAHOBIEHHOrO Ana napameTpa PasswordValidDays.
Kpome Toro, MOXHO BbICTaBUTb 3anpeT Ha UCMOSb30BaHMe OnpeaeneHHoro Ymcrna crapbix
naponen (ot 1 go 10; napameTp ForbidOldPasswordCount).

Ecrm yyeTHyto 3anmnck Heobxoaumo 3abriokupoBaTh, BbiCTaBuTE ranodky AKKayHT 3abno-

. 4
KMpoBaH (pvc. PefakTvpoBaHme yyeTHoi 3anmen *%).

YpaneHue y4yeTHOM 3anmcu

[ns yoaneHus ydeTHoOM 3anucu Bblbepute ee, HaXXMUTE Ha KHOMKY YaanuTtb (puc. Bkrnagka

37)

«[Nonb3oBaTtenmy nnoarBepauTe yganexHme B AMasioroBoM OKHeE.

HQI/IMe‘-IaHI/Ie. Mocre yoaneHus yHeTHOVI 3annMcn co3gatb HOBYH YHETHYHO 3alnnCb C TakKUM

Xe UMEHEM MOXHO He paHee, YeM Yepes 3 roga.

MepemeleHne y4eTHOM 3anucum
[na nepemeLLeHrst y4eTHOM 3anucy Belibepute ee, HaxXmMuTe Ha kHonky MepemecTuTb 1 B
NMOSIBMBLLEMCS OKHE YKaXuTe nogpasgernieHve, B KOTOpoe Hago NepeMecTuTb AaHHOro

nonb3osaTens (puc. MNepemellgHre ydeTHo 3anmey *").

Mogpazgeneqna

BmBepwte nogpasasncHue:

[Production—Audit E

| Mpumewms | [ Ormena |

PucyHok 37. NepemeLlieHne yyeTHOM
3anucum

4.3.3 CobObITNA 6e3onacHoOCTU cepBepa

KoHcorb ynpaeneHusi no3sonsieT ouKkCcUMpoBaTh onepawmm, NpoM3BoAMMbIE Morb30BaTesiMu, 4is

AarnbHenwero aHarmsa Ha Bkrnagke CobbiTua 6e3onacHoctu (puc. Bknagka «CobbiTna_Ges-
43)

OnNacHOCTW»
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MorHbI NnepeyeHb Nonew BKNaaku NpuBeaeH B Tabrmue HKe.

Taonuua 8. NMonsa BKnaaku

Guid knueHTa

«CobbITMA 6e3onacHOCTU»

YHuKanbHbIN VI,D,eHTI/I(b/IKaTOp KIMMNEeHTCKOro npunoXxXexHusa (TOJ'IbKO ana Tmnos co0bITUIA
MoareBepxaeHne knueHTta, OTKNOHeHMe KNUeHTa, YaaneHue knueHTa, lNepeme-
IieHNe KNnueHTa B gpyroe nogpasfaeneHue).

Tun cobbitna

Tun 3aperncTpMpoBaHHOroO COObITUS:
e Havano ceccuy;
¢ KoHel ceccuu;
e Ponb co3pnaHa;
* Ponb ypaneHa,;
e K ponu po6aBneHbl pa3peLleHus;
* YaaneHo pa3pelueHUe y ponu;
¢ Bbina co3pgaHa yyeTHas 3anuch;
¢ YyeTHas 3anucb Gbina U3MEHEHa,;
¢ YyeTHas 3anucb Obina yaaneHa;
¢ MNoarBepxaeHWe KNUeHTa;
e OTKNOHEeHMne KIMeHTa;
* YpaneHue KnueHTa;
e 3anpoc Ha U3MeHeHue cepTUcMKaTa KNUMEHTa;
¢ HoBbI cepTuUpMKaAT Ha3Ha4YeH KNUEHTY;
¢ NMepemeweHne o6bLEKTa B Apyroe nogpaspgerieHue;
e Co3pgaHO HOBOe nogpas3aeneHue;
¢ MoppaspeneHue GbLINO yaaneHo;
e Co3paHMe HOBbIX HaCTpoeK;
¢ N3ameHeHMe HacTpoek AnsA noapasaerieHus;
¢ MprMeHeHMe YaCTHbIX HaCTPOEK;
¢ YaaneHbl HACTPOUKMY;
¢ HasHauyeHbl HacCTpPOWKKU noapasaeneHus;
e Co3paHue 3apaum;
e OTMeHa 3apauu;
e Co3aaH KOHTAKT;
¢ KoHTaKT nsmeHeH;
¢ KoHTakT 6bIn yganeH;
e Bbina co3gaHa HoTUdMKaums;
¢ Hotucbmkauma 6bina nsmMeHeHa;
¢ Hotucdpukauma 6bina yganeHa,;
¢ HeaBTOpM3OBaHHLIM 3aNpoc;
e HepoctaTouyHO NpaB Ha BbINOJIHEHUE 3aMpocCa;
e Owmnbka obpaboTkm 3anpoca.

Twn 3apgayn

Tun 3agaum (Tornbko Ans mnoe cobbimii CosgaHmne 3agaum, OTMeHa 3agaun).

CoobLL eHne 06 oLinbke

CoobL eHne 06 ownbke Bo Bpems 0bpaboTku 3anpoca.

MpuymHa owmndkn aBTOpM3a-
Lmn

MprymHa HEBO3MOXHOCTW aBTOpM3aLMM Ha cepBepe (ToNbKo AN TMna cobbitust Heas-
TOPM30BaHHbIN 3anpoc).

ID 3agaumn

MopsiakoBbI HOMEP 3adaym (Tonbko Ans TMnoB cobbimini CospaHme 3agaum, OTMeHa
3apgaun).

Homep nopta 3anpoca

MopT KoMMbloTEpPaA C YCTAaHOBMEHHOW KOHCOMbIO ynpasrieHnsa SoftControl Admin
Console, oT kOTOpOW NpuLLIEN 3anpoc Ha cepBep.

.
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MonHeim URI 3anpoca koHconu ynpaenenust SoftControl Admin Console, koTopbliii Gbin
OTNpaBIeH Ha cepBaep.

Mwmsa nogpasgeneHus

MoppaspeneHue, B KOTOPOE NepeMeLL eH YCTAHOBIEHHbIA KIMEHTCKUA KOMMOHEHT (TOfb-
Ko AN TmnoB cobbivn MNepemelleHMe kNMeHTa B Apyroe nogpaspeneHue, Cosna-
HO HOBoe nopapa3sfeneHue, NoapaspeneHue 6610 yaaneHo).

PaspelueHns ponu

Mepeuncnenne gobaBneHHbIX (ona TMna cobbitusa K ponn go6aBneHbl pa3peLueHuUs)
U yaaneHHbix (ong na cobbimvs YaaneHo pa3pellueHue y ponu) paspeLleHuin po-
.

ID ceccumn

KoHTponbHas cymma ngeHmdmkatopa ceccum, ¢ KOTOpOr acCoumMMpOBaHO CobbITUE.

Ums akkayHTa

Nmsi yyeTHol 3anvcu nonb3oBaTens (Tofbko Ans TMNoB cobbivii Bbina co3paHa yveT-
Has 3anucb, Y4eTHas 3anucb Gblna M3MeHeHa, YyeTHas 3anucb 6bina ypane-
Ha).

Wmsa porm

Umsa porm (Tonbko Ana Tmnos cobbituin Ponb cospaHa, Ponb yaaneHa, K ponu pgo-
6aBneHbl pa3pelueHus, YaaneHo pa3pelueHue y ponmu).

Mmsa nonb3oBatens

Mmsa nonb3oBaTtens, ¢ KOTOpbIM accounMnpoBaHO AaHHOe cobbITne.

Ums HoTudmkaumm

VmMs1 onoBell eHns (Tonbko ANst TMnoB cobbiin Bbina co3paHa Hotudukauma, Hotu-
¢dmkauma 6bina nsmeHeHa, Hotucgpmkayma 6bina yaaneHa).

Mms HacTpoek

MM§ KOHAMry paumm KIMEHTCKUX NPUIOXKEHWUI (TOMNbKO ANs TMnoB cobbivn Co3aaHue
HOBbIX HacTpoek, MI3ameHeHMe HacTpoek Ans noapasaeneHus, YaaneHbl Ha-
CTPOMKMN).

Mmsa KoHTakTa

Umsa agpecata nonyyatens onoBeLl eHuin (ToNbKo Ana TMNoB cobbitnin Co3paH KOH-
TakT, KOHTaKT ObIn naMeHeH, KOHTaKT Obin yaaneH).

BpeMFl BO3HUKHOBEHUA

[aTta n Bpemsi BO3HMKHOBEHMS COObITUS.

B pema co3gaHnAa HacTpoek

Bpemsi cozgaHmsi HAacCTPOeK KIMEHTCKMX MPUINOXEHUIA Ha cepBepe (TONbKo ANs TUna co-
ObiTMs Co3gaHMe HOBbIX HacTpoek).

Mms knneHTta

MMs KNMeHTCKOro xocTa (Tosibko ANns TmnoB cobbituin MoaTBe pXxaeHUe knueHTa, OT-
KIIOHeHue KnueHTa, YaaneHue KnumeHTta, 3anpoc Ha usMeHeHue cepTucpukaTa
KknueHTa, HoBbi cepTudmkaT Ha3Ha4YeH kKnueHTy, lNMepemelleHNe KNMeHTa B
gpyroe nogpasgeneHue).

IP agpec 3anpoca

IP-appec komnbloTEPa C YCTAHOBEHHOW KOHCONMbLIO ynpaeneHusa SoftControl Admin
Console, oT KOTOpON Npu1LEN 3anpoc Ha cepsep.

- E ]
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F SoftControl Admin Console

| &

Qaiin  Bua Ounetpe Mhopymenta O nporpamme

g% & oiay | QWS [ @0 9B @ QU
P o oo

d-dd | A

B PEMA EOSHWKHOBEHWA

20.02.2021 11:58:33 +03:00
20.02.2021 14:06:03 +03:00
20,02,2021 13;534:29 +03:00

Koney ceccmm 43109733ckadmin
Hauano cecamdal09733ctadmin
Hauano cecome7c03d7aedadmin

ARA TRYNIMPOEKM aHHBIX N0 Hel

Tun cobeimva | ID ceconn  Mma nonbsoeatens  IP-aapec zanpoca Homep nopta sanpoca URI sanpoca

L2 20.02.2027 14:01:51 +03:00  Hauano ceccuvefba1d9f1 Nladmin :
20.02.2021 14:00:32 +03:00  Koney ceccuw 15800cTebcadmin
20.02.2021 13:51:55 +03:00  Havano ceccny15800c7ebeadmin
20.02.2021 12:56:08 +03:00  NMogTeepxgenb5590f67deadmin =1 40454 https:/floc..
20.02.2021 12:55:05 +03:00  Hauano ceconnb5590f67deadmin
20.02.2021 12:52:32 +03:00  Koney ceccuw Te052d346:admin
20.02.2021 12:08:59 +03:00  Bpyunyro suiby7e052d346:admin =1 49477 httpsi/floc...
20.02.2021 12:06:57 +03:00  Wamenenne Ha7e052d346.admin =1 40472 https:/floc..
20.02.2021 12:06:42 +03:00  Cozpanue Hoel7e052d346:admin =1 49470 https:./floc...
20.02.2021 12:05:07 +03:00  Bpyunyro snibp7e052d346:admin =1 49466 https./floc...
20.02.2021 12:04:58 +03:00  Bpyunyro crem7e052d346:admin =1 49466 httpsi/floc...
20.02.2021 12:04:27 +03:00  Havano cecew7e052d346.admin U

v

Crpanvua N21 (nocneanas)

Mpowno spemeri: 00:00:01

PucyHok 38. Bknagka «Cob6bITua 6e3onacHoOCTU»

C gaHHbIMK B Tabrmue MOXHO paboTaTb € NOMOLLBHO hunbTpaLmMm Ui CO3A4aHUa 3anpocoB K base

AaHHbIX. 3TN onepaumm nogpodbHO onmncaHbl B pasgenax dunbTpaums cobbiTiii **° 1 3anpochbl_K

6a3e AaHHbIX 4.

Takxe Ha 3TOM BKIaZKe MOXHO BbINOSHUTL Crieaylolwme OeNCTBUSA:

= N3meHeHMe cocTaBa KONOHOK
Ecrm Heobxoaumas KonoHKa OTCYTCTBYeT B 3arorioBke Tabnmubl, To And Ao6aBrneHs HOBO-
ro nosis HaXXMuTe KHOMKy Bb1GpaTb KONOHKKU 1 NnepeTawyTe Tpebyemoe norse u3 okHa Bbli-

Gop KONMoHOK (puc. Buibop konoHok **) B Heobxoaumoe mMecTo 3arorioBka Tabmmubl. s

yOaneHus CyLLECTBYHOLLETO MOJA NepeTaumTe ero B okHo BbI6op konoHok, nMbo 3a npe-

Jernbl 3arornoBka Tabnmupl.
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Bmibop konoHoK

WM knveHTa
4 HTAKTA
KIma HacTpoek
" nEne
T
PaspeleHys '
v

Mma Hommdmkaumm
WMma nogpazgenenun

Kma ponw
MpuurHa ownBKY AETOPUZALIMKM
AZPELUEHIA Poau

PucyHok 39. Bbibop KONOHOK

= pynnupoBKa AaHHbIX
MHdopmauma Ha BKNagke MOXeT rpyrnnupoBaTbCs Mo BCEM MOSEIM (KaTeropusam), Kpome
nonst Bpemsi BO3HUKHOBEHUSA, And yaobcTBa npocmoTpa. s rpynnMpoBKy Mo KaTeropu-
AM nepeTaLlmTe 3arofloBOK KOSIOHKM Ha MaHerb, PacroSioXXeHHYI0 Mexady 3arorioBKOM Ta-
43
)

6rmubl 1 rpynnor KHoMok Bkaaku (puc. Bknagka « CobblTua 6esonacHoctuy ). Ecrm rpyn-

NMpoBKa Npon3BoaAnUTCA MO HECKOJIbKAM KaTeropmuam, 10 NpUopUTeET (BJ'IO)KeHHOCTb KaTtero-

p|/||7|) YMEHbLAETCA CrieBa HanpaBo B 3aBUCUMOCTU OT pacCnoJioXXeHUA Ha NaHesn.

4.4 KnueHTtbl

Bknagka KnueHTbI CryxuT Ana ynpaBrieHUst perncTpaumnen KImeHTCKUX NPUIoXKeHu, nepemeLle-
HUEM VX B MoapasfeneHusi, OTCIEXMBaHUS cTaTyca W NofydeHust MHopMaumm O XocTax, Ha KOTo-

PbIX OHM ycTaHOBMeHs! (puc. Bkmagka «Knmentbi» *%).

OcHoOBHblE onepauun ¢ KIMMeHTCKMMK KOMMNOHEHTaMN OCYLLECTBJIAOTCA C NMOMOLLBIO rpacbvlqecmx

KHOMOK BKJ1agKKW, npeaHa3Ha4vYeHne KOTopbiX npuBseaeHo B Tabn. 9.

Tabnuua 9. dnemeHTbI yripaBrieHUA BKNnaakm «KnmeHTbI»

Fopsayve kna-
HasBaHue
BULIX

E Yaanuts YaaneHne BbIOPaHHbIX KITMEHTCKMX KOMMOHEHTOB 13 B/I. Delete
w Opobputs OpobpeHre perncTpauum KNMeHTCKOro KOMMOHEHTa Ha cepBepe.
% OTKNOHUTL OTKNOHEHNE perncTpaumm KIMEHTCKOro KOMMOHEHTa Ha CepBepe.
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= Mepemell eHne BbIOpPaHHbIX KITMEHTCKUX KOMMOHEHTOB B roe
“n MNepemecTTs pemeti P Apy
J rogpasaerneHue.
= O6HoBREHME MHANBMAYANBHOIO cepMdmKaTta KMMEHTCKOro KOMIMo-
L CepTtudmkar AnBuay pmdm
HeHTa.
ﬁ Jlor cobbimnin Bbi3oB Bknagku Jlor ons BbIGpaHHbIX KOMMOHEHTOB.

)~ SoftControl Admin Console

®aiin  Bua OuneTpe  Mhcipymentsl O nporpamme

8% | & oA | DO | @E oI B @l
s |

ID Moppasaenesue Mua

12 1 Mo ymonuanmio  DESKTOP-63K...

2 | Moymonuaruro | DESKTOP-63K...

g RO | RE

Tun kaventa | Tun HacTpoek | Bepcus npoayxia | Cratyc

TepeTAHUTE CrOAA MLILIKOH 3ATOMOEOK KOMOHKM ANA TPYNNMPOEKK AGHHEIX NO HEH

Wamenen

SysCmd  Hacipoimnos 60580

Axtvsen 01.02.2021 1

Cramuposann ETNGSENEIN
Mpopune  ETUNSGENEIN
Obnoencrne  ETNNGOENEIA

[r———

SysWatch  Hacrpoiiku nog

6.0.58.0

Axtveen

01.02.2021 16:59:30 192.16...

A ————————i)
SR

PucyHok 40. Bknagka «KnueHTtbI»

MonHbIN NepeYyeHb Nonewn BKNaaky npueeneH B tadn. 10.

Tao6nuua 10. Monsa Bknankun «KnueHTbI»

UH

[MopsiAKOBLI HOMEP KIIMEHTCKOro XocTa.

Moppasgenexue

I'Iop,pas,qeneHme, K KOTOPOMY npuHagnexut KITMEHTCKMUN KOMMOHEHT.

Nma

MmMa KnneHTCcKoro xocTa.

Tun kKnneHTa

Tun YCTaHOBJIEHHOIO KIMMMEHTCKOro KOMrnoHeHTa Ha JaHHOM KJIMEHTCKOM XOCTe:

e SysWatch — komnoHeHT npoakmeHou 3aL bl (SoftControl ATM Client / Endpoint Client /
SClient);

e DLP — komnoHeHT cbopa gaHHbIx (SoftControl DLP Client);

¢ SysCmd - KOMNOHEHT yAareHHOro BhbINOMHEHUs1 KOMaHg, 1 ooMeHa dannamu (SoftControl
SysCmd).

Tun HacTpoek

Tvn KOHAMIypaLmm KIIMEHTCKOrO KOMTOHEHTA:
¢ HacTtpoiiku nogpasgeneHus — HacTPolkK, obL e Ans NofapasaeneHunsi, KOTopoMy npu-
HaANEXMNT KIUEHTCKMIA KOMMOHEHT;
¢ YacTHble HaCTPOWKU — HACTPOMKU, UHAMBUAYANbHbIE OISl KMMEHTCKOTO KOMTOHEHTa, He-
3aBMCKMO OT NnofpasfesieHuns;
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¢ JlokanbHble HACTPOWUKMU — HACTPONKMW, U3MEHEHHbIE JIOKAIIbHO ANS KMMEHTCKOrO KOMMO-
HeHTa TMNa SysWatch.

Bepcus npoaykta

Bepcus yCTaHOBNEHHOMO KIMEHTCKOrO KOMMOHEHTA.
Ecnn Bepcusa komnoHeHTa Hwke Bepcumn SoftControl Admin Console, AaHHasa s4yenka nogcee-
YMBaETCH KpacHbIM LIBETOM, €CIN BbilLE — OpaHXeBbIM.

Cratyc

Bo3MOXHbIe CTaTyChbl, OTpaxatoL ue TeKkyLlee COCTOAHME KIIMEHTCKOro KOMMOHEHTa:

e OxunpaeT pelleHUA: OT KIMEHTCKOro MpUMoXeHUs MOoflydeH 3anpoc Ha peructpauumio,
oXunaaeTcH pelleHne agMuHMcTpaTopa.

e OpobpeH: 3anpoc Ha perucTpaumio OT KIIMEHTCKOro MPUIOXKeHns ofobpeH agMuHUCTpa-
TOpOM.

e OTKINOHEH: 3anpoc Ha perncTpaumio OT KIMEHTCKOro MPUIOXEHUS OTKMOHEH afMWHU-
CcTpaTopoM.

® AKTMBEH: 3a MNOCrieaHUA OTPe30K BpeMEeHW, paBHbIN YABOEHHOMY 3HAYEeHWIO0 MHTepBana|
obpallieHus_knueHTa k cepsepy %%, 3admkcupoBaH akT yCTaHOBKM CBSI3W 3aperncTpu-
POBaHHOMO KIMMEHTCKOrO MPUMOXEHUSI C CEPBEPOM.

e OcTaHOBMEH: 3a NOCIELHUA OTPE30K BPEMEHMW, PaBHbIA YABOEHHOMY 3HAYEHWI0 UHTEP-
Bana_obpallleHus KnveHTa k cepeepy %5, He 3adwmkcupoBaH dhakT YCTaHOBKMN CBSA3M 3a-
perucTpMpoBaHHOrO KIMEHTCKOro NpUoXKeHnst C CepBepoM.

WHdopmaums

JononHutensHas MHGopMaLmsi N0 COCTOAHUIO KIIMEHTCKOTO KOMMOHEHTA.
Ons komnoHeHTa Tna SysWatch umeert cnegyoulne nokasarenu:
e 3awmTa — CcTaTyC NPOAKTVBHON 3aLLUTbI.
— BknroyeHo: 3allTa BKMIOYEHa NO BCEM 0BracTaM KOHTPONS;
— OTKMIOYEHO: 3alMTa OTK/oYEHa N0 BCEM 0BMacTaM KOHTPOSS;
— YacTtuyHo: 3allnTa BKMIOYEHA MO YacT 0brnacTen KOHTpons.
e CkaHMpoBaHMe — CTaTyC MocredHen Mo BPEMEHW 3adayn aHTMBUPYCHOrNO CKaHMpOBa-
HUS.
¢ Mpodmnb — cTaTyc nocnegHen No BpeMeHN 3agayun cbopa npodmns (aBToMaTU4ECKOM
HacTPOWKM).
— BbInonHsieTcA: 3agaya Haxo4UTCS B NPOLECCE BbINOMHEHWS;
— OcTtaHOBReHO: 3afa4a OCTaHOBMEHa Nonb3oBaTenem;
— 3aBepLUeHO: 3aJa4a yCrneLlHO 3aBepLUeHa;
— OwwmbKa: BO3HMKIA OLLMOKa B NpoLiecce 3anycka Unm 3aBepLUeHns 3agadun.
Cratyc Het uHdopmauum gna onepaumii CkaHupoBaHue, Mpocdunbs 1 O6HOBRNeHue
03Ha4aeT, YTO yKasaHHble AeCTBUSA He MPOM3BOAMINUCE C MOMEHTa PerncTpaummn KrmeHTCKO-
ro NpUrNoXeHusi Ha cepeepe.
[nsa komnoHeHTa TMNa DLP umeeT cnegytow ne nokasartenu:
e HabnropgeHue — cTaTyCc aKTMBHOCTV HabnMo4eHUs.
— Bknro4veHo: HabnogeHMe BKIOYEHO MO BCeM obrnacTtam cbopa gaHHbIX (He BKIOYaeT
B cebsa nogkaTteroputo CbEMHbIX HOCUTENEN);
— OTKNIO4YeHO: HabntogeHNe OTKMIYEHO NO BCeM obracTamM cbopa AaHHbIX;
— YacTtuyHo: HabmogeHve BKMIOYEHO No YacTv obnacTen cbopa AaHHbIX.
WHopmaumsa no o6HOBEHNIO NMPUCYTCTBYET Y BCEX TUMOB KIIMEHTOB:
e O6HOBNEHUe — cTatyc NocrnegHero No BpEMeHN OOHOBMNEHNST KOMMOHEHTA.
— YcTtaHOBRNEeHO: 0OHOBMNEHME ObINO YCNELLHO YCTAHOBIIEHO;
— He HanpeHo: OGHOBMNEHWS A1 KOMIMOHEHTA HE HANOEHbI;
— Mepe3arpy3utb: HeobxoanmMa nepesarpyska KIMeHTCKOro XocTa Ans 3aBepLueHus ob-
HOBNEHWUS.

MN3meHeH

BpeMﬂ perncTpauum nocnengHero cobblns Bbl6paHHbIM KIMMEHTCKMM KOMIMOHEHTOM.

IP agpec

IP-agpec KrnMeHTCKOro xocTa.

-— ¥ ]
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DNS

CeTeBoe MMs KMMEHTCKOro XxocTa B paboyen rpynne nmMbo JOMEHHON CeT.

KonnyectBo gHen o
OKOH4YaHuA NMMueH3nmn

KonnuectBo gHeN, OCTaBLUMXCHA A0 UCTEYEHUS Cpoka AEVCTBUS TeKyLlero fMLEH3VOHHOro
KIto4a KITMEHTCKOro MPUIOXKEHUS.

CocTtosiHue HaCTpoOeK

Cratyc NpMMEHEHUsI HAaCTPOEK KIMMEHTCKOro MPUITIOXKEHMWS, NOSlyYEHHbIX UM CO CTOPOHbI Cep-
Bepa SoftControl Server. O6HOBNsIETCA ANHAMUYECKM NPU KaXOOM U3MEHEHUM HACTPOEK Ye-
pe3 koHconb ynpasneHus SoftControl Admin Console. Bo3aMOXHble COCTOSHUS:

* NPUMEHEHbI YCNELHO;

* OXumpaaHue OTBETA;

Cpok genctBus ceptm-

dwmkaTa

[ata, 0o KoTopoun AecTBUTENEH NHOMBUAYAMNbHBIN CEPTUCMKAT KIIMEHTCKOrO NMPUIIOXKEHUS.

KommeHTapui

Mone ans BBoAa KOMMEHTapUs K BbIGPAHHOMY KITMEHTCKOMY KOMMOHEHTY.

YHukanbHbI 1D
yCcTponcTBa

YHUKanbHbIA MOEHTUGMKATOP KITMEHTCKOrO KOMMOHEHTA, KOTOPbI aBTOMaTM4eCKM NpucBavBa-
eTcs emy npuv nepBom obpalyeHumn k cepaepy SoftControl Server.

CraTyC NOCTOSIHHOTO
coefuHeHus

Bo3moxHbIe CTaTyCbl, OTpaxawLlie NCnornb3oBaHve onumn [depxaTb NOCTOAHHOE Coeau-
HeHue ¢ CepBuCHbIM LleHTpoM (cM. pasaen O6uivne HacTporkm 85):

e AKTMBEH: nocTtosiHHoe coeaunHeHue ¢ SoftControl Senice Center BkntoY€eHo;

e OctaHoBneH: noctosHHoe coeguHeHne ¢ SoftControl Service Center oTkno4eHo.

3anpemTb nokanbHoe
ynpaBreHne HacTpou-
Kamm

MHavkaTop ynpaBneHus HacTpOMKaMmM KIIMEHTCKMX XOCTOB. [anovka B AaHHOM Mofie o3Haya-
€T, YTO YNpaBnaATb HAaCTPOMKaMmn MOXHO Tonbko vepes SoftControl Senice Center.
BkrioyeHre 1 OTKMOYEHUE OaHHOW ONuMM OCYLLLECTBISIETCA Yepe3 HaCTPOWKU KIMEHTCKUX
npuroxenuit (cM. pasaen Hactpoiiku SoftControl SysWatch 7).

OcCHOBHble OeNCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

= ynpaBrieHre NpoLLeccom permctpaumm 2 ;

»  npepeMelLeHVe B nodpasfenerus 2

" yrpaBJSieHWe CUCKOM (hanros, paspeLLeHHbIX K 3aMyCKy 2

JononHutenbHble AeNCTBUS, BO3MOXHbIE Ha JaHHOW BKIaaKe:

PaboTa ¢ HeCKOJIbKMMM KOMMNOHEHTaMM

Bknagka nossosnsieT pa6OTaTb KaK C 0gHUM, TaK U C HECKOJTbKUMU KITMEHTCKNUMWN KOMIMOHEH-

TaMW. ,D,J'IFI BbIMOSHEHMSA AENUCTBUN HA HECKOSTbKMMWN KOMMOHEHTaMM Bbl6epI/ITe nx ¢ nomMo-

LU0 OZIHOTrO U3 CNOCcOobOB BhiAENeHNs U NpousBeauTe TpebyeMble OencTBUs:

® BblAeJieHne HECKOJIbKNX NPOU3BOJIbHbIX KOMIMOHEHTOB: 3aXXMUTE KIlaBULLY Ctrl Ha kna-

BraType u Bblaernte Tpe6yeMb|e KOMMNOHEHTHI,

" BblgerneHne anana3oHa KOMMOHEHTOB: Bbl6epVITe HepBbIVI KOMMNOHEHT Anana3oHa, 3a-

xmute knasuwy Shift Ha knaBraType 1 BbIGepuTe NOCNegHW KOMMNOHEHT Avana3oHa.

- (]
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FpynnupoBKa faHHbIX
MHdopmaumsa Ha BKagke MOXET rpynnmpoBaTbCA MO onpeferieHHbIM nonam Ans yaob-
cTBa oTobpaxeHus. MonsimMn, N0 KOTOPbIM BO3MOXHO NPOM3BECTU FPYNMMPOBKY (KaTeropusi-
mu), aenatotca NMoapasaeneHue, Tun knueHTta, Tun HacTpoek, Bepcus npopaykra,
Crartyc, IP agpec, DNS, KonuyectBo AHe A0 OKOHYaHUsA nuueH3uu, CocTtosiHue
HacTpoek 1 KommeHTapui. [1na rpynnpoBKmM Mo yka3aHHbIM KaTeropusam nepetaumre 3a-
rOSIOBOK KOMOHKM HA MaHenb, pacrosfioXKeHHYI0 MeXay 3arofioBKOM Tabnmubl 1 rpynnon KHO-
nok Bkragku (puc. Bknagka_«Knventbi» *®). Ecrm rpynnupoBKa NPOU3BOAWTCS MO HECKOMb-
KMM KaTeropusim, To NpuopuTeT (BFIOXXEHHOCTb KaTeropui) yMeHbLLIAEeTCs CreBa Hanpaso B

3aBUCMOCTU OT PacCrioJyioXKeHUsA Ha naHesn.

NMpocmMmoTp XKypHanos

3

Orna oTkpblTva BKmagku Jlor cobbimuin ' co cnvckoM cobbiTin Bbigermte Tpebyemble

KOMMOHEHTbI U BbIMOSHATE OAHO U3 CreayoLmX AeVCTBUNA:
® HaxMmuTe Ha KHoOmMKy Jlor coBbITUI B rpynne KHOMOK Bkradku (puc. Bknagka_ «Knven-
Thi» 46 );
® Bbl30BUTE KOHTEKCTHOE MEHIO HaXKaTueM MPaBOW KHOMKM MbILLM Ha CMNCKE KOMMOHEH-
TOB 1 Bblbepute komaHay NMokasaTb COObITUA.
Mpw OTKPBITUM CriMcka COBbLITUN B 3aroroke Bkraaku Jlor ™ oToBpaxaeTca KOrmM4ecTBo

BbIBGPaHHLIX KOMMOHEHTOB (pyc. Bknagka «KrveHTbl» ).

MpocmMmoTp AaHHbIX npoduna

Bblgenute HyXXHbI IPOUrb 1 BbI3OBUTE KOHTEKCTHOE MEHIO HaXaTueM MpaBOoWn KHOMKOW
Mbln. Beibepute komaHgy MpocmoTp AaHHbIX npoduna. OTkpoeTcsa Bkragka [aH-
Hble NPOMUNA CO CNNCKOM X3LLFCYMM, BKITOMEHHbIX B BblIOpaHHbIN Npodurb. [pu Heob-
XOAMMOCTW HacTpounTe purnbTp AN 0ToBpaXeHns HyXHbIx 3anucen. BHn3y Haxogutcsa ru-
nepccoblfika AkcnopTupoBaThb BbIGOPKY B chann. Haxmure ee, 4tobbl co3gaTb dhann
XML ¢ 3anncamn, cooTBETCTBYIOLWMMU 3aaHHbIM HacTporkaMm purbTpa. Takke Bbl MO-
XeTe ygammMTb 3anvMcu WM CKOMMPOBAaTb  Hy)XXHble KOHTPOSbHble CyMMbl, Bbl3BaB

KOHTEKCTHOE MEHIO HaXXaTnem rnpaBom KHOMKOW MbI L.
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P SoftControl Admin Console

®ain  Bug Ownetpm  Whoapymente O nporpamme

[fe% Fofa | AQks S8 407 B @l

-
Bpemna nocneanerc obnosnenwa:  2/2/2021 10:44:16 AM

' DunsTp

[ Nokaseisats sanvew 3a nepuos: [ 01.02.2021, 12:38:07 E’[ 02.02.2021, 10:16:56 E

Vs haiina conepouT: [

(] Fiyme x ity coaepacn: | |
Aaw-cymma daling Wma daiina Pazmep daiina Bpems goGasnstma MyTs & daiiny
AAF648BOBCAF2A539F3FBACSS1E.. SOS.DLL 716432 | 02,02.2021 10:16:24 \DEVICE\HARDD\SKVOLUMEB\W\NDOWS.DLD\WINDOWS\WINSXS\XE&’
CH5EBFESBOT3F329AE3AB470FFF.,. WEBENGINE4.DLL 511664 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUME\WINDOWS.CLCVWINDOWS\WINS X588
CB109C43DDEA2CFISFEDCTIEAR.., WEBENGIMEDLL 24744 02,02.2021 10:16:41 \DEVICE\HARDDISKVOLUME\WINDOWS.CLCVWINDOWS\WINS X588
AC9DB44670DC2A47B24ACTESTVE.. WMINET_UTILS.DLL 42168 | 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUMES\WINDOWS.CLOVWINDOWS\WINSXS'X86)
2730647674998B0E43E64C9288F6... WORKFLOWSERVICEHOSTPERFOR... 87328 | 02.02.2021 10:16:41 ADEVICE\HARDDISKVOLUME3\WINDOWS.CLCYWINDOWS\WINSXS\X86
ECAQADTOFTCBBA3ALD29FFOESA..  WPFGFX_V0400.0LL 1691824 | 02.02.2021 10:16:42 ADEVICE\HARDDISKVOLUME3\WINDOWS.CLCYWINDOWS\WINSXS\X86
224C713088986CT3E0693CT6A39... PRESENTATIONCORE.DLL 3485536 | 02.02.2021 10:16:47 \DEVICE\HARDDISKVOLUMES\WINDOWS.CLCVWINDOWS\WINSXS\X86)
BO4DTOAFTAD3B0OAZ3C318DEAEC... SYSTEM.DATADLL 3332784 02.02.2021 10:16:54 \DEVICE\HARDDISKVOLUMES\WINDOWS.CLCVWINDOWS\WINSXS\X86)
OD8EE35F77EDOA3ABE131A4ABC... SYSTEMWEB.DLL 5376680  02.02.2021 10:16:55 \DEVICE\HARDDISKVOLUMES\WINDOWS.CLCVWINDOWS\WINSXS\X86)
D99D64F30A52B4F3DAD2990690...  PRESENTATIONHOST.EXE 244234 | 02,02.2021 10:16:56 \DEVICE\HARDDISKVOLUMES\WINDOWS.OLCVWINDOWS\WINSXS\X86 =
v
s | >
Crpariua w423 [EBER .. 420 421 422 IR Sxcnopuposars eebopxy & daiin

; -

PucyHok 41. Bknaaka «[laHHble npoduna»

4.4.1 YnpaBrneHune npoueccom permctpauum

YnpaBrieHve NpoLeccoM perucTpaumm BkroYaeT B cebs crieaytouyie AeACTBUS:

< MoAaTBepxaeHue perncrpaumm
Bbibepute B crnucke TpebyeMble KIMEHTCKUME KOMMOHEHTbI, HaxoAsLMecsi B COCTOSIHUM

OxunpaeT peLleHUs, 1 HaxXMUTe Ha kHormky Opo6puTh (puc. Brnaaka «Kmventbl» *%).

Mone CtaTtyc nocre NoaTBEPXAEHUA perncTpauum BblopaHHbIX KIIMEHTOB M3MEHSET CBOE
cocTtosiHne Ha OpobpeH.

Mpu criegytolem nosydeHUM 3anpoca OT KIMEHTCKOrO KOMMOHEHTa MPOUCXOAUT NpOBepKa
ero ceptudgukarta %5 aCrm OH 06N, TO cepBepHbIn kKomnoHeHT SoftControl Server Bbiga-
eT HAMBMayanbHbl cepTudmkaT Ang aBsTopusaumm Ha cepsepe. [Npu cregytoem obpalle-
HUM KIMEHTCKOrO KOMMOHEHTa (C MHAMBUAyansHbIM CEPTUUKATOM) ero CTaTyC U3MEHSETCS
Ha AKTUBEH. C 3TOro MOMEHTa KIMEHTCKUA KOMIMOHEHT CYMTAeTCs BBEAEHHbIM B 3KCMIya-
Tauuo: Mexay CeEpBEPOM WU KIMEHTOM YCTaHOBSEH 6e30MnacHbin 3awmdpPOBaHHbIN KaHarn

CBA3N.
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OTKNOHeHUue perncTpauumu
Bbibepute B crnucke TpebyeMble KIMEHTCKME KOMMOHEHTbI, HaxoAsLMecsi B COCTOSIHWM

OxupaeT peLeHUs, N HAXMUTE Ha KHOMKY OTKNoHUTb (puvic. Bkrnaaka «KrveHTbi» *%).

Mone CtaTyc nocre OTKIIOHEHMS perncTpaummn BblbpaHHbIX KIMEHTOB U3MEHSAET CBOE CO-
cTosiHne Ha OTKINOHEH, N UX AarnbHelnwee B3aMMO4eNCTBME C CEPBEPOM NpeKkpaLpeTcs.
Mocre OTKMNOHEHMS perncTpaumm NOBTOPHYIO MOMbITKY MOXHO COBEPLLMTL TOSbKO Crieayto-
LM oBGpasom:

1) Ypanure KnmeHTckne KOMMoHeHTbl 13 B ¢ NoMOoLLb0 KHOMKN YAAnUTb.

2) MoBTopUTE NpoLieaypY pervcTpaLmmn Ha cepeepe ¢ 06LLMM CepTUUKATOM 222,

Ob6HoOBNEeHMe KNMeHTCKOro ceptudukara
Bbibepute B cnmcke Tpebyemble KIMEHTCKME KOMMOHEHTbI, HAXOOAWMECH B COCTOSAHMN AK-
TUBeH Ui OCTaHOBNEH, 1 HAaXMVTE Ha KHomKy CepTudmkat (pvic. Bknagka «KmveHTbly *°

)

Mone Cpok aenctBusa ceptudumkaTta obHOBSETCA Mocre crieaylowero obpaleHus K-

EHTCKOrO KOMMOHEHTa C HOBbIM MHAMBMAYanbHbIM cepTudukaToM *?. Mpu 3TOM UCMOSb30-

BaHve npenbiayuero CepTI/I(bMKaTa CTaHOBUTCA HEBO3MOXHbIM B CBA3U C €ro rnomMmeLieHnmem

B YepPHbIN CMMCOK.

YaoaneHue KNUEeHTCKOro KomnoHeHTa u3s bl
Bbibepute B cnucke Tpebyemble KIMEHTCKME KOMMOHEHTbI U HAXKMUTE Ha KHOMKY YAaanuTb

(pvic. Bknaaka «KrimeHTbl» *%). Mpu 3TOM He NPOMCXOaWT OT3bIBA KIMEHTCKOTO cepTudmKa-

Ta %5 1 yepes MHTEpBan obpaLLeHVs KIMeHTa K cepBepy B KOHCOMM ynpasneHus SoftControl
Admin Console BHOBb 0TOOpasaTca yoaneHHble KOMMOHEHThI B cTaTyce OXxupaeTt pele-
Hus. [1na NnonHOro BbIBOAA KIMEHTCKMX KOMMOHEHTOB M3 3KCnyaTauum Heobxoamma cregy-
loLwada nocnegoBaTeribHOCTb AEUCTBUNL

1) MomecTuTe VHAMBUAYANbHBIA cepTUdUKaT 2° KIMEHTCKOrO KOMMOHEHTA B YepHbI
y

CMMCOK C MOMOLLBHO KHOMKM OTKNOHUTL.

2) Ypanute KIMeHTCKMe KOMMOHEHTbI 13 B[] ¢ noMoLLbo KHOMKN YaanuTb.
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4.4.2 MNepemelweHne B nogpasaerieHus

,D,J'IFI nepemMeLleHnA Bbl6paHHbIX KIMMEHTCKNX KOMMOHEHTOB B Apyroe nogpasgerieHne, Haxmmre Ha
KHOMKY nepeMeCTVITb 1 B NoABMBLLEMCA OKHE Bbl6epl/ITe 13 BblMadaoLero cnncka Heobxoammoe

noapasaeneHvie (puc. Boibop noapasgenenus And nepeMeLleHns KOMMoHeHTa °2).

i Mpw nepeMeLLeHUM KIMEHTCKMX KOMMOHEHTOB B ApYyroe noapasaerieHne Ux HacTpoViKu aB-

TOMATUYECKN NBMEHAIOTCA Ha KOHdJI/IpraLI,I/II'O JaHHOIro nogpasgerieHn4a.

Ecrmy Bac ecTb paspelleHre nepeMeLwaTb KIMeHTbl BHYTPY CMEXHOM rpynnbl, HO HET pas-

peleHnsa nepemMelliaTb KIMEHTbI B MPOU3BOJIbHbIE nogpa3aerieHnd, npu nonbiTke nepeme-
CTUTb KIMEHT MeXOy ABYyMA noapasgesieHnAMn, He HaxoaAaWwMncA B OHOW CMEXHOM rpyn-

ne, 3anpoc He 6y/:|,eT BbIMNOJIHEH.

Noppazpeneqin

EwiBepuTe nogpasaeneHue:

I ProtectionTest E

| nNpumenms | [ Ommera |

PucyHok 42. Beibop nogpasgeneHus ansi
nepemMelleHMA KOMMNOHEHTa

4.4.3 YnpaBneHue CNUCKOM pa3pelueHHbIX channos

SoftControl Admin Console no3sondeT NOMAy4nTb CNUCOK (halroB, paspeLleHHbIX K 3amycky Ha
KOMMblOTEPE C YCTAHOBIEHHBIM KIMEHTCKMM npurioxeHnem SoftControl SysWatch, n npu Heobxo-
AVMOCTM OTO3BaTb paspeLleHns A5 BbIOpaHHbIX (hanmioB.

[na nonyyennsa cnucka annoB LLESNKHATE NPaBOW KHOMKOW MbIM N0 TpebyemMomy KiMeHTCKOMY
npurnoxeHuto SoftControl SysWatch n B koHTekcTHOM MeHIo BbiGepuTe komaHay NMpocmMoTp AaH-
HbIX npodunna. [laHHoe JencTBMe OTKpbIBaeT BKNaaky AaHHble npoduna ana <UMsa_KnueHT-

cKoro_npunoxeHusa> (puc. Bknagka «[JaHHble_npodunia ang...» e ). Ans Havana cbopa npodu-

————an
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N9 HAaXXMUTE Ha KHOMKy 3anpocutb obHoBneHue. B npouecce cbopa aaHHbIX SoftControl Admin
Console nokasbiBaeT NpuMepHoe BpeMsi O OKOHYaHuA cbopa. Cnmncok hanroB CoAepXUT crieay-
IOLLYI0 OOMOSHUTESNbHYIO WMHpopmauuio: nma daina B MOMEHT [oGaBneHuss B CMMUCOK, €ro
KOHTPOSbHasi Cymma, NoSHbIN NyTb, AaTa gobaBreHus, pasmep, a Takke drar, ykasblBatoLmi,

66111 1m chann gobasneH B npodurns nHcTanaTopom (1) nnm B npouecce cbopa npocunsa (P).

F SoftControl Admin Console

daiin  Bua ®uaetpe  Meoapymenta O nporpamme

g% Hasay  AOuN | @8 400 Bl @l
.

Bpems nocnearero obrosnenwa:  2/2/2021 10:44:16 AM

( DuaeTp )]

[ Mokasisars sannc 3a nepros: (01022021, 123807 || 02022021, 101656 |l

D Wms Daiina coaspsmT: I

[ My™s x daiiny conepsur: I 1
Xsw-cymma daiina Wmn daiina Pasmep daiina Bpems gobaeneqma MMyTe k dainy
A4FG4BBOBCAF2A539F3FBACSS1E... | SOSDLL 718432 02.02.2021 10:16:24 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
C65EBFESBOTIF329AE3AB4TOFFF... | WEBENGINE4.DLL 511664 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
CB109C45DDEA2CFIBFEDCTIEAB..,  WEBENGINEDLL 24744 0202.2021 10:16:41 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
ACODB4467DC2A4TEZAACTESTTE..  WMINET_UTILS.DLL 42168 | 02,02.2021 10:16:41 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
2730647614908B0E43E64CO288F6.., WORKFLOWSERVICEHOSTPERFOR... 87328 | 02,02.2021 10:16:41 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
ECADAOTOFTCE8A3A4D2ZOFFOESA.., | WPFGFX_V0400.DLL 1691824 | 02.02.2021 10:16:42 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
224C713088986C73E0693CTHA30... | PRESENTATIONCORE.DLL 3485336 | 02.02.2021 10:16:47 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
BO4DT79AFTAQ3B0AZ3C318DEAEC.., | SYSTEM.DATA.DLL 3332784 | 02.02.2021 10:16:54 \DEVICE\HARDDISKVOLUME3\WINDOWS.OLDWINDOWS\WINSXS\X86
ODSEE3SFTTEDOA3ABE131A4ABC.., | SYSTEMWEB.DLL 5376680 | 02.02.2021 10:16:55 \DEVICE\HARDDISKVOLUMES\WINDOWS.OLDWINDOWS\WINSXS\X86
D99D64F39A52B4F30AD2990690... | PRESENTATIONHOST.EXE 244224 02.02.2021 10:16:56 \DEVICE\HARDDISKVOLUME\WINDOWS.OLDWINDOWSWINSXS\X86
v
- ) L
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PucyHok 43. Bknagka «[JaHHble npocdpunsa gna...»

[nsa npocmoTpa cnucka hanrnoB 3a onpeaeneHHbIv nepuoa BpeMeHn Bbibepute Tpebyemble aathbl
B nosie ®unbTp. Bbl Takke MoxeTe ykasaTb B puUrbTpe YacTb MMeHn hanna v nytu K Hemy. [ns
TOro 4ytobbl 0TO3BaTb paspeLleHUss Ha 3anyck Ana Kakmx-rmbo parnos, BblAENMTE KX, UCMOMb3YA

knasuwm Shift n Ctrl, u B KOHTEKCTHOM MeHIO Bblibepute KoMmaHay YaanuTb BblOpaHHbIe.

4.5 NMoppaspeneHus

Bknagka MoapasaeneHns npegHasHayeHa o rpynnupoBaHns KIMEHTCKMX KOMIMOHEHTOB MO Tep-

puUTOpUanbHOMy, aAMUHMCTPATUBHOMY UMM MHOMY NpUaHaky (puc. Bknagka «Moapasaenexus» °%).

Kpome Toro, Ha BKnaake Npov3BOAMTCS NpUBSi3Ka NnoapasaerneHuin K onpeaeneHHbiM Habopam Ha-

CTPOEK U reHepaLus 0aHOPa30BbIX Napore.
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F SoftControl Admin Console

@aiin  Bna Ounetpm  Whctpyments O nporpamme

g8%  HodA | RO | @38 400
-

\4’:)' | T\ Jea) | | Lﬂ%‘

Vs Mma Hactpoex Beayliee noapaaenesme v | KOMMUECTEO KAMEHTOS

%, D

B Mo ymonyanmto Mo ymonuakino 0

South MaintenaSouth Maintenance Mo yron4armo 0

South Regular South Regular updated Mo yron4armo 1

PucyHok 44. Bknagka «lMopgpasgeneHus»

B nporpamme Bcerga cylecTByeT Kak MUHUMYM oOHO nogpasfeneHve — Mo ymonuaHuio; ero
yoarneHie HeBO3MOXHO. Bce HOBble KIMEHTCKME KOMMOHEHTbl aBTOMAaTUYECKV MOMELLAOTCS B
[aHHoe noapasaeneHve. B ganbHerweM aaMUHUCTPAToOp MOXET co3aaTth Tpebyemyto nepapxude-
CKYI0 CTPYKTYpY noapasaeneHui (C nobbiM YpOBHEM BIIOXKEHHOCTM), UCMONb3ys kHonky Mepeme-
cTuTb. Kaxxgomy nogpasaeneHno npy Co3aaHm HasHavyaeTcs KOHUrypaums (HaCTPOWKM) KIMEHT-

CKMX NPUIIOXKEHWUIA.

OcHoBHble onepauunn ¢ nogpasgerieHnaMmn OCyleCTBITAKOTCA C NMOMOLLBHO I'pa(bl/l‘-IGCKVIX KHOMOK

BKIAAKW, NpeaHa3HavYeHne KOTopbIX npyeBeaeHo B Tabn. 11.

Tabnuua 11. AnemeHTbl ynpaBneHusa Bknagku «MNoapaspeneHunsi»

n

[:;:] No6asuTs CosfaHne HOBOro NoapasaeneHus.
b 3
PenaktupoBaTtb PenakmipoBaHvie CBOMCTB BbIGPAHHOIO nogpasaeneHus.
-
H Yaanuts YpnaneHue BbIOpaHHbIX NOApa3geneHni.

nepeMeCTMTb Bbl6paHHoe nogpasaeneHve B apyroe. Henb3asa nepemMelliatb
- nepeMeCTVITb nogpasaeneHue Mo YMOJT4aHUIKO, a TakXKe poauTesibCkoe nogpasaeneHme B
ao4vepHee.

5 O Hopa3oBkIi Napork A

—— OTKpbITE OKHA reHepaTopa O4HOPAa30BbIX Napornen.
s |SysWatch P PaTOPa ORHOP P

: OpnHopa3oBbIn Naporb Ans .
i OTKpblTME OKHa reHepaTtopa naporier Ansi pa3briokMpOBKM KraBuaTypbl Ha|

KMPOBKM KraBuaTypbl Y
?6366118) POBK KNEBUATYPE!  nrerckom xocTe ¢ Bepcveit 4o 6.0.
no 6.

- (& ]
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OpaHopa3soBbIv Naporib Ans
pa3broKMpOBKY KraBmaTypbl
(nocne 6.0)

OTKpbITME OKHa reHepaTtopa naporieri Anst pa3briokMpoBKM KraBuaTypbl Ha
KNMEeHTCKOM XocTe ¢ Bepcuein 6.0 n HoBee.

iIIE CMexHble rpynnbl YrpaBneHue rpynnamMyv CMeXHbIX NogpasaeneHuil.

lMepeyeHb Nonewn BKMaaky NpuBeaeH B Tabn. 12.

Tab6nuua 12. Nons BKNagku «I'Io.qias.qenel-m;l»

Nms HavmeHoBaHve noapasgeneHus.

HavnmeHoBaHue KOHAMrypauum KIMEHTCKMX KOMMOHEHTOB, OEWCTBYHOLLEee B BbIOPaHHOM
Wms HacTpoek

noapasgeneHuu.
Benyw ee noapasneneHune |HanmeHoBaHne poanTenscKoro nogpasaeneHus.

OcHoBHble OENCTBUS, BbIMOSNHAEMbIE HA JAHHOW BKIagKe:

= ynpaBneHVie NoOApPa3aeneHUsSIMU > ;

= reHepauys ofHOpasoBbIX naponen °";

*  yIpaBlieHVe FPyNNamm CMEXHbIX noapasaeneHun 2.

4.5.1 YnpaBrneHue noapasaesieHUAMU

YHpaBneHvle nogpasgereHnamMmmn BKnio4aeT B cebs creaywoupe AencTeus:

Cos3pgaHue n oapasageneHusa

Urtobbl nobaBuTb HOBOE noapasderneHve, Haxmute Ha kHorky CospaTtb (puc. Bknagka

«Mogpasgenenvs» °*). B nosisveLIEMCS OKHe YkaxuTe MMa nogpasgenerus u Boibepute

MMs HacTpoek B BbiNafaloLEM ChMCKe, Mocre Yero Haxmute Ha kHorky MpumeHnTb
(puc. Cospganve nogpasaeneHus ).

— &
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) MapameTpsl nogpasaeneHus

Wnas:

[ CesepHBli dumn naﬂ| I

Wz HacTpoek: [I'Io YMOAYAHUH E

KnueHTe:

[_npmerms | [ Omena ]

PucyHok 45. Co3gaHue nogpasgeneHust

< N3meHeHMe CBOUCTB noppasnerieHnsA

Utobbl M3MeHWTb CBOWCTBa MogpasfderneHvs, Haxmure Ha KHorky PepaktupoBaTtb

(pvic. Bkrniagka «Mogpasgenenvsi» ).

B nosisvBwemMcsa okHe mameHute Uma nogpasgenenna wumm soibepute gpyroe Uma Ha-
CTpOEK B BblNaZaloLeM Cr1cKe, Nnocre Yero Haxmure Ha kHonky MpumeHunTb (puc. MNapa-

MEeTpPbl _noapasaerieHnd = ) Ecrm paHHoe nogpasgeneHne cogepXxXUt KOMMOHEHTbI, WX

nepeveHb oTobpaxaeTcsa B cnncke KnueHTbl.

F MapameTphl nogpasaeneHna

Phas: [ Cesepriniii gueaman ]
Wus sacrpoek: I Settings 1 3
Knienre
DESKTOP-63KNC18
DESKTOP-63KNC18

[ Mowwerms | [ Omwena |

PucyHok 46. NapameTpbl nogpasageneHus

EES—————————————————— .-
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YnaneHue nogpasgeneHus
[ns ynaneHus noapasaernenus Bbibepute ero, HaXMuTe Ha KHonky Yaanutb (puvc. Bkraa-

ka «[ogpasgenenusi» *°) u noaTBEpAUTE YAaneHe B AMArOrOBOM OKHe. Bce KOMMOHeHTbI

13 yoansemoro rnoapasaerneHust 6yayT nepeMeLleHbl B noapasaeneHne, KoTopoe SABNnseTcs

a4 Hero pogutesib CKUM.

®  Ynanenve nogpasaeneHs Mo yMonyaHuio HEBO3MOXHO.

MNepemelieHne nogpasaeneHus
[ns nepemelLeHUs noapasaerneHus BolbepuTe ero, Haxkmute Ha KHonky MepemecTuTb 1 B
NOSIBMBLLEMCSI OKHE YKaxuTe noapasgerieHne, B KOTOpPOe MPOVCXOAUT MepeMeLLEHVe

(pvc. Mepemelerve nogpasaenenus ).

Moapasaenesna

Bribepute nogpasaensHue:

[ Production-Audit §|

| Npumewars | [ Ommena |

PucyHok 47. lNepemelueHne
noapaspgeneHus

® HeB03MOXHO nepemMmectutb nogpasgerieHne Mo yMONn4YaHUK, a Takxke poautelib-

cKoe noapasneneHre B JoYepHee.

4.5.2 NeHepauunsa ogHOpPaA30BbIX Naposen

B SoftControl Service Center pearmsoBaHa nogcmctema 3alLmLLEHHON ayTEHTUUKALMN HA OCHOBE
anropuytmMa co3aaHus 0gHOPa30BbIX Napornen. [aHHbii anroputMm obragaeT BbICOKOW KpunTorpa-
oU4ECKOM CTOMKOCTBIO U MO3BOSIIET rEHEPUPOBATb Naposn, AENCTBUTESbHbIE TOSNbKO B TEYEHME
onpeaerneHHoro npomexytka spemeHn. OgHopasoBblie Naposm MoryT 6biTb UCMOMb30BaHbl And
pocTtyna k 'NIMN/genHcTannaTopy kiveHTckoro komnoHeHta SoftControl SysWatch B criyuwae Heo6-
XxoaMMocCTu (Hanpumep, ecrim TpebyeTtca obecneuntb ogHoKpaTHbIN gocTyn K SoftControl SysWatch
6e3 pacKpbITMst OCHOBHOrO Naporss), a Takke Ana pasbrokMpOoBKM KriaBMaTypbl Ha KIMEHTCKOM XO-

cTe (‘-ITO6bI pa36J'IOKI/IpOBaTb KraBunaTypy Ha KIMEeHTCKOM XOCTe, Haao Ha6paTb naposib N HaXaTb

- (& ]
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Ha knasuwy Enter).

[ns Havana paboTbl C reHepaTopoOM OAHOPA30BbIX Naposiern HeobXxoaumo, YTOObl B TEKYLLEN KOH-

cbvrypaumm noapasaeneHus bbina BKioYeHa v HacTpoeHa CooTBeTCTBYIoLAs onumsa &

ObpaTtute BHMMaHWE, YTO OAHOPA30Bblie NApoSsmM Ana pa3broKMPOBKN KIiaBUaTypbl reHEPUPYHOTCA
B 3aBMCMMOCTU OT YCTaAHOBJSIEHHOM Ha KIMeHTCKOM ycTpownctee Bepcum SoftControl SysWatch (go

6.0 m 6.0 n nosxe).

['eHepauunss ogHOPa30BbIX MApPOSien OCYLLUECTBIIAETCA B paMKax nogpasferieHusa: cos3fgaBaeMblin

naporsb NpumeHnm ansa Bcex npuroxennn SoftControl SysWatch, Bxogauwmx B nogpasaeneHue. Bbl-

GepuTe nogpasaeneHe n HaXXMUTe Ha KHomky = (OgHopa3soBbin naponb ana SysWatch) nm

7 (OAHOPa30BbI NApoNb ANsA Pa36NoKMPOBKM KNaBUATYPbl — OJHA U3 ABYX KHOMOK, B 3aBV-
cumocTtn ot Bepcumn SoftControl SysWatch), 4ytobbl OTKpbLITb OKHO reHepaTopa (puc. Bkrnagka

«Mopgpasgenenvs» °*). B nosiBuBLIEMCS OkHe BbiGepuTe Bpemsi AeNCTBUA Napons 1 HaxmuTe

Ha kHomnky & (CreHepupoBaTb naponb). Naponb oTtobpaxaetcs B nore OgHopasoBbIN na-
ponb ana SysWatch (wwm OgHopa3oBbi naponb AnsA pa3troKMPOBKU KnaBuaTypbl); Bpe-
MS ero XusHn — B cyeTynke OcTanocb BpeMeHu B chopmate 00.44:mm:cc (puc. OKHO_reHepauum

*%). Mo McTeYeHMM MHTEPBANa BPeMEHM XU3HI HaXMUTE Ha KHOMKY & elle pas, YToBbl creHepupo-

BaTb HOBbIN napo’sib.

® |) Ncnonb3oBaHne ogHopa3oBbix naponen ana SysWatch paccuutaHo Ha npuUMeHeHue
COBMECTHO C OCHOBHbIM naporeM. [1rss BO3MOXXHOCTM nomnydeHus goctyrna K SoftControl
SysWatch Ha KnMeHTCKOM XOCTe Mo 04HOPAa30BbIM MaposiiM A0SkHa ObiTb BKOYEHa

obups_naponbHas saumta . Mpu 3anpoce napons B UM SoftControl SysWatch

Heobxoammo ycTaHoBUTE hriaxxok Ucnonb3oBaTb 04HOPa30BbIv Naposib.

ll) B cBs13M € TeM, 4YTO anropmuTM CO34aHMA OQHOPA30BbIX MApPOfien B Ka4yecTBE napameTpa
NPUHUMAET BPeMS, A1 ero KoppekTHon paboTbl Heobxoammo, 4yTobbl Bpems no UTC
(T.e. He3aBMCKMMO OT YacoBOro nosica) Ha komnetotepe ¢ SoftControl Admin Console u
XocTe ¢ ycTaHoBneHHbIM SoftControl SysWatch 6bino cMHXpoOHM3MpoBaHO € MOrpeLLHo-

CTb}0, 3HAYUTESIbHO MEHbLLEN BpeMEHU KU3HN Naporid.

— &
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F rEHEPaL[IIﬂ 0AHOPE30E0N0 MaponA

OpHopazoeblid napons ana SysWatch

| &)

Bpema AgeUcTBUA: | 15 munyT EI

OcTanoch BpeMEeHM: 00:00:00:00

PucyHok 48. OkHO reHepauuu napons
ansa SysWatch

» leHepaLMA CAHCPa30BOTC NAPCAA

OaHopasoBbld Napone 404
pa3bNoKMpPOBKW KNAaBMaTYpPhbI

| e

Bpema aedcTBMA: | 15 munyT E|

OcTanock BPEMEHMW: 00:00:00:00

PucyHok 49. OkHO reHepauuu napons ans
pa36noKMpPOBKM KNnaBuaTyphbl

4.5.3 YnpaBneHue rpynnamv cMeXxHbIX nogpasaerieHum

MoppasgeneHuss B cucteme SoftControl MOXHO BbIAENATL B CMeEXHble rpynnbl. OcoBeHHOCTb
CMEXHbIX Fpynn B TOM, YTO OnpeAeneHHOMY Mosfib30BaTerito MOXHO AaTb paspelleHve nepeme-
LWATb NoapasfenieHns BHYyTPW rpynnbl, HO HE AaBaTb paspelleHe nepemelaTtb noapasgaeneHus
Mexay rpynnamn. 3To MOXeT ObiTb MOne3HbiM Npu 06CnyKMBaHMN 3aLLMLLEHHBIX YCTPOUCTB. Ha-
npuMep, onepaTop MOXeT NepeBecTn YCTPOWCTBO, C KOTOPbLIM HY>XHO MPOBECTU onepaumm rno ob-
CIMyKMBaHUIO, B crieuuarnbHoe noapasaernieHne, HacTpovKM KOTOPOro No3BOSSOT NPOBEeAEHNE ITUX
onepauvn, BbINOMHUTL HEOOXoaUMble AENCTBUSA, 3aTEM NEPEBECTN YCTPOMUCTBO 0OpaTHO B UCXOA-
Hoe noapasaeneHue. Npn 3TOM HYKaKMX OpYrnx AeUCTBUIM MO yNpaBfieHMo CUCTEMOM (KpoMe nepe-
MELLEHMS KIMEHTOB BHYTPU CMEXHOW rpynnbl) y onepatopa HerT.

Kak cosnaBaThb poriM v HasHauaTb UM paspeLLeHnst, HanmcaHo B pasaene Porm .

i Kaxxgoe nogpasgerneHne MoXHO BKMOYMTL TOMbKO B O4HY rpynny (Mbo BOBCe He BKIHO-

YyaTb HY B Kakue rpynmbi).

— &
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UTtobbl co3gaBaTb CMEXHble rpynnbl 1 nepemMewiatb B HAX nogpasgerieHnda, HaXXMmnTe Ha KHOMKY

CmeXxHble rpynnbl.

%= ." &

CumesHpie rpynnel

MNogpasaenenin B rpynne

South

JocTynsele NogpasgeneHian

Mo ymendaHu

[ o | [ omens

PucyHok 50. CMeXHble rpynnbl

B o6ractn CmexHble rpynnbl nepeyncrieHbl CyllecTByloume rpynnbl. Ytobbl co3gaTe HOBYHO

rpynny, HaXxmuTe E . Beegure nma Hosou rpynnbl 1 Haxmute OK.

> Vs TRyMns

North

|

o ] [ onew

l

PucyHok 51. HoBas cmexxHasa rpynna

UTtobbl paboTaTth € onpeaeneHHon rpynnon, Belaenmre ee B cnvicke. B obnactn MopgpaspeneHus

B rpynne GyayT nokasaHbl Ha3BaHWS NMoApasferieHui, KoTopble BKMYeHbl B rpymny. B o6ractu

HdocTynHble nogpasaeneHus OyaeT nepeyeHb noapasnerieHni, KoTopble MOXHO BKIIOUYUTL B

rpynny. MNepemelaiite nogpasneneHns Mexay 3TMMK CricKaMu npu NOMOLLY COOTBETCTBYHOLLYX

CTpEroK.

CyLLBCTByI-OLLI/Ie CMEXHble rpynnbl TakXe MOXHO nepenmMmeHOoBbiBaTb U yaanATb (Ha BKIlO4YEHHbIE B

HUX nogpasgerieHna 3TO HUKaK He BJ'II/IFIeT).

— &
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Taonuua 13. AnemeHTbI yripaBrieHUA okHa «CMeXHble rpynnbI»

HoBas rpynna [o6aBuTb HOBYIO rpynmny

MepevmeHoBaTL rpynny MepenmeHoBaTL BbIGpaHHYO rpynny

Ygamute rpynny Ypanutb BblbpaHHyo rpynny

&/,

4.6 HacTpouka KNMeHTCKUX NPUNoXeHUn

Bkrnagka HacTpOMKM KNMEHTOB COAEPXUT CMNCOK KOHJUrypauui (HabopoB HaACTPOEK) KIMEHT-

CKVIX MPUNOXeHuii (puc. Bknaaka «HacTpoiiku kriveHTos» °).

¥ SoftControl Admin Consale
@aiin  Bug  Ounetpel  Mhctpymentel O nporpamme
CURESS - ) g E @ |
Y Foay 8Ok @ 4% (B @l
-
~  r = ;
=0 wl
Wms Onucatune Co3faHsl MoapasaeneHna
¥ o yuonuarimo Hacrpoiiia 10 yMouaHutko. VICTONL3/K0TCA NOAP33AENEHAEM N0 YMOMMGHINID It He MOTYT BeiTs yaaneHs., 28012021 11:3105 i
Custom Settings 1 02022021 10:58:55
v
5 wer napons

PucyHok 52. Bknagka «HacTporku KNnMeHToB»

B SoftControl Admin Console pasnuyatotcs criegytowme Tunbl KOHPUrypauum:

"  HACTPOVKW noapasgeneHns;

" YaCTHbl€ HACTPOWKY;

*  floKanbHble HacTponku (Tonbko Ana SoftControl SysWatch).

Mo ymOmaHuio BCe KIMEHTCKME KOMMOHEHThI MOCre peructpauum Ha cepeepe nosiydaroT HacTpon-
K1 nogpasaerneHns. YacTHble HaCTPOWKK co3aaHbl 4N TeX CrydaeB, Korga Tpebyetca 3agatb ons

onpeaeneHHoro KMMEHTCKOro KOMMOHEHTa KOHUIypaLmio, OTIIMYHYIO OT KOH(UIrypauumn noapasae-

- F ]
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nenusi. Ha Bkrnaake oToBpakaeTcsi CNMCOK BCexX KOHUrypauuin, Bkrodas YactHble. Hdopmaums

no paboTe ¢ YaCTHbIMM HACTPOMKaMM NpvBeaeHa Hinke .

OcHoBHble ornepauum ¢ KOHUrypauusiMm OCYLLECTBIIIFOTCSE C MOMOLLBHO Fpadv4ecKkmx KHOMOK

BKJ1adKK, npegHa3Ha4YeHne KOTopbiX NnpneeaeHo B Taodn. 14.

Taobnuua 14. AnemeHTbI ynpaBreHUsa BKNagkm «HacTtponkun KnmeHToB»

I [o6aButb CosgaHune HOBOW KOHAMIy pauum KIMEHTCKUX KOMMOHEHTOB.
* ;
PenakmmposaTtb PepnaktmipoBaHue BbIGpaHHOW KOHGMIy paumu.
'3
Ypanuts YpaaneHve BbIGPaHHbIX KOHGMIy paumi.
&_ﬁé} Mmnopt MMnoptupoBaHue koHdumrypauum n3 XML-ganna.
l_é} Skcnopt OkcnopTMpoBaHue BbIGpaHHOW koHdmrypaummu B XML-cbain.

MepeyeHb nonen BKNagku npveeneH B Tabn. 15.

Tao6nuua 15. Nons BKNnagku «HaCTioﬁKM KJINeHTOBY»

Nwma HanmeHoBaHWe KoHGMIypaummn KIMEHTCKUX KOMMOHEHTOB.

Onwucanve OnwuncaHue KoHGMrypaumm KImeHTCKMX KOMMNOHEHTOB.

CosgaHbl [aTta n Bpems coszgaHus KoHdwry paumu.

MoapasneneHns Cnucok nogpasgeneHui, K KOTopbIM MPUMEHSIETCS AaHHasa KOHAMrypaums.

B SoftControl Admin Console npeacTtaBneHb! criefytouye KaTeropum LeHTpanM3oBaHHOW HaCTPoOn-

KW KITMEHTCKUX NMPUIOXKe HUN:

= 06uWe HacTpoukn

HacTtpoiku SoftControl SysWatch ®°;

116
t .

HacTtpoviku SoftControl DLP Clien

= HacTpoiikn SoftControl SysCmd **°.

OcCHOBHbIe OeNCTBUS, BbINOSHAEMbIE C KIMEHTCKMMU KOH(*)I/IpraU,W;IMVIZ

Co3spaHune KoHcurypaumm nogpasgeneHus
UTto6bl O06GaBUTL HOBYHO KOH(pUrypaumio nogpasgeneHus, HaxMmTe Ha KHomnky [lo6aBuTb

(pvc. Bknagka_«HacTponkun kmentos» °"). B okHe PepakTuposaHue HacTpOeK KNMeH-

TOB 3aJaunTe napameTpbl KOHUrypauumm (CM. pUcyHKn, HaumHas ¢ Pasgen «Mma u onuca-

———————.
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He» *° 1 no Hactpoiikn pacnmcanns o6HoBrienns ). Ecrm BHU3y okHa oTobpaxaeTcs

cTaTyc 3HaYeHUA BceX NapamMeTpPoOB KOPPEKTHbI, HaXXMuUTe Ha KHomnky MpuMeHuTb 45
AoGaBreHns cosaaHHoM KoHUrypaumm; B 06paTHOM Crydae M3MEHUTE HEKOPPEKTHbIE 3Ha-

YeHuWsi NapaMeTpOB.

Co3paHue KoHUrypauum nogpasaeneHns Ha OCHOBe CyLleCTBYHLen
Utobbl 4O6aBUTL HOBYIO KOH(UIypauuio Ha OCHOBE YXe CYLLECTBYIOLLEW, BbiDepute ee n
BbIMOSHUTE OLHO U3 CrieayoLmX e UCTBUN:

®* HakmuTe Ha kHONKy PepaktupoBatTb B rpynne KHOMOK BKragku (puc. Bknagka

«Hactponku krimeHToB» °");

® nBaXabl HAXXMUTE NEBOW KHOMKN MbILLM HA KOHApUrypaLmn.
B okHe PepakTupoBaHue HAaCTpPOEK KIIMEHTOB M3MeHuUTe nmsi (06s3aTensHO) 1 napa-

MeTpPbl KOH(urypaumm (B criydae HeobxoauMOCTH) aHarorm4Ho paboTe ¢ HOBOW KOHUrypa-

65

umnen (CM. puUcyHku, HaumHas ¢ Pasgen «Mmsa u onvcandmne» > n ao Hactpownku pacnucanms

06HoBrEHVs '2°). ECrm BHU3y OKHa oToBpaxaeTcs cTaTyc 3HauyeHMsi BCceX napaMeTpoB
KOPPEKTHbI, HXKMUTE Ha KHOMKY MPUMeHNUTL 418 106aBneHNs Co3AaHHON KOHAPUIypaLL;

B 0OpaTHOM Cry4ae M3MEHUTE HEKOPPEKTHbIE 3HAYEHVsI NapaMeTpoB.

M3mMeHeHMe TUNa HacTpoek
UToBbl M3MEHUTb TN HACTPOEK KIMEHTCKOrO KOMMOHEHTA, Nnepenaute Ha BKagKy YCTpoun-
CTBa_u cratychbl *°, BbI30BUTE KOHTEKCTHOE MEHI0 TPeBYeMOro KIMEHTCKOTO KOMMOHEHTa
NPaBOM KHOMKOW MblLLM 1 BbIBepUTEe OAMH U3 NMYyHKTOB:
* Acnonb3oBaTb HACTPOUKK NoapasaeneHus:
HasHaunTb KIMEeHTCKOMY KOMIMOHEHTY HAaCTPOWKW noapasferieHnsi, KOTOpoMy OH Mnpu-
HaAMIEeXUT.
* Ucnonb3oBaTb YaCTHbIe HACTPOUKMU:
HasHauuTb KIMeHTCKOMY KOMMOHEHTY YaCTHbIE HAaCTPOWKN.
* OTnpaBUTb NOBTOPHO HACTPOMKMU KITMEHTY C NOKasfibHbIMU HaCTPOUKaMM:
HasHaunTb krmeHTckomy komnoHeHTy SoftControl SysWatch, HacTpoiku kotoporo 6bi-
SN M3MEHEHbl JOKanbHO, MOCMEeAHIO KOHUrypauuo, 3afaHHylo C cepBepa

SoftControl Server.

Mcnonb3oBaHuWe YacTHbIX KOH(Urypaumm

— e &
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YUTo0bl 4OGABUTL HOBYIO YACTHYIO KOH(Urypaumto 1 Ha3HaunTb €€ KIMEHTCKOMY KOMIMOHEH-
Ty, nepenaure Ha Bknaaky KnveHtbl *°, BbI30BUTE KOHTEKCTHOE MEHIO TPEBYeMOro KIMeHT-
CKOro KOMMOHEHTa NpaBOW KHOMKOMW MbIM 1 BbiGepuTe nyHKT Mcnonb3oBaTb YacTHble
HacTpourkun. B okHe BbIGOpP YaCTHbLIX HACTPOEK HaXXMUTE Ha KHOMKY [lobaBUTb OSis CO-

30aH1S1 HOBOW YaCTHOMN KOHApMrypaLmm (puc. YnpasieHme YacTHLIMM HacTporkamm ).

A~ Boibop YacTHBIX HAacTpoeK
MHCOK AOCTYNHBIX Y3CTHBIX HACTPOSK:
[ Aotesms ]
[ Ok ] [ OTtmena

PucyHok 53. YnpaBneHue 4acTHbIMA HacTponKamm

B okHe Pep,aKTVIpOBaHMe HaCTpPOEeK KITMeHToB 3agante napameTpbl KOH(bMprauMM (CM.

65

PUCYHKN, HaumHas ¢ Pasgen «/ma n onucanme» > 1 go Hactpouky_pacnmcaHus oGHoBIie-

Hus '?°). Ecrm BHU3Y OKHa oToBpaxaeTcsi cTaTyc 3HayeHUs BCex napaMmeTpoB KOPPeKT-
Hbl, HAXXMUTE Ha KHOMKy MpuMeHUTb AN Oo0aBreHust Co3daHHOW KOHdUrypauwi; B
obpaTHOM crly4yae M3MEHUTE HEKOPPEKTHbIE 3HaYeHus napameTpoB. Co3gaHHas KOHury-
paumnsa Oyget gobasreHa B CNMCOK YacTHbIX HACTpoek. Bbibepute B cnvcke ee urm paHee
CO3[aHHy0 KOHpUrypaumio, nocre 4Yero Haxxmmre Ha kHonky OK ans npymMeHeHust KoHury-

paunn K KIMeEHTCKOMY KOMIMOHEHTY.

YpaneHue koHcpurypauum
[ns ynaneHus KoHdurypauum Bbibepute ee, HaXXMuUTe Ha KHOMKy YaanuTtb (puc. Bknagka

«Hactpoiiku krmerToB» ') M noaTBEpAUTE yOaneH e B AVAroroBoM OKHe.

4.6.1 OOwme HACTPOMKH

[aHHaga kaTeropus HacTpoek BKrtovaeT B cebs obume napameTpbl KOHUrypauum n HacTPOMKN

B3aMMOAENCTBUS KIIMEHTCKMX I'Ipl/lJ'IO)KGHVIVI C cepBepoM.

- (& ]
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Ama n onucaHue
Mmsa KOHbUrypaumm KnMeHTCKUX NpuroXkeHnn Heobxoammo Ans OOHO3HAYHOW uaeHTudmKa-
Lym onpeaerneHHoro Habopa HacTpoek, onMcaHne KOHpUrypaumm — ana ero KpaTkom xapak-
TEPUCTUKN.
Ytobbl 3apaTe MMA n onncaHuwe, B 0O4HOMMEHHOM pasaerne kaTeropvm O6wme HacTpoun-

ku BBeaute Uma n OnucaHue B cooTBeTCTBYOWYX NMorsix (puc. Pasgen «Ams u onuca-

Hue» ).
P Pesacposanme Hactpoek knenTos
¥ OBune macpoiiia Whar: [KDHd)mrypau.wn 1 ]
Xaprbur Onucanne:
IP agpeca cepeepa ‘
Homep nuuexznin CcHOBHOI HABOP HACTPOEK KNWEHTOE.
* SysWatch
» DLP
» SysCmd
3HaueHVA ECEX NapaMETPOE KOPPEKTHEI
Mpumerute ” Omena
PucyHok 54. Pazpen «Mmsa u onucaHue»
i Nms KoHdMrypauum AormkHO ObiTb YHMKaNbHBIM U HE MOXET COBMaaaTth C YKe Cylle-

CTBYHOLLYMUN KOHUrypaumusiMu.

Xaptour
XapTouT, unn nHTepBarn obpaLLeHNa KIMEHTCKOro MPUIOXEHNA K cepBepy — napameTp Knn-
€HTCKMX KOMTMOHEHTOB, OTBEYaloLWM 3a NepuoanYHOCTb YCTAHOBKWU CBSA3N C CEPBEPHbIM
komnoHeHToM SoftControl Server. o ymoryaHuio yctaHaBsrmBaeTcs paBHbiM 60 ¢ (1 MUHY-

Ta).

— &
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) Pesa KTMPOBAHWE HCTPOEK KNWEHTOE

¥ Obwwne HACTPOHKK

Wra 1 onucanme Nepuop xaprbuta (cex): [30 }

[T AepxaTe nocToAHHOE coeanHerre ¢ CepencHbiM LieHTpom
IP-a,
Apeca cepespa ] Ckpems cayx6y Windows
Homep auuessnn
> SysWatch [ Curixp p BPEMA C CEpBEp
> DLP

> SysCmd

3HaueHUA BCEX NAPaMETPOE KOPPEKTHL

(oo ] [ omem

PucyHok 55. Paszpgen «XapTtout»

[ns nameHeHus napameTpa nepenaute B pasgen Xaptout kateropum O6wme HacTpon-

KM 1 ycTaHoBUTe 3HadeHue B nore Mepuoa xapT6uTa (cek.) (puc. Pasnen «Xaptour» *°).

BbicTaBute ranouky [lepatb NnocTossHHOe coeauHeHne ¢ CepBUCHBLIM LleHTpom,
ecrm Heobxoammo nogaepxmBaTb coeamHeHne ¢ SoftControl Service Center B pexume pe-
arnbHOro BpeMEHW.

Kpome Toro, ranouky [lepkatb NOCTOsAHHOe coepguHeHue ¢ CepBUCHbIM LleHTpom
cregyet BbICTaBUTb, ecriv o komnoHeHTa SoftControl DLP Client Heo6xoaymo BKIlOUUTL
3anicb Buaeo no tpeboBaHuio. HacTporkm 3anmcm BMOeo CM. B pasgerne Hactpoinku
SoftControl DLP Client '*°.

BoicTaBute ranovky CKkpbITb cnyx06y Windows, ecrim cuctemHble crniyxbbl SoftControl

SysWatch (safensec.exe), SoftControl DLP Client (eventsvc.exe) n SoftControl SysCmd
(SysCmd.exe) He OoSPkHbI NMoKa3biBaTbCs B ocHacTke Cnyx6b1 OC Windows.
[MpumeYaHme: CKpbiTME CUCTEMHBIX CIyx0 He paboTtaeT Ha OC Windows XP.

MMpumeYaHve: ecrm cUcTeMHbIE CIYKObl CKPbITbI, TO YNPaBMATb UMW MPU NOMOLLM CPEACTB
OC HEeBO3MOXHO.

BbictaBute ranodky CUHXpPOHU3MpPOBaTb BpPEeMSA C CEepBepoM Ans TOro, 4to Obl
SoftControl SysWatch cuHxpoHusnpoBan BpemMsi Ha KIMEHTCKOM KOMMbIOTEPE C BPEMEHEM

SoftControl Server.

— &
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IP-appeca cepBepa
3apaHve agpecoB cepBepa 415 MOAKIIYEHNS CO CTOPOHbI KIMEHTCKMX MPUIOXEHWIN NPOU3-

BOAWUTCS MacTEPOM HACTPOViKM cepepa 2*.

[ns nameHeHusa cncka agpecos nepenaute B pasaen P agpeca cepBepa kateropum O6-

wme Hactpoukun (puc. Pasgen «IP _agpeca cepBepa» 67 ). Utobbl pobaBuTb agpec B

nepeyeHb, BBeauTe HoBoe 3HayeHve IP-agpeca M UMeHM B COOTBETCTBYIOLLEM MOSie U
HaXXMuTe Ha KHOMKy Jlo6aBUTb B cnucok. YTobbl yaanutb agpec u3 nepeydHsi, Bblbepute

€ro " HaXXMuUTE Ha KHOTMKY YaanuTtb U3 cnucka.

F PeaskTMpoBaHe HACTPOEK KNMEHTOR

¥ OBwme HacTPORKA BeeauTe HOBOE 3HauUEHME:!
W 1 onncanne [ ]
XaptBut
[Paspeca cepeepa 00"
Homep nuuensimn
> Sysweten
» DLP
» SysCmd
3Ha4eHMA BCEX NapaMETPOE KOPPEKTHbI
[ Mpumerunte ] [ Omena
=

PucyHok 56. Paspgen «IP appeca cepBepa»

Howmep nuueHsun
JTLEH3MOHHBI KItod onpeaenseT YyHKUMOHaNbHOCTb KIMEHTCKUX KOMMOHEHTOB. 1o ymor+-
YaHWIO yCTaHaBMBaeTCA NpobHas mmueH3ns cpokom aencteus 30 gHen.
[na 3agaHus knoya nepevgute B pasgen Homep nuueH3uum kateropum O6wme Ha-
CTPOWKM, BbibepuUTe TN KIIMEHTCKOrO KOMMOHEHTa B Bbinagatowem cnucke (SysWatch,
DLP, DeCrypt, SysCmd), BBeaurte ko4 B TEKCTOBOE Morie U HaXMuTe Ha KHorky Npose-
PUTb Ana NPOBEPKM NIMLEH3MN N OTODpaXXeHUs1 ee napaMeTpoB B Crlydae KOPPEKTHOIO KIo-

ya (puc. Pasgen «Homep mueHammy 7).

- (5]
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> PeakTMpOEaHWe HACTPOSK KMEHTOE

¥ OBwme HacTpoiKK =
Mt 1 onucanine SysWatch u [ BVTSE-NFUIQ3-IDMUF-YQ2M |
XapTiuT
Tun nuuensim Kommepueckan
1P-appeca cepsepa Cpok aeictann (aHend): 30
Homep nauexsui AV_AVA
¥ SysWatch

KOHTpOAb aKTMEHOCT
¥YnpaeneHne nHLUWAEHTAMW

3awwmTa naponem

4

Cranwposatne

OBume HacTpoiiku

Hacrpoliku pacnucanua
¥ (OBHoEneHWE Mposeputs

CBwme sacTpoin

Wcroununin ofnosnenuil
Hacrpoliku pacnucanua
Hactpoiiku wHTtepheiica
COruets
Onceewerva
OpHopazossie Napoau
¥ TonnTwka KOHTpONA

Yerpoiictea

3HaueHna BCEX NAPaMETPOE KOPPEKTHB
Maoagynu

Jloseperinbii cnincok 35103,

Vafinosan cucTemMa
v [ MpumenuTts ] [ Ommena
CiarTenamm i A neecTn

PucyHok 57. Paspgen «<Homep nuueH3un»

4.6.2 Hactpouku SoftControl SysWatch

[aHHas kaTeropus HacTpoek BK/OYaeT B cebsi KOHUrypaLuo KIMEHTCKOrO KOMMOHEHTa
SoftControl SysWatch, aHanornynyto 3agasaemon ¢ nomouwbto 'MIM SoftControl SysWatch, u no-
TMTUKN KOHTPOSA.

~ KOHTpOSib aKTUBHOCTHU

B pasnene KoHTponb aktnuBHoctu kateropumn SysWatch yctaHosute donaxkm y Tpebye-

MbIX 06racTen KoHTpons (puc. HacTpoiiku KOHTpors akTueHocTM °°):

U KoHTponb aKTUBHOCTMU:
U MpunoxeHus;
U CeTb;
U dannoBas cucrtema;

U PeecTp.

— &
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#~ PenakmipoBaHWe HacTpOeK KNWEHTOS .

¥ OBwme HacTporku
Wmz v onucarue
KXaprbut
IP-appeca cepsepa
Homep auuyensnn
¥ SysWatch
KoHTpoab akTMEHOCTI
¥YnpasneHne MHLMAEHTaMI
3awwmTa naponem
¥ CkaHWpoBaHue
OBuwme HacTpoiikm
Hacrpolikin pacnucanna
v OfHoBnsHne
OBuwme HacTpoliki
WcTourukn oBHoBNeHMIA
Hacrpoiiku pacnucatma
Hacrpoiikn uHTepdeiica
OrueTel
Cnoeewerna
OaHopasossle naponi
¥ [lonuTnka KoHTpOAR
YerpolicTea

Mogyma

Daiinosan cucTema

Cucremnniil pescrp

Cems

Xaw-cymmel dainos

Mpodwman BesonacHoctn
- ) >

JlosepexHEIi CnUcoK asTozarg

v

[/] Kowtpons akmeHocT

Mpunoxenna

Cete

Paiinosan cucrema

Peectp
[ CrentonmTs npoduab cuctemb
3anpeTuTh BHELLHE: ynpasneHre cnyxBoi
"] rnoé: no
CoxpaHATE NCTOPUID BKTUEHOCTH HEOTCS
[] Kowtponuposats

[/] Bce mHTepnpeTaTOpHI CKPUNTOE HAXOAATCA B CUCTEMHOI Nanke

bl pesxim ob

npu. i W MHCTANNATOPOE

CKPUNTOB

[] BrarouwTs xontpons dil-mogyneii [tpeyercs nepesarpyska knveHTa)

[] Korrp

& dan
poeate Mogudukaumio PE-¢ HE MHCT: p

[ Yaansre widopmaumo o np HE 3anyt A Bonee (gneii) 0 .
OrnoxuTe 3anyck CUcTEMHON cryxBel Ha (MuH.) 0 a
3anNWCLIEaTe OAHOTUNHEIE COBLITUA Hapy pona nocae (cek.) 60 a
Mpoeepats sanye )ynedl Nocne ExoAa NONbIOEATEAR Yepes (MuH.) 5 a
MposepATs ¢ 3anyLueHHLIX Mogyned nocne crapra SysWatch uepes (mun.) 5 a
BuicokuiA puck OTCYTCTEMA MOgyneli
CTCnexusaTs HaNM4Ue OTNEN4MKE
[] Boccranamnneats Basy AaHHELX NOCAE aNNapaTHOR Nepesarpyski
[ Brnroumte cobuITiA Uz xypHanos Wind Ha cepeep

3H3aueHUa BCeX NapaMeTpos KOPPEeKTHL

FMpumenuTs ] [ Ormena

PucyHok 58. HacTponku KOHTpons akTMBHOCTU

Hwke oTMeTbTe HeobXo0aUMblE AOMONHUTENbHBIE ONLMN nporpamMmmbl 1 KOHTPOJIA aKTUBHO-

CTU:

U OTknoYnTb Npodunb CUCTEMDI:

OTKMIOYNTL KOHTPOSb UCTIONHAEMBbIX dhanroB PE Ha KIMEHTCKOM XOCTe.

U 3anpeTnTb BHeLWLHee ynpaBreHue crnyxoon:

3anpeTtutb BbIrpy3ky cuctemHon cryxbol SoftControl SysWatch ns O3Y knmeHTckoro

XOCTa.

U Mnob6anbHbIN pexum o6HoBneHus MNO:

SaﬂyCKaTb BCe NpurioXxxeHna B pexmme yCTaHOBKMW.

Mpy BKIKOYEHUM SAHHOTO peXxvMa BCE NMPUIIOXKEHUS 3arycKatoTCsl Kak UHCTansaTop u

pobasnsatoTca B npodunb (pexum obyydeHus). Kpome Toro, B npodunb gobaenatoTcs

BCe M3MeHeHus B ucnosHaemblx pannax PE. PekomeHayeTca ncnonb3oBatb TOMbKO

Ha «4UCTbIX» cucTemMax, Bce MO ana KoTopbiX ycTaHaBMBaroch C «30510TOro» obpa-

3a. ﬂ,J'IFI BKIMIO4EHUA U BbIKITMOYEHUA peXXMa n0Tpe6yeTc9| nepes3arpyska KrmeHTCKOro

XOCTa.

d COXpaHﬂTb UCTOPUIKO QAaAKTUBHOCTU HeOTClieXXnBaeMbIiX le/an)l(eHMﬁ n

UHCTaANNATOPOB.

ABTOMaTMYECKM BKIOYATbL OMNUUM 3anuncu NCTOPUMN aKTUBHOCTU MNMPU NepBOM 3aryCcke

— &
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NPUIIOXeHUs, OTCYTCTBYIOLLErO B Npodourie, Win nHetasratopa 6e3 QL.
U KoHTponupoBaTb BbINOJIHEHNE CKPUMNTOB:
3abrnoknpoBaTh BbINOSHEHWE HEOOBEPEHHbIX CKPUMTOB MHTEprpeTaTopamu (Kpome
CKpunToB, noanmcaHHbIX QLM 13 6enoro cnmucka ceptudrkaToB). 3anpewatoTcs cre-
AyroLme npoLeccsbi:
— wscript.exe (Microsoft ® Windows Based Script Host);
— cscript.exe (Microsoft ® Console Based Script Host);
— java.exe (Java™ Platform SE binary);
— javaw.exe (Java™ Platform SE binary);
— javaws.exe (Java™ Web Start Launcher).
[na 3anpeta 3anycka onpeferieHHbIX NpoLEeCcCOB pekoMeHaoyeTcsi co3gaBaTtb COOT-

BeTCTBYtoLLME [paBuria nommTV kv KOHTposs > .

Mpumeyanve. Ecrm B pasgerne YnpaBneHne HUMAGHTaMM 4519 MHUMOEHTa 3anyckK
MHTepnpeTaTopa CKpMNTOB BbibpaHo peleHve Pa3spewnTb, BbINOMHEHWE CKpUN-
Ta 6yget paspeLleHo. CobbITHe NpU 3TOM 3aHOCUTCS B J1OT.

UBce HTepneTaTopbl CKPUNTOB HAXOAATCA B CUCTEMHOW nanke:

Cuctema byget 3anpeLlaTb TOMbKO NPOLIECCHI, 3anyLLUEHHbIE U3 CUCTEMHOM nanku (C:
\Windows\System32 nmm C: \Windows\SysWOwW64).

OTa onuust akTMBHA, TOMbKO ecim BbibpaHa onumsa KoHTponMpoBaTb BbINONMHEHMe
CKPUNTOB.

U Bknrountb KOHTponb dil-moaynen (TpebyeTcs nepe3arpy3ka KNnMeHTa):
KoHTporb 3anycka dll-moaynen paboTtaet crnegytowmm obpasom. Npu nonbiTke 3arpy-
3utb dll-6ubrmoTeky SoftControl SysWatch nposepsieT, nognucaHa v oHa QUIM. Ecrm
oubrmoTeka nognucaHa n Windows npusHaeT QLI gencteurensHon, To 3arpyska 6ud-
MOTEKM pa3peLLaeTcs (gaxe ecrm ee HeT B npocune). Ecrm y 61ubnmoTekn oTCcyTCTBY-
et UM, SoftControl SysWatch nposepsieT, ectb v gaHHas 6ubrmoTeka B npodure.
Ecmm ecTb, 3anyck paspeLlaeTcs; ecrm HeT — 3anpeLgeTcs.

[Mpmumeyanve 1. He nogaepxvBaeTca 3anpeT Ha 3anyck 6ubnmoTek, B KOTOPbIX OTCYT-

CTBYET TOYKa Bxoda (bvbrmoTek, copepXalmx TOrbKO pecypchbl, 6e3 UCMOoHAeMOoro
Koga).
[Mpumevanve 2. Ecrm B pasgene YnpaBneHue vHUMAaeHTamMu And uHuuaeHta 3a-

rpy3ka HegoBepeHHou DLL BbiOpaHo pelseHne Pa3pewnTb, 3anyck byaeTt paspe-

LeH. CoObITVe NpY 3TOM 3aHOCUTCS B J1OT.
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U KoHnTponupoBaTtb mogucgpukauuto PE-bannoB He MHCTannATopamu:
3anpeTutb M3MeHeHus ucrnonHaemMblx anrnos (exe, dil 1 T.n.) BCEMU NPUMOXKEHUAMMU,
Kpome paboTatowyx B pexmme obHosrenusa IMO.
Mpumevanve. Ecrm B pasgerne YnpaBneHue HUMAeHTamMm ana nHumoeHta Moam-
dukauna PE-cpanna He nHcTtannaTopom BbiGpaHo pelleHe PaspewnTtb, nsme-

HEHME MCMNOSHsAeMbIX dpanrnoB OyaeT paspeleHo. CobbiTve NMpyM 3TOM 3aHOCUTCH B
ror.

O Yaanatb nHdopmauuio o NnpunoXeHUsX, He 3anyckaBlumnxcs 6onee (aHen):
Ypanatb u3 6a3bl agaHHbix SoftControl SysWatch 3anvcu 0 HeakTUBHbBIX NPUIOXKEHUSIX,
YOOBETBOPSOLLMX 3aaHHOMY YCIIOBUIO (YMCHO AHeN 6e3 akTUBHOCTN).

U OTNoOXKUTb 3anyCcK CACTEMHOM CINyX0Obl Ha (MUH.):

YcTaHoBUTb MHTEPBaI 3aepxku 3anycka cuctemHom criyxbbl SoftControl SysWatch.

U 3anucbiBaTb OQHOTUMNHBbIE COOLITUA HapyLEeHUs MNOSIMTUKN KOHTPONS nocre
(cek.):

YCTaHOBUTb UHTEPBAr, N0 UCTEYEHUN KOTOPOro OHOTUMNHbLIE COBLITUA ByayT 3anuchl-
BaTbCA B OTYET (N0 ymorMaHmo 60 cekyHn). CobbITUS HapyLLeHUS MOSIUTUKM KOHTPOSS
cuuTaroTc 0OHOMUIMHbLIMU U HE BHOCATCS B OTYET, ECIY OAHOBPEMEHHO BbIMOSHSOT-
Cs creytoLpe ycrioBus:
® y cobbITUM cCoBMagatoT:
o OencTBus;
o ucnosnHaemble gannol;
O KOMaHOHbIE CTPOKM NPOLLECCOB;
o ngeHtngukatopsl (PID) npoueccos;
® Bpems, NpoLlellee ¢ MoOMeHTa fobaBneHus npeablayero cobbliTis, MeHbLLE 3a-
AAHHOTO 3HaYeHUs.
Mpn 3TOM B nokarnbHbIn dhann otyeTa Ha KrmeHTckoM xocTe ¢ SoftControl SysWatch
pobasnaeTca MHpopMaumsa 0 TOM, CKOSTbKO OOHOTUMHBIX COBLITUI BbINIO NPOMYLLEHO.
U MpoBepATb HanuMuMe 3anylweHHbIX moaynen nocne ctapta SysWatch yepes
(MUH.):
YcTtaHoBUTb MHTEPBAanN 3agepxku nocrie 3anycka SoftControl SysWatch, nocrne koTopo-

ro HA4YHeTCd nNpoBepKa Harm4na Mo,u,yne|7|, MMELWNX CbJ'IaF LorokeH ObITb 3anyLLEHHbIM

npum ctapTe CUCTEMbI o , cpean 3anyleHHbIX MpoLeCcCoB.

HekoTopble MOLYNM MMEIKOT KPUTUYECKYIO BaXXHOCTb And paboTbl cuctemsl. SoftControl
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Service Center no3sonseT ykaszaTb MOAYNM, HarmumMe KOTOpPbIX Heob6xoaumMo npoBe-
pATb, U 3adaTb BpeMeHHOW uHTepBan nocre 3anycka SoftControl SysWatch, no wmc-
Te4YeHU KOTOPOro NPoBepsAeTCs, 3anyLeHbl S HyKHble Moayrm. Ecrm HekoTopble Mo-
Ayrm He oBHapyxeHbl, CO3aaeTcsl COOTBETCTBYIOLLIEE COObITME 6e30MacHOCTN.

U NMpoBepaTb HanuMuue 3anyweHHbIX MOoAyJsien nocne Bxoaa nosnb3oBaTens ye-
pe3 (MUH.):
YCTaHOBUTb UHTEPBAN 3a4ep>KKM Nocrie BXxoAda NoSb30BaTesNisi B CUCTEMY, NOCTe KOTO-

poro Ha4yHeTCA nNpoBepKa HarmM4n4a Mouyneﬁ, nverupx (bnar ﬂ,OJ'I)KeH ObITb 3anyleH-

HbIM B NOMb30BaTENbCKOM ceccum %', cpeam 3anyLUeHHbIX MPOLIECCOB.

HekoTopble MOAYrM UMEIOT KPUTUHECKYIO BaXXHOCTb Ans Npu paboTe nonb3oBaTens B

cucteme. SoftControl Service Center no3sonseT ykasaTb MOAYMM, HarM4yne KOTOPbIX

HeobX0AMMO NPOBEPATL, U 3a4aTb BPEMEHHOW MHTEpPBan Nnocre Bxo4a norb3oBaTerns,

MO UCTEYEHUN KOTOPOro MPOBEPSIETCS, 3anyleHbl NN HyXHble Moayru. Ecrm HekoTo-

pble MOy He OBHapyXeHbl, CO3aaeTcsl COOTBETCTBYIOLLEE COObITME HE30MacHOCTI.
U BbICOKMI PUCK OTCYTCTBUA MOOYIIEN:

Ecrm oTmeyeHo n B xoge npoBEepKnU cpean 3anyllieHHbIX npoueccoB He 06Hapy>|<eHb|

MoAayrm, umetoume cprnarm JosokeH ObiTb 3anylleHHbIM B NMOJb30BaTENbCKOW CECCUM 2

nrm JoskeH OblTb 3aMyLEHHLIM MPU CTapTe CUCTEMbI = , TO B Jiore 6y,u,eT creHepupo-

BaHo cobbiTve Kputnyeckon, a He BbICOKOM BaXXHOCTW.

U OtcnexuBaTb Hanuuue oTnag4uka:
Ecrm oTmeyeHo 1 BygeT obHapykeHO Hammdve oTragyvvka agpa B cucteme unm nog-
KrtoYeHve oTrnag4ukom K npoueccy safensec.exe, To B rore 6ygeT creHepupoBaHoO Co-
ObiTVe KpuTn4eckom BaxKHOCTM.

U BoccTraHaBnuBaTb 6a3y AaHHbIX NOCne annapaTtHOMW nepe3arpy3kKu:
B cnyyae annapaTHoWn nepesarpy3ku BOCCTaHOBUTL 6a3y AaHHbIX U3 nocregHen pe-
3epBHon konmn. SoftControl SysWatch cozpaeTt pesepBHyto Konmio 6a3bl AaHHbIX NPU
Hayane paboTbl, NPy NOSyYEHUN HOBbIX HACTPOEK C CepBepa U Npu JiokaskbHOM n3Me-
HEHWN HACTPOEK.

UBknounTb oTNpaBKy cobbiTin n3 xypHanoB Windows Ha cepBep:
[MepepaBaTb Ha cepBep cobbiTnsa u3 xypHarnoB Windows (System, Security u

Application) Ha KrMeHTCKOM yCTpOUCTBE.

YnpaBneHue MHUUAEHTaMU

—_———
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B pasperne YnpaBneHue wuHumaeHtamm kateropum SysWatch ycrtaHoBute raxok
BknounTb aBTOMaTU4YeCKY0 06paboTKy MHLUMAEHTOB 1 3aJaTe peakumio Ha MHUMK-
AeHTbl 13 nepevHs CNMCOK MHUMAEHTOB B Bbinagawlwem cnvcke PeweHue cornacHo

Tabn. 16 (puc. HacTpoiikv peakumm Ha MHUMOEHTB ).

| PejaktupoBaHe HaCTPOEK KNWEHTOR

¥ OBme HacTpoiiku =
Wz v onucanme V) Brnroume cKyto oBpaboTky HuwA
Kaprur CrncoK MHLMAEHTOE
IP-agpeca cepsepa
Homep nuuessnm
3anyCk HENOANKMCAHHOTD WHCTANATOPA
¥ SysWatch
HapyweHrne NnoaMTuky KoHTpONA
KoHTpob akTueHOCT
S o e T 3anyck MHTEPNPETATOPa CKPMITOE
3awpma napone 3arpyska HegoseperHod DLL
¥ CkanvposaHne Mogngukauus PE-paiina
OBwme HacTpoiiki
Hacrpoliki pacnucanna
¥ OBHoBneHne
Obme HacTpoiku
Werourukn oBHosnerHIiA
HacTpoliki pacnucaHms
Hacrpoiikn wHTepdeiica
Oruetel
OnoeewsHAA E
Oanopasossie naponu
¥ [loAuTuka KOHTpoAR YnpaeneHne WHLMASHTaMU
Yerpaficrea Pewenue: 3aBnokupoeaTh g]
Mogymi
JosepenHbiil (Ncok asTosary
Daiincean cucTema
CucTemHsli peectp 3HaYeHNA BECEX NapaMETPOE KOPPEKTHB
Cems
Kaw-cymmel bainos
Mpodman Besonacroctn v l MprmennTe I l Ommena
DT e——
e

PucyHok 59. HacTtpoiku peakumm Ha MHUMAEHTbI

Ta6nuua 16. BoamMoXHble AeCTBUA NPU UHUMOEHTaX

¢ BbLINONMHUTL B OFPaHUYEHHOM peXume

BbinonHeHne npunoxxeHns B U3oMpoBaHHOW cpede (MecoyHuue) nod y4eTHOW 3anucbio
nonb3oBatens «V.l.P.O.» ¢ orpaHuyeHHbIMM npuBunermamn. MNpyu atom gobasneHus B
npodwmrb CUCTEMbI HE NPOUCXOANT, @ NPUIOXEHNE NOMELL aeTCs B OFPaHUYEHHYO 30HY.
MpunoxeHne MOXET 3arpyxaTb JOYEPHUE MOAYN, KOTOpbIE Takke He BOMAYT B npodwmrb
cucTemsbl. [laxxe ecnu Takoe NpUIioXXeHne sIBMseTcst Bpe4OHOCHBLIM U BbINOSHUT YCTaHOBKY
Kakmx-nmbo [OononHMTENbHBLIX KOMMOHEHTOB, TO WX nocnegywouwlas 3arpys3ka byaer
npegoTBpaLl eHa.

3anyck npunoxe- |® BbIMONMHUTbL B OrpaHUYEHHOM peXUMe Nnocsie NPoBepKu

HWSA He B Npoduiie |3anyck NPUOXXeHNs1 B OFPaHNYEHHOM PEXMUME, eClin NP aHTUBUPYCHOM CKaHUPOBaHWM
NPUNOXeHUs He HangeHo BpeJoHOCHOro koga. B obpatHom cnyyae 3anyck Byaet 3abro-
KMPOBaH.

¢ BbINONHUTL B pexume ob6HoBneHus MO

BbinonHeHWe NpunoXxeHnst nog TekyLllen y4eTHoW 3anncbio 6e3 orpaHmdeHuin. MNpu atom
NpUNoXeHue 1 BCce ero JoYepHue MOAYyMM NoMeLl aloTcs B Npodmnb CUCTEMbI U JOBEPEH-
HY10 30HY.

¢ BbINnonHUTL B pexume ob6HoBneHus MO nocne npoBepku

3anyck npunoxeHus B pexxunme obHoBneHust MO, ecnn npy aHTMBMPYCHOM CKaHMPOBaHUM

- (& ]
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NPUIOXEHWS He HaNOEeHO BpegoHOCHOro koaa. B obpatHom cnyyvae 3anyck Oyaet 3abno-
KMPOBaH.

e 3abnokupoBaTtb

BriokvMpoBka 3anycka NpuIioXeHust.

¢ YcTaHOBUTb

BbinonHeHne nHcTannaTopa noa TeKyLen yyeTHon 3anuceto 6e3 orpaHnyeHuii. [Npu atom
nocrne yCTaHOBKM NPUIOXEHWEe U BCE ero JO4YepHME MOAY MU NOMELL aloTCA B Npodmib CU-
CTEMbI U JOBEPEHHYIO 30HY.

¢ YcTaHOBUTbL NOCIe NPoOBepPKU

3anyck nHctannaTtopa B pexumMe obHosneHus MO, ecnn npyu aHTMBUPYCHOM CKaHUPOBa-
HUM yCTaHOBLLMKA He HangeHo BpedoHOCHOro koda. B obpatHom cnyyae 3anyck Oyaer
3abrokMpoBaH.

¢ YCTaHOBUTb B OFpaHUYEHHOM peXume

BbinonHeHne nHcTannstopa B U30NMpoBaHHON cpefe (MecovHULEe) Noh yYETHOM 3anuchbio
nonb3oBatens «V...P.O.» ¢ orpaHuyeHHbIMU npuBunermamn. MNpyu atom gobaBneHus B
npodwmrb CUCTEMbI HE MPOUCXOANT.

¢ YCTaHOBUTb B OrpaHUYEHHOM peXume nocrie NpoBepkKu

3anyck uHcTannsTopa B OrpaHU4eHHOM pexmme, ecniv Npyu aHTMBMPYCHOM CKaHWPOBaHUU
YyCTaHOBLL VKA HE HaWdeHO BpenoHOCHOro koda. B obpatHoM cnydvae 3anyck Oyaet 3a-
OnoKMpOBaH.

e 3abnokupoBaTtb

BriokupoBka 3anycka nHctannaTopa.

e PaspewnTtb

PaspelueHre NpunoXXeHno BbINOMHWUTL AecTBME, COoBMajarollee C yCroBUaMM npasunal
3ajaHHOM NOMUTUKMN KOHTPONS.

e PaspewunTtb nocne npoBepKu
PaspelueHre NpunoXeHuo BbINOMHWTL AEeCTBME, COBMajaroLlee ¢ yCroBUAMU npaBunal
33JaHHON MOMMUTUKM KOHTPOIS, €Crv NPy aHTUBMPYCHOM CKaHWPOBAHWUM MPUIOXEHUS] He
HangeHo BpefoHOCHOro koga. B obpaTtHoMm criyyae aenctsue ByaeT 3anpeLw eHo.

e 3anpeTutb

3anpeT NpunoXeHuo BbINOMHUTL AENCTBME, COBMajarolliee C YCIOBMSMU MpaBuna 3a-
OaHHOWM NOMUTUKN KOHTPONS.

e 3anpeTuUTb M 3aBepPLUNTL NPUNOXKEHUE

3anpeT NpunoXeHuo BbINOMHWUTL AEWCTBME, COBMajalrolliee C YCNOBMSMW MnpaBuna 3a-
OaHHOW NOMUTVIKM KOHTPOIS, 1 NocneayoLlee 3aBeplleHne NpUIoxXeHust.

e Paszpewntb

3anyck uHTepnpe- PaspetlueHue 3anycka 6e3 orpaHuy4eHuin.

Tatopa CKpUnToB | 3anpeTUTb

3anper 3anycka.

¢ PaspewunTtb

3arpyska HeaoBe- |[Paspelierune 3arpy3sku DLL-Grnbnmotekn 6e3 orpaHnyeHuit.

3anyck Henognu-
CaHHOro MHcTan-
nsTopa

HapyweHne nonu-
TVKWN KOHTPONS

peHHon DLL e 3anpeTutb
3anpert 3arpysku.
MoamdmkaLys ; PaspewnTtb et
PE-aiina He aspelleHne mogudmkaumm PE-danna.
e 3anpeTutb
WHCTaNNsITopom

3anpeTt mogudgmKaumm.

- 7T
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CopocbTe (hrnaxok BKnoYnTb aBTOMaTM4YeCKYy0 06paboTKy MHLIMAEHTOB, eCiv npea-
noraraeTcsl genernpoBaTtb MNOMHOMOYMSA Mo 06paboTke MHUMOEHTOB JIOKaNbHOMY MOJSb30-

BaTeno SoftControl SysWatch.

3awuTa naponem
UTtobbl yCTaHOBUTL OOLWMIN MapOSibHbIN AOCTYN K WHTEpdency wumm AevHCTarraTopy
SoftControl SysWatch Ha knneHTCKOM X0CTe, nepengute B pasgen 3awmTta naposiem Ka-
Teropum SysWatch n yctaHosute ¢naxok BknrounTtb 3awmuTty naponem (pvc. Hactpon-

KV NaposbHOM 3aumTbl ).

P Penakposanme Ractpoek knnerTos

* OBuwwme HacTpoiikia [ 3anperus 10e HaCTRO#

¥ SysWatch BrnrouuTe 3awmty naponem
KoHTpone aktwsHocTn
¥YnpaeneHne MHUMASHTMU MNapane:
3awwTa naponem n : [T]
» Cranwposanue —_—
» O6HoBREHKE BT
Hactpoiiku rrTepbeiica W3menenne ceofcTs nporpaMmel
Oruetel Y aanerne nporpammel

CnoeewsHwA
Caropasossie napoau
» Monutiaka KOHTpORR
> DLP
» SysCmd

3HaueHws ECEX NapaMeTpOE KOPPeKTHLI

— ——

=
PucyHok 60. HacTpoiku naponbHou 3awmThbl

3apaute Maponb 1 BBeaute ero NMoarBepxaeHue, nocre Yero oTMeTbTe obrnactn gen-
CTBYS:
U N3meHeHne CBOMNCTB NpPOorpamMmbi:
3anpoc napons npu goctyne k ['NUIMN SoftControl SysWatch.
U YpaneHue nporpamMmmbl:
3anpoc napons npwu 3anycke yganenusa SoftControl SysWatch.
BbicTaBuTE hriaxkok 3anpeTuTb NOKanbHOe yrnpaBneHne HacTpomKamm, ecrim Heobxo-
OMMO 3anpeTuTb pedaktTupoBaHme HacTpoek SoftControl SysWatch ¢ krmeHTckoro xocrta.

CocTosiHve gaHHou onuum ByaeT Takke oTobpaxkaTbCa Ha BKnagke KnveHTbl =4

-_— (® ]
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HacTtpounku ckaHmpoBaHus
B pasgene CkaHupoBaHune — Obuwme HacTpounkmn kateropum SysWatch Hactponte on-

LIV @aHTUBUPYCHOM NpoBepkm (pyc. OBLLME HACTPONKM CKaHMPOBaHUSA °).

¥~ PenakipoBaHWe HAaCTPOEK KNWEHTOR

¥ OBwwe HacTpoAKK

Wms v onucanme | Peakuna na yrpozy |

Xaprbut .
IP-agpeca cepsepa Buifop AefCTEMA BETOMATUYECKH

Homep anyesann O BriSop AeACTEMA N0 DKOHYEHKUIO0 NPOEEPKK

¥ SysWatch O 3anpoc geicTeuUA
KoHTpone akmeHocTi
¥npasneHWe MHUMAEHTEMW -— r . N
. Twnbi daiinos | | Mpoeepka coctashblx dainos |
3awmTa naponem — '
¥ CxaHwposaHue Bee daiine [[] Nouroswe Basul
O Tonsko ucnonseuse gaiins O Apwes

Hacrpoiikn pacnucanna

»  OBHOEAEHME | MMposepka chemHbix HocuTeneid |

Hacrpoiikn wHTepdeiica
] Astomatuueckan nposepka coemHbix HOCUTERETH
Oruetel -
CrpawweaTe 0 NPOSEPKE ChEMHEIX HOCUTENEH
CnoBeweHnAa P e -

Oanopascssie napani - ~
| ¥ueTHan 3anwce ANA ckanepa |

» [lonuTika KOHTRCAS

» DLP [ Micnonesosars YHETHYH 3aN1cb
» SysCmd
! WmA nonssoeatens:
Mapone:

MNogreepanTs napons

3HaY4EHNA BCEX NAPaMETPOE KOPPEKTHBI

[ Mpwweswrs | [ Omwera

PucyHok 61. O6wme HaCTPOMKM CKaHUPOBaHUS

B obrnactn Peakuus Ha yrpo3y Bbibepute OOvH 13 BapyaHTOB AEWCTBUN Npu OBHapyxe-
HMW YrPO3 B NPOLECCE aHTUBUPYCHOIO CKaHMPOBaHUS:
[0 Bbi6op AencTBMA aBTOMaTU4YECKMU:
Obe3BpeanTb NHPULMPOBAHHBIN OOBEKT UM yOanuUTb €ro, €CIi fieYeHne He yaaeTcs.
O Bbi6op AencTBUS NO OKOHYaHUIO NPOBEPKMU:
3anpoc gencteua byaeT BbiBeAEH fokanbHOMY nonb3oBatento SoftControl SysWatch
no BCeM OBHapyXeHHbIM Yrpo3aMm Mo 3aBEpPLUEHUIO NPOBEPKMU.
0 3anpoc pencrBus:
3anpoc gencteust OyaeT BbiBEAEH NokanbHomy nonb3oBaTtento SoftControl SysWatch
Npu 0BHapYXeHWUN KaXkaom yrpo3bl.
B obnactn Tunbl cphannoB BLIGepute TUNbl panros, KOTopble OyayT NOABEPrHyTbl MPO-
BEpPKe:
0 Bce dbannbi:

CKaHVIpOBaHI/Ie BCEeX TUNoB cba|7|n0|3, 3a UCKIMlo4eHnem CoCTaBHbIX TUMNOB, HE OTMEYeH-
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HbIX B 06riactn NMpoBepka cocTtaBHbIX hannos. (driaxkm MoytoBble 6a3bl MApXU-

Bbl).

0 Tonbko ncnonHsiemble ¢pannbli

CkanupoBaHue Tornbko ¢anrnos popmata PE.

B obriactn MNMpoBepka CbeMHbIX HOCUTENEeN ycTaHoBUTE riaXok ABTOMaTuUYecKas

npoBepkKa CbeMHbIX HOocUTenen, ecrmm Heob6xoaMMoO aBTOMAaTUHECKN 3anyckaTtb aHTUBU-

pycHoe ckaHupoBaHue USB-HocuTenen nocre nx nogkrnoYeHns K KIMMeHTCKOMY XOCTy. YcTa-

HoBuTE (praxxok CnpawmBaTb O NpoBepKe CbEMHbIX HOCUTenen And oTobpaxeHus

OnarioroBoro okHa c npeasioXXeHmem rnpoBepkKn Ha KInmeHTCKOM XOCTe.

B obrnactn YyeTHasa 3anucb ANA CKaHepa yctaHoBuTe (hriaxok Mcnonb3oBatb y4yeT-

HYI0 3anucCb 1 BBeOUTE YYETHbIE AaHHble, ecrim TpebyeTcs ykasaTb YYEeTHYH 3arnuchb, Nnopg,

KOTOpoW ByaeT NpoM3BOAUTLCS MPOBEpPKA, OTIIMYHYIO OT CUCTEMHOW Ha KIMEHTCKOM XOCTE.

B paspene CkaHupoBaHue — Hactpounkm pacnucaHua kateropum SysWatch moxHo

YCTaHOBUTb pacnucaHve aHTMBMPYCHOW NPOBEPKM, AN 3TOro ycTaHoBUTE (oriaxok 3agaTth

pacnucaHme v HacTpoiiTe napameTpsl (pyc. HacTpoiikv pacnucaHns ckanpoBanms ).

F PenakiMpoEaHWE HACTPOEK KNWEHTOE

> OBume HacTporKK
¥ SysWatch
KoHTpone aktweHocTH
¥npasneHWe MHUMAEHTEMW
JawmTa naponem
¥ CxaHWposaHue
Obume HacTpoiiki
Hacrpoiikn pacnucanns
> OBHoBRSHME
Hacrpoiikn wHTepdeica
Oruetel
OnogeweHua
Canopasossie naponu
» [lonuTuka KoHTpOAR
» DLP

> SysCmd

Japata pacnmcanune

Tun pacnucaHua: II'ID AHAM

YacroTa gHeii:

il o

Bpewmsa sanycka: IOD:UO;OD

| OBaacTv ckaHMpoEaHUa |

CKaHNPOEaHKE NaMATH
CKaHMPOEAHHWE 3arpy304HbIX CEKTOPOE
CKEHMP\)BBHWE BCEX HECTKWMX AMCKOE

I:l CKaHWPOBAHHE BCEX CHEMHBIX HOCUTENER

3H3ueHMa BCEX NAPaMETPOE KOPPEKTHLI

[ fprmenms |

Crmera

PucyHok 62. HacTponku pacnmcaHUa ckaHMpOBaHUA

B cueTtunke YactoTa AHen ykaxute Neproan4HoOCTb, C KOTOPOK OyaeT BbIMONHATLCSA 3a4a-
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ya, a B norie Bpems 3anycka — Bpemsi Ha4yana BbINOSHEHNS 3a4a4m B hopmaTte Yy:MM:CC.
B pasgene O6nacTyu ckaHMpPOBaAHUA MOXHO OFPaHNYUTL CKaHMPOBaHWE TOMbKO BblbpaH-

HbIMW 0bnacTamMu.

HacTponku o6HOoBneHus
B pasgene O6HoBneHue — Obwme HacTpouku kateropum SysWatch HacTponTte onuum

o6HoBneHua (puc. O6LLMe HACTPOWKN OBHOBIIEHUS] 8 ).

¥~ PenaktMpoEaHWe HACTPOEK KNWEHTOR x

> OBumne HacTporKK _ _
¥ SysWatch {_ Cocras obHoBReHWA |
KoHTpONE aKTWEHOCTI S e TR
¥npasneHne MHUMAEHTaMN
P A AHTWBMpPYCHBIE G336l
JawmTa naponem
» CxarvposaHue ST
. CoepuHenwe |
¥ OBHoBnsHNe S
[ Vcnonesosas napamerpst mpocu-cepsepa
Werounukn obHosnenunid .
. Appec Mop:
HacTpoiikn pacnucanna
Hacrpoiiku wrTepdeiica [ ] [83
Oruetel M
Wcnonezosate asTopusaumio Ha npokcu
Cnoeewexna
Oaxopazossie naponu Wima nonssosatens: MNapose:
» MonuTiaka KOHTPGAR I I
» DLP
» SysCmd -
. Noarsepmwaenne ot
[ 2anpawusate nosTeepxasHue nepes obHOEASHEM
| Céop npodmns ‘
[] Bainoaruts oBrosneHne anTuempycHe 623 nepeg chopom npoduna
3HaUEHNA BCEX NBPAMETPOE KOPPEKTHSI
[ NpumeHaTs ] [ CmeHa

PucyHok 63. O6bwme HacTponku o6HOBNEeHUA

B obrnactm CoctaB oOGHOBNeHuUW Bbibepute Tpebyembie KOMMOHeHTbI SoftControl
SysWatch ana obHoBneHus::

U MporpamMmmHbie moaynu;

U AHTUBUpPYCHbIE Ga3bl.
B obractn CoegauHeHune ycrtaHoBute draxok Mcnonb3oBaTb napameTpbl NMPOKCU-
cepBepa u ykaxxute HeobxoauMblie HAaCTPOMKK, €CIM ANA COeAMHEHMA C MHTEpHEeT-cepBe-
pOM OBHOBEHUI UCNOSb3YEeTCH NPOKCU-CEPBEP.
B obrnactn MNMoarBepxaeHne OT nonb3oBaTens ycTaHoBute ¢raxok 3anpawuBaTb
noaTBepXxaeHue nepen oo6HoBNeHUeM, ecrim TpebyeTca otobpaxkaTb guaror ¢ 3anpo-

COM noarBepXxXaeHna onepaunn Ha KInMeHTCKOM XOCTe.
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B obrnactn C6op npocuna yctaHoBute riaxxok BbInOMHUTL OOHOBNEHMe aHTUBMU-
PYyCHbIX 6a3 nepea c6opom npodcduna, ecrm Tpebyetca obHOBUTL Ba3bl nepen cbopom

I'IpOCbI/IJ'IFI Ha KIMMMEHTCKOM XOCTe.

B pasgene O6HoBneHne — UCTOYHMKN OOGHOBMEHUN MOXHO BblbpaTb cnocob obHOB-
NeHus:
o O6HOBUTL Yepe3 CepBUCHbIN LleHTp — 06HOBREHNE NOCPEACTBOM BHYTPUCETEBO-
ro cepsepa obHOBEHWI;
o O6HOBUTb 4epe3 MHTEepHeT — OOHoBreHve 4yepes3 cepsep ob6HoerieHn OOO
"APYOUT CEKbIOPUTWN", gocTynHbIn nocpeacTsom cet IHTepHeT.
B obrnactn McTOYHUMK OOHOBNEHUN yKa3bIBAKOTCA agpeca, C KOTOPbIX Npom3BoauTcsa 06-
HOBREHWe agpa NPOaKTMBHOM 3auyTbl M ©6a3 aHTUBMPYCHBbIX KOMMOHEHTOB. 3Ha4YeHust Mo

yMorMaHuo 6epytca n3 HacTpoek obHoBeHus komnoHeHTa SoftControl Service Center.

J~ ' PenakiMpoBaHWe HAaCTPOEK KNWEHTOS X

> OBme HacTporKK
¥ SysWatch

KonTpone aktvsHocTH

Qb6rosum yepes Cepenchnii Lientp
) ObHoswTs YEpES MHTEPHET

Wcrounmk obrosnennii:
¥npasneHne MHLMAEHTMW

JawmTa naponem H----- ‘: l_JI
» CxarvposaHue b | SNS

¥ OBuosnenne AVN http:/fupdates safensoft.com/AVS/
Obwme HacTpoiiku
Werounukn obHosneHniA
Hacrpolikin pacnucanna
Hacrpoiikn wHTepdeiica
Oruetel

CnogewsHna

Oaxopasossie naponi

» MMonuTnka KoHTpOAS
» DLP
» SysCmd

3HaueHMA BCEX NAPaMETPOE KOPPEKTHLL

[ Mpwwermms | [ Owmera

PucyHok 64. HacTponku ncTo4MHMKOB OOHOBMNEHUA

B pasgene O6HoBneHne — Hactpounkm pacnucaHusa kateropum SysWatch moxHO
YyCTaHOBUTb pacnucaHne oOHOBIIEHMs, AN 3TOro yctaHoBuTe dhriaxkok 3agaTb pacnuca-

HWe U HacTpolTe napameTpbl (puc. HacTpoiikn pacnmcanms obHosreHns ). B cueTumke

YacToTa gHen ykaxuTe nepuoamyHOCTb, C KOTOPOW ByaeT BbINOMHATLCS 3afada, a B nose

BpeMﬂ 3anyckKa — BpemMsd Ha4aria BbIlNOoJIHEHUA 3aJayn B cbopmaTe Y4.MM.CC.
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) Penakniposanie TOE
> OBwwne HACTPOIKK
¥ SysWatch
KoHTpone akTMEHOCTI
YnpasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
¥ OGHoBRSHME
CBlmne HacTpoiku

Werounukn obHosnenmid

Hacrpoiikn wHTepdeiica
Oruetw
CnoEeweHra
OpHopazoesie Napou
» MonuTika KOHTPGAR
» DLP

» SysCmd

PucyHok 65. HacTponku pacnucaHust ooHoBrneHus

= Hactpouku nHtepdenca

B pasgene Hactpownku nntepdenca kateropmm SysWatch Bribepure Heobxoammble on-
umm nHtepdenca SoftControl SysWatch Ha kneHTCKux xocTtax (puc. HacTponku nirepden-
)

ca

— &
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> OBwwne HACTPOIKK
¥ SysWatch MNokasblEaTE 3HAYOK NPOrpaMmMel & 0BRaCTA YEEACMAEHUA

KoHTponk akTWEHOCT [ BratoumTe 38yxoB0e conposoxaeHie
¥npasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
> OBHoBRSHME
Oruetel
OnogeweHua
Canopasossie naponu
» [onutnka KoHTpOAR
» DLP
> SysCmd

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

[ MpumeHTs ] [ OmvmeHa

PucyHok 66. Hactponku uHrepdenca

U Moka3biBaTb 3HA4YOK NporpamMmMbl B 0611acTn yBeOMIEHUN:
oTobpaxeHue 3Hauka SoftControl SysWatch B o6nactu ysegomneHui.
U BknounTb 3BYyKOBOE CONPOBOXAEHME:!

conpoBoOXaaTb yBeaoOMIIeHNA NporpamMmmbl 3ByKaMu.

OTueThbl
B pasgene Ot4yeTtbl kateropum SysWatch Hactponte napameTtpbl SoftControl SysWatch
MO NPOTOKOSMPOBAHMIO B TEKCTOBble OTYeTbl U peructpauum cobbitm B8 WMI (puc.

HacTpoiku otyetos ).

B o6nact OT4eTbl ycTaHOBUTE hfiaXoK POopMUPOBaAThL OTYETbI, YTOObI BKMIIOUUTL (DYHK-
LMI0 BeEeHVs TEKCTOBbIX OTYETOB, U BblbepuTe BMObl COOLITUN A1 NPOTOKONMPOBAHMS:
U O6HoBnREHME;
U MposBepka,;
U CucteMHbIn:
U Yrpossil;

U Cnyx6bl " HenoJo3puUTeNbHbIE NPUITOXKEHUS.

-,
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Pykosodcmeo aOmMuHUCmpamopa

¥~ PenaktMpoEaHWe HACTPOEK KIWEHTOR P

> OBwwne HACTPOIKK
¥ SysWatch
KoHTponk akTWEHOCT
¥npasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
> OBHoBRSHME

Hacrpoiikn wHTepdeiica

OnogeweHua
Canopasossie naponu
» [onutnka KoHTpOAR
» DLP
> SysCmd

| Druers '
DOpMUPOEATE OTHETH
OBHosneHne
Mposepka
CucTemHbiR
Yrposel
] CyoeBibt 1 HENOADSPUTEABHBIE NPMAGKEHIA

DQopMUpOEaTE OTHETHI (B AHAX): 30 a
( Potauma oTueTos ._‘

BrentounTe potaumio

OrpaHuuyeHne No EpemMeH: I

1 I

CrpaHuuenue no pasmepy: I

107[!@“8

KonauuecTso xpaHuMELX OTUETOE 0 a

| Permcrpauma cobemmi 8 WMI |

Bratounte perncrpaumto cobuimuii 5 WMI

0 E

Pasmep weropun WMI:

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

MpumeHTs ] [ OmvmeHa

PucyHok 67. Hactponku ot4éToB

BoictaBute ranouky Cnyx6bl U Henoao3puUTenbHble NPUNOXEHUs, YTOObI BKMOUMTL

3anncb cobbITWi 3anycka/ocTaHoBKM criyk6. CriykObl, KOTOpble Oblnv 3anyLUeHbl 40 CUCTEM-

HOW Ccry0bl safensec.exe, byayT nomedaTbCsa B OTYETaX Kak Oblia 3anyweHa paHee.

B cyeturke ®opmMmmpoBaTb OTUYeTbI (B AHSAX) YCTAHOBUTE KOMMYECTBO OHEN, 38 KOTOPbIe

COXpaHsieTCs UCTOPMSI COObITUI.

B obrnactn Potauusa ot4yeToB npun HEO6XOAMMOCTU yCTaHOBUTE briaxok BknouuTtb po-

Tauuro 1 yKakute napameTpbl poTaumumn (OLI,I/IH nm HeCKOJ'IbKO), orpaHmymBaoLLpe Kormye-

CTBEHHbIE€ XapaKTepPUCTUKN TEKCTOBbLIX OTHETOB:

b OrpaHquHMe no BpeMeHu:

BBEAUTE B JAHHOM Mosie BPEMEHHOW MIMMUT OOHOro chanra otyeTa u Bbibepute ean-

HUUbI BEJIMYNHBI B BblNagatkoLlweM Crnncke (CeKyH}J,bI, MWHYTbI, Yachbl, LI,HM).

¢ OrpaHu4yeHue no pasmepy:

BBeguTe B JaHHOM noJse JIMMUT no pasmepy ogHoro q)a|7|na oT4yeTa n Bbl6€pVITe ean-

HMLbI BEMMYMHBI B Bbinagatowwem cnmcke (b, Knb, Mub).

* KonuyecrtBo XPaHUMBIX NTOroB:

BBeAUTE B JAHHOM MoJie MakCMMasibHOE YUCIIO XpaHMMbIX YacTeun (banrnoB OTYETOB.

B obnactn Peructpauunsa cobbitun B WMI yctaHoBuTe (hriaxkok BKnounTb perucrpa-

——————
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uuto cobbiTun B WMI 0151 BKIMIOYEHUST COOTBETCTBYIOLLEN PYHKLMM U yKaxuTe Pasmep uc-

Topun WMI B 0 gHOMMEHHOM nosie.

® [1nd npefoTBpaLLeHUs NpoGrieM C MOBbILLEHHbIM NOTPEBIeHNeM CUCTEMHBIX Pecyp-

COB He pekoMeHayeTcHa 3agaBaTb pasmep uctopum pasHbim G6onee 100 cobbiTun,

onTumansHas BenmdnHa — oT 10 o 50 cobbiTu.

OnoBeleHus
B pasnene OnoBeweHus kateropmm SysWatch ycraHoBute donaxok NokasbiBaTb ono-
BeleHnsa ns oTobpaxeHusa rokanbHbix onoBeleHun SoftControl SysWatch Ha krmeHT-

CKMX XOCTax 1 Bbibepute Heobxoammble TUMbl cOoBLeHU (puc. HacTporika fokanbHbIX 0no-

BeleHn *):
U Cratyc 3awuThbl;
U O6HoBNEeHue NporpamMmsbil;
U MpoBepka kKoMnblOTEPA;
U OTtyeThl;
U JIuueHsus;
U YcraHoBKa (yaaneHue) nporpamm;
U BnoknpoBaHue moaynen nporpaMmmbl;

U OrpaHu4yeHune NpUoXeHUn.

— &
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) Penakniposarive Ha TOE
> OBwwne HACTPOIKK
¥ SysWatch
KoHTpone akTMEHOCTI
YnpasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
> OBHoBRSHME
Hacrpoiikn wHTepdeiica
Oryete
Onogewenua
Canopasoesie naponi
» [onutnka KoHTpOAR
» CLP
> SysCmd

PucyHok 68. HacTpoinka nokanbHbIX onoBeLieHUNn

= OpHopasoBble Naponu

B pasgene OgHopa3soBble naponu kateropmm SysWatch yctaHoBute doniaxok Bknto-
YUTb OQHOpPA30BbIe NAPOSIN M HAXXMUTE Ha KHOMKY & (CreHepupoBaTb KNOY) Ans Bbl-
paboTkn 256-6UTHOro Krnoya, Ha OCHOBE KOTOPOro ByayT BbIYMCIATLCS OAHOPa30Bble MNa-

posm (puc. HacTpownkun ogHOpPa3oBbIX naponeﬁ).

[ ] .
J CmeHa knioya fenaeT HeAeyCTBUTENbHBIMM BCE MPEAbIAYLLME Naposm.

-
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¥~ PenaktMpoEaHWe HACTPOEK KIWEHTOR P

> OBwwne HACTPOIKK

¥ SysWatch Brnto4uTh DAHOPA3OEHIE NApOAK
KoHTponk akTWEHOCT . »
Knou gns redepauun naponeil (cMeHa KNkua genaeT HeAedCTEUTENEHEIMW BCE Npeablayune
¥npasneHne MHLMAEHTaMI napenu:
3awmTa naponem
» Cxanwposanne I Q7UiFv5gtwGipsPjwRPEplqUTuBFChdavADkeyCjWlk= ]
> OBHoBRSHME
Hacrpoliku wHTepheica Enoxmposate knasnatypy
Oruetel
OnogeweHua

* MonuTnka KoHTpOAR
» DLP
> SysCmd

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

[ MpumeHTs ] [ OmvmeHa

PucyHok 69. Hactponku oaHopa3oBbIX naposnem

[ns GrnokMpoBKM KraBuaTypbl Ha KIMEHTCKOM XOCTe BbiCTaBuTe ranoyky BrnokupoBaTtb
knaBuaTtypy. [locrne Toro kak SoftControl SysWatch nonyuuit HacTpovku, kraBuaTypa Ha
KIMEHTCKOM xocTe OyaeTt 3abnokvpoBaHa. [nsa CHATMA GIIOKMPOBKM HEOBXOOUMO BBECTU
naposnb. SoftControl SysWatch npoBepsieT Bce BBeAeHHbIE NOSb3oBaTenemM rnocregosa-
TEeNbHOCTU CUMBOJIOB, M KaK TOMbKO pacno3HaeT naposb, 6riokMpoBKa KriaBmaTypbl CHUMa-
etca. Kpome TOro, 6riokMpoBKa CHMMaeTCsl Mpu OTKIIOYEHUN U nepesanycke CUCTEMHOM
cnyxbbl safensec.exe.

Ecrm knaBuaTtypa He ncnosnb3yeTcs B TedeHne 15 MuHyT, oHa cHoBa GrokupyeTcs.
HenocpencteBeHHas reHepauua 04HOPas30BbIX Maposien ocyluecTsreTcs Ha Bkraake Moa-

pasgeneHvs > .

Monutuka KoHTponsA: YcTtponucTBa
B pasgene NMNonutuka koHTponsa — YctpouctBa kateropum SysWatch HacTponTte npa-

BUIna ncnosib3oBaHnA crieyrowmx BHEeLLHNX yCTpOl7ICTB M NOPTOB CUCTEMbI Ha KITMEHTCKUX XO-

ctax (pvc. MommTuka KoHTpons ycTpoiicTs *°):

* COM-nopTbl;
* | PT-nopTsbl;

— &
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e CD/DVD-ycTtpowcTBa;

* USB-ycTtpouctaa.
YUTtobbl onpeaenmte npasa goctyna k USB-ycTponctBam, 3agante nx COOTBETCTBYHOLLMMMU
draxkamu B ctonbuax YteHme, 3anuck n Yaganenue gns tvna USB-ycTponcTtBa.
[ononHutenbHO MOXHO 3adaTb UCKMoYeHuss — Benbin cnucok USB-ycTponcTs, aAnd KOTo-
pbIX HA3HAYeHHOE NpaBwuno AencTeoBaTh He ByaeT. g 9Toro HaxmuTe Ha ceblfky lonon-
HUTENbHO U B NOSIBMBLLEMCH OKHE Ha)XmuTe Ha KHornky <+ (lo6aBuTb) (puc. McknoyeHus

anst USB-yctpoiicts ).

F PeaaktMpoBaHie HacTpOEK KNWEHTOS

> OBwne HACTPOHKK

¥ SysWatch IYHPO""-C"E-D S F— e — .F'Aanem-n-: ]
KoHTpone aktweHOCTI b COM-nopTal @ @ @ i
¥npasnerne vHLMgEHTAMA LPT-noptei @ @ @
3awmTa naponem CD/DVD-ycrpoiicrea ¥l ] ]
»  CKaHWMpOEaHWE USB-ycTpoiicTea [ ] ]

OBrosnenne
Hacrpoiikin uHTepdelica
Oryete

Onoeewerua

OaHopazoBsie naponu
¥ [onuTnka KoHTROAR
Ycrpoiictea
Mogymm
JloBepeHHbIl CNUCOK 3ETO3ArPYS

Dainosan cucTema

CucremHellil peectp

Cets ] 3aNpEeTUTL AETO3AMNYCK ANA BCEX YCTPOHCTE

Xaw-cymmel dainos
Mpodwan BesonacHocT
MpwBnnerum npoueccos

BzaumogeiicTere npoueccos

Ceprudukatsl

JanpewenHbie cry#bel Mone3oBatenn u MHTEpEaNE! JononHurensHo
» DLP
* SysCmd 3HaueHNA BCEX NAPaMETPOE KOPPEKTHL

-

>

PucyHok 70. Monutuka KOHTPOSNSA YCTPOUCTB

F Benwiid cnmcok USE ycrpoiicte

AxtveHo | ID nocraswwmka | ID npoaykTa Pegunzua Cepuitbii N2 Urenne « 3anuce Ypanenne

Kingston DT_101 G2 PMAP 001CCOC61220EA9044200183 ([ ¥ vl

MprmeHuTE ] I Ommena

PucyHok 71. UcknrouveHus ana USB-yctpoincts

Beeaure napameTpbl USB-ycTponcTBa B COOTBETCTBYHOLYX NOSsIX. [Mony4ntb gAaHHbie na-

pameTpbl USB-ycTponcTBa MOXHO criegytowym obpasom:

— &
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1) BctaBbTe Hocutens B USB-nopT koMnbloTepa.
2) Otkpoute ocHacTky incneTt4yep ycrtponcts (Device Manager) NaHerm ynpaBneHus
Windows.
3) PasBepHute kateropuio AinckoBble yctpounctBa (Disk drives) n asaxagpl Haxmute
NeBOM KHOMKOW MbILLM HA UMeHn nckomoro USB-Hocutens.
4) B nosiBuBLLEMCS OKHE nepenauTe Ha Bkragky CBeaeHus (Details).
5) B Bbinagatowem MeHto Bbibepute ceovicteo Pogutens (Parent). B none 3HavyeHune
(Value) otobpasutcs cTpoka Buaa:
USB\VID_<ID nocmaswuka>&PID_<ID npodykma>\<CepuliHbit No>,
roe ykasaHbl COOTBETCTBYHOLLME YMCrOBble 3HadYeHua napameTpos ID nocTtaBwuka, ID
npoaykTa n CepunHbin Ne (nokasaHbl B yrioBbiX CKOOKaXx).
6) B Bbinagatowem meHo Bbibepute csorictso U o6opynoBaHusa (Hardware Ids). B
none 3HavyeHue (Value) otobpasnTca cnncok annapaTHbiX WAEHTU(MKATOPOB, nep-
BbI U3 KOTOPbIX HEOBXOAMMO UCMONMb30BaTh B Ka4ecTBe napameTpa PeBusus.
Mocne BBOAa napameTpoB BbibepwuTe NnpaBa AOCTyna And AaHHOro YCTPOWCTBa B COOTBET-
CTBYyIOLLMX cTOMdUax YteHune, 3anucb 1 YaaneHue. Ytobbl BKNOYUTL YCTPOUCTBO B Be-
IbIN CAKCOK, YCTaHOBUTE (OraXKoK B cTONoLEe AKTUBHO.
Y10o6bl yoanutb YCTPOWCTBO U3 CNUCKA, HAXMUTE Ha KHOMKY & (YaanuTb).

MpaBura coxpaHsoTcs nocne HaxaTus Ha KHomnky MpUMeHUTb.

Ons USB-yCcTponCTB MOXHO Takke 3afaTb BpeMeHHble MHTepBarbl 1 nosnb3osarternen (Mm
rpynnbl nNonb3oBaTenen), And KoTopbix OyayT aenctBoBaTb BblOpaHHbie MpaBa AocTyna.
[na aToro Haxkmute Ha ccbifky NMonb3oBaTenu U UHTepBanbl. B nosiBvBLIEMCA OKHE
yKaXute BpEMEHHblE MHTepBasrbl Ha Bkragke BpemeHHble MHTepBanbl 1M gobaBbTe
nonb3oBaTenen Ha Bkragke Monb3oBaTtenu Windows c nomoukio kHonkn [Job6aBuTtb
(dbyHKUMOHanbHOCTL Bkragku Monb3oBatenu SoftControl B Tekylwen Bepcum He peanu-

3oBaHa). Ytobbl M3MEHEHMs1 BCTYNWUIM B CUMY, HAXKMUTE Ha KHOMKY MpUMeHUTb.

-,
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F MonezoEatend u WHTEDEaNbI

| Monbzosareny Windows | MNoaezosarenw SoftControl | Bpemernsie wHTepsans

BribepuTe EpEMEHHBIE MHTEDEANLI, B TEUEHWE KOTOpEIX BYAET ASACTEOEATS AaHHOE
Npaguno.

Hauano Koney

12:38:53 17:05:33

PucyHok 72. [lo6aBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTernien Ans npaBuna

YUtobbl 3abrokmpoBatb goctyn k CD/DVD-yctponcteam, COM-noptam wm LPT-nopTam,
cbpocbTe nobor 13 draxkoB B ctonduax YteHue, 3anucb v YaaneHue ans CooTBeT-

CTBYIOLLMX TUMOB YCTPOMCTB (Mpu 3TOM ByayT cOpOLLEHbI BCE chraXkkm ANs AaHHOro Tuna).

i Ana nameHeHus npas goctyna k noptam (COM, LPT) gononHutensHo Heobxoavma

nepes3arpyska CUCteMbl Ha KIMMEHTCKNX XOCTaxX.

OTmeTbTe onumio 3anpeTUTb aBTO3anycK ANA BCeX YCTPOUCTB, ecrm Tpebyetca 6so-

KnpoBaTtb aBTo3arpy3ky Bcex USB- n CD/DVD-ycTponcTB.

Monutuka koHTpons: Moaynu
B pasgene NMonutuka koHTtpona — Moaynu kateropmm SysWatch Bbl MoxeTe 3agaTb

npaswra anda otaeribHbIX I'IpI/IJ'IO)KeHI/II‘/'I, YCTAHOBJIEHHbIX HAa KITMEHTCKUX XOCTax (pI/IC. MNormtn-

Ka_koHTpons moayrein **). Mo ymorMaHiio JaHHasi BO3MOXHOCTb OTKIHOYEHa; ANA BKIOYe-

HWA BbICTaBUTe (bnax(or( Ucnonb3oBaTb YacTHbIe HaCTpOﬁKM Aansa Monyneﬁ.

i Mpu BbicTaBneHHoM oriaxke Mcnonb3oBaTb YacTHbIe HAaCTPOMKM ANA Moay-
nen nocrie NPUMEHEHNA HAaCTPOEK Ha KIMEHTCKMX XOCTax BCe JoKarnbHble HacTpon-

K1 O6yayT yoaneHsl 6e3 BO3MOXHOCTU BOCCTaHOBIIEHNS.

88
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v

> OBwwne HACTPOIKK
¥ SysWatch

KoHTpone akTMEHOCTI
YnpasneHne MHLMAEHTaMI
3awmTa naponem
Cranmposanne
OBroenenne
Hacrpoiikn wHTepdeiica
Oryete
Onoeewenua
Canopasoesie naponi
Monutika koHTpoAR
YerpolcTea
Mogymma
JloBEepeHHbIi CNUCOK BETO3ArPY3
Daiinosas cMcTema
Cucremunlli peectp
Cetn
Xaw-cymme daiinos
Mpodman BesonacHocTn
Mpwennerm npoueccos
BzaumogeiicTere npoueccos
Ceprudwkarm

3anpeuerHeie cry#bel

» DLP
» SysCmd

] ——

E Mcnonb3osate YacTHEIE HACTPORKK ANA MOayned

% ~ &
L.

Wma

alg.exe

SMSs.exe
Csrss.eng
winlogon.exe
services.exe
svchost.exe
|sass.exe
trustedinstaller.exe
MSCOrsvw.exe
wupdmgr.exe
wuapp.exe

drvinst.exe

dinotify.exe
ComExec.exe
TSManager.exe
sdbinst.exe

wininit.exe

Application Compatibility D:

MEHTAPUIA

Application Layer Gateway Service
Session Manager Windows NT
Client Server Runtime Process

Windows NT Legon application

Services Control Manager

Generic Host Process for Win32 Services

LSA Shell
Windows Modules Installer
.MET Runtime Optimization Service
Windows Update Manager for NT

Windows Update Application Launcher

Driver Installation Module

Windows Device |

Pykosodcmeo admuHUcmpamopa

ONHEHWA

[losepesHble NpUACKEHA
ﬂOEEpEHHb\E NPUACKEHNA
Josepertbie NpUACKEHINA
foseperHeie NpraoKeHnA
[losepeHHble NPUACKEHA
Josepentbie NpuaoxeHna
JoseperHbie NpUACKEHUA
NoseperHiie npuaoxeHna
ﬂOEEpEHHb\E NPUACKEHNA
Josepentbie NpuaoxeHna
JoseperHiie npUaoKeHnA
[losepesHble NpUACKEHA

Hosep

b€ NP, 118

CCM agent service
CCM TSManager

Josepertbie NpUACKEHINA

foseperHeie NpraoKeHnA

Windows Start-Up Application

b Installer [,

P npu A

Josepentbie npuaoxeHna

J =

J

v

3HaueHuA BCEX NAPaMETPOE KOPPEKTHL

1]

PucyHok 73. Nonutuka KOHTpons moayneun

Mo ymoraHuo okHo copepxut psg moayrnen OC Windows. Ytobbl Jo6aBUTb B CMIMCOK HO-

BblA MOYMb, HAXXMUTE Ha KHOMKY “~ (Jlo6aBuTk). MosBrBLLIEECS OKHO (pUc. Co3aaHve npa-

BUN AN Moaynst ') coaepuT psia BKINaAoK ANs Ao6aBrieHust MHcopMaLmmn 0 Mogyre U 3a-

OaHuAa npaBun ana Hero.

Mpaeuna anA peectpa

" Mpaeuna anA ceti

" MpuBKrneru npouecca

OBwme HacTpofkK

| MNpasuna anA Garnosoi cMoTemopl

Mma Mogyna

MasHTMdMKALMOHH BIE AaHHBIE MOIYAR

KommeHTapuid

Myt daiinos

HazeaHue OpraHMzaL 9

EHyTpenHes uma dafna:

Onucanwe:
AsTopckme npaea:
Bepona:

[ Moaporo |

JoSasuTh AaHHbIE W3 dakina

[ ooc |[ omes |

PucyHok 74. Co3aaHue npaBun ansa moaynsi

— &
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Ha Bkrnagke UpaeHTU(PUKaLMOHHBbIE AaHHble MOAYIIA YKaXuTe 00LLy0 MHopMaumio no
MOAYIo:

* Uma moayna — obs3aTterbHbln napameTp;

* NMyTn hannos — MHOXECTBO BO3MOXHbIX NyTeN K panry; nosie MoXeT BblTb MyCTbIM;

* KoMmeHTapum — KpaTKoe onmcaHue Moayrsi.
B none Mytun ¢pannoB mMoryTt Mcnosnib3oBaTbCA MacKM — MHCTPYMEHT 3afaHus npaBun ans
nobaBngemMbix 06bLEKTOB. Hanpvmep, ¢ MOMOLLB0 MAacOK MOXHO 3afaTb 4acTb MyTU K
dranny. Huxe npvBegeH CUHTaKCUC Macok:

* #*# — 3ameHseT Noboe KoNM4eCcTBO CUMBOJIOB, KpoMe cumBorna '\

* #*# — 3ameHseT Moboe KoNM4eCcTBO CUMBOJSIOB;

* #7?# — 3ameHsieT poBHO 1 no6on cMMBON.
Takxke Bbl MOXeTe BblbpaTb MOAYSb, LLESKHYB MO ccbifke [lobaBUTb AaHHble U3 danna

(puc. Cospganve npasun AN Moayrna ) 1 ykasas B MOSIBMBLLEMCS OKHe TpebyeMbiin dharn.

[aHHble Ha Bkrnagke MaeHTUMKaLUMOHHbIE AaHHbIe MOAYNA B 3TOM ciydyae OyayT 3a-
NOSTHEHbI aBTOMAaTUYECKN.
[Mpy npUMeHeHUM HaCTPOEK Ha KIMEHTCKOM XOCTe UCMOSHAEMble MOAYIM COMNOCTaBIIATCA
C 3aJaHHbIMU UOEHTUUKALMOHHBIMU JaHHLIMK Crieaytomm obpasom. VcrnonHaemblin Mo-
Ayrnb cyuTaeTcsa CoBMafaloLyM C OnncaHneM, ecriv Bce 3aaHHble B MOEHTU(MKALMOHHBIX
AaHHbIX MO COOTBETCTBYHOT AAaHHOMY Moayrto. [pu aTom:
— ecrnmansg Moayns 3agaHo HECKOSbKO NyTen, 4OCTaTOYHO COBMageHus Noboro 13 HuX;
— eCIv MHopMauust 0 Bepcum Moayna npeactaBsfieHa B pecypcax Ha pasHbiX S3bl-

KaxX, TO 4OCTaTO4YHO NOJIHOIro coBnageHna onmcaHmna BepCcun Ha nobom s3biKke.

— e &
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Mpaswna anA peectpa Mpasuna anA cet MpuBKneruy npouecca

MaeHTMEMKEUMOHHBIE AaHHBIE MOAYNA || OBwwe HacTpoikn || Mpaeuna anA fparnoBol cnoTemel

JoHa EbINOAHEHKA ’OI'[JEHVIHEHHHE NpUACKEHHA 7]

BrntounTs pexam obHosnenna MO

["] Coxpamate uctopmio sanycka

HaznaueHue yuetHoi sanmom

O WzonupoeaHHeA nonssosaTens V.ILP.O.

@ He ucnons3osats HasHa4eHWe }“—IETHCIﬁ SanwoK

e AOEEPEHHOM CMMCKE AETOSarpyskM
[ Aonxen Bera SANYLEHHBIM NpU CTAPTE CUCTEMBI

D fonser BuITh 3aNYIWEHHEIM B NONb30BATENLIKCH Ceccui

JobasuTh saHHble W3 dalina [ OK l [ Ommena

PucyHok 75. CospgaHue npaBun gana mogynsa: Obwme HacTpoOMKu

Ha Bkrnagke ObLwme HaCTPONKM YKAXKUTE YCIIOBUSI BbIMOSHEHNS MOAYIA.
B obrnacti 3oHa BbINOMHEHUSA BbIOepuTe 30HY, B KOTOPOM AOSDKEH 3anycKaTbCa MOAYrb:
* OrpaHU4YeHHbIe NPUNOXEHUS;
¢ 3a6NOKMpOBaHHbIE NPUNIOXKEHUST;
* [loBepeHHbIE NPUSTOXKEHUS.
BbicTaBuTe ranoykn Bknountb pexmm obHoBneHus MO, ecrim moaynb AOMKEH 3anyc-
KaTbCs B AaHHOM pexvme (Tornbko Ana [JoBepeHHbIX npuroxeHui), 1 CoxpaHAaTb UCTO-
puvio 3anycka 415 3anMcy UICTOPUM akTUBHOCTU MOAYIS.
B rpynne HasHauyeHue y4yeTHOM 3anucu Bbibepute, NO4 Kakom y4ETHOM 3anncbio 3amnyc-
KaTb AaHHOE npurioxeHue (Tonbko Ans OrpaHndeHHbIX NPUIoXEHNN):
* N3onmupoBaHHbIN nonb3oBartenb V.I.P.O,;
* He ucnonb3oBaTb Ha3Ha4YeHUe y4eTHOM 3anucu.
BricTaBute ranoyvky B noBepeHHOM cnucke aBTo3arpy3Ku, eCiivm JaHHbI Moayrb Heob-
XO4MMO BKMIOUUTb B AOBEPEHHBI CIMCOK aBTO3arpyskun (noapobHee npo JOBEPEHHbIN CMn-

COK aBTO3arpysku HanncaHo B pasgerne [ommTtrka_koHTpona — [1oBepeHHbIN CMCOK aBTo-

92
3arpysku ~).
BbicTaBuTe ranoyky [lomkeH ObiTb 3anyLWweHHbIM NPU cCTapTe CUCTEMbI, €CIM HEOOXO-

AVMO NPOBEPUTb, HAXOAUTCS M 3TOT MOAYMb Cpeau 3anyleHHbIX Moayren nocne crapTa
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1
cucteMbl (nogpobHee B pasgerie KOHTPOSb akTMBHOCTU ! ).

BbicTaBute rasyiouky OornxeH ObITb 3anyweHHbIM B NoNib30BaTeNbCKOW ceccumn, ecrm
Heobxoanmo npoBEpPUTb, HAXOoOUTCA i 3TOT MOAYIb cpean 3amnyleHHbIX Mo,qyne|7| nocne

BXOJa Nnonb3oBaTens B cucTeMy (noapobHee B pasaene KoHTpornb akTmBHoOcTY 7).

Ha Bkrnagke MpaBuna ana dbannoBomn cucTeMbl 3a4at0TCH NpaBuna 4ns 40CTyna nNpurio-
XeHns K obbekTam hanrnoBon cucteme (aHarnormdHo Hactpovikam B pasgerne [lommtuka

koHTponsi: PaitnoBas cuctema *).

Ha Bknagke MpaBuna gna peectpa 3agaloTcs npaBuia Ans OOCTyNa MPUIIOXKEHUst K
oObeKkTaM CUCTEMHOIO peecTpa (aHanorn4Ho HacTporikam B pasaerne [NonuTuka KoHTpons:

CvicTemHblii peectp 7).

Ha Bkragke NMpaBuna ana ceTun 3a4aloTcd npaBuia KOHTPOSst CETEBOW aKTMBHOCTU And

MPUIOXeHus (aHarNorM4HO HacTpoiikaM B pasaene Mommuka koHtpora: CeTb ).

Ha Bkragke MpuBunernn npouecca 3aatoTcAa OrpaHNYeHNa Ha UCMOSb30BaHMe NpoLec-

com npvsunernn Windows Ha KIMEHTCKMX XOCTax (aHarorn4Ho HacTpowkam B pasgene [lo-

nUTVKa KoHTponsa: MpuBMRerm npoLeccos ' ).

UTOObl M3MEHUTL AaHHbIE MOAYIA, HAXKMUTE HA KHOMKY £ (A3MEeHUTb) um ABaxabl LLErK-
HUTE MO HEMY W HACTPOWTE NapameTpbl aHanorM4Ho AeUCTBMUAM Npu Ao6aBrieHmn Moayrns.
YTto6bl yaanMTe Mogyrb M3 CiKCKa, HaXXMUTE Ha KHoMKy & (YpanuTb).

MpaBura coxpaHsoTCs Nnocne HaxaTus Ha KHomnky MpUMeHnTb.

Monutuka KoHTpons: [loBepeHHbIN CMMCOK aBTO3arpy3Ku
[loBepeHHbIN CINCOK aBTO3arpyskn Hy>KeH A5 Toro, YTobbl OTCrnexuBaTb 3anyck npurioxe-
HWIA, HE BKITOYEHHBIX B 3TOT CNUCOK. BKrtouaTb B JOBEPEHHbIN CNUCOK aBTO3arpysku criegy-
eT MoAy/m, Npu 3anycke KOTOpbIX HET HEOBXOAMMOCTM co3aaBaTtb COObITHE Ge30MacHOCTW.
B pasgene MNMonutuka KoHTponsa — [loBepeHHbIN CMUCOK aBTO3arpy3ku Kateropum
SysWatch otobpaxaeTcsa cnmcok moayren, BKIOYEHHbIX B CIMCOK aBTo3arpysku (puc. [Jo-

BEPEHHbI CMIMCOK aBTO3arpy3km 2 ). lo6aBuTbL MOAYM B CNNCOK MOXHO B pa3sgene MNonu-

TuKa KoHTpons — Moaynm (cm. Bbile °").
Ecrm napameTp Ucnonb3oBaTb AOBEPEHHbIN CAMCOK aBTO3arpy3Ku BKIIOYEH, MPU ro-
FMPOBaHMM NPOLIECCa OTMEYAeTCs, BXOOMUT 3arnyckaeMblii MOAyrb B [JOBEPEHHbIN CNCOK

W HeT.
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> DLP

> OBwwne HACTPOIKK
¥ SysWatch
KoHTponk akTWEHOCT
YnpasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
OBroenenne
Hacrpoiikn wHTepdeiica
Oryete
Onoeewenua
Canopasoesie naponi

¥ [lonuTika KoHTpoAS

» SysCmd

YerpolcTea
Mogymm
Daiinosas cMcTema
Cucremunlli peectp

Cetn

Xaw-cymme daiinos
Mpodman BesonacHocTn
MpwBnnerun npoueccos
BzaumogeiicTere npoueccos
Ceprudukarnl

3anpeuerHeie cry#bel

[V] Micnonssosate aosepeHHsIl CnMcox aETO3arpy3KA.

Pykosodcmeo admuHUcmpamopa

Ber moxete aobasuTte Mogynm B cnucok Ha exnagke Mogynu,

Wmsa KommerTapii

LSA Shell

Driver Installation Module

Isass.exe

drvinstexe

3HaueHuA BCEX NAPaMETPOE KOPPEKTHL

LT e—

[ tomenms | |

PucyHok 76. [loBepeHHbIA CMMCOK aBTO3arpy3Ku

= Monutuka koHTpons: ®annoBas cucrema

B pasgene NMonutuka koHTponsa — PannoBas cucrtema kateropum SysWatch onpege-

mmTe npaBwia OOCTyNa MPUWIOXKEHUA K o6bekTaM hannoBOM CUCTEMbI Ha KIMEHTCKUX XO-

ctax (puc. Monutvika KOHTporst haiinoBoii cuctembl 2 ):

* UrteHne canna um katanora;

* 3anncb B dhann nnm Kkatarsor (CosgaHve/msmeHeHne danna um katarora);

* YnaneHue chanra um katarora.

— e &
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> OBwwne HACTPOIKK
¥ SysWatch Mpaewna ana 30Hbl
KoHTpone akTeHoCTH [ OrpaHuyeHHEIR NPUACKEHWVA E
¥npasneHne MHLMAEHTaMI -~
3awmTa naponem H E;_;j ‘ ! ob
» Cranwuposanne _i*,_,_
*  OBHOEAEHME D Pecypc
Hacrpoliku wHTepheica 100 | #SYSTEM3Z#DRIVERS\ETC\hosts Paspewwre | 3anpetrs 33”F:
Oruetel 107 | #5YSTEM3Z####MODEXT# Paspewuts | 3anpetwte | 3any
Cnoeewexna 102 | #WINDIR##=*% Paspewuts 3anpetuTs 3any
Canopaszoesie naponu 103 | #WINDIR£2="% #MODEXT# PaspewuTs anpetvTs 3ang
¥ [onutuka KoHTpoAR 104 | £WINDIREWIN.INI Paspewwts | 3anpetwte | 3ang
Yerpoiictsa 105 | #WINDIR#SYSTEMLINI Paspewurs | 3anpervrs | 3ang
Moayn 106 #WINDIR#CONTROLINI Paspewute | 3anperwme | 3ang
’J"EDE””"'"‘ CrCOK aSTA3aTRY3 107 #WINDIR#TASKS\ATE*2.JOB Paspewure | 3ampemvie | 3ang
108 | #CAFBOOTINI Paspewsms | Zampervr | Zang
Cuctemuslil peecrp § -
c 109 | #CAFAUTOEXEC.BAT Paspewuts | 3anpetwte | 3ang
= 110 | #CAEMSDOS.SYS Paspewuts | 3anpetvts 3ang
Xaw-cymme daiinos
111 | #PERSONALZZ 2 Paspewwts | 3anpetvte 3ang
Mpodman BesonacHocTn
112 #ANYSTARTUPEZ 2 Paspewute | 3anpetvte 3ang
Mpwennerm npoueccos
n = .
BzaumogeiicTere npoueccos 14 | ##.#MODEXT# Paspewnte | ZampervTe 3anp
Cepridnkars 502  ESMSDIRFE™E Paspewuts | 3anpetvts 3ang
3 SN2 #CVETERAIZEMBVERSISHSOORE BI K Pazneniurh AanneTeTh 2anr Y
anpelleHHeie Cry#bel PT: 3 »
» DLP
» SysCmd 3HEUEHMA ECEX NAPAMETPOE KOPPEKTHEL
[ MpumeHTs ] [ OmvmeHa
] ——

PucyHok 77. Nonutnka KoHTpons cannoBon cucTe Mbl

MpaBwuna pasaerneHbl N0 cnncKam 4515 NPUIOXKEHWA U3 CreayHoLWX 30H BbINOSHEHWS:
* [loBepeHHbIe NMPUITOXKEHUS;
* OrpaHU4YeHHbIe NPUIIOXKEHUA.
[na nepeknoyeHrs mexay cnmckamm Bbibepute COOTBETCTBYHOLLYKO KaTeropuio B Bbinaaa-
toem cniucke NMpaBuna ana 3oHbl. Ecrv TpebyeTcs nepemMecTuTb NpaBurio B CAMCOK Afs
NPWIIOXKEHUIA U3 OPYrON 30HbI BbINOSTHEHWS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBwuia u Bblbe-
puTe OAMH U3 BapUaHTOB:
* Bce — co3gaTtb npaBwrio At 06enx 30H BbINOSIHEHMS, €CIU NPaBUNo HAXOOUTCS TOJb-
KO B O4HOM CTMCKe;
* OrpaHU4YeHHble — NEPEMECTUTb MPABWIIO B CMIUCOK NMpaBuWn 4511 OrpaHUYeHHbIX NPUIio-
XEHUN;
* [loBepeHHble — NepeMeCTUTL NPaBUO B CNICOK NpaBun AN AOBEPEHHbIX NPUIioXe-
HUN.
Kaxxgoe npaBuro npeacTtaBrisieT cobon 3anncb B JIMHEMHOM CMMCKE U MMEET CBOW YHVKaIb-
HbI naeHTudrkaTop ID. O6bekTbl NpUMeHeHNa ykasblBatoTcs B cTtorbue Pecypc, npasa
[0CTyna K HAM — B cTonbuax YteHmne, 3anuco 1 YaaneHue. drnaxok B ctonbue AKTUBHO

YKa3bliBaeT, ,El,el7|0TByeT T JaHHOE NpaBwrio.
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Ecrm HeckomnbKko npaBun UMEIT nepecekarlpmecs obnactn 4eNCTBMA, TO NPUOPUTET Bbl-
NOSIHEHMSI B TAKOM CIlydae UMeeT NpaBwusio, pacrosioXXeHHoe B cnucke Hamboree Husko. [o-
NOXeHue npasura B CrNUCKe M3MEHAETCS C NOMOLLbIO KHoMoK & (BBepx) n # (BHU3).
Ctpoka B ctonbue Pecypc npeacraBnsaet cobon nytb 0 obbekta um o6bLEKTOB MNpu-
MeHeHus npaswna. B gaHHOM CTpoOke MOryT UCMOSb30BaTbCA Mackv — MHCTPYMEHT 3aJaHus
npaBwn 4nga rpynnbl 06beKToB hanroBon cuctemMsl. Hanpumep, ¢ NOMOLLBIO MacoK MOXHO
co3faTb NpaBurio A1 Katanora u Bcex 00bEKTOB BHYTPU HEr0 WM NpaBurio Ana onpeae-
NEHHbIX TUMOB (pacLLMpeHuin) dansos.

Hwke npmBeaeH CUHTaKCUC Macok:

* #*# — 3ameHseT Noboe KoNM4eCcTBO CMMBOJSIOB, KpOMe cumBora '\' (B criydyae pasmelle-
HMSA B KOHLLE CTPOKW pacnpoCTpaHsaeTCs TONbKO Ha dhaiinbl KOPHEBOW ANPEKTOPUN);

* #*# — 3ameHseT Moboe KoNmM4eCTBO CUMBOJSIOB (B Cliydae pasMeLLEHNs B KOHLIE CTPO-
KN pacnpocTpaHsaeTcs Ha ¢hanrnbl KOPHEBOW AVPEKTOPWUM, NMOAAVPEKTOpUM 1 hanmbl
NoAAVPEKTOPUN);

* #?# — 3ameHsieT poBHO 1 ntobon cumson.

UTo6bl co3gaTb NpaBuUrio, HAXXMUTE Ha KHOMKY -~ (lo6aBuUTb).
B nosiBuBLLEMCS OKHE BBEAMTE MOSMHbIM NyTb A0 00bekTa (hairioBOn CUCTEMbI UM MAcKy B

nore ®ann unu katanor (puc. CosgaHue npasura Ans o6bekTa (aitrosoii cuctembl ).

Bbl MOXeTe ykasbiBaTb Kak nankum Ha flokarbHOM XECTKOM AWCKe, Tak U CeTeBble Marku.
Mpn co3ganmm NpaBwunia 4ns CETEBbLIX NArnok NyTb ykasbiBaeTcs B Buae \\<ums_cepsepa>
\<ums_nanku>. BmecTto cumorna '\\' MOXHO ncrnonb3oBaTb Macky #**#; B aTom criyyae 6y-
AyT NpoBePATLCA M ceTeBble, M fiokanbHble nankn. Kpome Toro, MoxHO ykasbiBaTb IP-ag-

pec KoMnboTepa C ceTeBOU Nankom.

i Ecmm B npaBwune ykasaH IP-agpec komnbtoTepa, To npaBwio GyaeT oencTBoBaTh,
TONMbKO ecrm nornb3oBarternbs Npy A4OCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [Mo3aToMy ecrm Heobxo4MMO KOHTpOrmMpoBaTh AocTyn v no IP-agpecy, n no

ceTeBOMYy NyTn, cosgavTe ABa OTAeNbHbIX npaswuna.
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Dalin wnm katanor (NoAHBE MyTs MaK macka)

| Ene=zLOG#?2.TXT] l
Mpodwne GescnacHocTu: [ profile_1 ﬂ

| YUreHue || Januce || YaaneHwe

|
JanpetiTth ﬂ JanpeTuTh n JanpeTuts n

(/] Arwro

oc ] [omen ]

PucyHok 78. Co3gaHue npaBuna ansa o6bekTa hannosomn
CUCTEMBI

1
Bbi6epute npodunb_6Ge30nacHOCTU ANd NpaBuia > B COOTBETCTBYIOLEM BbiMNaAatoLLEM

cnucke.

3ameyaHue. YCTaHOBUTb WM CHATb (pria>kok AKTMBHO MOXHO TOSbKO B criydae Bbibopa
npocduna no ymorManmio (No group). Npu BeiGope noboro apyroro npoduns, co3aaHHOro
nonb3oBaTerieM, JaHHoe Mofie CTAaHOBUTCH HeaKTMBHbIM, U €ro 3HavyeHue coBnajaeT Co
3Ha4YeHVeM COOTBETCTBYHOLLErO nosia B pasgene Monutuka koHtpona — Mpodunm Ges-
ornacHocCTM.

B obnactax YreHue, 3anucb n YaaneHue BbiOepuTe B BbiMagatoLmx CrmMcKkax COOTBET-
CTBYIOLLME NMpaBa OCTyrna K 00bekKTy:

* PaspewinTb — NO3BOSUTb NPUIIOXKEHMIO BbIMOSHATL Onepaumio Hag 06 bekToMm;

* 3anpeTuUTb — 3ab65I0KMPOBaTb BbINOSIHEHME MPUIIOXEHEM Onepaummn Hag 06 bEKTOM.
O6paTuTe BHUMaAHWE, YTO eCiM 3anpeLLEHO YTeHne, aBTOMaTMYeCKU 3anpeLLeHbl Takke 3a-
nUCb 1 yaaneHue.

YT0o6bl BKMOYNTE CO3AAHHOE MPaBWUIo B CMMCOK U cAenaTb ero JeNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXXMuUTe Ha KHOMNKy OK.

UToObl M3MEHUTb MPaBWIo, HaXXMKUTE Ha KHOMKY & (U3MeHUTb) W ABaxabl HAXMUTE Ha
Hero v HacTpouTe NapameTpbl NpaBwuria aHarorM4yHO AeCcTBUAM NPW ero Co3AaHun.

UTtobbl 3a4aTh BpeMSA AENCTBMA NpaBuia 1 nonb3oBaTenien (v rpynnbl Nofb3oBaTenen),
K KOTOPbIM OHO MPUMEHSIETCS, HAXMUTE Ha KHOMKY -+ (lononHUTenBLHO). B nossuBLIEMCS
OKHE YKaXxuTe BpeMeHHble UHTepBarbl Ha Bkragke BpemMeHHble nHTepBanbl 1 obaBbTe
nonb3oBatenen Ha Bkrnagke Monb3oBatenu Windows c nomoukto kHonkn [Job6aBuTtb
(dbyHKUMOHanbHOCTL Bkragku Monb3oBatenu SoftControl B Tekylwen Bepcum He peanu-

30BaHa). YTo0bl M3MEHEHMst BCTYMNUIM B CUIY, HAXKMUTE Ha KHOMKY MpuMeHnTb..

— e &

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

F MonezoEatend u WHTEDEaNbI

| Monbzosareny Windows | MNoaezosarenw SoftControl | Bpemernsie wHTepsans

BribepuTe EpEMEHHBIE MHTEDEANLI, B TEUEHWE KOTOpEIX BYAET ASACTEOEATS AaHHOE
Npaguno.

Hauano Koney

12:38:53 17:05:33

PucyHok 79. [lo6aBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTesnien Ans npaBuna

YT00b! yaoanMTb NpaBurno, HaXxxmuTe Ha KHorky & (YpanuTb).

i B Habope normtuk koHTpona SoftControl SysWatch cogepxaTtca npegycraHoBreH-
Hble nNpaBura, PacnpOCTPaHSAIOLMECH HA CUCTEMHbIE KaTarorn n obbekTbl pacrno-
NOXEHUS1 KOMIMOHEHTOB NpoaykTa. 3meHeHve v yganeHue npeaycTaHOBIIEHHbIX
npaBui MOXeT NoBreYb 3a coboW HapyLLeHVe 3aLmTbl LEeNIOCTHOCTU CUCTEMbI KIn-

E€HTCKOro xXocTa.

= Monutuka KoHTponsa: CUCTEMHbIN peecTp
B pasgene Monutuka koHTpons — CucremHbin peectp kateropum SysWatch onpege-
mmuTe npaswia AOCTyna NPUIOKEHUA K 0O bekTaM CUCTEMHOIO peecTpa Ha KIMMEHTCKMX XO-

ctax (pvic. MonmTrKa KOHTPONS CUCTEMHOTO peecTpa " ):

® 3anu1ch B KoY U MapameTp peecTpa (Co3aaHne/MsmeHeHre Knova unm napameTpa);

* YparieHvie Krova unm napameTpa peectpa.
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> OBwwne HACTPOIKK
¥ SysWatch Mpaewna ana 30Hbl

KeHTpank akTveHacTy [ OrpaHuyeHHEIR NPUACKEHWVA n

¥npasneHne MHLMAEHTaMI
r e
L o

-
3awmTa naponem E;_;j

Xaw-cymme daiinos
2

2

\REGISTRYAMACHINE\SOFTWARE\MICROS... | 3anpemsre | Paspewwts

Mpodman BesonacHocTn
\REGISTRY\MACHINE\SCFTWARE\MICROS... | 3anpemwte | Paspewuts

ra

MpwBunerun npoueccos

» Cranwuposanne — = - —
*» OBHOERSHME 1D Pecypc 3 " YaaneHue  AxTve
Hacrpoiiku vHTepOSiica 10 \REGISTRY\MACHINE\SOFTWARE\CLASSES\,., Paspewute | PaspewuTs s
Orueru 11 \REGISTRY\MACHINE\SOFTWARE\CLASSES,,.,  3anpervrs  Paspewuts []
OnoBeweHis 12 \REGISTRY\MACHINE\SOFTWARE\CLASSES),.,  3anpemvms  Paspewuts
Ogropazossie napony 13 \REGISTRY\MACHINE\SOFTWARE\CLASSES), . 3anpemvTs  Paspewwts
¥ MonuTika koHTpOAR 14 \REGISTRY\MACHINE\SOFTWARE\WMICROS..,  3ampoc  Paspewwts
Yerporicrea 15 | \REGISTRY\MACHINE\SOFTWARE\MICROS... | 3anpoc 3anpoc
Moy ) 16 | \REGISTRYAMACHINE\SOFTWARE\MICROS.., | 3ampoc 3anpac
i::j::::i‘:;z;‘:" BETAzArpys 17 \REGISTRY\MACHINE\SOFTWARE\MICROS... 3anpoc 3anpoc
F—— 18 | \REGISTRYAMACHINE\SOFTWARE\MICROS... | 3ampoc | Paspewwts
sy 19 \REGISTRY\MACHINE\SOFTWARE\MICROS... | 3ampoc  Paspewwrs
20 \REGISTRYAMACHINE\SOFTWAREWMICROS... | 3ampoc  Paspewwts
[¥2
»

BaaumoasiicTeme NpoLRCCos 23 \REGISTRY\MACHINE\SOFTWARE\MICROS... 3anpoc Pazpewuts
Ceprudvikars 24 \REGISTRYWMACHINE\SOFTWARE\MICROS... 3anpoc Paspewuts
3 25 ARECISTREVIAAACHIMEVSOETWAREVRAITRTIS Jannoc Pasneimnuth, E
anpelleHHeie Cry#bel [ ]
» DLP
> S}'Scmd 3HaYEHWA BCEX NapaMmeTpoE KOPPEeKTHbI
[ NpymernTs ] [ OmmerHa

[ —— R
PucyHok 80. NMonuTuka KOHTPONS CUCTEMHOIO peecTpa

MpaBwuna pasaerneHbl N0 cnncKam 4515 NPUIOXKEHWA U3 CreayHoLWX 30H BbINOSHEHWS:
* [loBepeHHbIe NMPUITOXKEHUS;
* OrpaHU4YeHHbIe NPUIIOXKEHUA.
[na nepeknoyeHrs mexay cnmckamm Bbibepute COOTBETCTBYHOLLYKO KaTeropuio B Bbinaaa-
toem cniucke NMpaBuna ana 3oHbl. Ecrv TpebyeTcs nepemMecTuTb NpaBurio B CAMCOK Afs
NPWIIOXKEHUIA U3 OPYrON 30HbI BbINOSTHEHWS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBwuia u Bblbe-
puTe OAMH U3 BapUaHTOB:
* Bce — co3gaTtb npaBwrio At 06enx 30H BbINOSIHEHMS, €CIU NPaBUNo HAXOOUTCS TOJb-
KO B O4HOM CTMCKe;
* OrpaHU4YeHHble — NEPEMECTUTb MPABWIIO B CMIUCOK NMpaBuWn 4511 OrpaHUYeHHbIX NPUIio-
XEHUN;
* [loBepeHHble — NepeMeCTUTL NPaBUO B CNICOK NpaBun AN AOBEPEHHbIX NPUIioXe-
HUN.
Kaxxgoe npaBuro npeacTtaBrisieT cobon 3anncb B JIMHEMHOM CMMCKE U MMEET CBOW YHVKaIb-
HbI naeHTudrkaTop ID. O6bekTbl NpUMeHeHNa ykasblBatoTcs B cTtorbue Pecypc, npasa
[0CTyna K HAM — B cTonbuax 3anucbk n YganeHue. ®rnaxok B cTondue AKTUBHO yka3blBa-

eT, D,eVICTByeT JM JaHHOE npaBuro.
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Ecrm Heckonbko npaBun UMEKOT nepecekarouyecs obractn 4encTeBus, To NPUOPUTET Bbl-
NOSIHEHMSI B TAKOM CIlydae UMeeT NpaBwusio, pacrosioXXeHHoe B cnucke Hamboree Husko. [o-
NOXeHue npasura B CrNUCKe M3MEHAETCS C NOMOLLbIO KHoMoK & (BBepx) n # (BHU3).
Ctpoka B ctonbue Pecypc npeacraBnsaet cobon nytb 0 obbekta um o6bLEKTOB MNpu-
MeHeHusi npaBura. B gaHHOM CTpoke MOryT NCnomb30BaTbCA MAaCKU — MHCTPYMEHT 3aaHus
npaBun 4nsa rpynnbl 06bEKTOB CUCTEMHOIO peecTtpa. Hanpumep, ¢ NOMOLLBp0 MacoK MOXHO
co3gaTtb NpaBwurio Ana pasgerna peecTpa u BcexX 00beKTOB BHYTPY HETO.

Hwke npvBegeH CUHTaKCUC Macok:

* #*# — 3ameHseT Nboe KOMYECTBO CMMBOJIOB, KpoMe cumBoria '\' (B crydae pasmelle-
HUS1 B KOHLLEe CTPOKW pacrnpoCTpaHAeTCs TONbKO Ha NapameTpbl pas3aena);

* #**# — 3ameHsaeT Noboe KOMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLEHMs B KOHLIE CTPO-
KM pacnpoCTpaHseTcs Ha napameTpbl pasgerna, nogpasaess! 1 napameTpbl nogpasae-
1oB);

* #?# — 3ameHsieT poBHO 1 nMo6ow cMMBON.

UTtobbl co3gaTth NpaBwUio, HAXKMUTE Ha KHOMKY “* (lo6aBUTL).
B nosiBuBLLEMCSA OKHE BBeauTe MOMHbIN NyTb OO 06bEKTa CUCTEMHOrO peecTpa UM Macky

B nore Knwo4 unmn napameTtp peectpa, (puc. Co3gaHve_npaBura ans obbekra cuctem-

Horo_peectpa *), ipu 3TOM KOpHeBble pasdernbl peecTpa B 3a4aBaeMoM MyTU AODKHbI
ObITb YKa3aHbl criefytoLym obpasom:

* \REGISTRY\WMACHINE\SOFTWARE\CLASSES\-pa3genHKEY CLASSES_ROOT;

* \REGISTRY\WMACHINE\ - pa3pen HKEY_LOCAL_MACHINE;

* \REGISTRY\USER\<SID>\ - pa3gen HKEY_CURRENT_USER gns none3oBatens ¢

yKasaHHbIM naeHTudprkatopom 6esonacHocth (<SID>);
* \REGISTRY\USER\ - pasgen HKEY_USERS.
e ——

Knrou vnn napametp peectpa (MyTe WK Macka)

| \REGISTRY\MACHINE\TESTKEY\ &4 ]

Mpodwne GescnacHocTi: I profile_1 ﬁ]

| 3anwce || YaaneHne

Janpetuts n 3anpetnth n

[v/] AkrusHo

or ) [omen

PucyHok 81. Co3gaHue npaBuna ansa o6bekTa CUCTEMHOrO peecTtpa

— e &
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1
Bbi6epute npodunb_6Ge30nacHOCTU ANd NpaBuia > B COOTBETCTBYIOLEM BbiMNaAatoLLEM

crucke.
3ameyaHue. YCTaHOBUTb WM CHATb (pria>kok AKTMUBHO MOXHO TOSbKO B criydae Bbibopa
npocuna no ymorManmio (No group). lNpu BeiGope noboro apyroro npoduns, co3aaHHOro
nonb3oBaTenieM, JaHHOEe Morie CTAaHOBUTCH HEaKTVMBHbLIM, U ero 3HaveHve coBnagaeTt Cco
3Ha4YeHVeM COOTBETCTBYHOLLErO nosisa B pasgerne Monutuka koHtpona — Mpodunm Ges-
onacHocTu

B obrnactax 3anucb 1 YaaneHue BbibepuTe B BbiNagaloLmX CNMCKax COOTBETCTBYIOLLME
npaea AocTyna K 0O6bekTy:

* PaspewinTb — NO3BOSUTb NPUSIOXKEHMIO BbIMOSHATL Oonepaumio Hag 06bekToMm;

* 3anpeTuTb — 3a6OKMPOBAaThL BbINOSHEHME NPUMOXEHNEM ONepaLmn Hag 06 BHEKTOM.
O6paTuTe BHUMaHWE, YTO eCiM 3anpeLLEHO YTeHne, aBTOMaTMYeCKUN 3anpeLLeHbl Takke 3a-
nMCb 1 yaaneHue.

YT0o6bl BKMOYNTE CO3AaHHOE MPaBWUIo B CMMCOK U cAernaTb ero AeNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXXMuUTe Ha KHOMKy OK.

UToObl M3MEHUTb MPaBWUIo, HaXXMKUTE Ha KHOMKy & (U3MeHUTb) WM ABaxabl HAXMUTE Ha
Hero 1 HaCTpouTe NapameTpbl NpaBua aHarorMyHO ENCTBMSIM NPU €ro CO3aaHuN.

YUtoObl 3apaTb Bpems AeVCTBUS NpaBwuria 1 nonb3oBatenen (MM rpynnbl nosib3oBaTenen),
K KOTOPbIM OHO MPUMEHSIETCS, HAXKMUTE Ha KHOMKY = (JlononHUTenbHo). B nosiBmBLLEMCSA
OKHE YKaXkuTe BpeMeHHble MHTepBarbl Ha Bkragke BpemeHHble nHTepBanbl 1 Job6aBbTe
nonb3oBatenen Ha Bkrnagke Monb3oBatenu Windows c nomoukto kHonkn [Job6aBuTtb
(dyHKUMoHanbHOCTL Bknagky NMonb3oBaTtenu SoftControl B Tekylwen Bepcum He peanu-

30BaHa). Y1o0bl M3MEHEHMs1 BCTYNUIM B CUITY, HAXKMUTE Ha KHOMKY MpUMeHUTb.
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F MonezoEatend u WHTEDEaNbI

| Monbzosareny Windows | MNoaezosarenw SoftControl | Bpemernsie wHTepsans

BribepuTe EpEMEHHBIE MHTEDEANLI, B TEUEHWE KOTOpEIX BYAET ASACTEOEATS AaHHOE
Npaguno.

Hauano Koney

12:38:53 17:05:33

PucyHok 82. [lo6aBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTernien Ans npaBuna

YTobbl yoanutb npasurio, HaXxxmute Ha KHonky 2 (YaanuTtb).

i B Habope normtuk koHTpona SoftControl SysWatch cogepxaTtca npegycraHoBreH-
Hble MpaBwra, PacnpOCTPaHSIOLLMECS Ha KIOYM 1 NapaMeTpbl peecTpa, Brmsiowme
Ha paboTy cuCTEMbI U KOMMOHEHTOB NpoAykTa. MIameHeHve wm yaaneHve npeny-
CTaHOBJSIEHHbIX NPaBWIT MOXET NOBIeYb 3a COOOM HapyLleHne 3auyThbl LeNoCTHOCTU

CUCTEMbI KITMEHTCKOIO XOCTa.

Monutuka koHTpons: CeTb
B paspgerne NMNonutuka koHTponsa — Cetb kaTeropum SysWatch onpepernmre npaswuna

KOHTPOJI1 CETEBOWN aKTVBHOCTUN MPUIOXEHWUI HA KIMEHTCKUX XocTax (puc. MNommTrKa_KOHTPO-

I ceTeBOW aKTMBHOCTU

102
)

¢ [lpvem gaHHbIX;

* [lepegada AaHHbIX.
MpaBwuna pasaerneHbl Mo cnnckam 4515 MPUIOXKEHWA U3 CrieyoLX 30H BbINOSHEHWS:

* [loBepeHHbIe NPUSoXEeHUS;

* OrpaHU4YeHHbIe NPUIIOXEeHUA.
[na nepeknoyenrs mexay cnmckamm Bbibepute COOTBETCTBYIOLLYKO KaTeropuio B Bblnaga-
toem cniucke NMpaBuna ana 3oHbl. Ecrv TpebyeTcs nepemMecTuTb NpaBusiio B CAMCOK Afs
NPWIIOXKEHUIA U3 OPYrON 30HbI BbINOSTHEHWS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBwuia u Bblbe-

pute OanH N3 BapmaHTOB:
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* Bce — co3gaTtb npaBunio Anst 00enx 30H BbIMOMHEHUS, €CIM NPaBUIO HAXOAUTCHA TOSb-
KO B OOHOM CIUCKE;

* OrpaHu4YeHHble — NePEMECTUTb NPaBUO B CAMCOK NpaBun Asisi OrpaHnUYeHHbIX NPpUrio-
KEHUI;

* [loBepeHHble — NepemMecTuTb NPaBuIio B CMUCOK NpaBun Asisi AOBEPEHHbIX NPUIoXe-

o

HUN.

|\ PenaktpoeaHe HaCTpOEK KNHEHTOE

> OBwwne HACTPOIKK
¥ SysWatch Mpaewna ana 30Hbl

KoHTpone akTeHoCTH [ OrpaHuyeHHEIR NPUACKEHWVA ﬂ
¥npasneHne MHLMAEHTaMI

-
3awmTa naponem |:|‘_F|
= -
>

B A

» Cranwuposanne

> OBHoBRSHME
HacTpoiiku uhTepdeiica 300 Any-networkactivity | Bropawee/Mowmaswee | TCPAUDP | [
Oruetel
OnogeweHua
Canopascesie napani
¥ [lonuTika KoHTpGAR
¥erpoiicTea
Mogyma
JloBepeHHbli CNWCOK BETO3arpys
Daiinosan cvcTema
Cuctemuslil peecrp
Cemn
Xaw-cymme daiinos
Mpodman BesonacHocTn
MpwBnnerun npoueccos
BzaumogeiicTere npoueccos

Ceprwdmkarn

3anpewenneie cnywbel <G -1 >

= DLP
» SysCmd 3HaueHnn BCEX NApaMEeTPOE KOPPEKTHSL

MpumeHTs ] [ OmvmeHa

F L — »
PucyHok 83. Nonutuka KOHTPONS ceTeBOW aKTUBHOCTU

Kaxxgoe npaBuro npeacTtaBrisieT cobon 3ancb B JIMHEMHOM CMMCKE Y UMEET CBOW YHVKallb-
HbI naeHtudpmkatop ID. MNapameTpbl NpaBwna ykasaHbl B ctonduax Hassanmne, HanpaB-
nexHwue nlpoTtokon. PaspelleHre nnm sanpeT CeTeBOro CoeauHeHUs yKasbliBaeTcs dorax-
koM B cTornbue PaspeweHue; HeobxoaumocTb 06paboTku cobbiTus, B Crydae ero HacTyn-
neHus1, nokarnbHbIM nonb3oBaTternemMm — B crosnioue MNMoareBepxaeHune. Onaxok B ctorbdue
AKTUBHO yKa3biBaeT, JeNUCTBYET S JaHHOE MpaBurio.

Ecrm HeckonbKko npaBun UMeIT repecekarlpmecs obrnactn JencTeus, TO NPUOPUTET Bbl-
MOSIHEHVA B TAKOM Crlydae umeeT NpaBusio, pacrnorioXeHHoe B crincke Hambonee Husko. o-
NOXeHue npasura B CNUCKe M3MEHAETCS C NoOMOLLbLIO kHoMok & (BBepx) n ¥ (BHU3).
UTtobbl co3gaTth NpaBwUio, HAXKMUTE Ha KHOMKY “* ([lo6aBUTL).

B nosiBuBLLEMCA OKHE 3aganTte napamMeTpbl npasuna (pI/lC. Co3gaHve_npasura KOHTPOSS

-_— (7B ]
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ceTeBOM akTMBHOCTM '%):

* HaszBaHue — HaMeHOBaHWE NpaBuna.
* HanpaBneHue — HanpaBfieHe CeTEBOM aKTUBHOCTU, ONpeaenstolee ndnumatopa co-
€ AVHEHUSI:
— Bxopsuwee — ceTeBoe coeamHeEHNE, MHALMMPYEMOE yaarieHHbIM XOCTOM;
— Ucxopsulee — ceTeBOe COeaNHEHNE, HULMMPYEMOE KITMEHTCKUM XOCTOM;
— Bxopgawee/cxopsawee — nodoe 13 HanpaBieHUNA.
* [MpoToKON — TN NPOTOKOSA Nepeaayn AaHHbIX MO CETU:
—-TCP;
—UDP;
— TCP/UDP — nto60# 13 NpoTOKOSIOB.
Ha Bknagkax JlokanbHbIM agpec 1 YaaneHHbIW aapec 3a4al0TCs KOHEYHbIE TOYKW, MEX-
Ay KOTOPbIMW OCYLLECTBIIAETCA Nepefada AaHHbIX, Ha KIMEHTCKOM M yaareHHOM XOCTax Co-
OTBETCTBEHHO. B 06eux Bknaakax BblbepuTe, Ha Kakne ceTeBble agpeca 1 NopTbl pacnpo-
CTpaHseTca AencTBUE NpaBwna, M BBEAUTE 3HAYEHUS] B COOTBETCTBYIOLLME MOMS Npu HEOb-
XOAVMOCTW:
* Aapec — IP-agpec y3na ceTu:
— Jlro6om agpec;
— OnpepeneHHbIN aapec;
— Omnana3oH appecos.
* [lopT — ceTeBOW MOpPT:
— lrobom nopr;
— OnpepeneHHbIN NOPT;

— Onana3oH nopToB.

EEE———————————— -
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HazeaHue

I HTTP Incoming Connection

|

Hanpaenetwe I Exogawee

k4

MpoTtokon ITCP

kA

PazpeweHue

[:I MNMoaTeepxgexsmne
V] Aicrmsro

Mpodmne GesonacHocT: [ profile_1 E
NokansHuliA agpec | | YaaneHHud agpec |
Anpec [J"Iroﬁoﬁ agpec ﬂ
[ N |
Mapr [J"Iroﬁoﬁ nopT ﬁ]
[0 e |
oo | [ omen |

PucyHok 84. CozpgaHue npaBuna KOHTPOSIA ceTeBON aKTUBHOCTU

[lns paspelleHs ceTeBOro CoeauHeHnst C yka3aHHbIMU NapameTpamn ycTaHoBute dora-
xok PaspeweHue, ona sanpeweHuss — cbpocbTe ero. Ecrm npegnonaraetca obpaboTka
COBbITUIN CETEBOM aKTMBHOCTU MPUIIOXKEHWUI FIOKalbHBLIM MOSb30BaTENIEM Ha KIIMEHTCKOM XO-
cTe, ycTaHoBuTe (hriaxkok MoarBepxxAaeHue (Npy 3ToM oSPkHA ObiTh OTKMOYEHa aBTOMa-

Tndyeckasi 0bpaboTka MHUMOEHTOB 72 ).

UTto6bl BKIMOUNTL CO34aHHOE npaBurio B Cn1UcokK 1 caenatb ero ﬂeVICTByIOLIJVIM, yCTaHOBUTE

donaxok AKTUBHO 1 HaXXMuTe Ha KHoMnKy OK.

6

Bbibepute npodurb_6e3onacHocTv ansa npasuria '® B COOTBETCTBYIOLEM BbiNaaaloLEM

cnmcke.
3ameyaHve. YCTaHOBUTb WM CHATb dpriaxkok AKTUBHO MOXHO TOSbKO B criydae Bbibopa
npoduns no ymordanuio (No group). Mpu BeiGope noboro apyroro Npouns, CoO3aaHHOro
norb3oBaTeniem, AaHHOe Mosfie CTaHOBUTCH HEeaKTMBHbIM, U €ro 3HavyeHue coBnagaeT Co
3Ha4YeHMeM COOTBETCTBYHOLLErO nosns B pasgene Nonutuka kKoHTponsa — MNMpodunu 6e3-
OnacHoCTM.

UToObl M3MEHUTL MPaBWUMO, HAXMUTE Ha KHOMKY - (MU3MeHWUTb) i gBakabl HaXXMUTE Ha
HEro 1 HacTpoWTe NapameTpbl NpaBwuia aHariorM4yHO AENCTBMAM NPW ero Co3aaHun.

Utobbl 3agaTb BpeMs AeWCTBMS NpaBuna 1 nonb3oBaTenen (Mnm rpynnbl norb3oBaTernen),

K KOTOPbIM OHO MPUMEHSIETCS, HAXMITE Ha KHOMKY '+ (lononHUTenLHO). B nossuBLLEMCS

- (7T
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OKHE YKaXxuTe BpeMeHHble UHTepBarbl Ha Bkragke BpemMeHHble nHTepBanbl 1 obaBbTe
nonb3oBaTenen Ha Bkrnagke Monb3oBatenu Windows c nomoukto kHonkn [Job6aBuTtb
(dbyHKUMOHaNbHOCTL Bkragku Monb3oBatenu SoftControl B Tekylwen Bepcum He peanu-
30BaHa). YTobbl MIBMEHEHMS BCTYNUM B CUITY, HAXKMUTE Ha KHOMKY MpUMeHnTb.

F MonezoEatend u WHTEDEaNbI

| Monszosateny Windows l Monbsosatenu ScftControl | Bpemennoie vuTepsans

BribepuTe EpEMEHHBIE MHTEDEANLI, B TEUEHWE KOTOpEIX BYAET ASACTEOEATS AaHHOE
Npaguno.

Hauano Koney

12:38:53 17:05:33

PucyHok 85. [lobaBneHne BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTenien Ans npaBuna

YTobbl yoanuTb npasurio, HaXxxmute Ha KHonky 2 (YaanuTtb).

Monutuka KoHTpons: Xaw-cyMmmbl ¢pannos

B pasgene NMNonutuka KoHTponsa — Xaw-cyMmmbl hannoB Bbl MOXeTe co3aaTb CMUCOK
X3LLFCYMM, KOTOPbIE HY)KHO BKIMHOYUTL B NPOMUIib, a Takke CMNUCOK X3LL-CYMM, KOTOpble 13
NPOUNSA HYKHO UCKIOUNUTE. JTU X3LL-CYMMbl OHOKPATHO MPUMEHSIOTCS K NPOdurnto, HO B
AarnbHeuweM HaCcTPOVIKN MOTYT U3MEHATLCA, HanpyMep npu 3anycke MHcTansaTopa.
XalrcymMbl (hanroB MOXHO A06aBMsATL B CIMCKU ABYMS criocobamu: yepes kHornky [loba-
BUTb WM Yyepe3 KHornky UmnopT (3arpyxaeTtcsa dpann XML).

KOHTpOsbHblE CyMMbl (haiirioB MOXHO KONMpOBaTb W3 BKMadok [JaHHble npodwuns ¢ u

CpaBHeHve npodunein .
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»  OBuwme HacTpoiicn
¥ SysWatch Tun xsw-cymmel

Kormpone akmmsrocTs [)(BLu—cyMMhl, KOTOPBIE HYXHO BKNHYKTE B Npodins ﬂ

YnpaeneHwe WHUMAEHTMI

L Jpe— =
3awwTa naponem F @}

»  CxaHwposaHue

» OBHOEREHME Wmn daiina  Xsw-cymma MNpodwne BesonacHocTi
Hacrpoiiku untepdeiica CALC.EXE  CB99DA13EC520E314010CBAST1838E061E... No profile <
Oruete
CnoEeweHrA

Oanopascsele naponu
¥ [loauTvka KOHTpOAR

YerpoiicTea
Mogyni
JoBepennbii Cnucok asTosarpys
Daiinosan cucTema
CucTemHbli peectp
Cetn

JEw-cymmel bainos

Mpodman BescnacrocTk
Mpuennerum npoueccos
BzaumoaefcTEre NpOLECcos

Cepmndnkatsl

3anpeweHHeie bl 7

= DLP
> SysCmd 3HaYEHNA BECEX NAPAMETPOE KOPPEKTHBI

L T em— =

PucyHok 86. Xaw-cymmbl hannoB
= Monutuka koHTponsa: MNpodwunun 6e3onacHocTn
B pasgene Monutuka koHTpona — lMpocdunu 6esonacHocTn kateropmm SysWatch
Bbl MOXeTe 3arpy3untb 13 6a3bl gaHHbix SoftControl Service Center npodunm 6e3onacHo-

CTH, O6'be£l,I/IHFII-OLIJVIe pa3nmyHblie npaBuiia KOHTPOJIA aKTMBHOCTU B JiIOrM4eCKue rpynnbl

(pwvc. Mpodpmrm 6e30naCHocw|1°6). Cos3gaTtb npodunm MoxHO Ha Bkrnagke [Npodomnm 6es-

onacHocTn %,
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Llenmpanu3oeaHHoe yrpasneHue CUB|

§= PenaktpoeaHe HaCTpOEK KNHEHTOE

> OBwwne HACTPOIKK N e
¥ SysWatch H% - @
KoHTponk akTveHOCTI r v
O ——
3awmTa naponem 4 '
*  CxaHvposaHine Group_1 ]
» (OBHoBREHME profile_1 ]
Hacrpoiikn wHTepdeiica
Oryete
Onoeewenua

Canopasossie naponm
¥ [lonuTika KoHTpGAR
YerpolcTea
Mogyma
JloBEepeHHbIi CNUCOK BETO3ArPY3
Daiinosas cMcTema
Cucremunlli peectp

Cetn

Xaw-cymme dainos
MpwBnnerun npoueccos
BzaumogeiicTere npoueccos
Ceprudwkarm

3anpeuerHeie cry#bel v

> DLP
* SysCmd 3HaueHuA BCEX NAPaMETPOE KOPPEKTHL

| Memenms | [ omwere

] ——
PucyHok 87. Npocdunu 6e3onacHocTu

Mo ymMO4aHuo OKHO COAEPXKUT HeuaMeHsiembli npounb (No group), B KOTOPLI BKIHOYE-
Hbl BCe NpaBwra and ¢oanroBon CUCTEMbI, CUCTEMHOIO peecTtpa, CeTn U MOAYrnen, UMeto-
LLpecs B COOTBETCTBYIOLLWX pasfdefiax OokHa HacTpoek (CM. pUCYHKM [MormTyka_KOHTpOss

caiinoBoii cuctembl >, MomMTrKa KOHTPOIS CUCTEMHOTO peecTpa >, MomTuKa KOHTPOMS

2

ceTeBon aktmeHocTM "% 1 Monmtyka_koHTporna Moayreii °). Mpaeuma aToro npoduns He

noasiexxaT pefakTMpoBaHWIo U yaaneHuo. [1na npocmoTpa nHdopmauum no npouro asa-

XObl HAXKMUTE Ha HEro UM HAaXXMUTE Ha KHOMKy “© (MpocmoTp).

F Jlanneie npoduns besonacHoctu: No group
Mpaswna anA dardnosoi cucremel | Mpaswna ana peectpa | [Npasvna ans ceth I Moagynn | Xsw-cymme daiinos

Mpasuna AnA 30HbI

lOrpanueHHme NpUAGHKEHNUA E
| [ UreHue Yaanexue [ Mpodune bezonacHocT Ar::rHE.H::»'_

100 #SYSTEM22#DRIVERS\ETC\hosts Pazpewute 3anpetute JanpetuTe No group A
101 | #SYSTEM32#™=# #MODEXT# Paspewwte | 3anpetuts JanpeTuTs No group I
102 #WINDIR##™# Pazpewwte | 3anpetuts JanpetvTe No group
103  #WINDIR##=##MODEXT# Paspewute | 3anpetute JanpetuTe No group
104 #WINDIR#WIN.INI Paspewwte | 3anpetuts JanpeTnTs No group
105  #WINDIR#SYSTEMINI Paspewwte | 3anpetuts JanpetvTe No group I
106 | #WINDIR#CONTROLINI Paspewute | 3anpetwte JanpetwTe No group
107  #WINDIR#TASKS\AT=*%J08 PazpewuTs | 3anpetuts JanpetuTe No group
108 | #C\#BOOT.INL Paspewwte | 3anpetuts JanpeTuTs No group
109 | #CA\FAUTOEXEC.BAT Paspewute | 3anpetvte JanpetvTe No group
110 | #CAVFMSDOS.SYS Paspewute | 3anpetute JanpetuTe No group
111 ZPERSONALZ#*2 Paspewwte | 3anpetuts JanpeTiTs No group v

2 >

[ omea ][ o

PucyHok 88. lNMpocdunb 6e3onacHOCT NO YMOMYaHUO
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W W W .sns-control.ru


http://www.sns-control.ru

Control Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

YTobbl 3arpy3ntb npodurb 13 6asbl AaHHbLIX, HAXXMUTE Ha KHOMKy “+ (3arpy3uTb). B no-

SABMBLLEMCSH OKHe Bblbepute Tpebyemblnn npodunb (puc. 3arpyska npoduna 6e3onacHocTu
108)

Jarpysxa npo@una w3 Gasul

O default_profile
O default_profile_2
@ profile_1

BriGepure npodinb:

PucyHok 89. 3arpy3ka npocunsa 6esonacHocTu

Ecrm npodunb ¢ BbIBpaHHLIM UMEHEM YXXe MMeeTCs B TEKYLLMX HAaCTpPOWKax, BblgaeTcs Co-
obweHve 06 owmbke, 1 NpoLecc npepbiBaeTcs.
Utobbl fO06GaBUTL NPpaBuUo onpeaeneHHon KaTteropum B Npodurs, BbINOSHUTE crieayroupe
JeucTBus:

1. MNMepengute B cooTBETCTBYIOLLMN pa3aen HacTpoek SoftControl SysWatch.

2. CosgaWTte HOBOE MpaBUIio UM OTKPOWTE Ha pedaKTUpOBaHVe CYLLECTBYIOLLEE.

3. B okHe co3ganua npasura Bbibepute Tpebyembii Npodunb B BbiNagatoLeM CrMCKe

(cMm. pucyHkn Cosganve nmpaBurna ans obbekta dainoBoi cuctembl ', Cosganue

npaBura_ans o6bekTa cucTeMHoro peectpa >, Co3sgaHve npaBuia KOHTPOSS ceTe-
103)

BOW aKTUBHOCTU

4. Haxxmute Ha kHorky OK.

UTtobbl yoammtb 13 npochuns NpaBwrio onpenerieHHon KaTeropun, nepenaute B COOTBET-
cTBytowmmn pasgen Hactpoek SoftControl SysWatch v BeinonHuTe ctaHgapTHy0 onepaumio
yoaneHus B 3TOM pasgerne.

Utob6bl nepemmeHoBaTb Npoduns, HaxmmTe Ha kHorky -~ (MepeMMeHoBaTb) 1 B NOSABVB-
LLLEMCS1 OKHe 3afanTe HOBOE MMsI NPodunns.

[ns npocmoTpa vHdopMaumm no BbIGPaHHOMY NPOU0 HaXmuTe Ha kHorky @ (Mpo-
cmMoTp). B nosBuBLLEMCS OKHE YKa3aHa noapobHas uHdopmauus no npodunto, pasgenexH-

Has Mo kaTeropusim npaeurn (cM. puc. Mpodurb 6e30MacHOCTY Mo yMorMaHuo 7).

Ytobbl yaammTb npodune BesonacHoCcTH, HaxmuTe Ha KHonky © (Ypanute). Ecrm Bxoas-

uye B Npodurnb npaBuria HEOOXoOMMO COXpaHWUTb, B MOSIBUBLLEMCSI OKHe Bblbepute npo-

EEE————————————— -
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urb, B KOTOPbIV OHM ByaAyT NepeHeCceHb!, U HaxmuTe Ha kHonky da (pvc. YaaneHve npodu-

m

109
)

¥Yaanenwe npogmna

'Het" paHHme npodunA yaanaTcs,

MepeHecTn gaHHbie & Apyrod npoguae? [pw epibope sapnadTa

Mpogune GesonacHocTi: [Group_l

Lo [ ke ]

PucyHok 90. YoaneHue npocdunsa

MonuTtuka KOHTpPONA: an/IBVInerI/IVI npoueccoB

; B MPOTVMBHOM Crydae HamuTte Ha kHonky HeT — Torga Bce npaeuna 6yayT yaaneHs!.

B pasgene NMonutuka koHTponsa — MNMpuBuneruu npoueccoB kateropum SysWatch Ha-

CTPOUTE OrpaHNYeHns Ha ucrorb3oBaHue npoleccamu criegyroumx npusunerun Windows

Ha KIMEeHTCKMX xocTax (puc. [Monmtuka KOHTPOS NPUBUIEN NPOLLECCOB

* ApxmBauus (banroB 1 KaTasroros;

* O6x04 NepeKkpeCTHOWN NPOBEPKY;

* Cospanve rnodanbHbIX OObEKTOB;

¢ CosgaHve ganrna nogkayky;

* OTnagka nporpamm;

* /IMyTauus KnmeHTa rnocrie npoBepPKM Nofb3oBaTens;
* YBenmieHue npuoputeTa BbINOHEHWS;

* HacTtponka KBOT NaMATu A4sna npoLecca,;

® 3arpyska 1 BbIrpy3ka aparBepoB YCTPOWCTB;

* BbinonHeHme 3agad no o6CnykxMBaHMO TOMOB;

* [lpodunmpoBaHne 04HOro npouecca;

¢ [MpuHyauTenbHOE yaarneHHoe 3aBepLieHne paboTol;
® BoccTtaHoBreHve hanrnoB U KaTasioros;

* YnpaBrieHvne ayamtoMm 1 KypHanom 6e3onacHocTy;
* 3aBepLieHre paboTbl CUCTEMDI;

* /lameHeHve napamMeTpoB cpenbl M3roOTOBUTESS;

* [MpochnrmpoBaHne NPon3BOANTENLHOCTM CUCTEMBbI;
* /IaMeHeHVe CUCTEMHOIO BPEMEHMY;

* CMeHa BriagernbLueB hannos 1 gpyrmx o0bLeKToB;

110):
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* OTKMtOYEHNE KOMMbOTEPA OT CTbIKOBOYHOIO y3ria.

F PeaaKimpoBaHie HAaCTPOEK KNNEHTOE

»  OBwmne HacTPoAKK
¥ SysWatch

KoHTpone aktueHocT

B Bee npusnnerin
Apxusaumns ainoE v KaTanoros

. (C6xog nepekpectHoll npoeepky
¥NpaEAeHNE MHLWMAEHTAMK A NEpexp posep!

Co3ganue rnoBansHbix obbekTos
3awwTa naponem

Cozpamve daikna noakauku
» CraHuposaHue A ¢ &

Ctnanka nporpamm
CBroenenne Ake nporp

o " WMuTauma knueHTa nocne NpoEepky NCANMHHOCTI
Hacrpoiiku uHTepheiica . possp il

YEEAM4EHME NPUOPHTETE ELINONHEHUA
OTueTel pirop

Hactpoiika k80T namatv 4nA npouecca
Cnoeewenna P ANR Mpau

Ogropasossie naponu 3arpysxa W BeIrpy3Ka ApafEepos YCTpodcTE

_— BuinonHeHne 33884 No 06CAYXMEAHMIO TOMOE
0NMTHKE KOHTPOAR

. = Mpoguauposatue oaHoro npouecca
YerpolicTea pogunp A poy
MpuHyanTensHOE yAaNEHHOE 33BEpWeHke paboTal
Moayma puHya YA P P

- BoccraHoeneqne dainos v katanoros
Josepennil civcok asTozarpys

" ¥YnpaensHue ayauTom 1 Hanom GesonacHocT
Qaiinosan (CTEMa p ya *yp!

" 3asepwenne paboTal cUCTEMB
CrcTemnnlil peecrp

Cems W3meHerue napameTpos cpegel MarotoeuTens

o MpoduaMposaHe NPOM3BOAMTENEHOCTIA CUCTEMBI
Xaw-cymmel painos padunp P A

Wsmerenne cucTemHoro speMern
Mpodwuaun GezonacHocTn

Mpus: P—— Cwmera snapensues dainee v Apyrix obLEKTOE

- OTrNro4EHE KOMNBIOTEPE OT CTHIKOBOYHOTO Y33
BsanmogeiicTene npougeccos

NEIRRERRRRRAREARRERRRERRER

CepTudmkatsl

3anpewenHeie cnyxSnl e
= DLP
» SysCmd 3HaY4EHNA BCEX NAPaMETPOE KOPPEKTHBI

[ Mpwweswrs | [ Omwera

L[ R
PucyHok 91. NMonuTtuka KOHTpPONA NpYMBUNErvii NpoLeccoB

YcrnoBue: npaBuia pacrnpoCTPaHATCA Ha BCE NPUIOXKEHUA U3 OrpaHUYEHHOM 30HbI BbIMNOST+-
HEHMSI.

Mo ymorMaHuio npunoxxeHust (npouecchl) obragatoT BCEMU BbilLeyKa3aHHbIMU NpUBUners-
MW, HO MPKU 3TOM MOryT BbiTb orpaHndeHbl OC. YToGbl orpaHNynTL NPUBUIENMM BPYUHYHO,
cbpocbTe donaxkm y TpebyeMblX NPUBUNErvin.

Onucanue I'IpVIBI/IJ'IGFVIVI nobnactu nx npuMeHeHnA npeanctaBrieHo B pasaere JononHuTens-

Has uHcbopmMaLws 22,

Utobbl 3apaTb Bpems AeVCTBUS NpaBuria 1 nonb3oBartenen (Mim rpynnbl nosib3oBaTenen),
K KOTOPbIM OHO MPUMEHSAIETCS!, HAXMUTE Ha KHOMKY | (lononHUTenbHo). B nosBuBLLEMCS
OKHE YKaXuTe BpeMeHHble MHTepBarbl Ha BKragke BpemeHHble nHTepBanbl 1 jobaBbTe
nonb3oBaTternen Ha Bkragke MNMonb3oBaTtenn Windows ¢ nomoupkio kHonkn [Aob6aButb
(dpyHKUMOHanbHOCTL Bkragkm NMonb3oBaTtenu SoftControl B Tekywen Bepcum He peanu-

3OBaHa). YUT0ObI M3MEHeHUs BCTYNWIn B CUINy, HaO>KMUTE Ha KHOMKY anMeHMTb.
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F MonezoEatend u WHTEDEaNbI

| Monszosateny Windows ] Monbsosatenu ScftControl I BpemetHbie MHTEpEANG!

BrifepuTe EpeMeHHBIE MHTEDEANKI, B TEYEHWE KOTOpLIX ByAeT AeliCTEOEATE AaHHOE
Npaswno.

Hauano Koney

12:38:53 17:05:33

PucyHok 92. lo6aBneHne BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTesnien Ans npaBuna

= MNMonutnka KOHTponsa: Baanmogencreme npoueccoB
B pasgerne Monutuka kKoHTpons — B3aumopencrtBue npoueccoB KaTteropum
SysWatch HacTtponte paspeleHus ana B3aummogenctsusi npoueccoB (pwuc. Monutrka

KOHTPOJIS B3aMMOZECTBUS NPOLEeccoB - ):

¢ [locTyn npuroxeHus k 6ydepy obmeHa;
® YcTaHoBKa NpuroxeHnem rrnobanbHbIX NepexsaTyvKoB;

® [loCTyn K NPOLECCY U ero noTokam u13BHe.

- W]
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|\ PenaktpoeaHe HaCTpOEK KNHEHTOE

> OBwwne HACTPOIKK

¥ SysWatch OrpaHudeHns Ans TIEEAESEE S D wso.nl:poBaHHuﬁ Cpeae: E3aNMoaeicTEME

KoHTponk akTMEHOCTH e 4 cCHos TEAS:
¥npasneHne MHLMAEHTaMI Hoctyn K Bydepy
3awwmTa naponem ¥ inem rnob. P UMKOE

> Crammposarne (W] MlacTyn & npoueccy u ero noTokam wssHe

> OBHoBRSHME
Hacrpoliku wHTepheica BribpanHbie obuMe orpaHM4eHua 1t paspelieHs paboTaroT TOALKO N8 OrPaHuueHHbD
Crruetol MPUACKEHME

OnogeweHua
Canopasossie naponu
¥ [onutuka KoHTpoAR

¥erpoiicTea
Mogyma
JloBepeHHbli CNWCOK BETO3arpys
Daiinosan cvcTema
Cuctemuslil peecrp
Cemn
Xaw-cymme daiinos
Mpodman BesonacHocTn

MpwBnnerun npoueccos

Ceprwdmkarn
3anpewenneie cnywbel e
> DLP
» SysCmd 3HaueHnn BCEX NApaMEeTPOE KOPPEKTHSL
[ MpumeHTs ] [ OmvmeHa

L —

PucyHok 93. Nonutuka KOHTponsa B3aumoaeicTBUs npoLeccos

YcrnoBue: npasura pacnpoCcTpaHATCA Ha BCe NPUMNOXKEHUS U3 OrPaHUYEHHOM 30HbI BbIMNOST+-
HEeHWs1, 3anyLUeHHbIe NoA y4eTHOW 3anucbto rnosb3osartens «V.L.P.O.y.

YTtobbl 3apaTb Bpems Ae/CTBUS NpaBura 1 nonb3osarernen (MM rpynnbl nosib3oBaTenen),
K KOTOPbIM OHO MPUMEHSETCS, HAXXMUTE Ha CCbISKy [lononHuTenbHO. B nosBuBLLEMCA OK-
He yKaXkute BpeMeHHble MHTepBarbl Ha Bkragke BpemMeHHble uHTepBanbl 1 fobaBbTe
nonb3oBaTternen Ha Bkragke Monb3oBatenn Windows ¢ nomoupkio KHonkn [lo6aBuUTb
(dyHKUMoHanbHOCTL Bknagky NMonb3oBaTtenu SoftControl B Tekylwen Bepcum He peanu-

30BaHa). YTo0bl M3MEHeHMUs1 BCTYNUIMM B CUITY, HAXKMUTE Ha KHOMKY MpUMeHUTb.

- (7B ]
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F MonezoEatend u WHTEDEaNbI

| Monbzosareny Windows | MNoaezosarenw SoftControl | Bpemernsie wHTepsans

BribepuTe EpEMEHHBIE MHTEDEANLI, B TEUEHWE KOTOpEIX BYAET ASACTEOEATS AaHHOE
Npaguno.

Hauano Koney

12:38:53 17:05:33

PucyHok 94. lo6aBneHne BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTenien Ans npaBuna

= Monutuka koHTponsa: CepTudukarbl
B pasgene NMonutuka koHTpona — CepTtudumkarbl kateropum SysWatch onpepenure
6enbin cnncok ceptudumkaToB AL Ana 4ONONHUTENBHOrO KOHTPOSS aKTMBHOCTW npoLec-

COB Ha KIMEHTCKMX XOCTax (puc. Bernbii cnivcok cepTudmkaToB ).

Mpwn 3anycke npunoxenusa SoftControl SysWatch agpuctuieckn onpegensaeT, sasnaetca fm
OHO WHCTasrmATOPOM Ui cKpunTom. o ymom4aHMio MHCTanATop 3anyckaeTcsi B pexume
o6HoBnenua MO, ecrm umeeT gencreutensHyto SLIMN. NMoMmrmMo 3TOro, BO3MOXHa 4OMOSHK-
TernbHas nNpoBepka ceptudukata SUIM Ha Hammume B Beriom cnucke ceptudukaTos. [ns
3TOro ycraHoBute driaxok Mcnonb3oBaTtb 6enbii CNUCOK cepTuduKkaToB 1 chopmu-

pyvTe CMMCOK.

- (® ]
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> DLP

> OBwwne HACTPOIKK
¥ SysWatch
KoHTponk akTWEHOCT
YnpasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
> OBHoBRSHME
Hacrpoiikn wHTepdeiica
Oryete
Onoeewenua
Canopasoesie naponi

¥ [lonuTika KoHTpoAS

YerpolcTea

Mogyma

JloBepeHHbli CNWCOK BETO3arpys
Daiinosas cMcTema

Cucremunlli peectp

Cetn

Xaw-cymme daiinos

Mpodman BesonacHocTn
MpwBnnerun npoueccos
BzaumogeiicTere npoueccos

3anpewenneie cnywbel

» SysCmd

[ MicnonssosaTs Benwii CMCoK CEpTHOMKATOR

Hassanue

VeriSign Class 3 Code Signing 2010 CA
PROTEKSHEN TEKHNOLODZHI, GO0
Protection Technology, Ltd.

Protection Technology, Ltd.

Protection Technology, Ltd.

Microsoft Root Authority

COMCDO Time Stamping Signer

Class 3 Public Primary Certification Authority

| KT —

Pykosodcmeo aOmMuHUCmpamopa

~ Cepuitibiid Homep md5

» VeriSign Class 3 Public Primary Certification Authority - C0e965295a89486d009b8185¢16edfi2i

55457106208612149c22b14416abded.
37f05e46c0d4523bd6fd128c3f3bfhell
a6f061c3e13086475def457064f0c8

32549657ea335f09c8cTO576Tbf0CT8S
2e24f15473dd7{d28faab8bec05772aZ
Bebde1485b47be8616d5f8347c20cel
2112329c6115cd01f63ead752433402F
160a6b895f88ad99abda036aabd0508

lobasute Yaanuts

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

LT e—

[ oo ] [ omem

PucyHok 95. Benbi cnucok ceptucgmkaToB

NaHavansHo SoftControl SysWatch cogepxut 6a30BbI CNMCOK CEPTUUKATOB OOBEPEH-

HbIX MpousBoauTenen, B TOM yucre ceptudukatel Protection Technology, Ltd. Ytobel noba-

BUTb HOBbIN cemechKaT, Ha>XMUTE Ha CCbIJIKY Ho6aBuTtb U YKaXute npuroxxeHne, nHctast

NATOp WM cueHapwn, nognucanHbin LM, cepTudmkat KOTOporo TpebyeTca BKMOUUTL B

nepeyeHb, nocrie 4Yero HaXXMmMTe Ha KHOTKY OTKprTb. B nosiBMBLLEMCS OKHE CO CMMCKOM

ceptucpukatos SLIM BoiGpaHHOro channa yctaHoBuTe hriaxkn B ctonbue [lobaBuTb And

Tpebyembix cepTudmkaToB 1 Haxmute Ha kHonky OK (puc. Bbibop_cepTtudmkaToB ans ao-

6aBneHus

TOB (puC. Benblii cNUCOK cepTUdUKaToB

113
).

). YcTaHoBuTE (hriaxkok B ctonbue JoBepaTb Ans gobaBrneHHbIX cepTudurka-

- W]
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Bribepure cepudukatel Ann gobaeneHun

TMepeTAHUTE CIOAA MbILLKOH 3ErONOE0K KONCHKH ANA TPYNMMPOEKMA A3HHIX N0 He#
Hazsanue Jobaewme | [lata okoH4aHHA
Microsoft Time-Stamp PCA O 4/3/2021
Micresoft Code Signing PCA (] 9/1/2020
} | Microsoft Corporation 8/11/2018
Microsoft Time-5tamp Service [:I 97772018
Co )

PucyHok 96. Bbibop cepTucunkatoB Aansa goéaBneHus

Ecrm HeobxoayMo MCKMOUMTb cepTudpmkaT 13 nepeyHs AoBepeHHbIX 6e3 ero yaaneHus,

cbpocbTe driaxok B ctorbue JoBepATb. [1ns nonHoro yaaneHus ceptudukarta us cnmcka

BbIGEPUTE €ro N HaXXMUTE Ha Cebinky YaanuTtb (puc. Benbin cnncok ceptudmkaTos ).

MonuTtuka KoHTpons: 3anpeLleHHble CNnyX0bl
B pasgene NMonutuka KoHTponsa — 3anpeleHHble cnyxb6bl kateropmn SysWatch 3a-
AaeTca CNMCOK CIy0, BbIMOSIHEHNE KOTOPbIX HA KIMEHTCKMX XocTax TpebyeTca 3abrnokmpo-
BaThb.
Mo ymoryaHvio 3anpeleHsl criegyloupe cnyxbbl: RemoteRegistry, TermService,

115

SSDPSRV, RDSessMgr, Seclogon (puc. 3anpeleHHble_cryxbbl ). YTo6bl JONOMHUTD

CMUCOK, BbICTaBuUTe ranodky 3anpeTuTb BbINOSIHEHUE crneayrowmux cnyx6, seegute
Ha3BaHue cnyxbbl B NOSIBMBLLENCS siyerke 1 HaxxmuTe Enter.

Mocrne NpUMEHeHNA HAaCTPOEK Ha KIMEHTCKUX XOCTax nepeymncrieHHble Crykobl nepexogsaT B
coctosiHne OmkrnrodeHa. Ecrm kakas-nmbo crnykba Oblifa 3anyweHa Ha MOMEHT npyMeHe-

HUSI HACTPOEK, OHa NPOAOITKUT PaboTy.

- (W]
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> DLP

> OBwwne HACTPOIKK
¥ SysWatch
KoHTponk akTWEHOCT
YnpasneHne MHLMAEHTaMI
3awmTa naponem
» Cranwuposanne
> OBHoBRSHME
Hacrpoiikn wHTepdeiica
Oryete
Onoeewenua
Canopasoesie naponi

¥ [lonuTika KoHTpoAS

YerpolcTea

Mogyma

JloBepeHHbli CNWCOK BETO3arpys
Daiinosas cMcTema

Cucremunlli peectp

Cetn

Xaw-cymme daiinos

Mpodman BesonacHocTn
MpwBnnerun npoueccos
BzaumogeiicTere npoueccos

Ceprudukarnl

» SysCmd

[ 3anpertuTe BhINOAHEHWE CAEAYIOWMX CAyHG:

Pykosodcmeo aOmMuHUCmpamopa

RemoteRegistry

TermService

SSDPSRV

RDSessMgr

Seclogon

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

LT e—

[ omeem ] |

PucyHok 97. 3anpelleHHble CRyX06bl

i CHoBa BKIMOYUTL BbIMNOSHEHME CJ'Iy)K6, BHECEHHbIX B CMNNCOK, MOXXHO TOJIbKO BpPYy4-

HY0.

4.6.3 Hactpounku SoftControl DLP Client

[aHHaa kaTeropuss HacTpoeKk BK/OYaeT B cebss KOHpUrypaumio KIIMEHTCKOro KOMMOHEHTa
SoftControl DLP Client.

= COOp AaHHbIX

B pasgene C6op aaHHbIX kaTeropum DLP yctaHoBuTE dorniaxxok CobupaTb AaHHbIe U OT-

MeTbTe Heobxoammble obriacT cobupaemon nHdopmaumm (puc. Hactpownku cbopa_aaHHbIx

117
)

U Bpems paboTbl C NpUNoXeHuem,;

U Ucnonb3oBaHue USB-ycTponcTs;

0O MeyaTb [OKYMEHTOB;

U BBop TekcTa ¢ KnaBuaTtyphbl.

- (]
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<118

- o 120
® HabniogeHve 3a alunoBOW CUCTEMOWM —, CUCTEMHbIM PEECTPOM N CeTEBbLIM

TpaduKoM '¥? aKTUBHO MPU BbICTABNEHHON onuum CobupaTth AaHHbIE U 3a4aHHOM

npaBwure (MpaBurax) B COOTBETCTBYIOLLMX NyHKTax pasgerna HabnoaeHue.

| PenaktMpoBaHe HACTPOEK KNWEHTOE

> OBumne HacTporKK

»  SysWatch
¥ DLP

Cobwnpats gantbie

) Bpeus paore < npuncoeeranen
Onmanzaun [ Micnoassosatue USB-ycrpoiicts
* Habnrogerne
(OBHoEASHNE B Psme cerrmimes
> SysCmd

[] Beog tekcra ¢ knasuatypsi

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

[ mpuernsms | [ Omiera

PucyHok 98. HacTpoikn coopa AaHHbIX

OnTuMmnsauun

B pasgene Ontummusauma kateropmm DLP 3agatoTcs BpeMeHHble napameTpbl pernctpa-

LM coBbITUn (prc. HacTponku ontuMmsauum 117)

) Penaxmipogarine Hactpoek knnerTos

> OBume HacTporKK
> SysWatch
¥ DLP
CBop garHsix
OnTiMKMIaLma

» Hafnrogerne

Bpems pervcTpalMi NPOCTOR Mo MCTEYEHUM (ML)

300000

He peructpuy oaf

10000

cob , ECAK NEPVOA, BPEMEHH MEHBILIE, HeM (MC):

OBHoEREHNE
* SysCmd

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

[ MpumeHTs ] [ OmvmeHa

PucyHok 99. Hactponku ontummsauum

B cooTBeTCTBYIOLWX NOMAX 3a4anuTe BpeMeHHbIe uHTepBarnsl Bpemsa peructpauum npo-
CcTOSA NO UcteyeHum (mc.) M He peructpmpoBaTb OQHOTUNHBbIE COObLITUSA, ECNU Nepu-
o4 BpeMEeHMU MeHblue, YeM (MC.) B MUITIMCEKYHOAX.

MpumeyaHve: onuma He pernctpupoBaTb OAHOTUNHbIE COObLITUA, €CINU NMPOMEXYTOK

BpeMeHM MeHblie, YeM (MC.) NpyMeHsieTCs TOMbKO npu HabrogeHun 3a pecypcamu

- W]
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daiinosoin cuctembl. Onuus Bpemst perucTpauum npocTos no ucrevyeHuu (Mc) pabo-

TaeT npu BKMOYEHHOM onummn Bpems paboTbl ¢ npunoxeHunem (cm. puc. Hactporiku cbo-

pa |§||¢’51HHI3IX117) N ydUTbiBaeT BpeEMA NPOCTOA aKTUBHOIO NPUIoXXeHud, Korga nosib3oBaTtelsib

HE HaXXMMaeT Ha KHOMKN N HE ABUraeT MbillbIO B Te€4EeHNE YKa3aHHOIro BpeMeHN.

Hab6nrogeHune: ®annoBas cucrtema
B paspene HabnropgeHne — ®annoBas cuctema kateropmm DLP ocywecTtensieTca Bbl-

bop ob6bekToB (hbanroBon cuctemMbl Ana Habrogenusa (puc. Hactpovikn HabmogeHns 3a

cbaiinosoii crctemoii ).

Uto6bl f06aBUTL 06BEKT ANd HabrogeHns, HaXXMUTE Ha KHOMKY “~ (lo6aBUTbL) 1 BBeauTe

MOMHbIN NyTb O HETO B MOSIBUBLLEMCS OKHe (puc. O6beKT HabroaeHs ).

Bbl MOXeTe MCnonb3oBaTb MackM — MHCTPYMEHT 3aJaHuns npaBwun Ans rpynnbl 06bEKTOB
dannoBom cuctemsbl. Hanpumep, ¢ NOMOLLBLIO MaCoK MOXHO co3daTb NpPaBuio Asis KaTano-
ra n Bcex 00beKTOB BHYTPU HEr0 WM NPaBWIO AnA onpederNieHHbIX TUMOB (pacLmpeHnn)
dranrnos. Hwke npuBeaeH CUHTaKCUC MacoK:

* #*# — 3ameHsaeT nNboe KoMYECTBO CMMBOJIOB, KpoMe cumBosia '\' (B criydyae pasmelle-
HUS B KOHLE CTPOKW pacnpoCTpaHaeTCs TOSMbKO Ha (hairibl KOPHEBOW ANPEKTOPUN);

* #**# — 3ameHsaeT Noboe KOMYECTBO CMMBOJSIOB (B Crlydyae pa3MeLLEHMS B KOHLIE CTPO-
K/ pacrnpocTpaHaeTca Ha dhalrbl KOPHEBOW AMPEKTOPUM, NOOOVPEKTOPMU U hanrbl
NOAAVPEKTOPUN);

* #7?# — 3ameHsieT poBHO 1 no6on cMmBoO-N.

Hanpumep, 4Tobbl ycTaHOBUTL HabnioaeHMe 3a KaTarioroMm U BCEMM BIIOXXEHHbIMU 06 bekTa-
MKW, gobaBbTe CUMBOIbI #**# B KOHeL, CTpokn. Haxkmute Ha kHonky OK ana go6aBneHus
yKa3aHHOro o6bekTa B CrMCOK.

Bbl MoxeTe ykasbiBaTb Kak Marnky Ha JIOKarbHOM >XECTKOM OMUCKE, TaK U CeTEBblE MNarnku.
Mpwn co3gaHum npaBuna Asig ceTeBbIX Manok NyTb ykasbiBaeTcs B Buae \\<ums_cepesepa>
\<ums_nanku>. Bmecto cumona '\\' MOXHO ncnonb3oBaTb Macky #**#; B aTom cryyae by-
OyT NPOBEPATLCA U CeTEBbIE, U NoKalbHble nanku. Kpome Toro, MoXHoO ykasblBaTtb IP-ag-

pec KoMMnbloTepa C CeTEBOW NArkKow.

i Ecrm B npaBune ykasaH IP-agpec komnbloTepa, TO npaBuro 6yaeT aencresoBaTb,
TOMBKO eCrimM nofib3oBaTterb Npu JOCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-

BOV NyTb. [o3aToMy ecrim Heo6xoaMMO KOHTpONMpoBaTh AocTyn v no IP-agpecy, u no

- (B ]
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ceTeBoMy NyTn, cosfgawnTe Ba oTAelbHbIX npasua.

YT0ObI M3MEHUTL NMYTb K OOBLEKTY, BbIDEPUTE €r0 B CNMUCKE N HAaXkMUTE Ha KHOMKy £ (U3me-
HUTb). [1ns yoaneHua obbekTa U3 nog HabnoaeHns Bblbepute ero n HaXXMmUTE Ha KHOMKy @
(Ypanutb).
[nsa kaxgoro obbekta BO3MOXEH BbIOOP crieayroupyx onepawmin, Kotopble OOSTKHbI BbliTb
3aperncTpmMpoBaHbl B OTYETaX:

U YteHwne;

U 3anucs;

U YpaneHwue;

U NMepenmeHoBaHwue;

U U3meHeHue.

i B cryyae nepevmeHoBaHust 06beKTa Ha KIMEHTCKOM XOCTe AdarnbHellee HabroaeHve

3a HUM HeE Npon3BOOUNTCA.

) Penaxmipogarine Hactpoek knnerTos

> OBme HacTporKK Py
> SysWatch H E:;:g N E
¥ DLP — = - - -
CBop aaHHsIx O6nexT HabnrogeHHa Yrerne Janmch Ypanenne  [Mepenme.. | Hsmer
OnTammsaLmna CAWindows\System32\## v
¥ Habnwgetne b | CAFolder\file_to_read.txt ] ] ] u
Dalinosan cvcTeMa
Cucremnniil peecrp
HTTP
Texesoe KONWpoBaHUE
Hacrpoiiku sanncu suaeo
OBHOEREHME r
> SysCmd o[ ———————,,,,, =

3HauEHNA BCEX NAPAMETPOE KOPPEKTHLI

| Memenrs | [ Owen |

PucyHok 100. HacTtpoinku HabnoaeHus 3a hannoBon cucte Mo

F ¥amure obwekT HabAgEHMA

C:AWindows\System32i#==#

PucyHok 101. O6beKkT HabnaeHus

Onepaunsa 3anucb perucTpmpyeTca npu OTKPbITUM Ha 3anncb dhaina, KOTOPbIN eLLe He Cy-
wecTtByeT. Ecrm dhann yxxe cyllecTsoBarn, TO Npy OTKPbITUW €ro Ha 3anncb pernctTpupyeTcs

onepauus UameHeHuMe.

- (W]
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|_|pI/1 YCTaHOBKE onuun TeHeBas Konus 6y)1eT OCYyLLECTBJIATLCA COXpaHeHune pe3epBHO|7|

konun Habrrgaemoro obbekTa nepea ero Moauvkaumen, B criydae BKIlOYEHHON rrobars-

n BbICTaBJfIEHHOW rasiouke B nosnsix YpaneHwe mnmm

HOW OMUMN TEHEBOrO_KOMNMPOBAHUS 12

N3meHeHune. Mpu yctaHoBke onumm 3anucb Buaeo OydeT NpoM3BOAMTLCS COXPaHeHue

CHMMKOB 3KpaHa KJIMMEeHTCKOIro xocCta C 3agaHHbIMW/ NMapamMeTpamMu 123 g MOMEHT BO3HUKHO-

BeHus Habnogaemoro cobbITUS.

Ha6bniogeHune: CucteMHbIn peecTp

B pasgene HabnoaeHne — Cucrtemubin peectp kateropum DLP ocywecTtenseTcs Bbl-

6op 06bEKTOB CUCTEMHOIO peecTpa Asa HabnogeHus (pyc. Hactponkn Habntogenvs 3a cu-

CTeMHbIM peecTpom '2°).

J~ ' PenakiMpoBaHWe HAaCTPOEK KNWEHTOS

> OBme HacTporKK ~
> SysWatch H Ei_,j N "‘I]
¥ DLP

CEop AakHbIx
CnTimmsauma »  \REGISTRY\MACHINE\SOFTWARE#**£

O6wexT HabamogeHna YreHne danumcs Ypanenne  [lepenme...

¥ HabnogeHne
Daiinosan cucTema
Cucremnniil peecrp
HTTP
Texesoe KONWPOBAHWE
Hacrpoiiku sanncu suaeo

OBHoEnEHNE
> SysCmd

- "] >

3H3ueHMa BCEX NAPaMETPOE KOPPEKTHLI

[ NpumeHaTs ] [ CmeHa

PucyHok 102. Hactpoiku HabnoaeHNA 3a CUCTEMHbIM peecTpoM

Utobbl 4OBGaBUTL OOBEKT AN HAbMIOAEHNS, HAXXMUTE Ha KHOMKY “* ([lobaBuTbL) 1 BBEOUTE

MOMHBIN NYTb [0 HEro B NOsIBMBLLIEMCS OKHe (puc. O6bekT HabroaeHus 2!

), PW 9TOM KOp-
HeBble pasfesbl peecTpa B 3ajaBaeMOM MyTu AOMKHbI ObiTh yKasaHbl criegylouymM o6-
pasom:
* \REGISTRYWACHINE\SOFTWARE\CLASSES\ - pasgen
HKEY_CLASSES_ROOQT;
* \REGISTRYWACHINE\ - paspen HKEY_LOCAL_MACHINE;
* \REGISTRY\USER\<SID>\ - pa3gen HKEY_CURRENT_USER gns none3oBatens ¢
yKasaHHbIM naeHTudprkatopom 6esonacHocth (<SID>);
* \REGISTRY\USER\ - pasgen HKEY_USERS.
Bbl MOXeTe ucnonb3oBaTb Mackv — MHCTPYMEHT 3aaHus npaBun 4S8 rpynnbl 06bEKTOB

CUCTEMHOrO peecTpa. Hanpumep, ¢ NOMOLLLI0 MacoK MOXHO cOo3aTb NpaBwWio 4SS pasge-

e .
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ra peecTpa 1 Bcex 06bEKTOB BHYTPW Hero. Hwke npuBeaeH CUHTaKCUC Macok:

* #*# — 3ameHseT Noboe KOMYECTBO CMMBOJIOB, KpoMe cumBoria '\' (B crnydyae pasmelle-
HWS1 B KOHLLE CTPOKM pacrnpoCTpaHAeTCsa TONMbKO Ha NapameTpbl pasgena);

* #**# — 3ameHsaeT MNoboe KOMMYECTBO CMMBOJIOB (B Crlydae pa3MeLLEHMs B KOHLIE CTPO-
K1 pacnpocTpaHaeTcs Ha napameTpbl pasaena, noapasaerns! U napaMmeTpbl nogpasae-
1oB);

* #?# — 3ameHsieT poBHO 1 nto6on cumson.

Hanpumep, 4TtoObl ycTaHOBUTL HabMoAeHWe 3a Ko4oM peecTpa M BCEMU BIIOXKEHHLIMU
obbektamun, fobaBbTe CMMBOSLI #**# B KOHeL, CTpoku. Haxxmute Ha kHonky OK ana nobas-

JleHnAa yKa3aHHOro obbekTa B CMNUCOK.

Yiammre obwexT HabnwogeHMA

NREGISTRYAMACHINENSOFTWARE\E™#

PucyHok 103. O6beKT HabnoaeHus

YTOoObl M3MEHUTb NYTb K 0OBbEKTY, BbIbepute ero B Cincke 1 Haxxmmute Ha kHonky - (U3me-
HUTB). [1ns yoaneHua obbekTa 13 nog HabnoaeHns Bblbepute ero n HaXXMmUTE Ha KHOMKy
(Ypanutb).
[nsa kaxgoro obbekta BO3MOXeEH BbIGOp crieyroupyx onepawumin, KoTopble OOSTKHbI BbITb
3aperncTpmMpoBaHbl B OTYETaX:

U YteHwne;

U 3anuce;

U YpaneHwue;

U NepenmeHoBaHue.

i B crnyyae nepenmeHoBaHus 0GbeKTa Ha KIMEHTCKOM XOCTe AarnbHellee HabnoaeHne
3a HAM He NPOM3BOOUTCS.

|_|pI/1 YCTaHOBKE onuun TeHeBas konusa 6yueT OCYyLLEeCTBJIATbCA COXpaHeHune p83€pBHOIZ

Konum Habrntogaemoro obbekTa nepeq ero moamrkaumen, B Criydae BKIIKOYEHHOM rrobanbs-

3

HOW ONUMN TEHEBOTO KOI'II/IDOBaHl/I‘)'-I12 N BbICTaBfIEHHOW rariouke B nonsax YpaneHue wum

3anwucso. Npun yctaHoBke onummn 3anucb BUAeo Oyaet npomsBOAUTLCA COXPaAHEHME CHUM-

KOB 3KpaHa KIMMEeHTCKOro xocta € 3agaHHbIMW NMapaMeTpamu 125 B MOMEHT BO3HMKHOBEHUA

Habnogaemoro cobbITUS.
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~ Habnopgenue: HTTP-Tpacduk
B pasgene Habnroaenne — HTTP kateropvm DLP ocywectBnseTca 3agaHve Habnogae-

MbIX JaHHbIX B CETEBOM Tpadmke (puc. HacTpolikn HabnogeHus 3a_ ceTeBbiM Tpadmkom 22

)

|\ PenaktMpoeaHie HaCTPOEK KNWEHTOE

> OBwne HACTPOIKK

~
» SysWatch [’ E

¥ DLP

Céhop ganrsix OBtexT HabageHua 3anucs EMgED
OnTuMezauma malware D
¥ Hafnwogexwe »
Daiinosas cMcTema

Cucremmslll peectp

Tenesoe konuposaHue
Hacrpoiiki 3anuor snaeo
O6HoEnEHNE
» SysCmd

3HaueHNA BCEX NapaMeTPOs KOPPEKTHL

ST e

PucyHok 104. HacTtpoiiku HabnogeHust 3a ceTeBbIM TpahMKOM
Urtobbl 06aBUTL AaHHbIe A1 HAbnaeHUs, HaXxXMUTE Ha KHOMKY <+ (lo6baBuTb) 1 BBEauTE

122

CTPOKY B nosBmBLLEMCS OKHe (puc. ObbekT HabnoaeHna 7). Hanmune ykasaHHOro Tekcta

ByneT oTcrnexuBaTbCsa Npu nepeaade AaHHbIX no npotokony HTTP. B Tom yncne aTo moryTt
ObITb 3anpockl Mosb30BaTENs B MOWCKOBbLIX CUCTEMAaX Yepes UHTepHeT-6pay3ep uwm nms
hanna, nepegaBaemMoro no cetn. Haxmvure Ha kHonky OK ana nob6asneHust CTPOKn B Crin-

COK.

F ¥amome obwekT HabnmaeHUA

| malward ]

oo | [ omea |

PucyHok 105. O6beKT HabnogeHus

YT00Bb! M3MEHUTL OTCREXUBAEMbIN TEKCT, BbIGEPUTE CTPOKY B CNUCKE N HAXMUTE Ha KHOMKY
2 (MU3meHuTb). [Ina yoaneHus Tekcta u3 nog HabrnogeHus Bbibepute CTPOKY B CMINCKE U
HaXkmMuTe Ha KHorky & (YaanuTb).

Mpwv ycTaHoBKe onuumn 3anucb BUAEO GyaeT Npon3BOAMTLCH COXPAHEHVE CHMKOB 3KpaHa

KIMEHTCKOrO XOCTa C 3aJaHHbIMU NapamMeTpamuv > B MOMEHT BO3HUKHOBEHUSI Habroaae-

MOro coObITUSA.
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Ha6bnopaeHue: TeHeBoe KonupoBaHue
B pasgene HabnopgeHne —» TeHeBoe konupoBaHue kateropum DLP ocywecTtensetcs

HaCTpOWKa COXpaHeHMs TEHEBbIX KON HabrogaemMblix 06beKTOB (pUc. HacTpoikn TeHeBo-
123)

ro KonnpoBaHUA

¥~ PenaktMpoEaHWe HACTPOEK KNWEHTOR P

> OBwne HACTPOIKK
» SysWatch BK1HOUMTE TEHEEOE KOMMDOBAHWE

v De fokanbHbliA MyTe cOXpaHEHWA KONWI Gainos

CHop parmsbix I

OnTimuzauma
¥ Hafnwogexwe

Daiinosan cvcTema
CucTemsnlli peectp
HTTP
Hacrpoiiki 3anuor snaeo

CBroenenne

» SysCmd

3HaueHNA BCEX NapaMeTPOs KOPPEKTHL

[ Mpwwesrs | [ Omwera

PucyHok 106. HacTpoiku TeHeBOro KonmpoBaHuUs

YcTaHoBuUTe hriakok BKMIOUMTL TeHeBOe KOMMpOBaHWe ANA BKIOYEHUS (DyHKLMM
COXpPaHeHVs pe3epBHbIX KONuii HabroaaeMblx 06bEKTOB (haroBON CUCTEMBL ' '° 1 CUCTEM-

Horo peecTpa 2 B crydae vx vsMeHenus. VIHavBMayarnsHas HacTpoiika No BKIOYEHUIO AaH-

HOW onuumn Ana oTAerNbHbIX 06beKTOB 3ajaeTcs B CBOMCTBaX HabrnoaeHusi. TeHeBble Konum
0ObEKTOB MepeaarTcs Ha cepBep W OOCTYMNHbI Yepe3 KOHCOmMb yrnpasrieHus. OHKM Takxe
COXPaHsIl0TCA NOKarnbHO Ha KIMEHTCKMX XocTax ¢ ycTaHoBreHHbIM SoftControl DLP Client no
nyTW, ykazaHHOMY B norsie JlIokanbHbIM NYTb COXPaHeHUs Konuu ¢pannoB uin B Crieayto-

LMW KaTarsor rno YMOJMaHUO, €CIn NyTb HE YKa3aH:

<KaTanor ycTtaHoBku SoftControl DLP Client>\Backups

HabnopeHne: HacTtpownku 3anucu Bugeo
B paspene HabnroaeHne — Hactponku 3anucu Bugeo kateropvm DLP ocywecTtenaeT-
CSl HAaCTpOMKa COXPaHEHUS! CHUMKOB 3KpaHa Npv BO3HWMKHOBEHWN Habrogaemblix coObITUN

(pvic. HacTpoiiku 3anmcum Buago =).
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¥~ PenaktMpoEaHWe HACTPOEK KIWEHTOR P

> OBwwne HACTPOIKK

OBHoeneHne
» SysCmd Bpema sanycka: IOU:UO:OU

» SysWatch MpoaomknTensHocTs sanmen (cex) | 15
¥ DLP
[ Yactora kagpos (Mc): 200
OnTuMKzaLmMa LWupuna kagpa (px): 800
¥ Habnrogexne
®aiinosan cucTema 3aaaTs pacnucanne
iﬁ:MHhm peece Tun pacnucaHua: Il‘lo AHAM E
Texesoe KONMPOSaHUE
e 8
|

3H3ueHMa BCEX NAPaMETPOE KOPPEKTHLI

[ Mpwwerms | [ Owmeera

PucyHok 107. Hactpowku 3anucu Buaeo

3apanTte criegyloupe napaMmeTpbl 3anucu:
* MMpoAoOMKNTENbHOCTb 3aNUCU — OJIMTENBHOCTb COXPAHEHNA CHUMKOB 3KpaHa, Hauu-
Hasi C MOMEHTa BO3HVKHOBEHMSA CobbITUA (Ouana3oH 3HaveHun: 5-60 c);
* YacTtoTa KagpoB — BPEMEHHOW WHTEpBan Mexay COXpaHeHMeM CHUMKOB 3KpaHa
(anana3soH 3HaueHun: 50-500 mc);
¢ llinpuHa Kagpa — WpuHa CHMUMKa 3KpaHa B nvkcenax (auanasoH 3HayveHun: 0-1920).
UTtobbl HaYaTb 3anNCb BMOEO B PEXMME pearlbHOr0 BPEMEHM, LUESKHUTE NPaBOW KHOMKOM

MbILM No Tpebyemomy krmeHTckomy npuroxeHuo SoftControl DLP Client Ha Bkragke K-

6

EHTbI 4 N B KOHTEKCTHOM MEHIO Bbl6epl/ITe KoOMaHay HauvaTtb 3anucb Bugeo.

Bbl MOXeTe BKMOUMTb 3aniCb BUOEO MO pacnucaHuio, BbICTaBMB rasiouky 3agaTb pacnu-
caHue. B aTom cnydae 3agante criegyloume napameTpbl 3anucu:
* Tun pacnucaHus — No gHAM UM Mo Yacaw;
* Yactota gHen/MactoTta 4acoB — NEpUOANYHOCTb, C KOTOpOM ByaeT BbIMOSHATLCA
3agava;

® BpeMﬂ 3anyckKa — BpemMsd Ha4vara BbINOJIHEHUA 3aJa4vn B q)opmaTe Y4.MM.CC.

HacTtponku obHoBneHus
B pasgene ObHoBneHue kateropum DLP MOXHO yCTaHOBUTb pacnncaHne OBGHOBEHMs,

AN 9TOro ycTaHoBuTe priaxok 3ajaTb pacnucaHuMe U HacTpolTe napameTpbl

(pvic. HacTpoiiku pacnucarust o6HoBrneHus '2°)

- (]
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Bbi6epute T1n pacnmucaHust — Mo auam uim Mo yacawm, B cyetynke Yactora gHen/Macro-
Ta 4YacoB yKaXuTe NepuoanMYHOCTb, C KOTopou ByaeT BbINONHATLCA 3a4adya, a B none Bpe-

MA 3anyCKa — BpeMd Ha4varna BbIlNOJIHEHNA 3ada4n B cbopmaTe Y4y:.MM.CC.

- PeaaKTMpoBaHie HAaCTPOEK KNWEHTOS

»  OBwne HACTPOHKK
» SysWatch 3aaaTe pacnucaHue

¥ DLP

T ;
Cop garrbix r padcaninm IHO AHAM

OnTimuzauma
YacToTa aHeii: 1 a

» Hafnwogexwe

O6rosnenne

* SysCmd Bpemsa sanycka: IOU:UO:OU

3HaueHna Bcex NapaMeTpOE KOPPEeKTHL

[ MpumeHTs ] [ OmvmeHa

PucyHok 108. HacTtpoinkun pacnucaHua o6HoBneHUs

4.6.4 Hactpounku SoftControl SysCmd

[aHHasi KkaTeropusi HacTpoek BKIoYaeT B cebs KOHUrypauuo KIMEHTCKOrO KOMIMOHEHTa
SoftControl SysCmd.

HacTponku o6HOoBneHus
B pasgene O6HoBneHune kateropmm SysCmd MOXHO YCTaHOBUTb pacnucaHve obHoBIe-
HWSI, AN 3TOro yctaHoBute driaxxok 3agaTb pacnucaHue M HacTpouTe napameTpbl

(pvic. HacTpolku pacnncanusi o6HoBIeH!s 2).

Bbibepute Tn pacnmucaHust — Mo gHam wm Mo vyacawm, B cuetynke Yactora gHen/Macro-
Ta 4YacoB yKaXuTe NepuoanMYHOCTL, C KOTOpoK OyaeT BbINONHATLCA 3agada, a B none Bpe-

MA 3anycCKa — BpeM4d Havana BbIMNOJIHEHNA 3aJa4vn B cbopmaTe Y4y:MM.CC.

- =
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> OBwwne HACTPOIKK
» SysWatch
*» DLP

¥ SysCmd

PucyHok 109. HacTtpo#kn pacnmcaHusa obHoBneHus

4.7 MNMpocunnmn 6e3onacHocTH

Bknagka Mpodunmn 6esonacHocTm npegHasHaveHa onst paboTtel ¢ Habopamu napameTpoB 6e3-
onacHocTh (Mpodunsimu), BKIOYaOWMX B cebsa npasura and anroBon CUCTEMbI, CUCTEMHOMO
peecTpa, ceTn u moaynen. Mpodum o6beanHAT pasnndHble NpaBuria KOHTPOSS akTMBHOCTU B
norndeckve rpynnbl. CosgaHHble Npodunm coxpaHaTca B 6ase aanHbix SoftControl Service

Center; BnocrneacTBuMmM MX MOXHO MUCMOSb30BaThb B HaCTpOVIKaX KIMMEHTCKUX I'IpVIJ'IO)KGHVIVI.

~
2

PucyHok 110. Bknagka «Mpodunu 6e3onacHocTu»

- (]
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OcHoBHble onepaumm ¢ NPOUIIIMN OCYLLECTBSIOTCA C MOMOLLBHO rpadon4eCKmnX KHOMOK BKaaKw,
npeaHasHa4veHve KoTopbix NpmMBeaeHo B Tabn. 17.

Tabnuua 17. AnemeHTbl ynpaBneHusa pasgena «lpodunu 6e3onacHocTU»

[ob6asutb CospgaHue HoBoro npodwmnsa 6esonacHoOCTU.
MameHnTs PepaktmpoBaHue BbIOpaHHOro npodmnsi.
Ypanuts YpaneHne BbibpaHHOro npodmnsi.

MepenmeHoBaTs  |[epenmeHoBaHUe BbIGpaHHOIrO NpogmIns.

ET} o YA |

E J CkonupoBatb CoxpaHeHune BblOpaHHOro npodwmnsi nog ApyruMm UMeHeM.
‘IEL:‘_:',J} MmnopT MMnoptuposaHue npodwmna ns XML-carna.
ﬂ:héé OkcnopT BKkcnopTMpoBaHne BbldopaHHoro npodwmnst B XML-chann.

OcCHOBHbIe OeNCTBUS, BbINOMHAEMbIE Ha AaHHOM BKIagKke:

Co3spaHune npocunsa
Ytobbl co3pgatb npohwnb 6e3onacHOCTH, HaXXMuTe Ha KHOMKy “ (Jlo6aBuTb) U ykaxuTe
uma npocpurns. B nosisvBwemca okHe [aHHble npodunsa 6e30nacHOCTU: <UMSA_MNPpo-
¢una> 3agavite npasura ana panrnoBon CUCTEMbI, CACTEMHOIO peecTpa, CeTn u Moayremn.
MoapobHyo mHpopMauuio 0 gobasrieHU NpPaBuIT KOHTPOSIA akTUBHOCTU CM. B COOTBET-
cTBytoumx nyHkTax pasgena Hacrtpownku SoftControl SysWatch ([Momwmtuka_koHTpors:

dainoas_cuctema 2, Mormtuka_koHTporsi: CuctemHbii peectp ¥, Mommtuka KOHTPOSA:

Cetb "', Mommruka koHTpons: Mogymm ).

PepaktupoBaHue npocduns

YToObl n3meHnTb Npodurnb 6esonacHocTu, Bbibepute ero n Haxxmmte Ha kHorky  (U3me-

126

HUTB) (puc. Bknagka «[podpum 6esonacHocTny = ). B nosiBuBLieMcs okHe [laHHbIe npo-

¢una 6esonacHocTU: <uMA_nNpodnna> otTpegaktupymre Tpebyemble gaHHbIE.

YpaneHue npocdunsa

[nsa yoanenua npocuns Bbibepute ero, Haxmute Ha KHorky @ (YaanuTtb) (puc. Bknagka

126
)

«[Mpodourm 6e3onacHOCTU» ¥ noaTBEpAUTE yaarneHe B AVaroroBoM OKHe.

MNepenmeHoBaHue npoduns

- (' ]
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[ns nepemmeHoBaHua npouns Bbibepute ero, HaXxXMuTe Ha kKHorky = (MepenmeHoBaTb)

126
)

(puc. Bknagka_«[poduim 6esonacHOCTU» N yKaXkute HoBOE Ha3BaHve B MOsiBUBLLEMCA

OKHe.

KonupoBaHue npocuns

Ons co3panust Konvv Npodunst BbiGepuUTe ero, HaxMuTe Ha kHorky = (CKonupoBaTb)

(pvc. Bkmagka «[podwim 6e3onacHocTuy '2°) 1 ykaxuTe Ha3BaHWe HOBOro Mpodurs B Mo-

ABMBLLUEMCA OKHE.

UmnopTuposaHue npoduns
Urobbl 3arpysutb npodurs 6esonacHocTn n3 XML-baira, HaxxMuTe Ha KHonky & (Mm-

nopT) (pvic. Bkmaaka_«Mpocurim 6esonacHoctuy °). B okHe BbIGOpa haiina yKaxute uMs

XML-cpanna n Haxxmute Ha kHornky OK.

JkcnopTupoBaHue npodcpuns

Uto6bl coxpanuTb Npodunb GesonacHocTv B XML-thaiin, HaxmuTe Ha kHorky & (kcnopT)

126

(puc. Bknagka «[podmnm 6esonacHoctm» =), 3aTemM B CTaHAapTHOM OKHe Bbibopa channa

ykaxute uma n nyte K XML-cpawny.

4.8 3apaun

Bkragka 3apgayum no3sossieT co3gaBaTth 3adayvum Ans KIMEeHTCKUX I'Ipl/lJ'IO)KGHI/II7I n oTCnexvmBaTb Oe-

Tanm nx BbInonHeHust (puc. Bknagka «3agaumy %)

Ha Bknagke npeacTaBrieH CNMCOK BCEX 3a4a4 U UX NapaMeTpbl.
OcCHOBHblE onepauum ¢ 3aadaMu OCYLLECTBIIAOTCS C MOMOLLIO rpaduyeckmnx KHOMOK BKIAOKW,

npeAaHasHa4veHve KoTopbix NpmMBeaeHo B Tabn. 18.

Tao6nuua 18. AnemMeHTHLI ynpaBrneHuUs BKNaaku «3agaun»

[obaButb CospgaHue 3aga4yum ANs KIMEHTCKUX KOMMOHEHTOB.
«¢* [MoapobHas vH Ma- .
b A s P top MpocMOTp OTYETa O BbINOHEHUM BbIOPAHHOW 3a4aum.
% OTMeHUTb OTtmeHa 3agayn, Haxoasil encs B cTaTyce oXugaHue.
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¥ SoftControl Admin Console

Qaiin  Bug Duabtpel  MuctpymenTtel O nporpamme

8% | & aAy  dOLN |2 o B @l

Knuentel | Hactpoidkn knuexTos m -

|5 | XK

Waermmguic.. ~ Tun Cozpgana Bpema sanycka Craryc

i 7 CBHoBneHne 04.12.2020 10:20:28 04.12.2020 10:20:38 3asepwena ja
Brminoaxenve komang Ha kanente 03,12.2020 18:11:533 03.12.2020 18:11:33 3asepwera
Brminonrenne komaHg Ha knuente 03.12.2020 18:08:13 03.12.2020 18:06:13 Jaeeplwera
Brminonxenwe komaHg Ha knuente  03.12.2020 18:00:37 03.12.2020 18:00:37 3asepwena
Brminonrenve komaHg Ha knuente  03,12.2020 17:57:04 03.12.2020 17:57:04 3asepwena
Brinonxenne komana Ha knvente  03.12.2020 17:52:31 03.12.2020 17:52:31 3asepwena
Brinonrenwe xomaHg Ha kauente 03.12.2020 17:37:38 03.12.2020 17:37:38 3asepwena

— MW s o

PucyHok 111. Bknagka «3apaun»

MepeyeHb nonen BKNagku npveeneH B Tabn. 19.

Tab6nuua 19. Nons BKkNagkm «3agaduun»

WaoeHtmdwmkartop MopsiAKoBLI HOMEP 3adaqn.
Tun 3agaun:
® cKkaHupoBaHwue;
Tun 3agayn e cbop npodwmns;

e OOGHOBINeEHue;
¢ BbINOJIHEHUE KOMaHA Ha KIIMeHTe.

Co3paHa [ata 1 Bpema cosaaHusa sagadu.

Bpems 3anycka [lata 1 Bpems 3anycka 3agayn.

CraTyc 3aBepLUeHus 3a4auu:
® OXupaHue — BbINOIHEHVE 3a4a4UM He Havarn HYU OAMH KIMEHTCKUIA KOMMOHEHT;
* OTMeHeHa — 3a/ja4a Obira OTMEHeHa 40 Havarna BbINOSHEHUS!;
¢ BbINOJIHAETCA — BbINOJIHEHME 3a4a4Yn HA4YaTO KaKk MUHMMYM OO4HUM U3 KIMMEHTCKUX
KOMMNOHEHTOB;
e 3aBeplUeHa — 3a7a4a BbINOSIHEHA BCEMMW KMMEHTCKUMW KOMMOHEHTaMM.

Cratyc

OcHoBHble OelcTBMSA, BbINONHAEMbIE HAa AaHHOW BKNaaKe:
+ Co3paHue 3agauv

Urtobbl 406aBMTL HOBYIO 3a4a4y, HaXMUTE Ha KHOMKy CosaaTthk (pvic. Bknagka_«3agauny 2

). B okHe HoBasi 3apgayva 3agaiite napamMeTpbl 3a4ayv B 3aBUCMMOCTM OT ee Tuna (CM. pu-

NI =.
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CYHKW, HaumHast ¢ LLiar «Tun 3agaun» *? n go Lar «Kmventbl» ™°° B pasgene O6HoBneHue ™

):

* c6op npochuna %;

* aHTVBMPYCHOE CKaHVpoBaHue '>°;

* o6HoBMeHve *;

® BLINOSHEHVE KOMAH Ha KIeHTe 2.

= MpocmoTp noapobHOCTEeN BbINONIHEHUA 3af4a4um
UTto6bl NnpocMoTpeTb NOAPOBHOCTM BLINOMHEHNA 3a4ayu, BbibepuTe ee 1 BbINONHUTE OOHO
13 CcreayroLmx AeNCTBUN:

®* HaxMuTe Ha kHonky [Moapo6GHas WHdoOpMauMA B rpynne KHOMOK BKMAOKM
128)

(pyc. Bknagka «3agaymy

® NBaXabl HAXXMUTE NEBOW KHOMKW MbILLM HA 3a4ave.
B nosiBvBLLENCS OONOMHUTENBLHOM BKMagke 3apava: nogpobHO npuBegeHa getarnbHas

I/IH(*)OpMaLWIFI no 3agayvye M Xo4 BbIMOJIHEHUA O KaXXOoro KIMEHTCKOro KOMMOHEeHTa B

oTaenbHocTy (puc. MoapoBHOCTM BINONHEHNS 3a4a4m ).

' SoftControl Admin Console

Qaiin  Bug  Ounstpe  Wnctpymentar O nporpamme

PEE | T oliay AOLS|[ @ T Lo Bl @l

[KnuumiTm- Imw 3apaua: nogpobro -

Mopgpo6Han MHpopmayma no sagaude:
Tun  OBHoEneHne

Cospana 04122020 10:20:38

Bpems sanycka 04122020 10:20:38

Craryc 3asepuwena

MapameTpe 3agaun
MporpammHbie Moy
AnTrEMpYCcHBIE Bashl
BLINOAHWTL NEpesarpysky KNWEHTOB

CraTyc 33aaaum Ha KIWEHTaX:

Moapasgenetie M kanerTa Tun kaverta Cratyc Bpewms okoHuanus

PucyHok 112. NMoapo6HOCTU BbINOJIHEHUA 3a8auun

EE———————————— -
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Momumo ocHoBHOM MHpopmaumm (Tabn. 19) n napameTpoB 3agayn, Ha BKragke oTobpaxa-
eTca gononHutenbHasa Tabnmua Ctatyc 3agaym Ha KnMeHTax, onvcaHve rnonen KoTopom

JaHo B Tabn. 20.

Tao6nuua 20. MNona Tabnuubl «C'raic 3a4aumM Ha KIIMeHTax»

MoapasgeneHve MoppaspeneHune, K KOTOPOMY OTHOCUTCS KIMEHTCKMIA KOMMOHEHT.

Nmsa knneHTa MMa KNMEHTCKOro xocTa.

CTaTyC 3aBeplleHnda 3agaydn gna AaHHOro KIMeHTCKOro KOMMoHeHTa:
® OXupgaHue — BbiNoJIHEHWE 3aJa4yn He Ha4aTo,
® 3anycCK — KITMEHTCKOMY KOMMOHEHTY yCnewHOo oTnpaBJieHa KoOMaH4a Ha
3anycCkK 3agavu;
e owmbkKa 3anyckKa — KIMeHTCKUA KOMMOHEHT He CMOT NPon3BeCcTU 3anyck 3a-

gauu;
Cratyc ¢ BbINOJIHAETCA — 3aQa4a HaxoAuTCs B MPOLIECCE BbINONHEHUS KITMEHTCKUM
KOMMOHEHTOM;
¢ owWMOKa BbLINOJIHEHUS — B MPOLECCE BbINOMHEHUS 3aA,a4M BO3HUKIA OLLI G-
Ka;

® OTMeHeHa — 3a7a4a Obirna OTMEHEH3;
¢ 3aBepleHa — BbIlONIHEHEe 3a4a4un 3aBepLUEHO;
e owmbkKa 3aBepleHunsa — npu 3asepLieHnn 3agadn BoO3HMUKINA ounbka.

BpeMFl OKOHYaHuA BpeMFI 3aBeplleHnd 3agaydm Ha aHHOM KITMEHTCKOM XOCTe.

UTo6bl MPOCMOTPETh OTYETHI HEMOCPEACTBEHHO MO BbINOMHEHHBIM ONEPaLMSM, NepenanTe
Ha Bkragky Jlor v npumenuTe punbTpbl °° ANS COOTBETCTBYIOLLMX TUMOB OrnepaLyi.

Mopgpo6bHas uHcpopmMauma anad 3agayv BbinonHeHMe KOMaHA Ha KIMEHTe TakK e
BKIlOYaEeT B cebsl pesyrbTaTbl BANOSHEHUS! KOMaHL,. [POCMOTP pe3yrbTaToB BblMONHEH!S

onvcaH B pasfene Pe3yrbTaThl BbIMOMHEHUs KOMaHg, .

- (]

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

4.8.1 C6op npocdunsa

1) Ha ware Tvn 3apgaum Buibepute Co0p npocdnna B BbiNagatoLlEM CNUCKE U HAXKMUTE Ha KHOM-
ky Bnepep (pvic. LLar «Tun sagauny '%?).

LLaru

Tun 3apaun
Tun sapauu < BrifepuTe TMN 334344 W 334aMATe NapaMeTpel ANA EuiBpaHHora
Bpems sanycxka Tina

KnueHTs

Cop npogurna u}

[ Bnepear | [ Ommene

PucyHok 113. War «Tun 3agauun»

2) Ha ware Bpems 3anycka BbiGepute onuuio Cenyac ana HEMEAneHHOro 3anycka 3agadm no-

crie ee nobaerneHus, Mbo BbiIGepuTe onumio YKasaTb BpeMmsl U onpegermte aty U BpeMs

3anycka (puc. Lar «Bpems 3anycka» '°?). Haxxmute Ha kHonky Bnepea Ans npoaosmkeHns.

LWari
Bpema zanycka

Tun sagaun « BribepuTe aaty v EpeMa 3anycka 3aaaum
Bpemn sanycka
Knuentsi

() Ceiiuac

(8) Yxasare spems:

BeiBpanssie 43T 1 BPEMA 3anyCKa 33434M ACKKHE! BbiTh
Bonbe Texyux

(20052020 1203 =]

PucyHok 114. lar «Bpemsa 3anycka»

3) Ha ware KnmeHTbl 0TMETbTE KIMEHTCKME KOMMOHEHTbI, A8 KOTOPbIX HE06X0aMMO co3aaTh 3a-
nauy (pvc. LWar_«Krmentbi» '%). Mpu BbiGope Tuna kiveHTa SysWatch 3agada GyaeT HasHaqe-
Ha BCEM KIMEHTCKMM KOMMOHEHTaM, Npu BbIGOpe noapasaerneHns — BCeM KIMEHTCKUM KOMMO-
HeHTaM noapasaenenus. Haxxvure Ha kHornky FoToBo, 4ToGbLI co3aaTth 3agady, Wi Ha KHOMKY

Hasap, ecrm TpebyeTcs M3MeHUTbL NapamMeTpbl 3adaun.

R N—————
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LWaru

Tun 3apaun ¥
Bpems sanycka ¥

Knnentol

Kaventsl

BuiBepuTe KNMEHTOS, Ha KOTOPSIX Bbi XOTHTE SHINOAHTS 33834y

v [ SysWatch
¥ [ Noymonsanuo
[ WIN-MG2LKINUPAL
WIN-MG2LKINUPAL
[ WIN-UEG53NATDRC
v ProductionPass
WIN-MG2ZLKLNUPAL

[ <Hasaa | [ foroso | [ Omwens

PucyHok 115. lWar «kKnneHTbI»

4.8.2 AHTUBUpPYCHOE CKaHUpPOBaHUue

1) Ha ware Tun 3apgaum BbiGepnte CKaHMpOBaHMe B BbiNadatolEeM CnUCKE U OTMeTbTe obna-

CTM KIMEHTCKOIro XOCTa AJ151 aHTUBUPYCHOM NpoBepkun (puc. LWar « Tun 3agaym»

U CkaHnpoBaHue namAaTu;

133
)

U CkaHupoBaHue 3arpy304HbIX CEKTOPOB;

U CkaHnpoBaHMe BCeX XXeCTKUX AUCKOB,

0 CkaHupoBaHue BCeX CbEMHbIX HOCUTENEN.

Haxmute Ha kHonKy Bnepepn ang npoaosokeHus.

Waru

Tun 3agaum
Bpens sanycka

Knanerrsl

Twn 2agaun

Beiiepute TMN 38534 v 3aaaliTe napaMeTphl 418 B5IBpaHHOMO
Tuna

[ Cxanmposanne [=]

{ O6nacw ckarmposanns |

Cranmposarie nawsm
Cranmposarie sarpysomu cexropos
CKEHUPOBEHME BCEX KECTKMK AUCKOE

[ Cxanmposarme Bcex chemHbix HoCUTERER

[ Bnepen> ] [ OtmeHa

PucyHok 116. Lar «Tun 3apgaun»

2) Ha ware Bpems 3anycka Bbibepute onuuio Cenyac ana HeMearneHHoro 3anycka 3agadm no-

crne ee gobasneHusi, 6o BbIGepuTe onumio YKasaTb BpeMA 1 onpejernure gaTty u Bpems

- (]
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3anycka (puc. LWar «Bpewms 3anyCKa»). Haxkmute Ha kHOMKy Bnepepa 4nst NpoaospkeHus .

20052020 12:03 M|

PucyHok 117. Lar «Bpemsa 3anycka»

3) Ha ware KnneHTbl OTMETbTE KIMEHTCKME KOMMOHEHTbI, And KOTOPbIX Heobxoaumo co3aaTh 3a-

aauy (puc. War «KnveHts! »).

v D SysWatch
v [ Noymonsanme
[ WIN-MG2LKINUPAL
[ WIN-MG2LKINUPAL
[ WIN-UEG53NATDPC
¥ [V ProductionPass

] WIN-MG2LKINUP4L

PucyHok 118. War «KnueHTbI»

Mpu BbIGOpe Tuna krmeHta SysWatch 3agava 6ynet HasHavyeHa BCEM KIMEHTCKMM KOMMOHEH-
Tam, npy BbIGope noapasaeneHns — BCeM KIMEHTCKUM KOMMOHEHTaM noapasgeneHus. Haxmu-

Te Ha kHorky FoToBoO, YTOObI co3gaTh 3adady, UM Ha kHonky Hasag, ecrm TpebyeTcs v3me-

HUTb MapameTpbl 3a4aqn.

- (]
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4.8.3 ObHOoBNeHue

1) Ha ware Tvn 3apgaum Bbibeprte OGHOBNEHME B BbiNagatoLweM Cnmcke n oTMeTbTe Heobxoaun-

Mbl€ KOMMNOHEHTbI Al 0BHOBIEHVs 1 napameTpbl 3aaauu (puc. LWar « Tvn 3agaumy '*°)

O MporpammHblie mMoaynu — OOHOBfiEHWE NPOrpamMMHbIX MOAYSerM KOMMOHEHTOB TuMa
SysWatch, DLP n SysCmd.

U AHTMBUpPYCHbIe 6a3bl — O6HOBIIEHNE aHTUBMPYCHbIX 6a3 KoMnoHeHTOB Tuna SysWatch.

U BbIinonHUTb Nepe3arpy3Ky KIMEHTOB — nepe3arpy3ka KIMEHTCKMX XOCTOB MO OKOHYaHuu
obHoBreHua. Ecrm gaHHas onumst He BbibpaHa, To AN 3aBepLueHns 0OHOBMEHMA NporpamMm-

HbIX Mo,qyneﬁ nepes3arpysky HeoBX0AMMO BbIMOSHUTL FIOKarbHO BPYYHYO Ha KIMEHTCKOM XO-

5

cTe, 4To oToBpaXaeTcs B cTaTyce KOMMOHeHTa Ha Bkraake KrveHtbl *® n cobbiTvsix 06HOB-

nenvs B otyeTax . Mogymo SysCmd He TpebyeTca nepesarpyska KoMmmbioTepa nocrie 06-

HOBJIEHMS, MO3TOMY 3TOT NapameTp UrHopupyeTcsa B npoLlecce obHoBneHna SysCmd.

7| x

LWarwn
Twn 3apaun

Tan zagasm BriSepyTe TMN 334341 1 338a0Te NAPAMETPS ANA SalBpaHHOD
Bpenn sanycka N3

Knunenmel

[Cnoenenne [=]

Cocras obrosneHmi

Mporpanssie moayan
AnTusupycrbie Gassi
BeinoAHWTS Nepesarpysky KAeHTOS

[ Bnepea> ] [ Otmena

PucyHok 119. WWar «Tun 3agaumn»

Haxxmute Ha kHonky Bnepea Ans npogosokeHms.
2) Ha ware Bpems 3anycka Bbibepute onuuio Cenyac Angd HeMeAreHHOro 3anycka 3agadm no-
cre ee pgobasneHus, nMbo BbIbepuTe onumio YKasaTtb BpeMs W onpefermre aTty U Bpems

3anycka (puc. Lar «Bpems 3anycka» "> ). Haxmute Ha kHorky Bnepea Anst npofosmkeHs.

e ——————————————.——
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LWarn
Bpems zanycka

Tun sagaun + BribepuTe faTy W BpEMA 3aMycka 334a4u
Bpemn sanycka
LT

() Ceiiuac

(®) Yrazars spema:

BribpanHble 4aTa W BPEMA 3aNYyCKa 334341 A0MKHB BbiTh
Gonsue Texywx

[20.05.2020 12:03 =]

PucyHok 120. Lar «Bpemsa 3anycka»

3) Ha ware KnneHTbl 0TMETbTE KIMEHTCKME KOMMOHEHTI, AN KOTOPbIX HE0OX0AMMO co3aaTh 3a-

136
)

aady (puc. War «KnmeHTbI» . Mpun BbIBOpPE TUNa KNMeHTa 3agadva byaeT Ha3HavYeHa BCEM KIn-

€HTCKMM KOMIMOHEeHTaM AaHHOIo Tuna, npu Bbl60pe nogpasgerieHna — BCeM KIMEHTCKUM KOMIO-
HEHTaM noapasgerieHn4. Haxmure Ha KHOMMKY rOTOBO, YTOObI co3aatb 3agady, WM Ha KHOMKY
Hasap, ecrm TpebyeTcs M3MeHUTb NapameTpbl 3a4aun.

L
am KnneHtsl

TL=zgzn BeibepuTe KnueHTOS, Ha KOTOPEIX Bbi XOTHTE BRINGAHATS 33834y

Bpemn sanycka +

lrem - v [ SysWatch

* [ Mo ymonusnuo
[ WIN-MG2LKINUPAL
[0 WIN-MG2LKINUPAL
WIN-UEG53NATDPC

> D ProductionPass
v O ow

v D Mo yMon4aHuo
WIN-MGZLKINUPAL
) WIN-MGZLKINUP4L

[ <Hasea | [ Toroee | [ Omeena

PucyHok 121. War «KnueHTbI»

4.8.4 BbInonHeHWe KOMaHA Ha KNneHTe U o6MeH cpannamm ¢ KNMEeHTOM

3apgava Tuna BbinonHeHue KOMaHA Ha KIMEHTe MOXeT ObiTb BbIMOMHEHA Ha YyAaneHHOM
KomnbtoTepe, rae yctaHoBrneH kmmeHT SoftControl SysCmd. B pamkax ogHon 3agayum moryt 6biTb
BbIMOMHEHbI Crieayloupe KoMaHabl: nepegada hanroB Ha yaaneHHbI KOMNbTEpP, 3anyck npouec-

COB Ha yaaneHHOM KOMIMboTepe, CkauymBaHve goairioB C yaaneHHOro KomrbloTepa.

EE—————————————————— -
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v [ SysCmd
v @ Mo ymonuyaHuio
[ TeST_22E2WES1

PucyHok 122. Llar «kKnueHTbI»

4.8.4.1 CospgaHue 3agaum

1) Ha ware Tun 3apa4ym BbiGepute BbinonHeHne KOMaHA Ha KNWeHTe B BbiNaJatoleM Cnmcke

)

N oTMeTbTE Te KOMaHgbl ~, KOTOpble Heobxoaumo BbINoSNHUTE (puc. LWar «Tun 3agayny

BLINONHEHWNE KOMaHJ Ha KAHEHTE X

[v/]
cmd.exe /C dir *Jog

Ci\Folder\file_for_download.ext

PucyHok 123. WWar «Tun 3agaun»

U MepepaTtb dann Ha KNMEHT — CKONMpoBaTb (hairn C fiokanbHOro KoMmnbloTepa, rae B AaH-
HbIl MOMEHT 3anylweHa KoHcornb ynpasrieHus SoftControl Admin Console, Ha yganeHHbIv
KOMMbloTep, rae padotaeT moayrnb SoftControl SysCmd.

MapameTpsbi:

- (]

W W W .sns-control.ru


http://www.sns-control.ru

Control Service Center Bepcus 6.1.199 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

Bbi6epute daiin ¢ nomoLbo kHorku O630p 1 BBeauTte B nosie MomMecTuTb B Nanky NosHbI i

NyTb Ha yaaneHHOM KoMMbloTepe Kyda Heobxoammo aToT dhann coxpaHutb. Oba napameTtpa
ABIAOTCA 00s3aTENbHBIMMN.

U 3anyctuTb npouecc — 3anyckaeT yka3aHHbI B apameTpax UCMOoSNHAEMbIN doann.
MapameTpsl:
KomaHga anda 3anycka npouecca (obsi3aternbHbi napameTp).
Pabo4as nanka Ha knueHTe (Heobs3aTernbHbIN NapameTp).
B komaHae ykasbiBaeTcs ucnonHaeMbl i dpan ons 3anycka ¢ HeobxoayMbiMn napamMmeTpamMu.
MoxHo ykasaTb pabouyto nanky, kKotopas OyaeT ycTaHOBIEHa Kak TeKyLlas Ans npouecca.

U CkavaTb dpann ¢ KnmeHTa — ckonMpoBaTb haln ¢ yaaneHHoro komnbtoTepa, rae pabortaer
moayrb SoftControl SysCmd, Ha cepBep SoftControl Server. 3atem 3TOT ¢han MOXHO cka-

YaTb Ha JIoKarbHbIN KOMMbIOTEP C MOMOLBI KOHcomm ynpasreHus SoftControl Admin
Console.

MapameTpbl:

Nmsa ckaumBaemoro canna ¢ nornHbIM nytem B (hannoBoun cucteMe krmeHta (obssatenbHbli
napameTp).

Mocre 3anonHeHus napamMmeTpoB KOMaHO Ha>KMUTE Ha KHOMKY Bnepe.q OrnAa NpoaoJPKEHNA.

2) Ha ware Bpemsa 3anycka BbiGepute onuuio Cenyac ana HEMEANeHHOro 3anycka 3agaudm no-
crne ee gobaBneHusi, 6o BbiIGepuTe onumio YKasaTb BpeMs 1 onpegenure gaTty v Bpems

3anycka (puc. Lar «Bpems 3anycka» '*°). Haxmure Ha kHornky Bnepea Anst NpoorpkeHns.

LWari
Bpema zanycka

Tun sagaun ¢ BribepuTe AaTy W EPEMA 3ANYCKa 334340
Bpemn sanycka
KnienTel

() Ceiiuac

Yiazate spems:

Beibpanssie 4aTa 1 BPEMA 3anyCKa 33434 ACMKHE! GuiTh
Bonbiue Texyux

(20052020 1203 =]

PucyHok 124. lLar «Bpemsa 3anycka»

3) Ha ware KnneHTbl 0TMETbTE KIMEHTCKME KOMMOHEHTLI, AN KOTOPbIX HE0OX0AMMO co3aaTh 3a-

- (]
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]
aady (puc. War «KnmeHTbI» 36). Mpu BbIBOPE TUNa KIMeHTa 3agadva byaeT HasHavyeHa BCEM KIn-

€HTCKMM KOMIMOHEeHTaM AaHHOro tuna, npu Bbl60pe nogpasgerieHna — BCeM KIMEHTCKUM KOMIO-
HEHTaM noapas3gerieHnd. Haxxmute Ha KHOIMKY rOTOBO, YTOObI co3aaTb 3agady, WM Ha KHOMKY
Hasap, ecrm TpebyeTcs M3MeHUTb NapamMeTpbl 3a4auqn.

Warn

Knueutul

0
Tun saaawm BriSepyTe KAMEHTOS, Ha KOTOPSIX Sbl XOTHTE EINOAHMTS 3aAaUY

Bpewmn sanycka #

Knesre . SysCmd

v Mo ymonuaHuo
TEST_32E2WES1

[ <Hasaa | [ foroee | [ Omera

PucyHok 125. War «KnueHTbI»

4.8.4.2 OnucaHue paboTbl KOMaHA

B npouecce BbinonHeHus 3agayv Tuna BoinonHeHMe KOMaHA Ha KNUEeHTe NPOM3BOAATCS Crie-
ayroupe aencTeud:

MoarotoBka 3apaun. Ecrm 3agava cogepXut komaHgy nepegaym ana Ha KImMeHT, TO CHavana
SoftControl Admin Console nepeaaet dain Ha cepBep. Pann coxpaHaeTcsl Ha cepBepe B narike,
ykazaHHon B napametpe CmdFileStoreDir danna koHdurypaumm cepsepa (C:\ProgramData
\SafenSoft\Server.Config.xml), no ymoruanno C:\ProgramData\SafenSoft\CmdFileStore. Ecrm
nepegada gpanna Ha cepBep He NpoLwia ycrnewHo, To BblaaeTca coobueHre 06 oumbke v 3agada
He co3gaeTcs. MakcumanbHbIn pa3mep dpanrna, KOTOpPbIM MOXHO nepefaBaTb Ha KIMEHT N CKayu-
BaTb C Hero, 3agaetca napameTpom MaxFileSizeByte B daiine koHbuUrypauum cepeepa.

3anyck 3agay Ha KnueHTe. Bo Bpems ovepeHOro xaptoura KnmeHT CcBA3bIBAeTCA C CEPBEPOM
M NOfy4aeT CNUCOK 3aaay. [1ns kaxxaon 3agaym co3gaeTcsi HOBbIM NOTOK, B KOTOPOM OyayT BbINOS+-
HATCA KOMaHObl U3 AaHHOW 3aga4un. [03TOMYy HECKOMbKO pasHbliX 3a4ad MO BbINOSHEHUIO KOMaHA
MOTYT BbINOSHUTLCSA B NPOU3BOSIbHOM MOPSAKE, a KOMaH4bl BHYTPU OOHOM 3a4aun BbIMOMHAKOTCSA

CTpOro B Tom rnopsgke, B KAKOM OHM OnncaHbl BHYTPW 3agayn.

e ————————————————.——e
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Mepepnaya channa Ha knuMeHT. KnueHT ckaumBaeT ¢haiin ¢ cepBepa M COXpaHsieT ero B COOTBET-
CTBMM C 3aaHHbIMKU NapamMmeTpamMu kKomaHapl (NyTb, MMS, BpeMeHa 1 aTpubyTbl hawna). Ecrm Ta-
KOV (baln yxe CyLLecTBYeT, OH ByaeT nepesanucaH. Ecrm ykazaHHOro B napameTpax nyTu He Cylue-
cTByeT, bydeT npeanpuHATa nonbiTka Co34aTb 3TOT NyTb BHE 3aBUCMMOCTU OT ero riybuHbl. VK-
dopmauus o pesyrbTaTte nepegaeTca Ha cepBep. [locrne BbINOMHEHUA KOMaHab! hann ¢ cepBepa
yOansaeTcsi BHe 3aBUCMMOCTM OT YCMNELLHOCTU BbINOSNHEHNA KOMaHabl. B criydae npepbiBaHus nepe-
Aayu daiina ¢ cepBepa Ha KIveHT BCrieACTBYE paspbiBa CBA3M WM Nepesanycka KnMeHTa 3akadka
NPOLOJSTKMTCS, KOoraa cBA3b BO306HOBUTCA U criykba SysCmd ByneT paboTtats.

3anyck npouecca. KnmeHT co3gaeT npouecc B COOTBETCTBMM C NapaMeTpammn KomaHabl 1 noa-
KrtovaeTca K ero notokam stdout u errout. 10 OKOHYaAHWMM YTEHUA OAHHBIX U3 BbIXOAHOTO MOTOKA
npoLecca KIMeHT OTNpaBIiieT ero CoAepP>XMMOE 1 COMyTCTBYHOLLYHO MHbopMaumio Ha cepep. Pas-
mep Bydepa B cuMBOSiax And npvemMa BbIXOAHOrO MOTOKa npouecca 3ajaeTcs napameTpoM
MaxCmdOutputChars B haine koHdurypaumm cepsepa. B criyqae 3anycka npouecca nepesa-
FPY3KN WM BbIKIMIOYEHUS] KOMMbIOTEPA HE crefyeT 3akasblBaTb HEMeAneHHoe AencTBue, YTOObl
AaTb BPEMS Ha COXpaHeHWe pesynbTata KoMaHabl U OTNpaBKy xapTbuta Ha cepBep. Hanpumep,
ana komaHgpl shutdown crnegyeT ncnonb3oBaTth Ktod /t. [ockonbKy npouecc 3anyckaeTcs B Cec-
cvu, B KOTOpOIt paBoTaroT criybbl u TUM 7 He JOCTyneH, He criesyeT 3anyckaTb MpoLecehl, Tpe-
BytoLLme ydacTus nonb3oBaTens Kak ans paboTbl, Tak U 4Nt CBOEro 3aBepLUEHUS.

CkaumBaHue cdamna ¢ knmeHTa. KnmeHT oTnpasnaeT dann Ha cepBep, U CEPBEP COXpaHsieT
drann B nanke, ykasaHHon B napametpe CmdFileStoreDir B Server.Config.xml. Takxke KrMeHT oT-
npaBrsieT Ha cepBep Ums, BpeMsi U aTpubyTbl (hanna. B crydyae npepbiBaHusa nepegayun danna ¢
KrMeHTa Ha cepBep BCreacTBUE pa3pbiBa CBA3N UM Nepesanycka KrMeHTa 3akadka npoaosTKUTCA,
Korga cBsisb BO306HoBUTCA U crykba SysCmd bygeT paboTaTh.

3aBeplwieHue 3apayum. lNocre 3aBepLleHUs BbINOMHEHWS BCEX KOMaHL, 3ajadve ycTaHaBmMBaeTca
COOTBETCTBYIOLLMI CTaTyC, KOTOPbIM OyaeT nepeaaH Ha cepBep TOMbKO Npu o4epeaHoOM xapTouTe.
T.e. pesynbTathl BbIMNOSHEHUS OTAESMbHBLIX KOMaHA, Ha cepBepe MOryT 6biTb AOCTYNHbLI 4O OOHOB-

reHunst ctaTyca BCcen 3agaun.

Bpemsi BbINoOnHeHUss Bcero Habopa KOMaHg B 3aaye MOXHO OrpaHudMTb napamMeTpoM
MaxCmdExecTimeSec B hairne KoHpurypauum cepsepa. [pu NpeBbilLeHn 3TOr0 BPEMEHN KO-
MaHga byaeTt npepBaHa U ee (M BCEM Crieaylolym 3a Hen KomaHgam) OyaeTt ycTaHoBIEH cTaTyc
«[lMpeBbiweHo Bpemsa oxuganuay. Ecrm nocne nepesanycka cryxkbbl SysCmd nnm nepesarpysku

KInnMeHTa npoaoJrKkaeTCcAa BbiNnoJIHeHMe KOMaHAd B 3agade, TO OTCHET BpeMeHUN Ha4vYnHaeTCA 3aHOBO.

- (]
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Mpn BbINONMHEHNM KOMaHL, MOTYT BO3HUKHYTb OLLMOKW. B criyyae kputmdeckux oumbok (oTcyTcTBUE
3anpawwvsaemMoro urm 3anyckaemoro daira, HeBO3MOXHOCTb CO3aHus Nyt U cpanra) Bbinost
HEeHWe KomaHabl npekpawgeTcs. B criydae He Kputudeckmx owmbok (ceTeBble OWMOKM nepenayv
dhanrnos) NPoOM3BOAUTCA MOBTOPHAA NOMbITKA BbINOMHEHNS KOMaHObl 4O TEX MOP, NoKa OHa He Bbl-
MOSHUTCA YCMewHo, He Mpou3onadeT Kputmdeckas oumbka wm He OygeT npeBbileHO BpeMs
MaxCmdExecTimeSec. [Jo ycnewHoro 3aBepLueHns KoMaHabl nepexoda K crieaylowen kKomaHae

He np0|/|30|7|,qu. Mexq:l,y BbIMNOJIHEHMEM KOMaH[, Ha6opa Bblep>XnMBaeTCA naysa 5 cek.

Mepen v nocre BbINOSHEHWA KaXaon KOMaHabl nepeaayvm hanurioB ee COCTOSIHUE COXpaHAeTCs Ha

KnMeHTe Ansi BO30OHOBEHNS BbIMOSIHEHUS He3aBepLLUEeHHbIX KOMaH/ nocrie nepes3arnycka CJ'Iy>K6bI.

4.8.4.3 Pe3ynbTaTbl BbIMNOJIHEHUSI KOMaHA

MNHdbopmaLums o pesynbTaTax BbIMOMHEHWs KOMaHa AOCTyNHa Ha Bkrnaake 3agaya: noapobHo ' B

Tabrmue CtaTtyc 3agayum Ha knueHTax. Ecnm pesynbTaThl 4OCTYMHbI, B NEPBOM CTOSIOLIE MOSIBUT-
CAl 3HAYOK ©, KOTOPbI/ MO3BONAET OTKPbITb NOAPOOHYID MHOpMauUMo O pesyrbTaTax (PUcyH-

ku NMpocmoTp pesyrnbTaToB paboThl KOMaHA nepeaaYm dana Ha KIMEHT 1 3arnycka npouecca "2
143)

[MpocmoTp pesynbTaToB paboTbl KOMaHAbl CKaYvBaHUS dpanra C KiveHTa

- ]
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F SoftControl Admin Conscle

Qaiin  Bug Cunetpe Mhopymenta O nporpamme

888 | oA | QOB | &2 607 | | @ |
BT Sanasa: noppabiio

Craryc 3agauv Ha KaneHTax:

MNoapazaeneque Wma knventa Tun knveHTa Bpemna okoHuaHuaA

Marketing SysCmd 14.12.2020 19:03:33

TEST_32E2WES1 3asepwena
#0
[efictene:
Epems Hauana BeINOAHEHWA
BEpems okOH4aHWR BuinonHeHwa  12/14/2020 T:02:58 PM
Cramyc BrinoAHeHo ycnewHo
Kopa sosepara o
Koga owmbim o]
CoobuyeHue
Wn daiina:

Mepenats daiin Ha KAneHT
12/14/2020 T:0257 PM

file_for_transfer.ext

#1
[efictene:
Bpema Hauana BLINOAHEHWA
Epems okoOH4aHWR BeinoneHwa  12/14/2020 7:03:.04 PM
Cramyc BrinoAHeHo ycnewHo
Koa so3spara 0
Koa owmnbim 0
CoobweHue

Koaosan crpaniua [ [866, Kupwuannua (DOS)] g]
Tom B ¥ 0

3anycTuTs NpoLecc
12/14/2020 T:03:04 PM

PucyHok 126. NMpocmoTp pe3ynbTaToB paboTbl KOMaHA Nepegayun panna Ha KNMEHT 1 3anyckKa npouecca

CTraTyc BbIMONHEHVS KOMAHAbl MOXET MPUHUMATbL CrieAytoLpe 3HaYeHus:
® BbINOMHEHO YCNELLHO.
* [Mpowusowna oumbka.

o npeBbILLBHO BpeM4A OXXMOoaHUA.

Koa Bo3Bparta cogeput Koz, BO3BpaLLEHHbIV MPOLLECCOM B KOMaHae 3anyck npouecca.

Ecrnm B xo4e BbINOMHEHNS KOMaHAb! NpousoLwia oumbka npu BbidoBe yHkumn APl Windows

3anpoce K Beb-cepBepy, ToO Homep oumbku ByaeT ykasaH B none Kog ownbku, n B none Cooo6-

weHue KpaTkoe onncaHue CriydMBLLErOCH.

[ns komanabl 3anyck npouecca MoxHoO BbibpaTe KogoBytko cTpaHuuy, B koTopon byaeT npea-

cTaBreH BbIBOA NpoLiecca.

Ecrm komaHga CkavaTtb hann ¢ KimeHTa BbIMNOSHEHA YCNELLHO U dhain CoXpaHeH Ha cepBepe, TO

BOCMOJSIb30BaBLLMCb KHOMKOW CKavaTb MOXXHO noJydnTb cba|7u'| C cepBepa, a C NoOMOLBK KHOMKA

YpanuTb c cepBepa ygarmTb ero.

- (7B ]
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¥~ SoftControl Admin Console
Paiin  Bug  Ownetpe Mhctpymentel O nporpamme
A Y- 1 8l el
H g ﬁll % ‘ e Ledsa= | 40N S S G ‘J =7 ] =% LH !
Kaventel | 3agaun |SELERERGLIL LT -

Koaosan cTpaHuua [{866. Kupwunnuua (DOS)] n}

oucTES MEET METKH.
FA

#2
Jeiictane: Cwxauate daiin c knnenTa
Epema Hauana EeINoAHEHKA 12/14/2020 7:03:10 PM
Epems okoH4anWe Beinonneqwa  12/14/2020 7:03:10 PM

Cramyc Buinoaxero ycnewro
Koa sosspata 0

Kog owwnbku 0

Coobuwenwe

W daiina: Citest\file_for_transfer.ext
ATpubyTel Gadna: Archive

Bpems cospanvA faiina: 12/8/2020 10:30:39 AM
Bpems uimeHenus daiina 12/10/2019 1:06:34 PM
Bpems oTkpuitua daiina: 12/8/2020 2:23:22 PM
Pazmep dalina: 463,45 KB

[ Crauats ... ] [ ¥panwte C cepeepa

- v

Session ID: 1af7829e-b955-4b8e-9511-2c9274811ddf | ||

PucyHok 127. NMpocmoTp pe3ynbTaToB paboTbl KOMaHAbl CKa4YMBaHUA ¢hanna ¢ KnmeHTa

Wma nonbsosatens: test | Ponu: Cucren

Tpatop, A D

4.9 MpocmoTp oTyeTOB

[N npocmMoTpa OTYETOB KIMEHTCKUX MPUIOXEHWN B arpernpoBaHHOM BUOE Yepes3 KOHCOSb yrpaBs-
neHunst SoftControl Admin Console npeaHasHayeHa Bkrnagka Jlor co6biTn. OHa No3BOSSIET B pe-
anbHOM BPEeMEHU OTCreXvBaTb COObITUS Ha HECKONMbKMX KIMEHTCKMX XOCTax OAHOBPEMEHHO U

npon3BoauTb BbI60pKy HeO6XOﬂVIMbIX OaHHbIX C NMOMOLLBHO r’Mbkoro mMexaHuama d)l/IJ'IbTDaLI,I/II/I159.

Ha Bknagke agmMuHuUCTpaTop nosydaeT AOCTYN K CreaytowymM AaHHbIM B yao6Hom hopme:

= Otuetsl SoftControl SysWatch ™**;
= OtueTsl SoftControl DLP Client™":
= Otuetsl SoftControl SysCmd ™.

HOHWGHHbIe OT4YETbl MOTYT ObiTb BblBEOEHbl _Ha NeYaTb WM 3KCNOPTUPOBAHbI B 3MEKTPOHHbIN

cdopmat .

Kpome Toro, noaaepxMBaeTcst pe3epBHOE KOMMPOBaH/e OTYETOB o .

- (E ]
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4.9.1 Ot4yeTbl SoftControl SysWatch

Bkrnagka Jlor co6bITMM npegocTaBnsgeT BO3MOXHOCTU MO AeTaNlbHOMY MOHUTOPUHIY COObITUM

6esonacHocTH, pernctpupyembix SoftControl SysWatch Ha knveHTckux xoctax (pvc. Bknagka «Jlor

144
)

cobbiTuny ana komnoHeHTta_SoftControl SysWatch ). Ytobbl npocmoTpeTb BCce COObITUS, MOCTY-

nvBLLME C KeHToB SysWatch, Bblaenmre HyXKHbl€ KIMEHTbI U CNeAyMTe MHCTPYKLWW, NPpUBEAEHHON

B pasgere Krvientbl 2.

P SoftControl Admin Console

PEE | oy | OB | S 5S H @l

[ClientID] In (1)

n D € Clofa M 33ronoBoi ANA rpyNNUPOEKKA AaHHbIX NO Helt
Mng knnenTa Tun cobuimva Bpema BaxHoCTs Tun knveHTa
3 Kpumuueckan :
14 | DESKTOP-LELO... Hapywerwe noautikw k.. | 2002.2021 12:13:30 | Kpumnwueckas  Sys\Watch
13 | DESKTOP-LELC.. WsmeHenue HacTpoek 20.02.2021 12:07:47 Obeiuxan SysWatch
12 | DESKTOP-LELO... OBHoBnsHWe knueHTa 20.02.2021 11:07:24 Bricokan
11 | DESKTOP-LELO.. OBHoensHwe knveHTa 20.02.2021 11:07:24 OBelunan
10 DESKTOP-LELO... OBHOBAEHME KAWEHTE 20.02.2021 11:07:24 OBbiyHan
9 DESKTOP-LELO... OBHoBneHWe knueHTa 20.02.2021 11:07:24 OBeiunan
8 | DESKTOP-LELO.. O6HoEneHwe knueHTa 20.02.2021 11:06:52 OBelunan
T | DESKTOP-LELC... OBHoBneHWe knueHTa 20.02.2021 11:06:52 Bricokan
6 | DESKTOP-LELO... O6HoEneHue knuexTa 20.02.2021 11:06:52 OBelunan
5 | DESKTOP-LELC... OBHOBREHWE KAMEHTA 20.02.2021 11:06:50 OBbiyHan
4 DESKTOP-LELO.. Wsmenenue HacTposx 20.02.2021 11:06:46 Beicoxan  SysWatch
3 DESKTOP-LELO.. WsmeHenue HacTposk 20.02.2021 11:06:46 Beicoxan  SysWatch
2 DESKTOP-LELO.. Hapywenwe noawtikw k.. | 20.02.2021 10:54:06 | Kpwmwaeckan  Sys\Watch
1| DESKTOP-LELD... HapviweHue noautukn .. | 20.02.2021 10:54:05 | Koummueckaa  SysWatch
v
Crpannua N21 (nocneawnan) Mpouwwno spemenw: 00:00:01
; -

PucyHok 128. Bknagka «Jlor co6bITuii» ansa komnoHeHTa SoftControl SysWatch

MonHbIN NepeyeHsb nonen Bknagku Jlor cobbiTum ana komnoHeHta SoftControl SysWatch npuse-

JeH B Tabn. 21.

Taonuua 21. Nonsa Bknaaku «Jlor cobbiTM» ana SoftControl SisWatch

s Mms1 KNMeHTcKoro xocTa.

YHuKanbHbI naeHTMdgumkaTop cobbitus. Ecnm nponcxogut npyvem cobbiusi ¢ oyonmpo-
BaHHbIM naeHMdwmKaTopoM, oybnmpyemas cTpoka noMevaeTcsi KpacHbIM LuBeToM. B
crnyyae HapyLleHUs LienocTHOCTU nopsaka MAEeHTMGMKaToOpoB (pa3pbiBbl B MOCneaoBa-
TENbLHOCTH), B OTYET CEPBEPHOro KOMMoHeHTa B xypHane Windows ®8 sHocutcst coot-
BETCTBYIOLL €e NpeaynpexaeHne. cknoyeHmem aBnsioTcs cobbiua mna CraTyc, Ans
KOTOPbIX AaHHbIA NapaMeTp NpuHMMaeT 3HayYeHus -1 unm -2.

MpoeHmdwmkaTtop cobbitns
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YHUKanbHbIA MOEHTUGMKATOP KITMEHTCKOrO XOCTa, KOTOPLIA aBTOMaTMYeCcku npuceavea-
eTcs emy npuv nepsom obpaly eHumn knneHTckoro npunoxenns SoftControl SysWatch k
cepsepy SoftControl Senver.

Tun cobbiTna

Tun cobbitns 6esonacHOCTM (MHUMAEHTA):
® HapyleHue NONMUTUKN KOHTPOTS;
® KOHTPOINb aKTUBHOCTH;

* OOHOBJMEeHME KNUEeHTA;
® 3anyck npouecca;

* aHTUBMPYC;

* N3MeHeHMe HacTpoek;
® cTaTyc;

* BXxOA Nonb3oBaTens;
* BbIXOopA Nonb3oBaTens;
e co6biTna DeCrypt.

Bpems

[aTta n Bpems pernctpaumm cobbitus.

Ba)xHoCcTb

BaxHoCTb (MpropunTET) COBLITUSI C TOYKWN 3PEHUS YTPO3bl MHCpOPMALIMOHHON 6e3onacHo-
CTU KINMEHTCKOro XOCTa:

® 00OblYHag;

® BbiCOKas;

® Kputnyeckas.
Kaxxgomy ypoBHIO npuvopuTeTa COOTBETCTBYET CBOM LIBET SYENKN.

[encTtBre

[HelictBMe B cnyvae cobbiusi TMNa Hapylle HMe NOSIMTUKU KOHTPONS:

* yteHue danna;

* usmeHeHue danna;

* nepeuvmMeHoBaHue ¢anna;

e yaaneHue danna;

® OTKpbITUE KaTasora;

* yaaneHue KaTanora;

® OTKpbITUE KIllOYa peecTpa;

® co3faHue KIlYa peecTtpa;

* yaaneHue Krnouva peecTtpa;

®* U3MeHeHUe 3Ha4YeHUus peecTpa;

* yaaneHue 3HaYeHUA peecTpa;

e 3arpy3ka DLL-moayns;

e BBeAeH HeBepHbIM Naponb.

[OelictBne B cnyvae cobblusi TMNa 3anyck npouecca (OdaHHble BbIBOASATCA B OOQHY
CTPOKY):

¢ UHcTtannaTop: oa/Her,

e B npodoune: ga/HeT (OTCYTCTBYET, €CINM Ha KIMEHTCKOM XOCTE OTKITOYEH NpOodmIib
cucTeMbl Mnv ecriv B HacTpoiikax %8 B pasnene KOHTponb akTMBHOCTU CHAT dra-
ok MpunoxeHus);

¢ NUmeeT penctBuTenbHyto LIM: ga/HeT (TONbKO ANst MHCTANMATOPOB);

¢ Benbi cnucok cepTUPMKATOB BKNKOYEH: a/HET (TONbKO ANS MHCTaNNATOPOB);

e CeptudmkaTt B 6enom cnucke: ga/HeT (TONbKO A9 MHCTaNIATOpoB, U ecnm
BKIOYEH 6enblii CNNCOK);

¢ Mo6GanbHbIN pexum o6HoBNeHusi MO BkNOYEH: Ja/HET (TONMbKO AN MHCTanNmMs-
TOpOB);

¢ Bbin nu otcnexusaemMbIM: fa/HeT;
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e 3anyck B pexume obHoBneHus MO: ga/Her.
[encTtBue B crnyvyae cobbivsi TMNa aHTUBUPYC:
® 3anycK ckaHepa;
e 3anyck cbopa npocuns;
¢ 3aBeplUeHUEe CKaHUPOBaHUA;
e npoc¢unb cobpaH;
® cKkaHUpoBaHMe oOGbeKTa.
[encTtBue B crny4yae cobbitns TMNa o6HOBRNEeHMe:
® 3anyck o6HOBNeHWN;
¢ OGHOBNEHWe 3aBepLUEHO.
OenictBne B cnydyae cobbltusi TMNa U3AMeHeHUe HacTpoek:
® HaCTPOWKU U3MEHEHbI NIOKanbLHO;
¢ HaCTPOWKU U3MEeHEeHbl CepBepPOM.
Henctue B cnyvyae cobbimsa Tvna cobbitua DeCrypt:
e NOTIFY-DEVO0;3arpy3ka, Bce ycTpoincTBa HauaeHbl;
e NOTIFY-PRETEST;3arpy3ka ¢ He3alwun¢p poBaHHbIM KOHTe MHE POM,;
¢ NOTIFY-ERROR;Own6Gka npu 3arpyske;
e NOTIFY-PW;3arpy3ka ¢ naponew;
e NOTIFY-DEV1;3arpy3ka, o4HO U3 YCTPONCTB He HalUAeHO;
e NOTIFY-DEV2;3arpy3ka, agBa ycrpoucrtea He HangeHbl (KPUTUYHO);
e NOTIFY-ACTION: DEV-GET;3anpoc cnucka HangeHHbIX YCTPOUCTB;
e NOTIFY-ACTION: DEV-CHANGE;O6HOBUTL CNUCOK YCTPOMCTB;
e NOTIFY-ACTION: PW-CHANGE;U3mMeHUTb Naponb;
e NOTIFY-ACTION: DISK-ENC STARTED;LLIucppoBaHue aucka Ha4aTo;
e NOTIFY-ACTION: DISK-ENC FINISHED;LLiIndbpoBaHne ancka 3aBepLUEHO;
e NOTIFY-ACTION: DISK-DEC STARTED;Jewnd poBaHne gucka Ha4yaTo;
e NOTIFY-ACTION: DISK-DEC FINISHED;Jewumcd poBaHMe ancka 3aBepLleHo;
e NOTIFY-ACTION: BOOT-PREPARE;YCcTaHOBUTb CUCTEMHbIN 3arpy34uKk;
e NOTIFY-ACTION: BOOT-CLEAR;YaanuTb CUCTEMHbIN 3arpy34uK.

Cratyc nencmsus

Cratyc geincTBusl B criyyae cobblisl Tuna aHTUBUPYC:
® cKkaHep 3anylleH;
e owmnbka Npu 3anycke cKkaHepa;
e ckaHep Oblfl OCTAaHOBIEH;
® ycChneLHo;
® HeyAauiHo.
Cratyc geincTtBusi B cnyvae cobbltnsi Tuna o6HOBNeHue:
* npouecc OGHOBMEHUs 3aNnyLUeH;
e owmnbka 3anycka;
®* HOBbIX OOHOBNeHMI He HaWaeHo;
¢ OGHOBNEHWe NpepBaHO Nosfb3oBaTeneM;
¢ OGHOBNEHUA yCNEeLWHO YCTaHOBMEeHbI;
® Hy)XHa nepe3arpy3ka cucreMbl;
¢ OOHOBNEeHue 3aBepLIeHO C owMnbKkamu.
Cratyc genctBusi B cny4vae cobbimst Tuna cobbitusa DeCrypt:
e SUCCESS;
e FAIL.

Cratyc knneHTa

CTaTyC 3aperncTpnpoBaHHOro KINMEeHTCKOro KOMroHeHTa:
® aKTUBEH;

- (5]
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¢ OCTaHOBIEH,;
* paboTa cnyx6bl Obina npepBaHa;
e owmbKa ctaTyca. HeBepHbIN cTaTycC.

VcnonHaembin dann

an/IJ'IO)KeHI/Ie UInn MHCTannAaATop, Bbi3BaBLLAadA CcobbITNS TMNOB HapyuweHue nNosIMTMKu
KOHTpoONA 1 3anyck npouecca.

KomaHgHasa ctpoka npouec-
ca

— KomaHga, Bbi3BaBLLasi cOObITME TMMA 3anyCcK npouecca.

— Vims obbekTa GalinoBon cucTembl/peecTtpa, B OTHOLLEHUM KOTOPOro NPOm30oLLIIO COobbl-
Ve TMna HapyleHUe NONIUTUKKU KOHTpons, unm uma DLL-moayns, 3arpyxaemoro
NpPOLECCOM, BbI3BaBLLVM COObITME HApYyLUEHUEe MOJSIMTUKU KOHTPOSSA.

— HeBepHO BBeOEHHbIV Naposib.

Y4yeTHasa 3anucb, noa KOTOpOl7I npounsownm coObITUS TMNOB 3anyck npouecca 1M n3-

MNonb3oBatenb
MeHeHMue HacTpoek.
30Ha BbINOMHEHMS NPUINOXKEHMS:
e fnoBepeHHble (paspelleHHble);
30Ha Aosep (pasp )

® 10 YMOTYaHUIO (OrpaHNYeHHbIE);
® GNOKMpOBaHHbIe (3arpeLLeHHbIe).

WaoeHtmdwmkaTtop npouecca

YHuKanbHbI NopsakoBbii naeHMdwmkatop npouecca (PID) B OC anst cobbitusa na
3anyck npouecca.

WaoeHtndwmkatop pogutens-
CKoro npotiecca

YHuKanbHbIA NOpsAKOBLIN naeHmdwmkatop pogutensckoro npouecca (PPID) B OC gns
cobblTMs TMNa 3anycK npouecca.

Poautenbsckun npouecc

HavnmeHoBaH1e poamnTenbCKoro npoLecca aAna cobbiisa Tuna 3anyck npouecca.

Pelwwenve

PelueHre no 3anycky nNpunoxXeHus:
* pa3spelleH;
* 3anpelleH.
Kaxxgomy peLlleHuio CooTBETCTBYET CBOW LIBET SSHENKM.

lMpoBepeHO 06BLEKTOB

KonnyectBo 06bEKTOB, NPOBEPEHHBLIX B NnpoLecce aHTMBUPYCHOIro CKaHNMpoBaHUA.

Yrpo3 HangeHo

KonnyectBo HamgeHHbIX yrpo3 B npouecce aHmMBNpPYyCHOro CKaHMpoBaHUA.

Yrpo3 06e3BpexeHo

Konnyectso 06€3Bpe)KeHHbIX yrpo3 B npouecce aHTMBMpyCcHOro CKaHmpoBaHusA.

BcTpoeHHble cepudumkaTtsl

KonnyecTBO BCTPOEHHbIX cCepTMdMKaTOB, OOHapy>KEHHbIX B MpPOLEcce aBToMaTMyecKon
HacTpoWkmu (cbopa npodmns).

CepmdwmkaTsl kaTanoros

KonnyectBo cepmdmKaToB KatanoroB, 06Hapy>KeHHbIX B MpoLiecCce aBTOMaTM4ECKON Ha-
cTponku (cbopa npodwmnsi).

MpunoxeHuna

CTaTyC KOHTPOS aKTMBHOCTU NPUMOXKEHUIA:
® aKTUBHO;
® HeaKTUBHO.

dannoBas cuctema

Cratyc KOHTponsi ¢anrnoBon CUCTEMbI:
® aKTUBHO;
® HeaKTUBHO.

CuncTeMHbBIN peecTp

CTaTyc KOHTPOJIsi CUCTEMHOTO peecTpa:
® aKTUBHO;
® HeaKTUBHO.

Cemb

CraTtyc KOHTpOssi CETEBON aKTUBHOCTU:
® aKTUBHO;
® HeaKTUBHO.

Mms BowweaLlero nonb3oBa-
Tena

Y4yeTHada 3anucb, nog, KOTOPOW NpousoLues Bxo B OC KnneHTCKoro xocTa.

Mms BbIWeaLwero nonb3oBa-

YyeTHasa 3anucb, noa KOTOpOl7I npouaowlen Bbixoa n3 OC KNnnMeHTCKOro xocTa.

-— (W]
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Owwnbka

Kop ownbkun B 6a3e faHHbIX Ha cepBepe.

Twvn kKnneHTa

Tun knmMeHTa, ANs KOToporo otobpaxaeTtcs otdeT. [Ans 06w ux cobbimun (SysWatch n
DLP) none umeet nyctoe 3Ha4YeHMe.

[etann

MaoeHmmdwmkaTtop (UID) npaBuna, B OTHOLLEHMN KOTOPOrO MPOU3OLLIIO HapyLLEeHNe Nomnn-
TUKN KOHTPONS.

Ums cnyx6bl

CuncTtemMHoe MMs crnyk0bl, koTopas Gblna 3anyLL eHa/oCcTaHOBMEHA.

OTobpaxaemoe nvs

HasBaHue cnyx06bl B ocHacTke Cnyx6b1 OC Windows.

CobbiTe cny>x0bl

Cratyc cnyx6bl:
e ServiceStarted;
e ServiceFoundRunning;
e ServiceStopped.

Crepyroume cobbiTua cogepxaT B cebe paclMpeHHyto MHdopmaumo 06 nHuuaeHTe:

CoObITHe aHTUBUPYCHOIO CKaHepa

CobbiTve aHTMBMPYCHOrO CKaHepa Mo3BOSIET MpocMaTtpvBaTb NOAPOOHLIA OTYET O pe-

3yrbTaTax NPOBEAEHNS aHTUBVPYCHOTO CKAHMPOBAHMS > KIMEHTCKMX XOCTOB.

Otkpovte cnmMcok cobbiTui Ha Bknagke Jlor cobbiTmn ana komnoHeHta SoftControl

SysWatch n Bbibepute cobbiTve Tvina AHTUBUPYC C OencTBrEM 3aBeplueHue CKaHUpo-

BaHMA. YTOObI Bbi3BaTb OTYET C AOMNOSHUTESIbHOM I/IH(*)OpMElLI,VIGIZ, BbINOJHUTE OOHO U3 Crie-

Ayrouyx AecTBUA AN BblGpaHHOro cobbiTus:

® ABaXObl HAXXMUTE NIEBOM KHOMKN MbILLM HA COBbITUN,

® BbI30BUTE KOHTEKCTHOE MEHIO Ha)XaTnem I'IpaBOI7I KHOTMKM MbILLK HA COBbLITUM 1 Bbl6epl/l-

Te komaHay MokasaTb AoNONHUTENbLHYH MHOpPMaLUIo cCOOGbLITUA aHTUBMUpPYCa.

OT4eT ¢ gonoNHUTENLHOW MHbopmaLmel ByaeT OTKPbIT TOMNbKO B TOM criydyae, ecrm
B pe3yrbTaTe aHTVBUPYCHOIO CKaHMPOBAaHUSA HalaeHbl Yrpo3bl (HEHYNEBOW CYETYMK
B norie Yrpo3 HangeHo) UM B criydae Hanmumsi HeoGe3BpeXKeHHbIX Yrpo3 npu npe-

AblOyLen NpoBepKe.

B nosiBuBLIEliCA AononHUTENbHOM BKMaake CkaHep npeacTaBneHbl Bce 00bekThbl, coaep-

alpe obHapyKeHHble Yrpo3bl Mo pe3ynbTaTaM npoBepku (puc. Bknagka « CkaHep»

148
).
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" SoftControl Admin Conscle

Qaiin Bag  Ounstpst  Mcipywentei O nporpamme

Hodiay  dOus [ @0E a9 B @l
00 o

Mym  ~

CobeiTne

Pesynetar

AetlicTEne

B My CABoot

pagefile.sys
swapfile.sys

BCD
BCD.LOG

B Myre: C\Program Files (x86)\SoftControl\SysWatch\Data

Storage.dbs

B Mym: C\ProgramDataMicrosoft\Search\DatatApplications\Windows

edblog
Windows.edb

B Myt CASystem Volume Information

{3808876b-c176-4e48-b7ae-0404...
{b736e582-9444-11ea-beed-000c...
B Mym: CAUsers\admin

Owwmbxa

Owwmbxa

Ownmbra

Ownbxa

Owwmbxa

Owwmbxa

Owwmbxa

Owwmbxa

Ownmbra

Mponyuex
Mponywex
Mponywex
Mponywex

Mponyuex

Mponyuex

Mponywen

Mponywex
Mponywex

PucyHok 129. Bknagka «CkaHep»

MonHbIN NepeYeHb Nonen BKNaaky NpuBeaeH B Tabn. 22.

CobbiTne

Ta6nuua 22. Monsa BKNagku «CKaHei

[ata n Bpemsi OKOHYaHUs1 aHTVBMPYCHOMO CKaHUPOBaHUS.

Myt

Kararnor pacnonoxeHuna obbekTa B (*BVIJ'IOBOVI CuUcTemMe KIIMEeHTCKOro xocTta.

dann

Nmsa obbekTa.

Bupyc

HaumeHoBaHune BPEeOOHOCHOIro Koga, KOTopbiM 3apakeH 0OBLEKT.

PesynbTat

PesynbTaT aHTMBMPYCHOrO CKaHUPOBaHMSI:

¢ Yucr;

e 3apaxeH,;

e MoposputeneH;

e OwwmbKa;

e OwunbkKa neyeHus;

e OwunbKa nepemeLleHUS;
e Owunbka yaaneHus.

HenctBrne

[eicTtBre, BbINONHEHHOE ANS AAaHHOrO 0GbekTa No pesyrbTataM aHTUBUMPYCHOIO CKaHMpOo-

BaHUS:
e UN3neueH;
¢ MepemellueH;
¢ MponyuleH;
e YpaneH;
e Het pencrBus.

= CoObITMEe N3MEHEHUA HacTpoeK

CobbiTve n3meHeHust HaCTpPOEK NOo3BOJIAET npocMaTpmBaTb MOSHbIN CMUCOK U3MEHEHUA B

koHpurypaumm SoftControl SysWatch. Hactpowkn SoftControl SysWatch moryT 6biTb 13me-
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HEHbI CreayoLLyIMKN crnocobamu:

* agMuHCTpaTopoM Yepe3 SoftControl Admin Console %

® rioKasnbHbIM Mofb30BaTeNEM C MOMOLLBHO:
— I nporpammel;
— MPYMEHEHMA KOH(pUrypaunoHHoro doanrna.
Otkponte cnucok cobbiTvin Ha Bkragke Jlor coObiTun ans komnoHeHta SoftControl
SysWatch n Bbibepute cobbiTve Trna U3amMeHeHue HacTpoekK. YTobbl Bbi3BaTb OTYET C
OOMNOSHUTENbHON MHAOPMaLMEN, BbIMOSHATE OAHO U3 CrieayloLyX AENCTBUN AN BbIOpaHHO-
ro coobITus:
® NBaXabl HAXXMUTE NIEBOW KHOMKN MblLLM Ha COObITUK;
® BbI30BUTE KOHTEKCTHOE MEHIO HAaXKaTUEM NpaBOW KHOMKM MbILLM HA COBbITUN U BblIGEpU-
Te komaHay lNMokasaTb AONOSIHUTENIbHY MHMOpMaLUO COObITUA U3MEHEeHUA

HacTpoex.

i - Bx

Gaiin Bua Ounetpe  MncipymenTsl O nperpamme

g% | T84y | AOQWs | @ - 9% B QY
[ Knmerer | Nlor coBemaii [[ETCE AT T -

TlepeTarTe CI0g3 MbILUKOY 3370N0B0K KOAOHKH AR PYNMMPOBKM AZHHEIX N0 HER

VA racTporika 3riaHenme HacTporikY

Kormpons axrasnocr/Cets Brnioviero
Kormpons axmaarocri/Mpnacxeiia Brnioustio

Kormpons axrasnocrn/Peectp Brrouero

KorTpans axmeHocri/BinounTs Benouero

AfterLoginDelay s

AfterSystemStartDelay 5

upacHTeal/BrniounTs asTomaThseckyto 0BpaBoTKy Brnroustio

Alert/DilLoadResult 3anperums
lAlert/PeModificationResult 3anpetnts
Alert/ScriptEngineResult 3anperums
VnupaenTe/Bicniouy s TaiimayT anepTa sanycka MpWASI KA He & npodine Buicniosero

usaenTeal/3anycs npraTxErR He 8 NpodRIS 3abroxmposaTs (N0 ymonqaHuto)

VinupgenTs)/ [lavmensHocTs anepTa samycka IPUAOXEHAR He 5 NPoduTe 1

WU aeHTS)/ BI04 AT, TalfMayT G7EPTE SaMYCKa HEMOANACAHHOTD MHCTBNNATOPa Buicniouerio
NHUMgeHTE/ 3aMyCK HENGANMCHHOTO MHCTAARATOPA JabnoknpoEaTs (no yMonuaHmo)

WnuwaerTei/ [lnvimensHocTs anepTa sanycka HEMOAMMCAHHON NPOTPAMME! YCTaHOSKH 1

WHumaeHTE/ BrNOUNTS TaliMayT aN€pTa HaPYLIEHWS NOAMTMKK KOHTPONSR Buikntouerio

WHuvperTs)/Hapylerme nOANTIKN KOKTPOAR Janpernte

n 7T 1o anepta NOAMTHKY KCHTPOAR 0

3awwTa naponem/VismereHme CEolicTs NporpamMMsl Buiknioueno

3auyara naponen/Yaanenne nporpame Brnouero

DeCryptlicense TMLXQT63-APYCVE29 E

I ———_— I
PucyHok 130. Bknagka «M3aMmeHeHHble HaCTPOMKN»

B nosiBuBLLencsa gononHuTensHom Bknagke U3ameHeHHbIe HacTPOMKK NpeacTaBrieH nepe-

YeHb HacTpoek SoftControl SysWatch ¢ ykaszaHuem mx HOBOro coctosiHus (puc. Bkrnagka

«MameHeHHble HacTpolkny ')

MonHbIN NepeYeHb Nonen BKNaaky npuBeaeH B Tabn. 23.

EE—————————————————— -
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Taonuua 23. Nonsa Bknagkn «M3mMeHeHHbIe HacTioﬁKu»

Mms HacTporkm HassaHune HacTpomnKu.

3Ha4eHne HaCTPOMKK 3HayeHne HaACTPOMKK, Ha KOTOPOE OHO ObINTo M3MEHEHO B pe3ysbTaTe cobbITuS.

4.9.2 Otuetnbl SoftControl DLP Client

Bkragka Jlor co6bITUn npenoctaBiA€T BO3MOXHOCTb NPOCMOTPa OTYETOB MO AaHHbIM, co6V|pa-

emblM SoftControl DLP Client Ha krmeHTckux xoctax (puc. Bknagka «J1or coBbiTuin» Anga KoMmno-

HeHTa_SoftControl DLP Client™®"). Yto6bl npocMoTpeTh Bce coBbITUS, MOCTYNMBLLME C KIMEHTOB

DLP, Bblaenure HyXHble KIMEeHTbI 1 Crieayvte UHCTPYKLUMK, NpuBeaeHHOW B pasaerne KrimeHTbl 9

' SoftControl Admin Console

Daltn Bua Ounetps Uncrpymenms O nporpamue

g g% &g A | DO G S B @Y
mﬂorcubhlmﬁ -
FEIFEFFIEE

[ClientlD] In (1)

TMepeTAHITE CroAa MBILLKOH 38r00S0K KO/IOHKN AAS TPYNITMPOBKM ASHHLIX N0 HER

Vaenmudykaro... Wus knverta | Tun cobbimaa

-1 DESKTOP-63K.. Craryc 02.02.2021 7:42:09 Beicokan
-2 DESKTOP-63K.. | Craryc 02.02.2021 2:34:36 Beicokan
-1 DESKTOP-63K.. Craryc 02.02.2021 2:28:50 Beicokan
-2 DESKTOP-63K.. Craryc 01.02.2021 %:26:26 Beicokan
-1 DESKTOP-63K.. Cramyc 01.02.2021 9:25:26 Beicokan
-2 DESKTOP-63K.. Cramyc 29.01.2021 11:50:27 Beicokan
-1 DESKTOP-63K.. Cramyc 20,01.2021 11:45:39 Beicokan
-2 DESKTOP-63K.. | Cratyc 28.01.2021 12:00:39 Beicoxan
-1 DESKTOP-63K.. Cratyc 28.01.2021 8:41:12 Beicoxan

Crparinua Ne1 (nocneanss) Npowno epemeri: 00:00:01

PucyHok 131. Bknapgka «Jlor cobbituin» ana komnoHeHTta SoftControl DLP Client

MonHbIN NnepeyeHb nonewn Bknaakum Jlor coobiTnmn ana komnoHeHta SoftControl DLP Client npuse-

JeH B 1abn. 24.

Ta6nuua 24. Monsa sknaaku «Jlor COObLITUN» ana SoftControl DLP Client

s VMs1 KNMeHTCKoro xocTa.

YHuKanbHbI naeHmMdumkaTop cobbitusl. Ecnm npoucxogut npyem cobbiusi ¢ oy6nmpoBaH-
HbIM naeHTMdwmKaTopom, oybnvpyemas cTpoka noMeyaeTcs KpacHbIM LBeToM. B crnyyae
MoeHmdwmkaTtop cobbivs  [HapyLUeHUst LIerioCTHOCTU Nopsiika aeHTMMKaTopoB (paspbiBbl B NOCIe0BaTeNlbHOCTH),
B OTYET CEpPBEPHOro KOMMoHeHTa B XypHane Windows 198 BHocuTcs cootseTcTByOLL €€
npegynpexaexve. VicknoveHnem aBnsoTcs cobbiust Tuna CraTyc, AN KOTOPbIX AaH-
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HbI NapaMeTp NPUHUMAET 3HadeHus -1 unu -2.

YHukaneHbii ID ycTpon-
cTBa

YHUKanbHbIA NOeHTMMKaTop KIMMEHTCKOrO XOCTa, KOTOPbIA aBTOMaTU4ECKUN NpYCBanBaeT-
cs emy npu nepsoM obpau eHnmn knneHTckoro npunoxenns SoftControl DLP Client k cep-
Bepy SoftControl Sener.

Tvn cobbitna

Tun cobbiTna cbopa gaHHbIX:
* no6aBrneHo yCTPOMUCTBO;
e chann;
e HTTP;
* MOHWUTOP KNnaBuaTypbl;
* MpPUHTEP;
* peecTp;
® YCTPOMCTBO OTCOEAUHEHO;
* BpeMA paboTbl.

Bpems

[aTta n Bpemsi pernctpaummn coodbitus.

Ba)xHoCcTb

BaxxHOCTb (MpuopmnTeT) COBLITUSI C TOUKWN 3pEHUST YTpo3bl MHCOPMAaLMOHHOM 6e3onacHoCTU!
KIMMEHTCKOro xocTa:

® 0DOblYHaS;

® BbICOKas;

® Kputnyeckas.
Kaxxgomy ypoBHIO nNpuoputeTa COOTBETCTBYET CBOM LIBET SYENKN.

Cratyc knuneHTa

CraTtyc 3aperMcTpypoBaHHOrO KIIMEHTCKOrO KOMMOHEHTA:
* aKTUBEH;
* OCTaHOBIEH;
e paboTa cnyx6bl ObINa NpepBaHa;
* owunbKa cTaTyca. HeBepHbIA cTaTyC.

MyTs K npoueccy

MyTb Kk npoueccy, BbidBaBweMY cobbitne TnoB dpann, peectp, HTTP, moHuTOp KNa-
BMaTypbl, BpeMsi paboTbl, MPUHTEP.

Onucanne npouecca

OnucaHue npouecca, Bbi3BasLLero cobbitme mnos dann, peectp, HTTP, moHuTop
KNnaBuaTypbl, BpeMA paboTbl, NpUHTEp.

Y4yeTHasa 3anucb nornb3oBaTtens, Nnoj KOTopon 6bin 3anyLLeH npouecc, Bbi3BaBLUMA COBbI-

MNonb3oBarenb 8
™e mnoB ¢hamnn, peectp, HTTP, MOHUTOpP KNnaBuaTypbl, BpeMA paboTbl, NPUHTEP.
IP IP-agpec HasHauyeHus HTTP-3anpoca gns cobbima una HTTP.
Url URL HasHayeHua HTTP-3anpoca ansa cobbitna tuna HTTP.
3aronosok B3aronosok HTTP gnsa cobbius Tuna HTTP.

Macka goctyna

Tun onepauun Hag HabnogaembiM 06bLEKTOM A58 cobbITMIA TMNOB ¢hann 1 peecTp:
* yTeHue;
® 3anuce;
* yaaneHue;
* nNepeMMeHOBaHMe;
* U3MeHeHue.

PeaepBHaﬂ Konua

JlokanbHbI NyTe K TeHEBOW Konuu HabrogaeMoro obbekTa ¢ umeHem Buaa <fllonHoe
UumMs opucuHarbHo20 obbekma>_<N>.bkp, rae N — nopsiAKOBbIi HOMEP COXPaHEHHON KO-
num, ons codbiTvin TMNOB ¢phann n peecTp.

MyTe K coanny MyTe k Habrrogaemomy katanory unm dany ans cobbitma mna cann.
Tun HocuTens, Ha KOTOPOM pacnosnaraeTcs Habnogaembln Katanor unn dann ans cobbl-
Tvn gucka ™s TMna dann:

® IOKanbHbIN HOCUTEND;

- (7B ]
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® CbeMHbIA HOCUTETb.

Betka peectpa

MyTb kK HabnogaeMoMy pasfeny peecTpa Unu napameTpy pasaena peectpa Ans cobbiTus
TMNa peecTp.

Bpems 3anucu cobbitus

[aTa 3anucu BBoAa C KnaeuaTtyphbl AN COObITUSI TMMa MOHUTOP KNaBuaTypbl.

3anucaHHble gaHHble

TekcT, BBEAEHHLI MONb30BaTENEM C KraBuaTypbl, A51si COObITUS TMMa MOHUTOP KnaBua-
Typbl.

JeTtann

OnucaHne ncTovHMKa nedam ansa cobbitva TMna npUuHTEp.

ID ycTtpoiictea

ID nepudpepuitHoro yctponcTea Ans cobbimiiA TMNOB [Jo6aBNeHO YCTPOMUCTBO 1 YCTPOM-
CTBO OTCOEAUHEHO.

Knacc yctpoincTtea

Knacc nepudepuinHoro yctponcTtea ans cobbimiii TMnoB go6aBneHo yCTPOMCTBO U
YCTPONCTBO OTCOEAUHEHO.

OnvcaHve ycTpoicTea

OnucaHune nepndepunHoro yCTponcTea Ana cobbiuii TMNOB [Jo6aBNeHO YCTPOMUCTBO 1
YCTPOMUCTBO OTCOeOUHEHO.

Bpems ctapta

Bpemsi Hayana paboTbl ¢ NpUNoXXeHMeM Ans cobblust TMNa Bpemst paGoTbl.

Bpemsi okoHYaHus

Bpemsi okoH4YaHus paboTbl C NPUNOXEHWEM AN COObITUS TMNa BpeMsi paboTbl.

MpogomkuTensHOCTL

MpoaorrkuTenbHOCT PaboTbl C NPUINOXKEHNEM ANt COObITUS TMNa BpeMs paboTbl.

WHaekc dpanna

MHpekc dranna ansa cobbitn mna HTTP.

Twvn KnneHTa

Tun knneHTa, ANa Kotoporo otobpaxaeTcsa otdeT. [Ans obwux cobbimmin (SysWatch n
DLP) none nmeeT nyctoe 3Ha4yeHume.

Wms npuHTepa

Jlornyeckoe nvis npuHTEPA, Ha KOTOprVI OTnpassieHO 3agaHne Ha nevyatb.

CobbiTna TvnoB ¢hann, peectp M HTTP BbigenaoTca B 0T4ETAxX LBETOM, €CIM cogepxart B cebe

AonoJiHnTernbHble OaHHbIe (Bm,qeo3anmcm, TEHEBbIE KOI'II/II/I) (pI/IC. KOHTEKCTHOE MeH cobbiTus ¢

AonoJIHUTENTbHbIMW AaHHBbIMW

153)
' |
o’ Buaeo DLP
Epemn patoTe 5 Bricokan
Texeean wonwa DLP
MoHWTop KnasraTy] 0 Bricokan

PucyHok 132. KoHTeKCTHOe MeHI COObITUA C
[OMNONHUTENbHbIMU AaHHbIMU

MpocmoTp Buageosanucen

SoftControl DLP Client coxpaHsieT nocrnegoBaTefnibHOCTb CHAMKOB 3KpaHa KIMEHTCKOro XO-

cTa, KoTopasi MoXeT ObiTb BOCNPOU3BEAEHa Kak BUOEO03anuCb B KOHCOMM ynpaBneHus. [0ns

cobbiTvn TvNoB cpann, peectp n HTTP goctyneH npocmMoTp Buaeo3anucen, ecrm B Ha-

CTpovkax HabrnogaemMbiXx OOBLEKTOB BbICTaBfieHa onuua 3anucb Bupeo. BbioBute

KOHTEKCTHOE MEHI0 HaKaThnem I'IpaBOIZ KHOMKM MbILLX HA COBbITUM 1 Bbl6€pI/ITe NYHKT Bugeo

DLP, 4ytobbl OTKPLITL BUAeo3anuchb (puc. KOHTEKCTHOE MEHKO CcOBbITUA C AOMOSHUTENBbHbI-

MU OaHHbIMA

153
).

B nosiBvBLLEMCSI OKHE NMpOUrpbiBaTEN HAXXMUTE Ha KHOMKY 3arpy3uTb U ynpaeBnsiiTe BOC-
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npov3BefeHneM C NOMOLLBIO KHOMOK (pwvc. MNMpourpbiBatesns Bugeosanvcen SoftControl DLP
Client ™), npeaHasHayYeHre KOTOPbIX NPUBEAEHO B Tabn. 25.

P Tpourpeisarens DLP suaecsanvced

A

File Edt Format View Help
write some data 1

PucyHok 133. MpourpbiBaTens Buaeosanucen SoftControl DLP
Client

Tabnuua 25. AnemeHTbl ynpaBrieHUs BuaeonpourpbiBatens

' |Bocnpoussecm BocnpouaseaeHne 3anucu.
@ |Naysa May3a BOCMpPON3BEAEHMSI.
Q) |[Cron OcTaHOBKa BOCMpON3BEaEHs.

® [1ns KoppekTHOWM 06paboTkM 3anucer cepBepHbiM KomnoHeHToM SoftControl Server
i B OC Microsoft® Windows® Server 2008 R2 n Microsoft® Windows® Server
2012 / 2012 R2 Heobxoaumo npeaBapuUTefibHO YCTAHOBUTb AOMOSHUTESNbHBIN Ch-
CTEeMHbI KOMMOHEHT BosmoxxHocmu paboyeeo cmoria (Desktop Experience). Yka-

3aHMSA M0 YCTAHOBKE [aHbl B MPUIoKeH!N 22,

= NMpPOCMOTP TEHEBbIX KONUN

[ns coBbITui TYNoB ¢pann n peecTp 4OCTYNEH MPOCMOTP TEHEBbLIX KOMUA 0OBLEKTOB, €Crin

- (]
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B HaCTpOIZKaX HabnogeHuss Ana AaHHbIX OObEKTOB BbiCTaBrieHa onumst TeHeBas KONuUs.

BbI30BUTE KOHTEKCTHOE MEHIO HaXaTuem I'IpaBOIZ KHOMKN MbILLM Ha COObITUM, Bbl6epI/ITe

nyHKT TeHeBas konua DLP (puc. KOHTEKCTHOE MEHI0 COBbITUSA C AOMNOMHUTE NbHBIMU AaH-

HbIMK '>°) 1 B nosiBuBLLEMCSI OKHe MpocmoTp TeHeBowW Konuu DLP HaxmuTe Ha KHOMKY

OTKpbITb, YTOObI MPOCMOTPETb COXPaHEHHYH0 KOMWUI0 YKasaHHOro obGbekTa HabnogeHus

(puc. TeHeBas konus o6bekTa HabrrogeHus >°).

- Mpocmotp Teneso# konum DLP

Ob6vekT Habawogersua: CATESTFOLDER
WFILE_TO WRITE.TXT

PucyHok 134. TeHeBasa Kkonus o6beKkTa
HabnoaeHUA

4.9.3 OTt4eTbl SoftControl SysCmd

Bkrnaaka Jlor cob6bITUM NpegocTaBnisieT BO3MOXXHOCTb MPOCMOTPa OTYETOB MO AaHHbIM, cobupa-

emMblM SoftControl SysCmd Ha krmeHTcKkux xocTtax (puc. Bknagka «J1or cobbitun» Ang KOMNOHeHTa

1
SoftControl SysCmd **°). YtoBbl MPOCMOTPETb BCE COBLITUS, MOCTYNMBLLME C KIMEHTOB, BblAEMNTE

HYXXHbI€ KIMEHTbI W CrieyITe UHCTPYKLIMK, NpVBeaeHHo B pasaene KnveHtsl 9.

- (]
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F SoftControl Admin Conscle

m Tor cobuimwi

Qafin  Bua  ©uneTpe  MHcTpymenTel O nporpamme

[ PE% | & iy QO (S et B QU

| @ W
[ClientlD] In (2)
MNepe € cyjla i 3arON0B0K ANS TDYNIMPOEKIA JIHHEIX N0 HER
Waetmndunkatop cobbimna | VMa knuerta Waermdnkatop kamerTa Tun cobbima Epema BaxHocts feiictene
-1 CLEENTTX32 5d12505d-4c34-4e3a-bH17-0689df0eeffd Cratyc 02.12.2020 11:58:36 Beicokan -
-2 CLIENTTX32 5d12505d-4c34-4e3a-b5H17-0680d0eefid Cratyc 02.12.2020 11:52:36 Beicokan
-1 CLIENTTX32 5d12505d-4c34-4e3a-b617-0689df0eeffd Cratyc 03.12.2020 9:47:34 Boicokan
-2 | CLENTTX32 5d12505d-4c34-4e3a-b617-0689df0eeffd Cratyc 03.12.2020 14:36:47 Beicokan
1 CLIENTTX32 5d12505d-4c34-4e3a-b617-0689d0eeftd OBHOBAEHNE KNWMEHTE 04.12.2020 10:20:15 OBbiurHan 3anyck oBHOBAEHWIA
] 2 CLIENTTX32 5d12505d-4c34-4e3a-b617-0680d{0eefd OBHOBAEHNE KNWMEHTE 04.12.2020 10:20:33 Beicokan OBHOENEHME 33BepLIEHD
P e— 5
Crpanvua N21 (nocneanns) Mpowno spemeria: 00:00:01
; -

PucyHok 135. Bknapgka «Jlor co6biTuii» ana komnoHeHTta SoftControl SysCmd

MonHbIN NnepedeHb nonen Bkragku Jlor cobbiT ana komnoHeHta SoftControl SysCmd npwuse-

JeH B Tabn. 26.

Ta6nuua 26. Nons Bknaaku «Jlor COObITUN» ana SoftControl SysCmd

s

MMs1 KnMeHTCKOro xocTa.

MaoeHtmdwmkatop cobbius

YHUKanbHbI ngeHmdumkaTop cobbims. Ecrv npoucxogut npuem cobbims ¢ Ay 6nmposaH-
HbIM MaeHTMdwmKaTopoMm, oybnvpyemas cTpoka noMeyaeTcs KpacHbIM LBeToM. B crnyyae
HapyLLeHWs1 LIENOCTHOCTU NopsiAka MAEHTMAMKATOPOB (pa3pbiBbl B NMOCMEAOBATENBHOCTH),
B OTYET CEPBEPHOro KOMMOHeHTa B xypHane Windows %8 BHocuTtcs cootBeTcTBYIOLL €€
npeaynpexaenue. VcknioyeHnem sienstotcs cobbims Tmna CrtaTyc, A KOTopbIX fgaH-
HbI NAapaMeTp NPUHUMAET 3HadYeHns -1 unm -2.

YHukansHbi ID ycTpoi-
cTBa

YHUKanbHbIA naeHTMdmMKaTop KIMMEHTCKOro XOocTa, KOTOpbIA aBToMatnyecku npucesavBaeT-
CS emy npv nepBoM obpalleHnn knneHTckoro npunoxenus SoftControl SysCmd k cepse-
py SoftControl Server.

Tun cobbitna

Tun cobbiTMa cbopa gaHHbIX:
e OOHOBIEHUe KINEeHTa;
e cTaTycC.

Bpems [ata n Bpems pernctpaumm codbitus.
BaxxHOCTb (MpuopmnTeT) COBLITUSI C TOUKWN 3pEHUsT YTrpo3bl MHCOPMAaLMOHHOM 6e3onacHoCTU!
BaxHocTb KITMEHTCKOro xocTa:

® 0DOblYHaS;
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® BbICOKas;
® Kputnyeckas.
Kaxgomy ypoBHIO NpuoputeTa COOTBETCTBYET CBOWN LIBET AYENKMN.
CraTyC 3aperncTpmMpoBaHHOrO KIMEHTCKOTO KOMIMOHEHTA:
® aKTUBEH,;
Cratyc KknueHta ® OCTaHOBIEH;
e pab6oTta cnyx6bl Oblna npepBaHa;
e owwmbKa cTaTyca. HeBepPHbINA cTaTyC.
HewncTteue B criy4yae cobbitva TMNa oGHOBNEHMe:
Henctsue * 3anyck o6HOBNeHUN;
e OGHOBNEHWe 3aBepLUEHO.
Cratyc nencisusa B cnyyae cobbiTusa TMna o6GHOBIeHMe
* npouecc o6OHOBMEeHUA 3anyLleH;
¢ owunbka 3anycka;
* HOBbIX OOHOBNEHUN He HaWuOeHO;
* oGHOBNEeHWe NpepBaHO Nonb3oBaTenem;
¢ OGHOBNEHUA yCNEeLWHO YCTaHOBMNEHbI;
® HyXXHa nepe3arpy3ka CUCTeMbl;
e oOHOBMNEeHWe 3aBepLIeHO C OLWMBKaMMu.

Cratyc penctsus

4.9.4 WHTerpupoBaHHbLIN JIOT COObLITUN

Bkrnagka UHTerpupoBaHHbIN NOr cObbITUM NpeocTaBNAeT BO3MOXHOCTb NMPOCMOTpa BCEX Jio-

roe cobbiTvn B 06wem cnucke (puc. Bknagka «AHTerpmMpoBaHHbI 10r cOBbITUN» 157), a UMEHHO:

® cobbiTua, pernctpupyemble SoftControl SysWatch, SoftControl DLP Client n SoftControl

SysCmd Ha KINMEHTCKMX XOCTax;

® cobblTna 13 xypHanoB Windows C KIMEHTCKMX XOCTOB, Ha KOTOpbiXx paboTtaeT SoftControl
SysWatch;

® cobbITKA 6e3onacHocTn SoftControl Service Center.
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F SoftControl Admin Console

g% & oA | DOk | 28 190 @B 2l
dd| & d@ | dd

Mepe ecoaa ¥ 3aronoEoK AR TPYNNMPORKW AGHHLIX MO Hell

Bpema (UTC+0) Wastmndmkaro... Mma knnerta Twun cobmmua BaxrocTe Tun knveHTa [onssosatens Jfetanu

18.04.2021 8:35:36 Hauano ceccuu admin
19.04.2021 8:35:32 HeagTopuzosaHHwRA 3an... admin
19.04.2021 8:35:26 HeagToprsosanHwi 3am.. admin
19.04.2021 8:12:56 KoHey ceccmmn non-admin
19.04.2021 8:11:22 Hauano cecoum admin
19.04.2021 8:10:28 Hauano ceccnm non-admin

L4

*
Crpanvua N21 Mpowno speMeri: 00:0’0:021
;

PucyHok 136. Bknagka «MHTerpMpoBaHHbIN JIOT COOLITUN»

Obpatnte BHVMMaHue, 4TO 3a OAWH XapTouT (MHTepBan Mexagy obpaweHuamn SoftControl
SysWatch k SoftControl Server, no ymorm4anmo 60 cekyH) KIMEHTCKOe MpUrioXXeHue nepenaeT He
6onee 1000 cobbiTui 13 xxypHanos Windows. Ecrm B Te4deHne armrenbHOro BpeMeHN B CpeaHeM
3a xaptout B xypHanax Windows nosiBnsetcsa 6onblie cobbiTui, To cobbiTus He ByayT ycneBaTb

NPVXOAUTb Ha CEPBEP U MOTYT TePSATLCS.

Onucanve nonen Bknagkm UHTerpupoBaHHbIN NIOT COOLITUN, OTHOCALLMXCS K COObITUAM KIMEH-
Tam n SoftControl Service Center MOXHO HalT B COOTBETCTBYIOLLWMIX pa3aernax 4aHHOro 4OKYMEH-
Ta:

= OtueTsl SoftControl SysWatch '**;

=  Oryetsl SoftControl DLP Client ™.

=  OmyeTbl SoftControl SysCmd ™.

=  CobbiTus 6esonacHocTn *';

Monsa, oTHocAWWECH K coObITUAM K3 XXypHana Windows 1 He onMcaHHbIe B yKa3aHHbIX Bbille pas-
aenax, npvBeneHsl B Tabmue 27.

Ta6nuua 27. Mons Bknagku «MHTErpMpPoOBaHHbIN NOT COOLITUWN», oTHOCAWMECSA K COBLITUAM U3 XYp-
Hana Windows

Ana cobbiTui, coagepxawyix nogpobHy0 MHPOPMaLWIo, NPUCYTCTBYET
3HAYOK @, MO3BOSIIOLLMA MPOCMOTPETL €€.
WoeHmdwmkaTtop cobbitms MoeHmdwmkaTtop cobbimsa B xypHane Windows.

<be3 Ha3BaHua>
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Tun cobbitna Mone Bcerga umeet 3HavyeHne CobbiTne xxypHana Windows.
BaxHocTb 3HadeHne cooTBeTCTBYET Nomnto YpoBeHb B xypHane Windows.
HasBaHue XypHana, rae 3aperucTpupoBaHo cobbiTve:
e Application;
e System;
KypHan e Security;
e SafenSoft.
CobbiTna us xxypHana SafenSoft peructpupytotca SoftControl Server n moryT npucyT-
CTBOBaTb B JaHHOM Jlore, ecnv Ha cepBepe pabotaeTt SoftControl SysWatch.
NcTouHuK WcTouHuk (nposarigep) cobbimms
Kon onepatui Koga onevpau,mm. 3HauyeHwve, onpegeneHHoe NPoBanaePOM A1 NMOrMYecKomn rpynnMpoBKM
CoObITUIA.
5 2R WaoeHmmdwmkaTtop 3agayun. 3HadeHne, onpegeneHHoe NnpoBangepom Ans fnorm4yeckomn
rpynnUPOBKM COBLITUIA.

4.9.5 dPunbTpaumsa codobITUN

CTpaHu4yHOe oToOpaxeHue
NHdopmaums Ha Bknagke Jlor cobbiTun otobpaxkaetca B nocTpaHniHOM pexume. Orpa-

HUYEHME MaKCMManbHOro Korm4yecTBa CoObITUIA Ha CTpaHuue 3aJaeTcAa B HaCTPOMKaXx WH-

Tepdeiica SoftControl Admin Console **' (no ymomuarmio — 10 000 coBbITui).

i He pekomeHayeTcs BbICTaBMATL 3HaYeHe napameTpa Pasmep cTpaHuubl cobbl-

T1n 60rbummM 100 000 cobbITUiA, Tak Kak 3TO MOXKET CHU3UTL NMPOU3BOANTENBHOCTD.

3anucu pacnornoxeHbl B 06paTHOM XPOHOMOrMYECKOM MOpsiAKe, T.€. Ha NepBON CTpaHuLe
HaXOAATCA 3anMcK o NocreHMx cobblTUSX. [na HaBMraumm no cTpaHMLam MCnosb3yinTe Co-

OTBETCTBYIOLLME KHOMKM B HIDKHEN YacTu BKraakv (puc. HaBvrauus no ctparmuam ). Me-

pexoa oCylWweCTBIIdEeTCA TOJIbKO Ha coceHME CTPpaHULbI.

I [ Mepeas cTpaHULa l [ Mpeablaywan cTpaHuLa ] l Crepyroman erpanmua| CTpanvua Ne2

PucyHok 137. HaBuraums no ctpaHuuam

FpynnupoBKa faHHbIX
NHdopmauma Ha Bkragke Jlor co6bITUM MOXET rpynnMpoBaTbCs MO BCEM MOSAM (KaTero-
puam) ans ygobctea otobpaxkeHusi. Ha gononHutensHom Bkragke CkaHep MOXHO rpynnu-
poBaTb Mo creaylouym nonsam (kateropuam): MyTb (no ymorManmio), Bupyc, PesynbTat 1
HenctBue. [Ina rpynnMpoOBKM NO KaTEropusim nepetawyre 3arosioBOK KOMOHKM Ha MaHesb,

PacrnosioXXeHHY0 MeXay 3arofoBKOM Tabnmubl 1 rpynmnoi KHOMOK BKraaku. Ecrm rpynnnpoB.-
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Ka npomn3BoauTcA NoO HEeCKOJIbKMM KaTeropudam, 1O MNpUopuUteT (BJ'IO)KeHHOCTb KaTeFOpMVI)

YMEHbLLIAEeTCA CrneBa HanpaBoO B 3aBUCMMOCTU OT PACIOJIOXXEeHNA Ha NaHes .

PdunbTpaumsa ¢ UCNosnb3oBaHUEM NpeayCcTaHOBIEHHbIX PUNbLTPOB
B SoftControl Admin Console npeaycmMoTpeHbl BCTPOEHHbIE PUIbTPbI AN BbIGOPKN COObI-
TUA.
UT06bI NPUMEHUTEL MPeAyCTaHOBSIEHHbIE B MporpamMmMme obupe ounbTpbl, OTKPOUTE MEHIO
dunbTpbI 1 BbIbepUTE OOVH U3 BAPUAHTOB:

* Mo ymon4yaHuto — otobpaxeHne BCeX TUNOB COBLITUN NO MOSIIM, HECYLLMM OCHOBHYHO

MHPOPMaLMIO (MPUMEHSIETCS MO YMOSHaHWIO MPWY OTKPbITUM BKaJKK).

* [TonHbIN BUA — 0OTOOpaXKeHMe BCEX TUMOB COOLITUM MO BCEM BO3MOXHbIM MOJISIM.

= CtaTtyc — oTobpakeHme cobbITUI NO M3MEHEHMIO CTaTyCa KIMEHTCKMX MPUMOXKEHWNA.

» OOHOBNEHMe KNMeHTa — oTobpaxeHne cobbITU MO OBHOBIIEHMIO KIIMEHTCKMUX NPUSIO-

XEHUN.

YTto6bl NpMEHNTL NpeayCcTaHOBIIEHHbIE (PUNbTPbI, COOTBETCTBYIOLLME TUMAM COObITUN K-
eHTckoro komnoHeHTa SoftControl SysWatch, oTkponte meHio dunbTpbl — PUNbLTPLI
cob6biTnn SysWatch v BbibGepute 0avH 13 BapraHToB:

= Bee;

» HapyweHne NoNUTUKN KOHTPONS;

* KOHTPONb aKTUBHOCTMH;

= 3anyck npouecca;

* AHTUBUPYC;

* U3MeHeHMe HaCTpoeK,;

* Bxoa nonb3oBarens,;

= Bbixoa nonb3oBaTens;

= CobbITHe Cnyxobil.
YTo6bl NpMeHNTL NpeaycTaHOBIEHHbIE (PUNbTPbI, COOTBETCTBYIOLLME TUMAM COObITUN K-
eHTckoro komnoHeHTta SoftControl DLP Client, otkponte MeHio PunbTpbl — OUNbTPbI
co6biTnn DLP v BbIGEepUTE OOUH U3 BapMaHTOB:

= Bee;

» lo6aBneHO yCTPOUCTBO;

= daun;
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» HTTP;

» MoHuTOp KNaBuaTtypsbl;

* MpuHTep;

= PeecTp;

* YCTPONCTBO OTCOEANHEHO;

» Bpems paboThbl.

9 o
l (DVIJ'IpraLI,I/IFI NPUMEHAETCA TOJTbKO K 3arnncAM TeKyLLen CTpaHuubl.

Mpn HanMumMm BGobLIOro KormyecTBa CoObITU BO BpeMs paboTsl hunbTpa oTobpaxaeTtcs

MHOWKATOP BbIMOJIHEHUA. I'IpM HeobxoaumocTu npouecc MOXHO OCTaHOBUTL.

dunbTpaums ¢ UCNOosib30BaHUEM NMOSIb30BaTeNbCKUX (hunbTpoB
Bo3amoxHO camocToATenbHO HAaCTpPoOUTb NapameTpbl BbIBOPKU 1 COXPaHUTL UX B Ka4ecTBe
HecTaHgapTHOro burbTpa, KOTOPbIN Bbi3biBaeTcs M3 MeHio PunbTpbl — lonb3oBa-
TenbCcKne PuUnbTpbI.
YTtobbl f06aBUTL HOBOE Morie B TabrmLy TEKYLLEW BKIMAAKN HaXXMUTE KHOMKY BblbpaTb Ko-
NOHKM 1 nepeTtaumre Tpebyemoe none 13 okHa Bbi6op KonoHok (puc. Beibop_konoHok '°')
B HeobxoayMoe MecTo 3aronoBka Tabmmubl. [Ana yoaneHus CylwecTBYOLEro nons nepeTta-

LLMTE ero B OkHO BbIO6Op KONMOHOK, b0 3a npeaernb! 3arosfioBka Tabmmubl.

Buibop konoHok m

opemscarier: R

Mms BeILLeaWwErO M

Wcnonnsemeli dain

Monb3osarens

Mposeperc cbwektos

KomanaHanR cTpoKa NpoLy...

Cucremmniii peectp

PucyHok 138. Bbibop KONOHOK

D,J'IFI TOro YTobbI OTCbVIJ'IprOBaTb BbI60pKy Mo 3HaYEeHVSAM MOoSen, nepemMmecTnute Kypcop Mbl-
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LM HA Ha3BaHWE MOSA U HAXXMUTE FIEBOW KHOMKOM MbILLM HA MOSBUBLLEMCS 3HAYKe KIoya,

MoCre Yero YKakUTe KpUtepuin BbIGOPKM B BbiNadatoLem crcke (puc. GunbTp no normko ).

dunbTpaumo BbIGOPKM MOXHO NPOU3BOAUTL MO HECKOMbKUM MOSsiM OAHOBpeMeHHo. B 3a-
roroBKax rnosiei, No KOTOpbIM MPOM3BOANTCS (OUbTPaLUMs, 3HAYOK Kroda oTobpakaeTcs

NOCTOAHHO.

(MycToe)
(He nycToe)
Bricokan

Kputnueckan

OB muHan

PucyHok 139. ®unbTp no nonto

Korga Bbl oTqmnbTpyeTe 3anmcu, BHM3Y OKHA NOSBUTCS CTPOKa, OMMCbIBaloLLasi HAaCTPOEHHbIN dmnbTp. Ero

MOXHO yaannts UM U3SMeHUTb C NOMOLL b0 COOTBETCTBYHOLL X MKOHOK CcrnpaBa OT CTPOKMW.

¥ SoftControl Admin Console

®ain  Bua Pwabtpm  Whcpymerma O nporpamme

2T | Fiof A [ BOLS  FH LI B @Y

Tun coBumiR Bpeun BawHocTs Tun kaves
28 DESKTOP-63K.. Asmvampyc 0202202182123 || Buacoxan ||| SysWatch
26 DESKTOP-63K. 02.02.2021 8:20:01

25 DESKTOP-63K... N 02022021 8:19:46

6 DESKTOP-63K. ve 02022021 7:17:16

5 DESKTOP-63C. | Awmvanpye 01022021 150049 Ofsiusian

[VITun kamerra] = 'SysWatch' W [Tun coBermus] = 'Amusupyc’ *

Crpamaa N21 (nocneansn)

PucyHok 140. HactpoeHHbIM hunbTp

Haxkmute Ha 3Ha4OK KapaHdalla B NpaBoW YacTn CTPOKM unbTpa, YTOOblI OTKPbLITL Cpea-

ctBo Pepakrop dunbTpa.
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HE
Tun cobeimua Pagen VirusScanEvent ©

Tun knunenTa Pasen SysWatch ©

[ oK ][ OTmena H MpvseruTs

PucyHok 141. PepakTtop punbTpa

B nepBon cTpoke pegakTopa KpacHbIM LBETOM yKa3aH forndeckui onepartop, no KOTOpomy
obbeauHsTca napameTpbl punbTpa. YTobbl M3MEHUTL JIOrMYECKUA onepaTop, HaXmute
Ha Hero fieBOW KHOMKOM Mbium. [pyn 3TOM B BbiNagatoemM MeHI0 Bbl yBUOUTE crieayloume
BapuWaHTbI:

° [/|;

e VNK;

* He U;

* He UJTN.
YUTto6bl 4OGaBUTL HOBLIV MApamMeTp punbTpa, HAKMUTE Ha 3HAYOK NIKOCa OKOJSIO JIOrM4eCcKo-
ro onepartopa. Ytobbl yganmmTb ycrioBue us purbTpa, HaXKMUTE Ha KPeCTUK
CuHTakcuc CTpoku napameTpa punbTpa BbIrMSauT criegylouymM obpasom: <rose, rno Ko-
mopomy ripousgodumcs ¢huribmpayus> <orepamop cpasHeHUs> <3HadyeHue>. Kaxgbin
3MeMEHT CTPOKM NapameTpa MOXHO U3MEHUTb, HaXaB Ha Hero. BapuaHTbl aBTOMaTUYECKU
onpenendarTcs Ucxoasa 13 Tuna rnoss.
Ha Bkragke UHTerpupoBaHHbIN FIOF COObLITUN pefakTop hurbTpa COCTOUT U3 TpeX pas-
AernoB, NO3BONSOLLMX OTAENbHO peaakTMpoBaTh PUNbTPbI ANS JIOroB KIMEHTOB, COObITUI

BGesonacHocTu cepBepa 1 KypHana cobbiTui Windows.
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P Peaakmipogate 3anpoc

I @ KypHan cobuiTid KNMeHTOB \'I I Kypan cobuinii BesonacsocTi \'I I @ Kypran cobeimaii Windows \'I

Yicamute zanpoc: Yiamure zanpoc: Ykamure sanpoc:

WE e ME

PucyHok 142. Pepaktop dounbTpa MHTErPUPOBAHHOIO Jlora cobbITUMI

[lns ynopsigouMBaHys AaHHbIX B Tabnvuax BKMagokK Mo onpeaeneHHbIM MosiiM HaXkMuTe re-
BOW KHOMKOW MblLM Ha TpebyemMoM More M OAMHOYHBIM HaXaTueM 3ajanTe HanpaBrieHve
COPTUPOBKM, KOTOpOe 0603HaYaeTCs CTPEKON NpaBee Ha3BaHWS MNoJsis.

UToBbl COXpaHUTb NMOMyYeHHY0 C NapameTpamm Norb3oBaTtens Bbl6opKy Ans AanbHenwero
NCMONb30BaHUA, HaxXmuTe Ha KHOMKy CoXpaHuUTb HacTpPOWMKM Bupa, BBeaute UMs

urbTpa B NOSIBUBLLEMCS OKHE W HaxxmuTe OK (puic. CoxpaHeHvie hunbTpa o).

o CoXpaHnTL HACTPORKK TEKYLLETO EMAA

Beeaure vmsa duasTpa: Monssosatensckunil duasTp 1| l

[ omea | [ ok |

PucyHok 143. CoxpaHeHue ¢unbTpa

L .
l CDVIJ'IpraLI,I/IFI NMPUMEHAETCA TOJIbKO K 3anncAaM TEKYLLEN CTPpaHULbI.

Mpwn Harm4mMm 6ornbLIOro KonmyecTBa cobbiTu BO BpeMs paboTtbl unbTpa oTobpaxaeTtcs

MHOWKATOP BbIMNMOJIHEHUA. I'Ipm HeO6XO[ZIVIMOCTI/I npouecc MOXHO OCTaHOBUTDb.

4.9.6 3anpochbl K 6a3e AaHHbIX

Ecrm Bam YacTo npuxoauTcsa UckaTb 3anncu O COBbITUSIX, OTBEYaoLLYX OnpeaerieHHbIM YCroBUsaM,
Bbl MOXETE CO3[aTb 3anpoc C 3TUMM YCIOBUSIMU 1 COXPaHUTb ero. Toraa B criedylowmii pas Mox-
Ho BydeT 3arpyavTb CO3aaHHbI paHee 3anpoc W NoSly4MTb MO HEMY COOTBETCTBYHOLWE 3anucy U3

0©a3bl JaHHbIX.
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PaboTtaTtb C 3anpocamm K 6ase gaHHbIX NO3BOSSAOT UKOHKN, pacnosioXXeHHble Ha OOMNOSHUTESNTbHON

naHes .

) 8:21:23 Buicoxan
26 DESKTOP-63K..  Awtusupyc 02.02.2021 8:20:01 Beicoxan
25 DESKTOP-63K.. | Awtusupyc 02.02.2021 8:10:46 Beicoxan

24 DESKTOP-63K.. | O6HOEnEHWE KAVEHTE 02.02.2021 8:19:42 Beicoxan

23 DESKTOP-63K.. |OBHoEneHME kneHTa 02.02.2027 8:19:42 OBbiyHan
22 DESKTOP-63K..  O6noenetne kameHTa 02.02.2021 8:19:41 OBbiuHan
27 DESKTOP-63K.. | Wsmenerue nactpoex 02.02.2021 8:20:24 O6siuHan
-2 DESKTOP-63K.. | Cratyc 02.02.2021 8:19:45 Beicoxas
21 DESKTOP-63K.. | 3anyck npouecca 02.02.2021 8:18:15 Beicoxan
20 DESKTOP-63K.. |3amyck npouecca 02.02.2021 8:18:15 Beicoxan
19 DESKTOP-63K.. | O6HOEneHWE KAVEHTa 02.02.2021 8:17:41 Beicoxan
18 DESKTOP-63K.. |OBHoEAeHME KIneHTa 02.02.2021 8:17:41 Buicoxan
17 DESKTOP-63K..  OBnoenetne kameHTa 02.02.2021 &:17:39 O6siuHan
16 DESKTOP-63K.. | Bxog nonssosatens 02.02.2021 &:16:28 O6siuHan
15 DESKTOP-63K, Brixon 02,02,2021 8:16:05

v

Crparinua N21 (nocaeanss) Npowno epemeri: 00.00:01

Utobbl co3gaTh 3anpocC, HAXXMUTE Ha KHOMKY . OTKpoeTCca OKHO

penaktopa 3anpoca.
PepakmupoBate sanpoc
-]

Tun cobrmva Pases Hapywerue noauTHkW KoHTpons &

Bpema Mexagy 10122019 ..12.2019 n Q

PucyHok 145. PepaktnpoBaHue 3anpoca

B nepBon CTPOKE pepakTopa KpaCHbIM LBETOM YyKa3aH rorn4ecKuin onepartop, No KOTopomy

o6beauHaTCs NapaMeTpbl GunbTpa. UTobbl M3MEHWUTL FOTMYECKUIA OnepaTop, HAXKMUTE Ha HEro

- (]

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

NeBOM KHOMKOMW Mblww. [1py 3TOM B BbiNagaloLeM MEHIO Bbl YBUAUTE Crieaytolme BapuaHThl:

° |/|;

* UJIN;

* He U;

* He UJIN.
UToObl 406aBUTL HOBLIV NAapaMeTp hurnbTpa, HAXKMUTE Ha 3HAYOK MIKoca OKOJIO FIOrM4eCcKoro one-
paTopa. Ytobbl yaanuTb ycroBue 13 urbTpa, HaXXMUTE Ha KPECTUK
CuHTakcnc CTpOKM napameTpa punbTpa BbIrMSauT criegyloluym obpasom: <rose, mo Komopomy
rnpoussooumcs ¢hunbmpayus> <oriepamop cpasHeHUss> <3HadyeHue>. Kaxablii aneMeHT CTPOKM
napameTpa MOXHO U3MEHUTb, HaXXaB Ha Hero. BapuaHTbl aBTOMaTUYECKM ONpeaensatTca ncxoas
13 TMNa nosis.

Bce kHomku Ans paboTkl ¢ 3anpocamm nepeydmcrieHbl B Tabrmue Hoke.

Taobnuua 28. 3anpochkl K 6a3e AaHHbIX

7= |PepaktpoBaTb OTkpbiBaeT pegaktop 3anpoca. 34ecb MOXHO BbliOpaTb napa-
&” 3anpoc METPbI U XXernaeMble 3Ha4YeHNs
{ a Ounctutb 3anpoc CbpacbiBaeT BBEAEHHbIE KpUTEPUM 3anpoca

Mpeanaraet BbIGpaTb 3anNpocC 13 CrMcka COXpaHEHHbIX 3anpoCoB.
'—] -|BbibpaTb 3anpoc 3anpocbl xpansatca B dawne C:\ProgramData\SafenSoft

\UserFilters\QueryCriteria.xml

CoxpaHnseT Tekywym 3anpoc B danne C:\ProgramData\SafenSoft

% CoxpaHuTb 3anpoc . o
\UserFilters\QueryCriteria.xml

. OTKpbIBAET OKHO CO CMMCKOM COXpaHEHHBIX 3aMpocoB, OTKYAa Bbl
& YparneHue 3anpocos
MOXeTe WX yAanThb

MossonseTr Bbibpate damn XML 1M umnopTupoBaTb M3 HEro

: i MmnopT 3anpoca
3anpoc

j‘j JKcnopT 3anpoca JKcnopTUpyeT Tekywmi 3anpoc B dpamn XML
€
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4.9.7 NMeyaTb 1 3KcnopT B pansnbl OTYETOB

B SoftControl Admin Console cywecTByeT HECKOMBKO BO3MOXHOCTEN 9KCMOPTa HAKOMMEHHOW WH-

dopmMauum B oT4eTax KIMEHTCKUX MPUIIOXKEHWN.

[ns BbIBOJA OTYETA Ha MevaTb npou3BeauTe BbIGOPKY C MOMOLLBIO HEOBX0AMMBIX (PUMLTPOB *>° 1
HaxmuTe Ha KHOMKY Me4vaTb. B OTKpbIBLUEMCSA OKHE MpenBapuUTEnbHOr0 MPOCMOTPA MOXHO 3a-
naTtb Hactpounku ctpaHuubl 1 MacwTab ¢ NnoMoLbl0 COOTBETCTBYHOLLMX KHOMOK (puc. MNpeapa-

PUTEMbHbI MPOCMOTP NeyaTn ).

MpeasapuTentHeii MNpocuoTp

EEL R s IR

‘Tun cobuiTua Bpemn BamHocrs

‘Mma: VM-AS-W51ENX86

3anyck npouecca 16.07.2012 15:14:21 Qfuiunan
3anyck npouecca 16.07.2012 15:14:20 Ofuiunas
3anyck npouecca 16.07.2012 15:14:20 Buicokan
3anyck npouecca 16.07.2012 15:14:16 QBuiunas
3anyck npouecca 16.07.2012 15:13:43 Buicokas
3anyck npougecca 16.07.20

OBbiuHas

KoHTpons axmusHocTy 16.07.20 Kpumueckan

KorTpons akmsHocTy 16.07.2012 15:111 Kpymveckan
3anyck npouecca 16.07.2012 14:51:31 OBkiuHas
3anyck npouecca 16.07.2012 14:51:29 OBuiunas
3anyck npouecca 16.07.2012 14:15:29 QBki4Han
3anyck npouecca 16.07.2012 14:15:13 QBuiunas
3anyck npouecca 16.07.2012 14:15:12 Qfuiunas
3anyck npougecca 16.07.2012 14:15:11 OBki4Has
3anyck npouecca 16.07.2012 14:15:09 QBuiunasn
o \
TpaHmua: /3 Npubnixenve: 100%

PucyHok 146. NMpeaBapuTenbHbIA NPOCMOTP NevaTu

HaxmuTe Ha kHonky MeyvaTb A5 BbiBOAA CTAHOAPTHOIO OKHAa HACTPOEK NpuHTepa, rimbo Ha KHon-
Ky BblcTpas neyaTb 419 MTHOBEHHOM OTNPaBKM Ha NeyaTtb C yCTaHOBKaMM NpUHTEPA Mo yMorMa-

HUIO.

[ns coxpaHeHust oTyeTa B Tabrmuy Excel npoussegute BbIGOPKY C MOMOLLBO HEOGXOAUMbIX
UNbTPOB > U HAXKMUTE Ha kHomMKy AkcnopT B Excel. B A1anoroBomM OKHe COXpaHEHWs! YKaxuTe

MEeCTO AJ19 COXPaHEHUs oTYeTa M ero UMms, nocrie Yero HaXXMmTe Ha KHornky CoxpaHuTtb (Save).

4.9.8 Pe3epBHOe KONMpoOBaHWE OTYETOB

B SoftControl Admin Console cywecTByeT BO3MOXHOCTb pe3epBHOr0 KONMpoBaHus Tabnmy, ¢ fo-
rom coObITUin U C COObLITUAMM Be3onacHOCTW. [Anisi HACTPOVKM KOMMpoBaHMA Bblibepute KomaHgy
Hactponku cepBepa B meHio Panmn SoftControl Admin Console. B nosiBuBLUEMCS OKHE

(puc. PesepBHoe konvpoBaHve cobbituii ') nepenaute Ha Bkraaky Ta6nuua CobbiTuit umm Ta-
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6nmua CoObiTMM 6e30MacHOCTHU, B 3aBMCUMOCTU OT TOrO, Kakne cobbiTns Heobxoammo coxpa-
HUTb. Ha ka)xgow 13 BKNagok yCTaHOBUTE NepekrtodaTesnb B noroxeHe OcywecTBNATL pe3epB-
Hoe KonupoBaHue 1 ykaxuTe MyTb Ha cepBepe Ans coxpaHeHns Tabnuy, Mepuoa coxpaHeHus

(B oHsX) 1 Bpems co3naHna pesepBHbIX KOMUIA.

Hacrpoiiku cepeepa

Hactpo#ikn pesepeHoro KonWMpoEaHUa

Tabnvua Cobammii | Tabavua Cobumuii BesonacHocTk

Ycranoska pEXKMA PESEPEHOND KONWPOEaHWA

() A cam HacTpore pesepeHoE KOMMPoEaHHe
(@) DcyuiecTenaTs pesepEHoE KONMPOBaHME

MyTe |

Mepuoga (gHei) 5 a

Bpemn 00:00:00

| Sysleg |
[ Braroums norvpoeaHue & Syslog ana cobeimi
[ Braroums norvpoeaHKe & Syslog ana cobeiTki BesonacHoCTH
[ Brnroums norvpoeaHKe & Syslog ana cobuimwi Eventlogs

Cepeep [ l

Mopt [514 ] UDP v

| Npumenare | | Omwena |

PucyHok 147. Pe3epBHOe KOnNMpoBaHue COObITUM

Bbl Takke MOXeTe HaCTPOUTb pe3epBHOE KOMMPOBaHME C NMOMOLLK CTOPOHHMX CpeacTB, 6e3 uc-
nonb3oBaHua nHcTpymeHTtoB SoftControl Service Center. B atom crnyyae B okHe HacTpouku cep-

168
)

Bepa (CM. BbllLe ) BbibepuTe NyHKT 1 caM HacTPOIO pe3epBHOE KONMUpPOBaHUe.

4.9.9 OTnpaBka cob6biTUK No npotokony Syslog

Bbl MOXeTe oTnpaBnaTe COBbITUA HA CTOPOHHWIA cepBep no npoTokory Syslog. [1ns aToro BbIGe-

pute komaHgy Hactpounku cepBepa B meHio @ann SoftControl Admin Console.

B obnactn Syslog otmeTbTe hraxxkamm HeobxoayMble BapuaHTbl:

* Bknountb formpoBanme B Syslog ana cobbiTvin — BCe COObITUSA KIMEHTCKMX ycTponcTs (Event),

* Bknountb rornposanuve B Syslog aAna cobbiTvn 6e3onacHoOCTN — BCe CODbITUSA MO yNpaBrieHUo
cuctemon SoftControl (SecurityEvent),

* BkrounTb norvpoBanve B Syslog ans cobbitun EventLogs — Bce cobbiTusi U3 OTCReXmBaeMblx

XypHanoB cobbliTun Windows Ha yctporcteax (EventLog).

- (5]
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3artem BBegUTE MMs cepBepa, HoOMep nopTa n Bbl6epI/1Te TN NPOTOKOJ1A.

> HacTpoikik cepeepa

. HacTpo#ikm pesepEHOro KoNWpoBaHUA
Tabnvmua Coboimria | Tabnvua Cobuimrid Be3onacHoCTH

Yecranoska pE#MMa PESENEHOMND KONKMPOEaHWA

(®) A cam HacTporo pesepEHOE KONMPOBaHHE
() Ocywectensts pesepetoe KONMpoBatne

| Syslog
("] Braroums norupoeaHue & Syslog ana coBeimuid

[ Braroums noruposaHue B Syslog ana cobeimkii GesanacHoCT
[ Braroums noruwposaHue B Syslog ana cobuimkii Eventlogs

Cepeep I ]

Mopt I514 l UDP v |

[pmenms ] [ omens ]

PucyHok 148. Hactpouku gna Syslog

CoobLeHuna ana oTnpaBKn Ha CTOPOHHU CepBep C UCMOrb30BaHNEM npoTokora Syslog cooTeeT-
ctytoT ctaHgapTy RFC 5424. OcHoBHble CBEAEHMS O COBbITUM HAXOAATCA BHYTPU SiEMEHTA
Syslog-coobweHns STRUCTURED-DATA. [JononHUTENbHYt0 MHGOPMaLMO Bbl MOXXETE HAalTU B
cTaTbaX:

* hitp://kb.safensoft.com/index.php/Sending events with Syslog protocol — anemeHTbl Syslog-co-

obLeHUI;
* hitp:/kb.safensoft.com/index.php/Information about SoftControl events — cobbiTna SoftControl.

4.10 OnoBeLleHns o coobITUAX

OnoBeleHus (HoTudKukaummn) o cobbiTusax, pernctpmpyembix B CepBucHomMm LleHTpe, no3sonsawoT
aAMVHUCTPATOpPy OnepaTUBHO pearnpoBaTb Ha BO3HMKAKOLWLME Yrpo3bl, AaXe B Crydae OTCYTCTBUA
3a wraTtHon paboyen CTaHUMEW C YCTAHOBIIEHHOW KOHCOSb ynpasreHus SoftControl Admin

Console.

MepBOHaYanbHO HEOBXOAMMO 3a[aTb KOHTAKTHble AaHHbIE '~ norlydaTerieiil OroBELLeHMIA, Nocre

Yero HaCTPOUTL MapameTpbl OTApaBKK .

- (]
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4.10.1 KoHTakTthbIl

Ha Bkrnagke KoOHTaKTbl Npov3BOOUTCA 3afaHve ajpecaTtoB — rnosiydaternen HoTudvkauumi

(puc. Bknagka «KoxtakTbiy» 7).

=" SoftControl Admin Console

aiin  Bua Ownetpe  MncipymenTel O mporpamme

g% & oy d@QuE|2 " s o @Blel
L2 o h

%= ." 8

Mogpazaenenve  Mua

Moymonuanmo  Annz | anna@®.. .
Moymonuanmo  Alex | alex@e..

Mo ymonuasvro  Admin | admin..

i
PucyHok 149. Bknagka «KoHTaKTbI»

OcHoBHble onepaumm ¢ KOHTakTamMu OCYLLECTBIIAKTCS C NMOMOLLBIO rpadhmnyecKnx KHOMOK BKaOKw,
npeaHa3Ha4veHvne KoTopbix NpmMBeaeHo B Tabn. 29.

Tabnuua 29. AnemeHTbl ynpaBreHUsa BKNagkm «KoHTakTbI»

I;:;:;I [obaButb Co3gaHne HOBOro KOHTaKTAa.
6. .
: PepakpoBats PepnaktmpoBaHne CBOMCTB BbIOGPAHHOIO KOHTaKTa.
-
E Ypanutb YpaneHue BbIOpaHHbIX KOHTAKTOB.
_I"
”_I MNepemecnTs Mepemel eHne BbIOpaAHHOrO KOHTaKTa B Apyroe nogpasaerneHue.

MepeyeHb nonen Bknagkm npuseneH B tabn. 30.

Taonuua 30. Nonsa Bknagkn «KoHTaKTbI»

MogpasgeneHue MogpasgeneHue, K KOTOPOMY NPUHAAMEXUT OaHHbIN KOHTaKT.
Ums Wms nonyyatens.
Mouta AQpec 3MneKTPOHHOro NOYTOBOrO Sl MKa nonyyaTens.

- (@ ]
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Uto6bl 406aBUTL HOBOTO NOMyYaTENs!, HAXMUTE Ha KHOMKY Co3AaaTh (puc. Bkriagka «KoHTakTbl»

). B nosiBYBLLEMCS OKHE YKaXkuTe AaHHble nonyyatens B nonsax Mma n dnekTpoHHasa noyTa U Ha-

XMUTE Ha KHomnky MpuMenuTs (puc. [obaBrneHue KoHTakTa ).

Wnas: [ security_officer l

3neKTpoHHaA nouTal [ example?@example.cuﬂ I

[ omerurs | [ Oruera ]

PucyHok 150. [lo6GaBneHue KOHTaKTa

D,J'IFI npaBKU 1 ygarneHna KOHTakKToB BOCI'IOJ'Ib3yIZTer COOTBETCTBYHOLLMMU KHOMKaMMW.

4.10.2 Hotudunkauumn

Bkragka YnpaBneHue HoTudMKaumsaMM npeaHasHayeHa 48 HAaCTPOMKM NapaMeTpoB OTNPaBKu

OMNOBELLEHMA O COBbITUSAX MOCPEACTBOM 3MIEKTPOHHOM MOYThI (puc. Bknagka «YnpaBreHue HOoTu-
171)

dovKaumamMmny

' SoftControl Admin Console

®aiin Bua Ounetpe  Mncipymentsi O nporpamme

g% &y dQLH|@ 0% B RUY
[T [EEETE) Vinpasneniie Hombuxaiinmi

Mogpazaeneqve WMa v AkteHa Bcnnbisatowee coobulenve MIHTEpean Mexcay ompaskami Bpema nocneaqei Hotudukauud  [Npasino KoHTakrsl
Mo ymonuanuo | Notif... 02.02.2021 11:43:31 Cpox AEACTEUA NULEHUM EBKE@

Mo ymonuanmo | Notif... 02022021 11:41:43 Mpw o6napywe| Moassrs |

PucyHok 151. Bknagka «YnpaBneHue HOTUdUKaLUAMU»

OcHoOBHblE onepaumm c HOTVICbI/IKaLI,I/IFIMI/I OCYLLECTBJIAKOTCA C NOMOLBIO rpaqueCKmx KHOMOK

BKInaaKkun, npegHa3HavyeHne KOTopbiX npneeneHo B Tabn. 31.

- ]
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Ta6nuua 31. AneMeHThbI ynpaBneHus BKNagku «YnpaeneHue HOoTUUKaLuuamMmm»

EU:I Cospnatb CospgaHune HOBOW HOTUGMKaLIMN.
~ ~
PepaktmpoBaTtb PenaktmpoBaHue BbIGpaHHOM HOTUdMKALMK.
[
[EI Ypanuts YpaaneHve BbIOpaHHbIX HOTUGMKAUWA.
é
= SMTP Hactporika SMTP-cepsepa.
S

MepeyeHb nonen BKNagku npveeneH B Tabn. 32.

Tabnuua 32. Nons BKNagku «YnpasneHMe HoTUdUKaLunssMm»

MoapasgeneHne, K KOTOPOMY OTHOCUTCA AaHHas HoMdwmKaums. Nepemely eHne HOTUGM-
MoapasaenexHne Kaumn mexay noapasgeneHvsamu He nogaepxusaetcd. Kaxgon HoMdumkaumm HasHaya-
eTcA To noAapasfeneHne, K KOTOpoMy NPUHAANEXUT co3faBLLniA ee nonb3oBaTesib.

Nms HanmeHoBaHe HoTMdmKaLmK.

AKTMBHa @ naXkok CoCToAHMSA HOTUdWMKaLMK.

D naxok, yKa3bIBaIOLIJ,I/II7I, 0T06pa>KaeTc;| I BCNIbiBakollee yBeaoMIieHne npu oTrpas-

BcnnbiBatow ee coobLu eHne
Ke HoTUdwmKaLmu.

WHTepBan mexay ompaska- |MWHMManbHbIA BPEMEHHOW MHTEpBar nocne OTnpaBku npeablaylen Hotudwkauum, no
MU MCTEYEHNN KOTOPOro BO3MOXHA OTTIpaBKa Criefy oL en.

Bpems nocnegHen HotMdm- .
P A Rt Bpems omnpaeku nocnegHen Homdwmkaumn.

Kaumm
Mpasuno YcnoBust 0TrNpaBku HOTUAMKaLMN.
KoHTakTbl Cn1cok agpecaTtoB 3SIEKTPOHHOIO NMMCbMa C HOTUdMKALUMEN.

OcCHOBHbIe OeNCTBYUS, BbINOMHSAEMbIE Ha AaHHOM BKIagKke:

Hactponka SMTP-cepBepa
[nsa paboTbl HOTUMKaLMA HEOBXOAMMO MpeaBapUTESlbHO HACTPOUTL NapameTpbl cepBe-
pa ucxogdwen noytel no npotokorly SMTP, ana 3T1oro Haxmure Ha kHornky SMTP

(pvc. Bkmagka «Ynpasrenve HoTudmkaumsammy ).

B okHe HacTtpomnka noutoBoro cepsepa Beeaute B nosne MoutoBbin cepBep agpec
MOYTOBOIrO CepBepa, C ANEKTPOHHOMO LKA KOTOPOro npegnoriaraetca oTnpaBka HOTUU-

Kauwii, a Take Homep nopTa ana otnpasky (puc. HacTpolika_noutosoro cepsepa ). B

nonsix JloruH, MNaponb 1 MoYToBbLIN AWMK BBEAUTE JaHHbIE YH4ETHOW 3anMcu n agpec no-
YTOBOrO SiLWKa, C KOTOPOro npeanoraraeTcsa oTnpaBka HOTUMKauMA. YcTaHoBuTe hra-

xok Ucnonb3oBatb SSL anda kpyntorpadmnyieckon 3awmrbl Npy nepegaye gaHHbIX.

- (B ]
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YTo06bI npoBepunTb pa6OTOCI'IOC06HOCTb BBE€OEHHbIX HACTPOEK, HAXMUTE Ha KHOTKY OTnpa-

BUTb TeCTOBO€ NMUCbLMO.

| Hacrpoiika noutoeoro cepeepa

MovTtoewi cepeep: l smtp.mail.ru ]
Homep nopra: 587

TNoran: ’ notify_server ]
Mapone: sesssses ]
MouToBsIA A ’ notify_server@mail.ru ]

Wicnonezoeate S5L

[ OTNpasKTe TECTOEOE NACHMO ]

[ omea | | ox |

PucyHok 152. Hactpoiika no4yToBOro
cepBepa

Haxxmute Ha kHonky OK ana npuMeHeHus HacTpoex.

= Co3pgaHne HoTudUKaumm

UTtobbl go6aBuTb HOBYH HOTU(MKaLMO, HaxmuTe Ha kKHonky Cospatb (puc. Bknagka

«YnpaBrieHve HoTUdVKaLmsMmy ).

B nosiBvBLLEMCS OKHe Ha Bkragke O6wwme ykaxute Uma HoTudbukaumm, BbIGEpUTE MUHU-
ManbHbIi MHTepBan Mexay oTnpaBKaMuy B BbiNadalolweMm crivcke, BBeaute Temy nMcbma

nycTaHosUTe hriaxxok AKTUBMpoBaTh (puc. ObLye napameTpbl HoTudMKaLm 7°).

Obwne ’WW
Vias: [ Rapywenvte nommnw korrpens |
Virepean wexay oTmpaskaw:
Tema; [ABmMaTMHecxoe ONOBELWEHWE Service Centerl
Akrwamposats
r' Th 5Cn <

PucyHok 153. O6wme napameTpbl
HoTUdpMKaLumm
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UTto6bl Moka3biBaTb BCnfbiBaroLWee coobLeHume npu otTnpaske HOTUMKaLuM, yCTaHo-
BUTE COOTBETCTBYOLLMA (oriaxxok. B aTom crnyyae nocne oTnpasBku HOTU(vKaumm Gypet

OTO6pa)KaTbCFI BCnIbiBawowee yBeoMIieHne C 3aroyfioBKOM OrnoBeELLIEHUA.

e

Obpabotana HoTMGWUKaLKWA i

OmueT no HoTudKrkaummn
MHUMASHTE HEpYLLEHIA

| NOAWTHEW KOHTROAA §

= ‘ Mepwoa: 25 asrycra 2014 .

12:53:12 - 25 asrycra 2014 r.
12:54:168, Yucno cobuiTui,
YACENETEOPAIOWMX Npasuny
HoTHduKayuu: 2

PucyHok 154. BennbiBarolee

yBegomMneHue

Ha Bkrnagke MpaBuna BbiGepute ycrioBre, Npy HacTynrneHUm kotoporo ByaeT npousso-

[VTbCA OTMpaBKa HOTUMKALWM (pUC. YCroBUs cpabaTbiBaHUS OTNPaBKU HOTUdDMKALMM ')

| Obume || Mpasuna | KontakTsl |

MzmeHeHMEe KOHTPONA GKTUEHOCTI

3anyck npouecca sanpewen

Mpw cKaHMpOEaHIN OBHAPYKEHE! YTPO3E
Hapywerue noautniu kontpona <Buibop>
Cpok AeiiCTENA NMLEHENM SAKEHUMBAETCA

3anyck npouecca ¢ umerem Mma npouecca

O 000000

Mpowzowno ogHo u3 cobeimuii GesonacHocTu <Buibop>

PucyHok 155. YcnoBus cpabatbiBaHWA oTnpaBKU HOTU MKaLMK

o U3meHeHne KOHTPONs aKTUBHOCTHU:

M3ameHeHve cTaTycoB KOHTPOSS aKTMBHOCTU KoMnoHeHTa SoftControl SysWatch no nio-
6o1 13 obrnacrten.

o 3anyck npouecca 3anpeLyeH:

Pervctpauumsa cobblitna Tvna 3anyck npouecca komrnoHeHTom SoftControl SysWatch ¢
peLLeHeM «3anpeLueHo».

o Mpun ckaHnpoBaHMM OGHapPYXeHbl Yrpo3bl:

O6HapyxeHre BpeAoHOCHOro kKoa B MPOLIECCEe aHTUBUPYCHOW NPOBEPKN KOMMOHEHTOM

- (]
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SoftControl SysWatch.

o HapyweHune nonUMTUKN KOHTPONSA:

Pernctpauumsa komnoHeHTom SoftControl SysWatch ogHoro unm Heckosnbkux cobblTvn Tu-
na HapyweHue NnoNUTUKN KOHTPONA, BbiOMpaemMbix No ccbiike <Bbibop> (puc. Bol-

6Op TUMOB NONMTVIK KOHTPOMA AN OTMPaBKW HOTUdMKaLmm 7).

F Tune! noauTHE KOHTpORA

O

Yaanenwe daiina
Mepeumenoeanue daina
MzmeHenne dalina
YreHue dalina
Cozganire KioYa peectpa
y

AaneHWe KNoYa peectpa
CTkprimie kaTanora
¥aaneHwe katanora
M3meHeHUe sHaYEHWA peecTpa
¢
¥YaaneHue 3Ha4YEHWA peecTpa
Beegex HeBepHbIA Naponb

Mogmdwrauna knroua peectpa

Mogmdmxauna ucnonnaemoro gaiina

O
O
O
O
]
]
O
O
(]
O
O
O
O

MonsiTka MPWHATE BXO4AWES COSAMHEHME

PucyHok 156. Bbi6op TMNOB NONUTUK KOHTPOSA ANA OTNpaBKU HOTUd MKaLMm

o) CpOK OEeUCTBUA NULIEH3UN 3aKaHYMBAETCA:
[lo KoHUa cpoka OEUCTBUS JIMLLEH3MOHHOMO KIto4a KIMEHTCKOro KOMMOHEHTa OcTaeTcd

MeHbLle 10 gHen.

i PekomeHayeTcs ycTaHaBmMBaTh 3HayeHue napameTpa MHTepBan mexay oT-

npaBKamm 1 JaHHOW HOTU(MKaLMM He MeHee 4 YacosB.

o 3anyck npouecca Cc UMeHeM:

PerucTtpauusa cobbiTua Tvna 3anyck npouecca ¢ MMeHeM, 3aaHHbIM No ccbifike Umsa
npouecca, komnoHeHTom SoftControl SysWatch.

o Mpoun3sowno ogHo n3 codbITUN 6e30NacCHOCTMU:

O6HapyxeHne komnoHeHTom SoftControl SysWatch ogHoro wnm Heckombkux cobbITUIA

- (W]
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BGesonacHocTu, BbibMpaeMbix no cebliike <Bbi6op> (puc. Bbibop cobbliTnn 6e3onacHo-
176)

CTV AN OTNPaBKM HOTUDMKaLIMN

F Tunk: cobuiTuii BezonacHocTH

- [ Hauano cecom 0

KoHey ceccum

8

Co3AaHWE HOBLIX HACTPOEK
HasHaueHs 4acTHeIE HAaCTpokK
¥paneHs HacTpoiKi
MoaTeepasHme KaneHTa
OrenoHeHue kKuexTa
YaaneHue KnueHTa

Co3aaHo HOBOE NoApasienstue

ROOOOooO

Moapasaensiue Guito yaaneHo
Mepemewenne obbekTa B 4pyroe NogpasgeneHne

Wsmenenue nacTpoek 4nA NnogpasaencHna

B OO

Beina cozaana HoTudukauwma

o
@

LuMA Being 1
v

| O

[ omena | [ o |

PucyHok 157. Bbi6op cobbiTuin 6e30nacHOCTU AN OTNpaBKuM HOTUd MKaLun

Ha Bknagke KoHTakTbl OTMEeTbTE agpecaTtoB OTnpaBku HOTUdmKaumm (puc. Beibop nosy-

yaTeneit HoTudvkaLmm ' ™°).

F Hacrpoiika HoTHduKaLmmn
[ Osue | Mpmnne | e

Bribepure koHTakTE:

[} Agmunnctpatop

Oduuep BesonacHocTy dunvana FsHeli
Aamunucrpatop NIBC Cesepo-Boctounore duauana
[} Craen no Gopsde © KMOEPNPECTYNMHOCTEIO

[} Agmmnucrpatop JIBC ¢pruanana CegepHuli

PucyHok 158. BbiGop nony4yaTtenemn
HoTudMKaumm

Haxwmute Ha kHonky OK, 4ToGbl NoATBEPAUTL CO3AaHNe HOTUMVKALIN.

< N3meHeHne cBOUCTB HOTUMKaLUN

- (D]
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UT06bI M3MEHUTL CBOMCTBA HOTU(MKALMK, BbIDEPUTE €€ U BbINOSIHUTE OOHO U3 CrieaytoLLmx
JeuCTBUI:
®* HakmuTe Ha kHONKy PepaktupoBatTb B rpynne KHOMOK BKragku (puc. Bknagka

«YnpasneHve HoTudukaumammy ')

® [IBaXdbl HAXXMUTE FIEBOW KHOMKM MblLLM Ha HOTUdUKALIWN.
B nosiBvBLLEMCS OKHE M3MEHUTE HeOOXOauMble MapaMeTpbl aHanorMdHo pabote ¢ HOBOW

HoTudvkaumen (puc. Obuye napameTpbl HoTudvkaumm ’®, YcroBus cpabaTtbliBanus oT-

174 176
)-

npaBku HoTUdMKaumm —, Bei6op nonyyaTenen HoTudrkaumm

Haxmute Ha kHonky OK, 4ToBbl NOATBEPAUTL M3MEHEHMS.

OTknoYeHUe u yaaneHne Hotudmkauum
Ecrm Heo6xoayMo OTKMOYMTL MosydeHre HoTudukaumm 6e3 ee yaaneHust 3 cnucka, Bbl3o-
BUTE OKHO pPefaKTUpPOBaHMs CBOWMCTB, cOpocbTe (oriaxkok AKTUBMpoOBaTh Ha Bkraake O6-

Wwme 1 HaxmuTe Ha kHonky OK (puc. ObLwe napameTpbl HoTudMkaLumm 7).

[na yganeHua Hotudvkaumm Bbibepute ee, HaxXMmUTe Ha KHOMKy Yaanutb (puc. Bknagka

171

«YnpaBneHve HoTudrKauusaMm» ) U NoATBepauTe yaarneH1e B AMaroroBOM OKHe.

4.11 CHMMKM KOHdUrypaumm

Bkrnagka CHUMKM KOHUrypaumm npegHasHadeHa ana co3gaHusi CHUMKOB KOHdpurypaumm nobo-
ro MOAKIMOYEHHOrO KIMEHTCKOro xocta. CHUMOK KOHurypaumm — a1o npourb KoMnbioTepa C
YCTaHOBIEHHBbIM KIMeHTCKMM npurioxeHnem SoftControl SysWatch. SoftControl Admin Console

TaKXe Nno3sosiieT CpaBHUTbL CHAMOK C TEKYLLMM COCTOAHNEM Bbl6paHHbIX KIMMEHTCKUX XOCTOB.

- (W]

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pykosodcmeo adMuHUcmpamopa

Llenmpanu3oeaHHoe yrpasneHue CUB|

' SoftControl Admin Console

e & | & sgia ) QN[5 0% B @l
ZZEE Crnmcn xordurypauyn -
EalE

Kommerrapuii Toros

[} Snapshot 1 na DESKTOP-63KNC18 & SCREATIO... 3

3apaun cHIMKoE:

Bce | Baxpennennsie

@

VIMA cHumMKa Vima knueHTa CocrosHwe Bpems Hauana Bpema okoH4aHWA

PucyHok 159. Bknagka «CHUMKM KOHdUrypaumm»

i KHonka CHUMKM KOHdUrypaumm JOoCTyrHa ToNMbKo AN Mofb3oBaTerneid, Y KOTopbIX ecTb
BCE NepeuncrieHHble Hwke paspelueHus: MpocmMaTpuBaTh KINMEHTOB, NOAKIMIOYEHHbIX
K cepBepy, Co3aaBaTh HOBbIe 3afa4u Ans KnueHToB, NMpocMaTpuBaTthb cyuecTBy-

owue nogpasgeneHusn.

Bkragka CoCTOUT 13 ABYX pa3aerios:

= CHUMKM %

= 334341 CHUMKOB .

4.11.1 CHUMKuK

OcHoBHble onepaumm co cHUMKamu B pasgerie CHUMKM OCYLLECTBIAIOTCS C NMOMOLBIO rpadude-

CKWX KHOMOK BKMaaKu, NpeaHa3HaYeHne KoTopblx npueeaeHo B Tabn. 33.

Ta6nuua 33. AnemMeHThI ynpaBneHusa pasaena « CHUMKU»

I;II;:;I Hobasnb Co3zaaHve HOBOro CHUMKa KOHGMIy paumu.
E Yaanuts YpaneHve BbIGPAaHHOrO CHUMKA.
% CpaBHuTb CpaBHeHWe CO34aHHOro CHUMKa € Npodmnem KIIMEHTCKOro XocTa.
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MepeyeHb nonen pasgena npuseneH B 1abn. 34.

Ta6nuua 34. Monsa pasgena «CHUMKU»

s HanmeHoBaHue 3agaun.
. TeKkCcTOBbI KOMMEHTapUI. 10 YMONYaHMo yKasbiBaeTCs UMS KIIMEHTCKOrO XOCTa U BPEMS CO-
KommeHTapui
34aHUSA CHUMKa.
Foros MHavkaTop 3aBeplueHnst 3agayn. B gaHHOM none BbiCTaBnAETCS ranodka Ans CHUMKOB Nocre

nony4yeHuna otBeTa OT KITMEHTCKOro XocTa.

OcCHOBHble OeNCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

Co3pgaHue CHMMKa

YT1obbl co3gaTb CHUMOK KOH(Urypaumm, HaxXMmnTe Ha kHorky <+ (lo6aBuTb) (puc. Bknagka

177

« CHUMKM KOHdUrypauum» ). B nosBUBLLEMCS OKHE YKaXWUTE UMSI CHUMKA M KOMMEHTapWi,

Bbl6epI/ITe KIIMEHTCKWUA XOCT, C KOTOpOro Tpe6yeTc;| caenatb CHAMOK, U HAXMUTE Ha KHOTMKY

179

Co3patb (puc. CosgaHve_cHumka ). [locrne aToro reHepupyeTcda 3adada no co3gaHuio

1

cHUMKa, 1 B Tabmmue ™' B pasaene 3a4aun CHMMKOB MOSIBMIETCS COOTBETCTBYIOLLAS 3a-

NNCb.

Mma cHtmka:

[CHHMCIIC_]. ]

KommenTapuii:

[ 13 SCLIENT_NAME s SCREATION_TIME ]

Bribepute kKaueHTa

¥ SysWatch
¥ [lo ymonuaHuo
WIN-MGZLKINUPAL

WIN-MGZLEKINUPAL

WIN-UEGS3NATDPC

*  ProductionPazz

fobasnrs | | Ommera

PucyHok 160. CozpaHne cCHUMKa

B KoMMeHTapum nMo ymMoIMaHuio MCMOMb3YyHTCA CreAylolme Makpochl: $CLIENT_NAME W
$CREATION_TIME. lNpuv co3aaHum 3agayn OHM aBTOMATUYECKN 3aMEHSIIOTCA Ha UMS KIMEHT-
CKOro XOCTa M BpeMsi Co34aHus 3aa4m COOTBETCTBEHHO.

[lo Toro kak 6ygeT nosydeH OTBET OT KIMEHTCKOro XOCTa, CTaTyc 3agayv B Tabrmue B pas-

nene 3agaum cHUMKOB (cM. Hke) "' nomevaeTcs kak Started. Mocrie nonydennst oTeeTa
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CHUMOK NomeyaeTcsi kak FoOToB (B COOTBETCTBYIOLEM CTOMBLE Tabmmupl ' BbICTaBSIETCS
ranoyka), a 3agada o roslydYeHno CHUMKa CTaHOBUTCS 3aBepLUeHHoW (B Tabrmue craTyc

3agaum cmeHsieTcs Ha Finished).

CpaBHeHMe CHUMKOB KOHUrypaumm
UTo6bl CpaBHUTL CHUMOK KOH(PUrypaummn ¢ TEKyLLIM COCTOSIHMEM BbIOPAHHOIO KIIMEHTCKOro
XOCTa, BblbepuUTe CHUMOK M HaxXmuTe Ha KHonky & (CpaBHUTL) (puc. Bknagka_« CHUMKK

KoHdurypaLmmy ). B nosIBUBLLEMCS OKHE BbIGEpUTE KIMEHTCKUIA XOCT (UM HECKOMBKO XO-
180)

CTOB) N HA>XMUTE Ha KHOMKY CospaTb (pI/IC. Bbi6Op KIMEHTCKMX XOCTOB A1 CPaBHEHUS

Ecrm gna CpaBHeHuA Bbl6paHO HECKOJIbKO KITMEHTCKUX XOCTOB, AOJ1A KaXXAaoro n3 HMxX co3ga-

eTCA oTAeNibHaA 3agadva CpaBHEHUA.

F Co3gaHue 33A34M CpaBHEHHA

Bribepure kineHTOS

v [ SysWatch
A [:I Mo yMonuaruo
[ WIN-MG2LEINUPAL
] WIN-MG2LKINUP4L
WIN-UEG53NATDPC
» [:I ProductionPass

fobaeurs | [ Ormena

PucyHok 161. BbIGOp KNMMEHTCKUX XOCTOB AnA
cpaBHeHuA

® [1na cpaBHEHWst MOXHO MCMONb30BaTh TOMBKO CHUMKM CO cTaTycoM MoToB.

YpaneHne cHMMKa

[nsa yoanenns cHumka Bbibepute ero, Haxmute Ha kHonky @ (Ypanutb) (puc. Bknagka

177

«CHUMKM KOHdMrypauum» ") n noaTBepavte yaarneHue B AvanoroBoM OKHe.

i Yaanmtb MOXHO TOSTbKO T€ CHUMKMW, C KOTOPbIMAN HE CBA3aHa HM OQHA 3agada. Ecrm
Orna 0aHHOro CHMMKa MMEeKTCA CBA3aHHbIe C HMM 3aaYl, TO A4 ero yaarneHud Heob-

XOOMMO CHavara yoanuTb 3Ty 3adaun.
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4.11.2 3apgayv CHUMKOB

Pasnen 3agaymM CHUMKOB COOEPXKUT CMMCOK 3a[1ad, BbIMOSNHAEMbIX Ha Bknagake CHUMKU KOHGum-

rypauvmn (cos,u,aHme CHUMKOB U UX CpaBHeHI/Ie), N COCTOUT 13 OABYX BKIIaOK: Bce u 3aerI1.l16H-

Hble.

OcCHOBHblE onepauum ¢ 3aadaMu OCYLLECTBIISIOTCS C MOMOLLIO rpadou4eckmnx KHOMOK BKIAOKW,

npeagHa3Ha4vyeHmne KoTopbiX npuBeaeHo B Tabn. 35.

Taobnuua 35. AnemeHTbI ynpaBreHus pasgena «3agavm CHUMKOB», BKNagka «Bce»

IEI Ypannt YpaneHvne BbIOPaHHOrO CHUMKaA.

Mokasats pesynbTa- ([pocMOTPETL pe3yribTaTbl CPABHEHUSI CHUMKA KOHAMrypauum v npodmns KrmMeHT-
bl CKoro xocrta.

MepeyeHb nonen BKNagku npveeneH B Tabn. 36.

Taobnuua 36. MNons ias.qena «3agaum CHUMKOB», BKnagka «Bce»

Tvn Tun 3agayn: CozgaHue cHMMKa nn CpaBHeHMEe CHUMKOB.
Ums cHumKa HaumeHoBaHWe 3agayu, 3agaHHoe B pasgernie CHUMKM.

Nwmsa knneHTa HanmeHoBaHMe KNMeHTCKOro xocTa.

CocTtosiHne CocTtosiHue 3agaun: Started, Finished

Bpems Hauana Bpems Hauyana 3agaum

Bpems okoH4aHus Bpems okoH4aHua 3agaym

[ns 3akpenneHus Tpebyemon 3agaym Boibepute ee B Tabnmue v LWENKHUTE NEBOW KHOMKOW MbiLLA
rno riesow (MycTon) auenke Tabrmubl. Mocne 3Toro B AaHHOM suelike NOABIAETCA MKOHKa 42, 3apa-
Yya CTaHOBUTCS 3aKpenneHHOW n nosiBrideTcs B Tabnmue Ha Bkragke 3akpenseHHble (puc. 3a-

KpenneHHble 3agaumn ). 3agaun, KoTopbie He Bbimm 3akpenneHs!, yaanaoTces yepes 180 gHei no-

CIe nx 3aBepLueHuA.
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¥ SoftControl Admin Console

Qalin Bug Ownetps  MHcrpyments: O nporpamme

Crumxn koHGUrypaLmm

g g% | Fog)ja  AOQLS[@ 1 o0 B @l

CHumk:

w4

Kommerrapuii
»

Snapshot 2 Ha DESKTOPR-63KNC18 5 2/2/2021...

3apaun cHIMKoE:

3akpenneHHsle

@

S Cospanre cHemka  Snapshot 1

Wwa chumka Wma knneHta
DESKTOP-63KNC18

kA Cozaanue cHeMka | Snapshot 2 DESKTOP-63KNC18

CocroaHne

[

Bpems okoHuaHuA
Finished 02022021 11:48:31
Finished 02022021 11:51:35

02.02.2021 11:48:58 E
02.02.2021 11:52:01

PucyHok 162. 3akpenneHHble 3aaa4un

YUto6bl NPOCMOTPETL pe3yrnbTaTbl CPABHEHWNS CHUMKA C TEKYLLEN KOHUrypaumemn KImeHTCKoro Xo-

cTa, Bblbepute Tpebyemyto 3agady CpaBHEHUSI U HAaXMUTE Ha KHOMKy * (Moka3aTb pe3ynbTa-

Tbl). OTKpbIBLLAACA BKragka Pe3ynbTaTbl cpaBHeHUA cogepxut Asa nons: NMponaswuve 3anu-

cu nMosiBuBWMecH 3annucu (puc. PesynbTaTbl CpaBHEHNS CHUMKOB

182
)-

I'IpM HeobxoaMmMocTH XOW-CYMMbI MOXHO KOMUpOBaTb, Bbl3biIBAA KOHTEKCTHOE MEHIO HaXXaTunem

npaBoOW KHOMKM MbI L.
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}' SoftControl Admin Console

20.05.2020, 15:47:58 | 20.05.2020, 15:48:52 ‘

116144 20.05.2020 A\DEVICE\HARDDISKVOLUMEI\USERSVADMINAAPPDATANLOCAINTEMP
1C4CE63A190E9B57IAFASE316F6.., | MSI3403.TMP 20,05.2020 15:48:48 SDEVICE\HARDDISKVOLUMELNWINDOWSNMNSTALLER
07B&3FE6128058904263A08DCY... | EVENTSVC.DLL 20.05.2020 15:48:51 ADEVICE\HARDDISKVOLUMELPROGRAM FILES (X88)\SAFENSOFT\DLP
2FCE5C5E486CTERG319ADETCED3...  HTTPFILTERG4.DLL 20.05.2020 15:48:51 SDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XE6)\SAFENSOFT\DLP
ACDS5C8D5B39ET15E9ATEICCCIF... | HTTPFILTER32.DLL 20.05.2020 15:48:51 ADEVICE\HARDDISKVOLUMELPROGRAM FILES (X88)\SAFENSOFT\DLP
EB07530CCDBAAAEIECBB49073E... INSTLSPE4.EXE 20.05.2020 15:48:51 SDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XE6)\SAFENSOFT\DLP
1E4E80E37466E60BB2FF60F4733CE... | INSTLSP3Z.EXE 20.05.2020 15:48:51 “DEVICE\HARDDISKVOLUMELPROGRAM FILES (X&88)\SAFENSOFT\DLP

PucyHok 163. Pe3ynbTaTbl cpaBHEHUA CHUMKOB
[ns npocmoTpa M3MeHeHUn 3a onpeaerneHHbIn nepyos BpeMeHn Bblibepute Tpebyemble AaThl B

none ®unbTp. Bbl Takke MoXeTe ykasaTb B (PUNbTPE YaCTb UMEHM baira v NyTu K Hemy.

BHM3y KaXkgoro us pasaernoB eCcTb rMnepcceblyika AKCNOpPTUpoBaTh BbIOOPKY B dann. Haxmure

Ha Hee, 4Tobbl co3gaTb dann XML ¢ BbIOpaHHbIMM 3anUCAMM.
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5. ObHoBneHne komnoHeHTOB CUB

SoftControl Service Center npegoctaBnsaeT BO3MOXHOCTb LIEHTParM3oBaHHOro OOHOBIEHMS BCEX
KOMMOHEHTOB CUCTEMbI C cepBepa OOHOBIEH. 3TO MOXeT BbiTb mbo cepep SoftControl, mmbo
cepBep, pa3BepHyTbI Ha NpeanpuaTvn. Bkrnagka O6GHOBNEHUsA NO3BOSIET NPOU3BECTU HACTPOK-

Ky M MPOCMOTPETL UcToputo obHoBreHUn (puc. Bknagka « O6HOBNEHNA» ANt NPOrpaMmMHbIX MOAY-

neii'®, Bknagka « OGHOBREHWS» 418 aHTUBMPYCHbIX 6a3 ).

B BerHeI7I 4YacCTn BKIMagkKu npeacrtaBrfieHO OBE€ KaTeropmm HacCTpoeKk ArA OOHOBIEHMA COOTBET-

CTBYHOLLX KOMIMOHEHTOB!:

= [porpamMmHbie Mogyrm '2*;

= AHTVBUDYCHblE 6asbl .

B HWwKHEN YacTu BKMagKu npeacrtaBlieHa UCTOPUA 06HOBIEHMA, cogepxauwiaa Cnmcok BblIMNoJHAE-

MbIX onepauun. lNepeyeHb nonen cnicka npueseaeH B Tabn. 37.

Tao6nuua 37. MNons cnucka MCTOiMM OOHOBNEeHUN

MocnegHasa nposepka  [[data n Bpemsa nocnegHer NpoBepKN Hanmynsa o6HOBMEHUI.

MocnepHee obHoBNeHWe [lata n Bpemsi NocreaHen yCcTaHOBKM OOHOBIIEHWIA.

KomnoHeHT HasBaHne obHOBNAEMOro KOMMNoOHEeHTa.

CocTosiHMe 0OHOBMNEHUS:
e OGHOBNEeHne He TpebyeTcs;
e [locTtynHO OOHOBIEHuUE;
e OGHOBNEHUE 3arpyxeHo;
e O6GHOBNEHWEe YCTaHOBNEHO;
e Owmnbka OGHOBNEHUSA.

Cratyc obHoBneHus

Paamep obHoBneHMA Paamep obHoBneHus B GanTax.
AkTyanbHas Bepcusi TekyLas Bepcusl yCTAHOBMEHHOTO KOMIMOHEHTA.
Hosas Bepcusi Bepcusi komnoHeHTa, OCTyNHas K OGHOBMEHUIO.
Oetanun [ononHutensHas nHdgopMaLums.

5.1 HacTpouka oGHOBIEeHUA NpOorpamMMHbIX Moaynewn

[aHHas kaTeropusi HAaCTPOEK No3BOSeT HacTpansaTb W yNpaBraTe OBHOBIIEHMEM NPOrpamMMHbIX
moayrnen komnoHeHToB SoftControl Service Center, a Takke ckauvBaHuem OOHOBREHWA Mpo-
rPaMMHbIX Mogyren KnmeHTckux komnoHeHtoB SoftControl SysWatch, SoftControl DLP Client n

SoftControl SysCmd ¢ BHeLwHuX (MIHTepHET) cepBepos.

- (]
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Mporpamssie Mogyna H Ava |

O6HosreHue komroHeHmos CUBE

F SoftControl Admin Console

®aiin  Bug Ownetpe  MuctpymenTsl O nporpamme

) >

{ Peskum onosnesun | (" My oBrosnenuii | (| Crayc obuosnenna | ( Boctynusie obnosnenus |

O Buxnioseno URL obosnenus: Mocnearnn nposepxa: 01.02.2021 16:43:50 Bepcun obroBnenna: OfHosnenue He Tpebyerca

@ Tonexo npoeepka
[ hitp://updates.safensoft.com/! ScﬂControlfA\WRU} Pesynutar nocnepnero ofnosnenms:  OBHosnenwe ne Tpebyetca Pazmep obnoenerna: OBHosneHne He Tpebyerca

O Asromatuueckoe oBHosnekme

Manka ANA coxpaHenra 0BHOBACHUI: Aerana: Mposepr s obHoBNEH!S

MrTepsan nposepki oBHosAEHMi Mk

Updates\Modules\
208 (ue

Nocnegree ycnewrce obrosnenmne: 28.01.2021 12:24:11

Axryanuhas sepcus cepsepa: 6.0.58.0
e e s

Asnpec: |

)
1
Mopr: o ] U

Axryanshas sepcna koncomn: 6.0.58.0

Wma nonesosatens:

Mapons:

WcTopua obHoBAeHWIA
lMepeTaHuTE CI04a MLILIKOH 3aro0B0K KOAOHKH AAA rPYNMHPOBKA A3HHGIX N0 HelH
v
a ] »
Wma nonbsosatens: admin Ponu: CUcTEMHBINA 3AMWHUCTPETOP, AMUHKCTPATOPE | | ‘

PucyHok 164. Bknagka «O6HoBReHUs» AnsA nporpamMMHbIX MoAaynen

HacTtponka pexnma o6HOBRneHusA
B cekumm Pexxmum o6HOBNEeHUA BO3MOXEH BbIOOP TpeX pexvmoB paboTbl:

o BblIKno4eHo:
O6GHoBnEHME B aBTOMATUYECKOM PEXUME OTKIIHOUEHO.

o TonbKo npoBepkKa:
SoftControl Service Center aBTomaTnyecku NnpoBepseT Harmmye 0GHOBIIEHUIA HA BHELLF
HUX cepBepax C NepPUOANYHOCTBIO, YKa3aHHOM B cyeTymke MHTepBan npoBepKku o6-
HOBJEHUN (MUH.), HO HE 3arpyaeT N He YCTaHaBIMBaET UX.

o ABTOMaTMyeckoe o6HOBIEHMUeE:
SoftControl Service Center aBTomaTtniecku nposepsieT Hammune 0H6HOBIEHWA HA BHELL-
HUX cepBepax C NepUOaNYHOCTbBIO, YKa3aHHOM B cyeTymke MHTepBan npoBepKu o6-
HOBMEHUN (MMUH.) N B Crydyae HaxoxaeHuss 6ornee HOBbIX BEPCUMA, YEM YCTaHOBIIEH-
Hbl€, MPOVCXOAMNT CKauMBaHUE NakeToB OOHOBIiEHUIA Ha cepBep. Ecrm HangeHa HoBas
Bepcua SoftControl Service Center, N0 OKOHYaHWM 3arpy3kn YCTAHOBOYHbIX MAKETOB
npovcxoauT aBToMaTudeckoe o6HoBrieHne kKommnoHeHtoB SoftControl Server un

SoftControl Admin Console B ¢oOHOBOM pexvMe Ha cepsepe.

- (]
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L J |_|pI/1 OTCYTCTBUM OOCTYyNa B MHTepHeT mnnm B Criydae BO3HMKHOBEHWA r|po6r|eM B npo-

Llecce aBToOMaTM4ECKOro 0O6HOBEHUS, BO3MOXHO obHoBeHue SoftControl Service

Center B pyuHoMm pexuive ' npu HamMuMmM yCTaHOBOYHOTO naketa Tpebyemoii Bep-

Ccun.

OBHOBIEHME KIMEHTCKMX_ KOMIOHEHTOB 22 OCYLLECTBIIIETCH C CO34aHHOrO NOKanbHOro

«3epkana».

HacTtpowka nyten o6HOBNEHUA N NnapamMeTpPoOB NPOKcU-cepBepa
B cekuum NMyTn o6HOBRNEHUA 3a4al0TCA creayloupe napaMmeTpbl:

* URL obHoOBReHus:
Cchbifka Ha BHelHWn cepBep, no kotopon SoftControl Service Center npoBepseT Ha-
nyve obHoBreHnn. B nyTn HeobxoamMo ykasaTb HOMepP TeKyLLEN NLIEH3N:
http://updates.safensoft.com/<Homep_nuuyeHsun>/SoftControl/av/ru
[MpumeyaHve. Homep nmueH3um HeobxoauMo ykasaTb BPYYHYHO.

* [lanka gnAa coxpaHeHUss OOHOBNEHUMN:
MyTb coxpaHeHns nakeToB OOHOBMEHNS C BHELLHNX CEPBEPOB OTHOCUTENbHO AMPEKTO-
pun C:\ProgramData\SoftControl. Ykaxure crieQytoLyto narnky:
Updates\Modules\

YcTtaHoBuTE (priaxkok Ucnonb3oBaTb NPOKCU-CepBep, €CrM COeUHEHVE C BHELLHUMMU
cepBepamu TpebyeTcsa OCyLECTBIISATL Yepes Npokcu-cepeep. B atom crnyvae 3agaunte ero
napameTpbi:
= Aapec:
IP-agpec wm nms xocta Npokcu-cepeepa.
* [lopT:
Homep nopTta Ana cBA3n ¢ NPOKCU-CEPBEPOM (ECIM HE yKasaH — UCMoSb3yeTcsl NopT
80 no ymo4aHmio).
* Umsa nonb3oBaTtens:
Mma nonb3oBaTenda s ayTeHTugukaLmm Ha npokcu-cepeepe.
* Maponb:

Mapornb onsa ayteHTUdUKaLmmM Ha NpoKcu-cepeepe.

ESSS——————————————————————
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i MoppepxuBaetca 6asoBbiv (Basic) Tun aBTopusaummn. Ecrm ayteHTUmKaums Ha
npokcu-cepeepe He TpebyeTcs, To nonda Uma nonb3oBatens u NMaponb crieayeT

OCTaBJIATb NYCTbIMU.

MpoBepka n 06HOBNEHME NOo 3anpocy
B cekummn [locTynHble 0GHOBMEHNUA BO3MOXHO BbIMOSHEHME Onepaumin o 3anpocy ¢ no-
MOLLBHO CrieaytoLLMX KHOMOK:
* [lpoBepnUTbL OOHOBNEHMUS:
lMpoBepka HanmMumMa 0BHOBEHMA MPOrpamMMHbIX Moayrnen. B criyvae obHapyxeHus 06-
HOBIeHW oTobpaxaeTca Bepcusi ooHoBneHus n Pasmep o6HoBneHus (B 6anrax).
» YctaHOBUTbL OOHOBReHua (onsa cnyyas, korga SoftControl Server n SoftControl
Admin Console ycTaHOBreHbl HA OQHOM KOMMbIOTEPE):
lMpoBepka n, B criydae obHapyXeHUsi, CKaumBaHne nakeToB OOHOBIIEHWU C BHELLHWUX
cepBepoB, ycTaHoBka o6HoBneHnn SoftControl Server n SoftControl Admin Console.
» ObHOBUTbL cepBep (ana cnyyasa, korga SoftControl Server n SoftControl Admin
Console yctaHOBMEHbI HA pa3HbIX KOMMbOTEPAX):
lMpoBepka n, B criydae obHapyXeHUs, CKaumBaHne nakeToB OOHOBIIEHWUN C BHELLHWUX
cepBepoB, ycTaHOBKa 06HOBEHUN cepBepHOro komnoHeHTa (SoftControl Server).
= OGHOBUTb KOHconb (onsa cnydas, korga SoftControl Server n SoftControl Admin
Console ycTaHOBEHbI HA pa3HbIX KOMMbIOTEPAX):
lMpoBepka n, B criydae obHapyXeHUsi, ycTaHOBKa OOHOBIEHUMA KOHCOMM ynpaBrieHus
(SoftControl Admin Console).

i Mocrne o6HoOBreHWst nporpaMmHbiX Moayren Hactpovku SoftControl Server un
SoftControl Admin Console, a Takke nonb3oBaTesnbckne puibTpbl SoftControl
Admin Console coxpanstoTca. HakonneHHbie cobbits B SoftControl Admin

Console xpaHaTca B b1, noaTomy npn 0OGHOBNEHUM HE 3aTparmBatoTCS.

B cekuum Ctatyc o6HOBRNEHUsA JOCTyNHa MHAOpMaLMS MO TEKYLLEN BEPCUMN U NOCTeAHM NpoBe-

AEHHBbIM onepauysiM NPOBEPKUN N YCTaHOBKN OBHOBIIEHUIA.

[ns npuMeHeHnAa N3MEeHEHHbIX YCTaAHOBOK HaXXMUTE Ha KHOTKY COXpaHVITb.

- (]
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5.2 HacTtpownka oGHOBNEeHUA aHTUBUPYCHLbIX 6a3

[aHHasa kaTeropus HaCTpPOEK MO3BOSIIET HACTPanBaThb M YNPaBisiTb CKaYMBaHWEM aHTMBUPYCHbIX
6a3 kmmeHTckoro komnoHeHta SoftControl SysWatch ¢ BHewHux (MHTepHeT) cepBepoB

(pvic. Bknagka « OBHOBIIEHUS» AN aHTUBMPYCHbIX 6a3 '°%).

#~ SoftControl Admin Console

Daiin Bua Ownetps  Mncrpymerms O nporpamme
: aE oy | OB | @00 0% B @l
” ¢ e % o L»..g-.L? % 1Y | | ¥ L H ¥
-
I N
‘ MporpaMMHBIE MOLYAK H Ava | N
| Pexum obHoENEHMA | | Mymw oBHosaeHuid | | Cratyc obHoBneHmMA | {_ [foctynHole oBHOBAEHAR |
O Bunovero URL ofHoENEHAR: Mocneanas nposepka:  02.02.2021 11:20:37 Bepcun obHoensHus: Het nHbopmaummn
O Tomwo nposepea [httpi/rupdates.safensoft.com/ava/ ]
+//updates.safensoft.co : :
@ Asromamrcckos obrosnese pif/up PesyneTat nocneanerc obHosaenms:  OBHOBREHWE yCTaHOBAEHD Pasmep obrosnenns:  Het nibopumatn
" . ) Manka an8 coxpareHis oBHoBAeHHI: A MposepuTs obHosnenys |
I e e (e [Updatesava | Mocneariee yenewnoe obrosnerve: 02.02.2021 11:2037
60 [ B
— AKTYankHas BEPCHA aHTUBMPYCHEIX Ba3:  HeT uHdopmaumum
[[] Vicnonssosats npoken-cepsep
Agpec: [ |
Nopr: 0
Wma nonbsosatens: 3
Napons:

Wcropua oBHoeaeHuii

TMepeTaKyTE CHOAa MBILIXOH 33rON0E0K KONOHKA A% MPYNMAPOEKIA AaHHEIX N0 HEl

ma noabsosatena: admin Ponu: CucTemHbIi aaMAHKCTPATOP, AIMUHUCTPATOpbI ‘ H
PucyHok 165. Bknagka «O6HoBReHUs» Ans aHTUBMPYCHbIX 6a3

HacTtpownka pexxuma o6HOBNEHUA
B cekuum Pexxnm o6HOBNEeHUsA BO3MOXEH BbIGOp TpeX pexxumoB paboThi:

o BbikntoyeHo:
OGHOBEHME B aBTOMATUYECKOM PEXMME OTKIIIOYEHO.

o TonbKo npoBepkKa:
SoftControl Service Center aBTomMaTnyecku NnpoBepseT Harmde 0OHOBIIEHUIA HA BHELLF
HUX cepBepax C NepUoaNYHOCTLIO, YKa3aHHOM B cveTymke MHTepBan npoBepKu o6-
HOBMEHUN (MUH.), HO HE 3arpyxaerT uX.

o ABTOMaTnyeckoe o6HOBIEHMUE:
SoftControl Service Center aBTomMaTnyecku nposepsaeT Harmde 0BHOBIIEHUIA HA BHELL-
HUX cepBepax C NepuoaNYHOCTbIO, YKa3aHHOM B cveTymke MHTepBan npoBepKu o6-
HOBNMEHUN (MUH.) N B Crydyae HaxoxaeHuss 6oree HOBbIX BEPCUM, YEM YCTaHOBIIEH-
Hble, MPOUCXOOUT CKayMBaHWe obHoBreHun 6a3 Ha cepBep. OBHOBMEHNE aHTMBUPYC-

HbIX 6a3 ocylecTBAeTCA B pamkax 06HOBIIEHUSI KIMEHTCKOro komnoHeHTa_SoftControl
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1
SysWatch ' ¢ cosgaHHOro nokanbHoro «3epkaran.

HacTpoika nyten oOHOBNeHUs U napamMeTpPOB NPOKCU-cepBepa
B cekuum NMyTn 06HOBNEHMA 3a4al0TCA crieaylouye napaMmeTpbl:
* URL obHOBnREeHus:
Ccbifka Ha BHelLHU cepBep, no koTopoun SoftControl Service Center nposepsieT Ha-

myme obHoBneHUN. CCbIfKM NS pasHblX aHTUBUPYCHbIX ©6a3 onmcaHbl B Tabrmue 38.

Tabnuua 38. Agpeca o6HOBNEeHUN aHTUBUPYCHBLIX 6a3
 Hamame | Amec | Manka ann coxpanen |

} <uo-
AHTVBUMpYCHble 6asbl AV4 http://updates. safensoft.com/<Ho Updates\AV4
Mep_nmueH3un>/avd/
. e~
e ey http://updates.safensoft.com/<Ho Updates\AV5
Mep_nMueH3nmn>/avs/

[MpumeyaHve. Homep nmueHsum HeobxoauMo ykasaTb BPYYHYHO.

* [lanka gnAa coxpaHeHUss OOHOBNEHUMN:
MyTb coxpaHeHns nakeToB OOHOBMEHNA C BHELLHNX CEPBEPOB OTHOCUTENbHO AMPEKTO-
pum C: \ProgramData\SoftControl. [ankun ona pasHbix aHTUBUPYCHbLIX 6a3 onucaHb!
B Tabn. 38.

YctaHoBute doriaxxok Ucnonb3oBaTb MPOKCU-CepBep, eCcrim coeanHeHe C BHELLHUMU
cepBepamu TpebyeTcsa OCyLLECTBIIATL Yepes3 NpoKcu-cepeep. B aTom crnyvae 3agante ero
napameTpsil:
» Agpec:
IP-agpec unm nma xocta npokcu-cepeepa.
* Mopr:
Homep nopTta ana cBA3nM ¢ NpOKCU-cepBepoM (eCriM He yKasaH — UCMosSb3yeTcs nopT
80 no ymo4aHuio).
* Ama nonb3oBarens:
Mms nonb3oBartens 4ns ayTeHTuduKaLmMm Ha NpoKcu-cepeepe.
* Maponb:

Maponb ans ayteHTUdMKaLMmM Ha NPOKCKU-cepBepe.

i MoponepxuBaetcs 6asoBbin (Basic) Tun aBTopusaumm. Ecrm ayteHTudmkauma Ha
npokcu-cepeepe He TpebyeTcs, To nona Uma nonb3oBatens u NMaponb criegyeT

OCTaBJIATb NMYCTbIMU.

- (]
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NMpoBepka u 06HOBMEHME NO 3anpocy
B cekummn [locTynHble OGHOBNEHNA BO3MOXHO BbIMOSHEHME Onepaumin No 3anpocy ¢ no-
MOLLB IO CreaytoLLmMX KHOMOK:
* [I[poBepnUTbL OOHOBNEHMUS:
[MpoBepka Hamm4ma 0BHOBIIEHUIA aHTUBMPYCHbIX 6a3. B criyvae obHapyxeHus obHoBe-
HUA oToBpaxaeTcs Bepcus obHoBneHus n Pasmep o6HoBneHus (B 6antax).
* YCTaHOBUTb OOHOBJEHUS:
lMpoBepka 1, B criydae obHapyXeHus, ckauMBaHue aHTUBMPYCHbIX a3 C BHELLHUX cep-

BEPOB.

B cekuvm CtaTtyc 06HOBREHUs JOCTYNHA MHpopMaLms No TekyLuei BepCcum 1 NocreaH M npose-

AEHHBbIM onepauysiM NPOBEPKU N YCTaHOBKN OBHOBIIEHUIA.

[ns npuMeHeHnAa N3MEHEHHbIX YCTaAHOBOK HaXXMUTE Ha KHOTKY COXpaHVITb.

5.3 OoHoBneHue SoftControl Server u SoftControl Admin Console B
PY4YHOM pexume

1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi BEpPCUN, HA KOTOPYD Heo6xoaMmo npous-
BECTN OGHOBIIEHME.
2) B okHe YcTtaHoBkKa SoftControl Service Center HaxxvuTe Ha kHorky [lanee (pwvc. 3anyck npo-

rpammbl 06HoBeHMs '),

‘_'@ Yeranoeka SoftControl Service Center EI = @

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep yoTaHoBKM 0BHoBWT SoftContral Service Center Ha
KoMnbtoTepe, HawmuTe kHonky “Janee”, ytobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan [ Oanee ] [ OTmeHa ]

PucyHok 166. 3anyck nporpamMmMbl 06GHOBIEeHUsI

-— (]
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3) B cryyae BalLero cornacusi, oTMeTbTe onuuio 51 MPUHMMAaK YCNOBUS JIMLLEH3UOHHOIO CO-

FNaleHmns 1 HaxMuTe Ha kHorky [lanee (puc. JluueHsvoHHoe corratuermre ).

ﬁ ¥etanoeka SoftControl Service Center — X

JIMLEeHZnoHHDE Cornallenne

. SoftControl
BHMMaTENEHD MPOYUTANTE CRedyHWEE NULEHZMOHHOE COrNalleHne

JIMUEH3MOHHOE COMNALLEHME
1. MpegmeTt cornaweHuWa

HacToAwee [WUEHSMOHHOE COrMaWeHWe (fanee CornaweHwe) ABASETCA
HOPWOMYECHMM  OOKYMEHTCOM, 3arntodaemeim mesgy 000 «NPOTEKLWEH
TEXHONOO#M» (ganee - Mpasccbnagatent) u Bamu, SHIHMYECHMM WK
FPWAWYECHMM JWUoM (ganee - MNoens30BaTens), NPEECMERHD BASASHOLMM
3KIEMMNAAPOM NPOrpammHore npogykta rpynnel "SoftControl" (ganee -
MporpammHeil NpogysT).

YCTEHIBNMEEA, HOMMPYRA, 3arpy#ad  Win  MHem  obpasom  ucnonssya v

A NPUHAMEID YCNOBMA MMUEHIWOHHOMO COMNALLEHIMA

MeyaTe Hazaa Hanee OTHEHS

PucyHok 167. JlnueH3MOHHOE cornaiueHue

4) HaxmuTe Ha kHorky OBHOBUTB (pyc. TOTOBHOCTb K OGHOBREHWO ™).

‘_'@ Yeranoeka SoftControl Service Center EI = @

Bce roToBo K ycraHoBke SoftControl Service Center SofcControl

HaMUTE KHONKY “YCTaHOBUTE ", YT0ORI HAUETE YCTEHOBKY. HamMUTE KHONKY "Hazaa ",
yTofibl MPOSEPHTE MM MIMEHWTE NEPEMETPEI YCTAHOBKK, HEKMUTE KHOMKY "OTMeHa",
yTobel BEIATI M3 MACTEPA.

[ Hazan ][ '5'YC|'EHOBMTI:| ] [ OTMEHA ]

PucyHok 168. FloToBHOCTb kK OGHOBMNEHUIO

5) doxautecb OKOHYaHUs npoLlecca obHoBneHus (puc. [Npouecc o6HoBEHMS 191).

- (]
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‘ﬁ Yeranoska SoftControl Service Center .l S=h __

Hnetr obHosnenne SoftControl Service Center SofcControl

MopowamnTe, Noka MacTep yoTaHoekw obHoengeT SoftControl Service Center.

CocToaHKE:

PucyHok 169. Mpouecc o6HoBNeHUA

6) Mocne nosBneHnsa coobweHns YcmaHoska SoftControl Service Center 3agepweHa Haxmute

Ha kHonky MoToBo (puc. 3aBeplueHre o6HoBneHus %),

ﬁ Ycranoeka SoftControl Service Center EI =] IEI

Yeradoeka SoftConfrol Service Center
3aBeplueHa

HaokmuTe kHonky “ToToBo", UTobkl BEIATH U3 MacTepa
YETEHOBKM,

Hazan MoToBO OTMEHS

PucyHok 170. 3aBeplweHue o6HOBNEeHUA

5.4 OOHOBIEHMe KNIMeHTCKNX KOMNOHEHTOB

Mocre ckauvBaHWsi OGHOBIIEHUIN C BHELLHMX CEPBEPOB KIMEHTCKME KOMMOHEHTbI MOryT ObiTb 06-

HoBneHbl ¢ SoftControl Service Center cneaytouymm cnocobamu:

U Mocne nogkntovennsa k CepsucHomy LieHtpy SoftControl SysWatch n SoftControl DLP
Client aBTOMaTM4ecKkn nepeknoyarTcs B pexum obHoBrneHun ¢ Hero. OBHoBEHve

KOMMOHEHTOB MPOU3BOAUTCS MO 3aMpoCy NOCPEACTBOM CO3[aHNsi COOTBETCTBYIOLLEN 3a-

paun’

% um no pacnucaHuo, ecrm oHo HacTpoeHo ans SoftControl SysWatch ™ /

- (7B ]
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0 Haxogscb B aBTOHOMHOM pexume paboThl, SoftControl SysWatch takke moxeTt 6biTb

obHoBneH ¢ CepBucHoro LleHTpa. [Ansa 3TOro B HacTpovkax UCTOYHUMKOB OOGHOBIEHUS

SoftControl SysWatch 4yepes nHtepHeT 3ameHuTe npeaycTaHoOBMEHHbIE agpeca Ha COOT-

BeTCcTBYoLWe Tabn. 39 nokaneHble agpeca s Heobxo4MMbIX KOMMOHEHTOB. [opT cBA3M

C cepBepoM no ymosrMaHuo — 8088. MNocne npuMeHeHns ykasaHHbIX HacTpoek ObHoBIe-

HVMe MO>XHO NPOom3BECTH No 3anpocy Yepes 'NTT.

Taonuua 39. Agpeca o6HoBneHumn ¢ SoftControl Service Center

Core

MporpammHble Mogym

http://<IP-agpec cepBepa>:<nopT cBA3N ¢ cepBepom>/api/
updates/SNS

AV-AV4

AHTMBUPYCHble 6a3bl AV4

http://<IP-agpec cepBepa>:<nopT cBA3WN C cepBepom>/api/
updates/AV4

AV-AV5

AHTMBUPYCHbIE Basbl AV5S

http://<IP-agpec cepsepa>:<nopT cBA3N ¢ cepeepom>/api/
updates/AV5
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6. YoaneHune komnoHeHTOB SoftControl Service Center

Ypaanenve SoftControl Server n SoftControl Admin Console: B lNaHerm ynpasnenns Windows B

pasgene MNMporpammel (Programs) — Mporpammbl U1 KoMnoHeHTbl (Programs and Features)
Bblbepute SoftControl Service Center n Haxmute Ha kHonky Yaanutb (Uninstall).

YpaneHue o4HOro U3 KOMMNOHEHTOB:

1) B lMaHerm ynpasneHns Windows B pasgene Mporpammbl (Programs) — [Mporpammbl m
koMmnoHeHTbl (Programs and Features) Boibepute SoftControl Service Center n HaxmuTe Ha
kHonky U3meHuTb (Change).

2) B okHe YcTtaHoBKa SoftControl Service Center Haxxvute Ha kHonky [anee (puc. 3anyck npo-

rpammbl yganenus %)

ﬁ Ycranoeka SoftControl Service Center EI = @

Bac npuBeTCTBYET MacTep YCTaHOBKM
SoftControl Service Center

MaCTep YCTaHOBKM NO3BONAET M3MEHMTE ocod yoTaHoBKM
WK yaaneHna komnoHeHTos SoftControl Service Center Ha
KOMNetoTepe, HaxmiTe kHomky "fanee”, uTofiel
MPOACIHUTE, MAKM KHOMKY "OTHMeHa", UTobbl BEIATH M3
MACTEPE YCTAHOBKN,

Hazan [ Janee ] [ OTMeHa

PucyHok 171. 3anyck nporpaMmbl yaaneHus

3) BuiGepuTe onepauyio U3MeHUTDb (puc. Turbl onepaumin ).

4) BbibepyTe KOMMOHEHT Ans yaanenus (puc. Beibop KOMNOHEHTOB Ans yaaneHus '°°): HaxmuTe

Ha NUKTOrpamMmy KOMIMoHeHTa U B BbliNMagalolEeM MEHKO Bbl6€pI/ITe onumo KoMnoHeHT 6yp,eT

MONHOCTLIO HepocTyneH (puc. OnuMM YCTaHOBKY KOMMoHeHTa ). Mocre Toro kak Bce ycTa-

HOBKW 3aBepLUeHbl, HAXKMUTE Ha KHOMKY Hanee.

- (]
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ﬁ Ycranoeka SoftControl Service Center

b=l = s

HaMeHeHne, BOCCTAHOBMEHHE WK YAANeHHe YCTAaHOBKH

SoftControl
BribepTe onepalyo, KOTOPYIO CeAYET BelMONHUTE,

WsMEHMTE

Mo3BoNAET M3MEHWTE NEPaMETPbI YCTaHOBKW KOMOOHEHTOE.

BoCCTEHOBMTE

Wcnpasnetve ownbok B nocnegHeR yCTaHOBKE NYTEM BOCCTAHOBNEHHA
OTCYTCTEVHOWMX W NOBPEXAEHHE!X hEHN0E, APMEIKOE W 3aNWMCEl peecTpa.

YaanuTe

¥YoaneHue SoftControl Service Center ¢ KomnbloTepa.

PucyHok 172. Tunbl onepauumn

ﬁ Yeranoeka SoftControl Service Center EI =1 @

BuibopoyHan yCTaHOBKA

SoftControl
YKEHNTE KOHDMMYPaLMID YCTSHOBKM KOMMOHEHT 0B,

ﬂl’lﬂ H3MEHEHWA N3APAMETPOE YCTaHOBKH KaKoro-nMbo KoMNoHEHTa WENKHUTE
COOTBETCI'BYIOLLLMﬁ 3HE40K B PACMON0HEHHOM HIKE OAEPEEBE.

- &9 ~| softControl Server SoftControl Admin Console
f— =) ~ | Microsoft SQL Server 20
EI SoftControl Admin Console

KomnoreHT ocsoboaunt 96ME Ha
HECTKOM JWCKE,

4 m 3

[ Chpoc ][ Wcnonb3oBaHue aucka ][ Hasan ][ lanee ][ OTmMeHa

PucyHok 173. BbiIbop KOMNOHEHTOB ANisl yAaneHus

=) bBynmeT yCcTaHOBNEH Ha NOKANBHbIA XECTKNA ANCK

8 KomnoHeHT ByAeT NONHOCTEHD YCTAHOBAEH HA NOKANEHBIN HECTKWA AMCK

=) KomnoHeHT ByaeT yCTaHoBAEH NPU HEOBXOAMMOCTH

X KomnoHeHT ByAET NONHOCTBIO HEAOCTYMEH

PucyHok 174. Onummn yCTaHOBKM KOMIMOHEHTA

5) Haxkmute Ha kHornky U3mMeHUTb (puc. [0TOBHOCTL K yaaneHuo

195
).

IS—————————————————as
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‘@ Ycranoeka SoftControl Service Center E' =] @

Bce rotoso K m3MeHeHno SoftControl Service Center SoftControl

HamiTe KHonky MameHnTs”, yTobbl HAYaTE YCTAHOBKY. HammiTe kHomky "Hasaan”,
YToBEI IPOBEPMTE MM M3MEHWTE NEPAMETPE! YCTEHOBKK, HaMMUTE KHonKy "OTHeHa",
yTobbl BEIATI M3 MECTEPE.

[ Hazaa ][ MsMEHMTE ] [ OTmeHa

PucyHok 175. ToTOBHOCTb K yaaneHuto

6) JoxauTteck okoHYaHWa npouecca yaanenus (puc. Mpouecc yaoanexus '*°).
ﬁ Ycranoeka SoftControl Service Center EI’E‘@
MzMeHeHne SoftControl Service Center SoftControl

MoACHKAMTE, MOKE MACTED YCTAHOBKM M3MeHAeT SoftControl Service Center.

CocTosHme:

Hazan lanee

PucyHok 176. MNMpouecc yaaneHus

7) Nocne nosiBrieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe

Ha kHonky FoToBo (puc. 3aBepluenue yaaneHus *°).

- (5]
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ﬁ Ycranoexa SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 177. 3aBepleHue yaaneHus

B cnyyae, ecrm SoftControl Server 6bin yctaHoBrneH co BctpoeHHon CYB[ (Hanpumep,

Bbina BbiOpaHa nonHas ycraHoska ), yoaneHe Microsoft® SQL Server® 2014 Express

SP1 Heo6x0aMMO NPOM3BECTU BPYYHYtO. [11st 3TOro BbIMNOMHUATE yAareHue CriedytoLmx are-
meHToB CYB[] ctaHgapTHeiMu cpeactBamu Windows:

* Microsoft SQL Server 2014,

* Microsoft SQL Server 2012 Native Client,

® Microsoft SQL Server 2014 Setup (English);

* Microsoft SQL Server 2008 Setup Support Files;

® Microsoft SQL Server 2014 Transact-SQL ScriptDom.

- (W]
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HuazHocmuka npobnem

7. OunarHocTtuka npobnem

B cnyyae BO3HVKHOBEHUsI nNpobriem npu pasBepTbiBaHM U yHKumoHnposaHum SoftControl
Service Center B nepByto oyepeab obpaTtutecb k otdeTy SafenSoft B >xypHane cobbiTui
Windows. [1ns atoro oTtkpowte lMaHernb ynpasnenua Windows, Bbibepute pasgen Cuctema um
6e3onacHocTb (System and Security) - AamHuctpupoBaHue (Administrative Tools), B Hem
oTkpowuTte cpencteo NMpocmoTp cobbiTUM (Event Viewer). B oTKpbIBLLEMCSA OKHE B MaHenM cresa
pasepHuTe kateropuo XXypHanbl npunoxeHun n cnyx6 (Applications and Services Logs) n B
Hel BbIbepuTe xxypHan SafenSoft. [pu aHanmse owmbok, npeaynpexaeHuin n yseoOMIIEHUA B AaH-
HOM OT4eTEe MOXET ObITb HanaeHa NpuYMHa, Bbi3BaBLLAas cOON Npu YyCTaHOBKE, 3anycke U yCTaHOB-
NEHVN COoeaUuHEHMS MexXay KOMMoHeHTamu. Ecrm onpefemmtb NpudrMHY CamMoCTOSITENlbHO HEBO3-
MO>HO, MPUIOXUTE doanmbl TEKCTOBbIX OTYETOB KOMMOHEHTOB K 3aNpoCy B TEXHWYECKYIO NOAAEPX-
ky OO0 "APYOUT CEKbIOPUTWN" %%, Cnncok HeobxoamMbix cbairios npmeeaeH B Tabn. 40.

Taonuua 40. TekcToBble oT4eTbl KOMNoHeHTOB SoftControl Service Cent

Jlorn Service Center

MMpy NpeB bilLeHNN Yepes dann

C:\Program Files (x86) pasmepa 209715200 |SafenSoft.Enter

ServerDetaile

Jlor Senvice CentercILO - \SafenSoft\Service Jlor Senvice Center| 03086 CS HOBLbI .
8. Center\Server\logs\ :u, TCsi HOBbIN prise.Server.ex
harin e.nlog

C:\Program Files\(x86)

>KypHan o6HoBne- hecks. 1 \Safensoft\Service Jlor npoBepok Ha-
checks. 1o _ _

HUR 8 Center\Server\Tools nm4nst OGHOBIEHWI

\Updates\Reports\

C:\Program Files\(x86)
>KypHan o6HoBne- . \Safensoft\Service XKypHan obHoBne-
HWA e Center\Server\Tools HVS Moaynen

\Updates\Reports\

Jlor o6HOBREHUA

C:\Program Files\(x86) aHTUBMpYCa, BMe-

XKypHan obHosne- [av_name]. 1o \Safensoft\Service
HU - "298 |center\Server\Tools CTO av_name 1ms
\Updates\Reports\ aHTVBUMpYyCa (av4,

aw)
C6opHbIn nor, B
KoTopbIn Ay 6nmpy-

C:\Program Files\(x86)

>KypHan obHoBne- I \Safensoft\Service
HUA - 108 Center\Server\Tools t0TCA 3anmcu
\Updates\Reports\ sns.logu

[av_name].log

Jlormu Admin Console

Jlor Admin ConsoleDetail |C:\ProgramData Jlor Admin
Console edLog.txt \SafenSoft\ Console

NokanbHble noru knueHta SysWatch
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Ha3zBaHue Uma cdanna MyTb KpaTtkoe onuca- | ABTopoTtauus no|YnpasneHue aB-
Hue yMONn4aHuio TopoTauuen

OT14eTbl 0 COObITU-
ax 6esonacHoc1

system_[date]
_[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wmm C:
\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 u HoBee)

OT14eTbl 0 COObITU-
Aax 6esonacHocTv

30 gHen

Yepes HacTpowkn

OmyeTnbl 0 cbope
npodmnsa

profile_[date
1 _[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wrm C:
\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Reports\
(Windows 7 u HoBee)

Jlor c6opa npodwm-
ns, CNUCOK NpoBe-
PEHHbIX 0OBLEKTOB

1 pesynbTaTbl cbo-
pa npodwmns

30 gHen

Yepes HaCcTponKu

OT14yeTbl 00 aHTUBU-
pYyCHOW NpoBepke

scan_[date]
_[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wmm C:
\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 u HoBee)

Jlor aHTMBMpYCHON
npoBepku

30 gHen

Yepes HacTpowkn

OT14yeTbl 06 06HOB-
TNeHuaxX

update_[date]
_[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wmm C:
\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Reports\
(Windows 7 u HoBee)

OT4yeTbl 06 0O6HOB-
neHusax

30 gHen

Yepes HaCTponKu

MepeyeHb 3apa-
XeHHbIX dannoB

threats.xml

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec

[MNepeyeHb 3apa-
YKEHHbIX hannoB

safensec_[dat

C:\ProgramData

BbiBOA, coobuy e-

[Mpwn npeB biweHn
yucna sanvcen (Mo-

\

Hepa snsods.exe

Obwwvie rorn o] Ttime] o [\s-N-safessoftuare HWiA 1 OLINBOK :"::nzzcc‘i‘ap'li?a;" c
SysWatch r \Safe'n'Sec\Common Logs MPOLIECCOB CIIyX-
oobar].txt 7
. : \ 6ol safensec.exe |- PN boneue
: 50000 co3paeTcs Ho-
BbIn davin
[Mpwn npeB biweHun
\ BeiBoz coobllle-  |yycna sanmceit (vo-
C:\ProgramData HWIA 1 ownBOoK rpa-
XET He coBnagatb C
06w e noru ?niEEZT[date \S.N.Safe&Software IECKOr T A
SysWatch - \Safe'n'Sec\Common Logs B [MHOTIGMIGTROK)E
_[foobar].txt \ deiica oavH charn Gonblue
snsmcon.exe 50000 co3paeTcs HO-
BbI doavin
Mpw NpeB biLLeHWUN
_ |4ymcna 3anucen (Mo-
snsods_[date] C:\ProgramData Beiso coobue XeT He coBnagathb C
O6wne noru [time] \S.N.Safe&Software HWU 1 OWINBOK aH- cnom cTpoK) 8
SysWatch [foobar].txt | \52fe n’sec\Common Logs | teupycHoro cka- ’

oavH chann GonbLue
50000 co3gaeTcs Ho-
BbI doavin

S——————————————————awm
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YnpaBneHue aB-
TopoTauuen

XKypHan coeguHe-
Hus ¢ Senvice
Center

sw_notify [da
te]
_[time].txt

and

Users
Data\
vm C:

C:\Documents
Settings\All
\Application
(Windows XP)
\ProgramData
\S.N.Safe&Software

\Safe'n'Sec\Reports\
(Windows 7 u HoBee)

BbiBOA, OLLIMGOK
npy NOAKMOYEHUN
k Senice Center

JlokanbHble norn DLP Client

XKypHan coefuHe-
Hus ¢ Senvice
Center

dlp_notify [d
ate]
_[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wmm C:
\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 u HoBee)

BbiBOA, OLLINMGOK
npy NOAKMOYEHUN
k Senice Center

XKypHan obHoBre-
Hust DLP Client

update_log.tx
t

C:\Program Files
\SafenSoft\DLP Client

BbiBoa coobue-
HUIA 1 ownBOoK Npu
3anycke obHoBre-
HWSA

YKypHan ob6HoBe-

C:\Program Files

Jlor npoBepok Ha-

Husi DLP Client

\Updater\Reports

IoTCA 3anucu
sns.log

DLP Client checks.log \SafenSoft\DLP Client 6 . - -
HUA len \Updater\Reports M4na ooHOBIIEHUN
YKypHan o6HoBne- C:\Program Files »KypHan o6HoBre-
DLP Client sns.log \SafenSoft\DLP Client - -
HUA ien \Updater\Reports W MOAYTIA
C6opHbIN 10T, B
C:\Program Files .
KypHan obHoBre- -
yp root.log \SafenSoft\DLP Client KOTOpEIA Ay6nvpy - -

JNlokanbHble norn SysCmd

O6une noru
SysCmd

SysCmd_[date]
_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Common Logs

\

BbiBoag coobuye-
HUIA 1 ownBOK
MPOLIECCOB CIyX-
661 SysCmd.exe

Mpun npes biweHn
yucna 3anucen (Mo-
XeT He coBnagaTh C
YMCIIOM CTPOK) B
OoavH dhann bonbLue
50000 co3gaetcst HO-
BbIN danin

YKypHan coeguHe-
HMA ¢ Senvice
Center

scmd_notify [
date]
_[time].txt

and

Users
Data\
vm C:

C:\Documents
Settings\All
\Application
(Windows XP)
\ProgramData
\S.N.Safe&Software

\Safe'n"'Sec\Reports\
(Windows 7 u HoBee)

BbiBoa oLnbok
npwv NoaKMtoYeHUm
k Service Center

>KypHan oGHoBne-
Hua SysCmd

update_log.tx
t

C:\Program Files
\SoftControl\SysCmd

BbiBoa coobue-
HWUIA 1 oWKNBOK nNpwn
3anycke obHoBre-
HUsA

XKypHan obHoBre-
Hus SysCmd

checks.log

C:\Program Files
\SoftControl\SysCmd
\Updater\Reports

Jlor npoBepok Ha-
N4 o6HOBIEHUI
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HuazHocmuka npobnem

Ha3zBaHue Uma cdanna MyTb KpaTtkoe onuca- | ABTopoTtauus no|YnpasneHue aB-
Hue yMONn4aHuio TopoTauuen

»KypHan o6HoBne- SovreE e YKypHan o6HoBre-
SvsCmd sns.log \SoftControl\SysCmd - -
hus Systm \Updater\Reports e

C6opHbIn nor, B
C:\Program Files .
>KypHan o6HoBne- -
yp root.log \SoftControl\SysCmd KoTOopbIN ny6n|/|py - -
Hus SysCmd \Updater\Reports HOTCS 3anucu

sns.log

NokanbHblie noru DeCrypt

Mpw pocTwkenum 100
ConepxuT CNnUCOK |V cospaeTcs

CraHgapTHbIn DecryptlLog.lo C:\Windows\ YCTPONCTB U YBe- |DeCryptlLog(rotated _
doarin xxypHana g ' [ OMNeHust 0 cobbl-|dd.mm.yyyy).log , roe
TMSX dd.mm.yyyy —aata

poTauun danna

Coaepxut cobbl-
TMS cUCTEMbI LA Mpu gocTvkeHun 100

MoapobHbIA dharn - |M6 cospaetcs
Ap L= DeCrypt.log C:\ProgramData\DeCrypt\ POBaHIA U Npnin i _
XypHana Hbl Heyga4Horo DeCrypt.log_old1,DeCr
3aBeplueHus one- |YPtlog_old2uT.a.
pauui

Mpumeyanve 1. g otyeTa No paboTe cepBepHOro KOMMOHEHTa NPOUCXOaUT poTauua daiirnos,

no3BosioLaa KOHTpormMpoBaTb pasmep hanrnoB otyeToB. PoTauma nossonisieT oopMmpoBaTh
OT4YEeTbl, aBTOMATMYECKUN pa3brBaeMble Ha MOEHTUYHBbIE MO CBOMM MapamMeTpaM 4YacTu Buaa
Log.000, ..., Log.N,

npw 3TOM MOCIIeQHVA N0 BPEMEHM OTYET MMEET MaKkCuMarsibHbIM MHOeKC. HoBbIWM hann co3gaeTcs
Kaxabl pas, korga pasmep OCHOBHOro gpawurna ¢ otdetom (ServerDetailedLog.ixt) npeBbliwaeT
200M6.

IMpumeyanve 2. B Tabnmue 40 npyBeaeHb! Siorn, BKIKOYEHHbIE MO YMOHaHuio. YUtobbl y3HaTb O Bbl-

KMOYEHHBbIX MO YMOSMaHWIO forax, npouutamte ctaTtblo: htip://kb.safensoft.com/index.php/

SoftControl_logs.

Pacumdposka coobLeHun 13 noroB KOMNoHeHToB cuctembl SoftControl onncana B ctatbe http://

kb.safensoft.com/index.php/Understanding messages from SoftControl log files.

- E ]
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TexHu4eckasi moddepxka

8. TexHuyeckasa nogaepxka

Mpn BO3HMKHOBEHMM BOMPOCOB MO YCTaHOBKe, HacTpoike n pabote SoftControl Service Center Bbl

MOXeTe 00palATbLCS B TEXHUMECKYHO NMoaaep KKy Mo 3reKTPOHHOM noyTe support@sns-control.ru.

- ]
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9. MNMpunoxeHue

9.1 YctaHoBKa u HacTtpouka Microsoft® SQL Server®

MporpammHbin npoaykT SoftControl Service Center nogaepxusaeT paboTy ¢ pasHbIMU BEPCUAMU
SQL-cepepos: SQL Server 2008, SQL Server 2008 R2, SQL Server 2012, SQL Server 2014,
SQL Server 2016, SQL Server 2017. Hwke npuBegeHa MHCTPYKUUS MO YCTAHOBKE W HACTPOVKe
CYB[] Microsoft® SQL Server® 2008 aonsa ee coBmecTHoro npumeHenunst ¢ SoftControl Service

Center. pyrve Bepcum SQL-cepBepoB yCTaHABIMBAKTCA aHANOMMYHO.

NMoarotoBka k yctaHoBKe Microsoft® SQL Server® 2008

Mepen ycTaHOBKOW yoeanTech, YTO CUCTEMA YAOBIETBOPSET MUHMMASbHBIM_TpeboBaHUaM

kK o6opyaosaHuio 1 MO ans yctaHoBku 1 3anycka Microsoft® SQL Server® 2008 wn, B cny-

Yae Ham4mMa HeCOOTBETCTBUM 3asiBSIEHHBIM Tpe6OBaHVIFIM, yCTpaHuTe ux Ao Ha4vala ycrta-

HOBKW.

YctaHoBka Microsoft® SQL Server® 2008

1) 3anyctute yctaHoBo4YHbIN dain Microsoft® SQL Server® 2008.

2) B okHe LleHTpa yctaHoBkn SQL Server (SQL Server Installation Server) oTkpoiire pas-
fen Installation n Bbibepute TN yctaHoBkm New SQL Server stand-alone

installation or add features to an existing installation (puc. Pasgen Installation®®).

EEE————————————— —————.
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¥4 SQL Server Installation Center li“i“é‘

Planning LH Mew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features

Installati
== to an existing SQL Server 2008 instance.

Maintenance
Mew SOL Server failover cluster installation

Tools LH
Launch a wizard to install a single-node SQL Server 2008 failover cluster.

Resources
S Add node to a SQL Server failover cluster

Advanced 3\&‘
k4 Launch a wizard to add a node to an existing SQL Server 2008 failover cluster.

Options
ﬁ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2008, Before
you upgrade, you should run the Upgrade Advisor to detect potential problems.

‘_h Search for product updates
Search Microsoft Update for SQL Server 2008 product updates.

% §8ESGWGI“2008
PucyHok 178. Paspgen Installation

3) B pasgene Setup Support Rules BbiNonHseTca npoBepka Ha BO3MOXHbIE NMPOGneEMbI,
KOTOpble MOryT BO3HUKHYTb MPW YCTAHOBKE BCMOMOraTesbHbiX (halroB YCTaHOBKU
Microsoft® SQL Server® 2008 (puc. [NpoBepka npobrnem npu ycTaHOBKE_BCNOMOraTesbs-

HbIX paiinoB 2**). OLMBKM AOIDKHBI BbITh MCTPaBEHb! Nepes NPOAOIPKEHNEM YCTaHOBKH.

Ecrm npobnem HeT, TO HaxxmuTe Ha kHonky OK.
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%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

Hide details <<

View detailed report

Rule Status
@ Minimum operating system version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Paszzed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on SQL Server installation media Passed

oK ] [ Cancel ] Help

PucyHok 179. NMpoBepka npo6rnem npu yctTaHOBKe BCrnomMmoraTesibHbIX ¢pannos

4) B pasgene Product Key Bbibepute BapuaHT Enter the product key, BBeaute niuen-

3MOHHbIN KItod ana Microsoft® SQL Server® 2008 n HaxkmuTte Ha kHorky Next (puc. Pas-
205
)

pen Product Key

% SQL Server 2008 Setup =N =20 o)
Product Key

Specify the edition of SQL Server 2008 to install.

Product Key Specify a free edition of SQL Server or provide a SQL Server product key to validate this instance of
L [ SQL Server 2008. Enter the 25-character key from the Microsoft certificate of authenticity or product
packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day

Setup Support Files expiration. To upgrade from one editicn to ancther edition, run the Edition Upgrade Wizard.

() Specify a free edition:
Enterprise Evaluation

@ Enter the product key:

< Back ’ Mext > ] ’ Cancel

PucyHok 180. Paspgen Product Key
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5) MpouwuTanTte ycnoBms nmueH3noHHoro corrawenus (License Terms) n, ecrm Bbl ¢ HAMK

corracHbl, To yctaHoBute doriaxxok | accept the license terms n Haxmute Ha KHOMKY

Next (puc. Pasgen License Terms

206
).

T SQL Server 2008 Setup

License Terms

To install SQL Server 2008, you must accept the Microsoft Scftware License Terms,

Product Key
License Terms

Setup Support Files

Lo ]l & s

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS ‘

-

MICROSOFT SQL SERVER 2008 EVALUATION EDITION

terms also apply to any Microsoft
* updates,
« supplements,
« Internet-based services, and

* support services

I accept the license terms.

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the evaluation
software named above, which includes the media on which you received it, if any. The

2 4

Copy Prilnt
I < Back ] I Mext > ] I Cancel

PucyHok 181. Paspen License Terms

6) B pasgene Setup Support Files Haxmute Ha kHonky Install (puc. Pasgen Setup

206
)-

Support Files

I——————————————————me=e
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%5 SQL Server 2008 Setup =& &=
Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Product Key The following components are required for SQL Server Setup:

License Terms Feature Name Status

SelpEupputbles . Setup Support Files

[ <Beck || msal || conce

PucyHok 182. Paspen Setup Support Files

7) B pasgene Setup Support Rules BbiNnonHseTca npoBepka Ha BO3MOXHbIE NMPOGneEMbI,
KOTOpble MOryT BO3HUKHYTb MPW YCTAHOBKE BCMOMOraTesbHbiX (halroB YCTaHOBKU

Microsoft® SQL Server® 2008 (puc. Paszgen Setup Support Rules. MNoapobHbie AaHHbIe
207
)

. Owmbku OOJDKHbI ObITb ucrnipasrieHbl nepen npoaostkeHNEM YCTaHOBKW. Ecrm

npobrem HeT, TO HaxkmuTe Ha kKHornky Next.
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W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.
Disk Space Requirements

Error and Usage Reporting Hide details <<

Feature Selection

Installation Rules View detailed report
Ready to Install
Installation Progress Rule Status ol

Complete Fusion Active Template Library (ATL) Passed
Unsupported SQL Server products Passed
Performance counter registry hive consistency Passed

Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed

m

Previous CTP installation Passed
Consistency validation for SQL Server registry keys Passed

Computer domain controller Passed

Microsoft MET Application Security Passed
Edition WOWG4 platform Passed

LIS

< Back l Mext > ] l Cancel ] l Help

PucyHok 183. Paspen Setup Support Rules. MNoapobHble AaHHbIe

8) B pa3pgene Feature Selection Bboigermre komnoHeHT Database Engine Services, yka-

Xute nyTb Ana yctaHoBku B none Shared feature directory n Haxxmute Ha kHonky Next

(pvic. Pasgen Feature Selection®®).

%3 SQL Server 2008 Setup [ ]

Feature Selection

Select the Standard features to install. For clustered installations, only Database Engine Services and Analysis Services can

be clustered.
Setup Support Rules Features: Description:
Feature Selecti :

ks ] Instance Features * | Server features are instance-aware and have
Instance Configuration Database Engine Services their own registry hives. They support
Disk Space Requirements [7] SQL Server Replication multiple instances on a computer.
Server Configuration O FuI!-Text .Search

. . . [C] Analysis Services

Database Engine Configuration [T Reporting Services
Analysis Services Configuration Shared Features =
Reporting Services Configuration [T] Business Intelligence Development Studio

[T Client Tools Connectivity
] Integration Services
[7] Client Tools Backwards Compatibility

Error and Usage Reporting

Installation Rules

Ready to Install [ Client Tools SDK i
Installation Progress [] 5QL Server Books Online
Complete [] Management Tools - Basic
[] Management Tools - Complete -
Select Al || Unselect Al |
Shared feature directory: C\Program Files\Microsoft 5QL Server', E

’ < Back ” Next > ” P ” Help ]

PucyHok 184. Paspen Feature Selection
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9) B pasgerne Instant Configuration Bbibepute napametp Default Instance n Haxvute

Ha kHorky Next (puc. Pasgen Instance Configuration ).

¥4 SOL Server 2008 Setup |

Instance Configuration

Specify the name and instance ID for the SQL Server instance.

Setup Support Rules @ Default instance
JEdine e ©) Named instance: MSSQLSERVER
Instance Configuration
Disk Space Requirements
Server Configuration Instance ID: MSSQLSERVER
Database Engine Configuration
e ST G e Instance root directory: C:\Program Files\Microsoft SQL Server', E
Reporting Services Configuration
EnpgandlPsaneReparig ol S e CAProgram Files\Microsoft SQL Server\MSSQLL0. MSSQLSERVER
Installation Rules X X X X X
Analysis Services directory:  C\Program Files\Microsoft SQL Server\M5AS10.MS5QLSERVER

Ready to Install

. Reporting Services directory:  C:\Program Files\Microsoft SQL Server\MSR510.MSSQLSERVER
Installation Progress
Complete Installed instances:

Instance Features Edition Version Instance ID

[ < Back H Next > H G H Help

PucyHok 185. Paspgen Instance Configuration

10) B pasgerne Disc Space Requirements Haxxmute Ha kHonky Next (puc. Pasgen Disc

Space Requirements **).
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4 SQL Server 2008 Setup =& &=
Disk Space Requirements

Review the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:
Feature Selection =-{2 Drive C: 2684 MB required, 20694 MB available
Instance Configuration Systern Drive (C:\): 1256 MB required

Shared Install Directory (C:\Program Files\Microsoft SQL Server\): 784 MB required

Disk Space Requirements i
- Instance Directory (C:\Program Files\Microsoft SQL Server\): 644 ME required

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

[ < Back H Next > H G H Help

PucyHok 186. Paspgen Disc Space Requirements

11) B pasgene Server Configuration Ha Bknaagke Service Accounts HaXXMUTE Ha KHOIMKY

Use the same account for all SQL Server services (puc. Bkrnagka Service Accounts

pasgena Server Configuration®™).

B oTkpbiBLIEMCS OKHE BbIOepuTe yyeTHyo 3anuce NETWORK SERVICE v HaxwvuTte Ha

kHornky OK (puc. YueTHas 3anvch 2™).

Ha Bkrnagke Collation ana komnoHeHToB Database Engine 1 Analysis Services ycta-

HoBuTe napameTp Cyrillic_General_CI_AS (puc. Bknagka_Collation pasgena Server

Configuration

211
).
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% SQL Server 2008 Setup =[] = |

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

e rneeanTntanon Microsoft recommends that you use a separate account for each SQL Server service. =
Disk Space Requirements Service Account Name Password Startup Type
Server Configuration Manual

Database Engine Configuration SQL Server Database Engine Automatic
Analysis Services Configuration SQL Server Analysis Services Automatic
Reporting Services Configuration Sql Server Reporting Services Automatic E
Error and Usage Reporting SQL Server Integration Services 1. | NT AUTHORITY\Metw... Automatic
Installation Rules § . . |
Ready to Install -
Installation Progress Use the same account for all SQL Server services

Complete

These services will be configured automatically where possible to use a low privilege account.
On some older Windows versions the user will need to specify a low privilege account. For
meore infermation, click Help. il

< [T G

[ < Back H Next > H G H Help ]

PucyHok 187. Bknapgka Service Accounts pasgena Server Configuration

Use the same account for all SQL Server 2008 services

Specify a user name and password for all SQL Server service accounts,

e e T AUTHORITYAMETWORK SERVICE] - T

Pazoword:

ok || caneel |

PucyHok 188. YyeTHas 3anucb
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75 SQL Server 2008 Setup =N =20 o)

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

Instance Configuration paEaEE

Disk Space Requirements Cyrillic_General_CI_AS

Server Configuration Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Database Engine Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for

Analysis Services Configuration ol el

Reporting Services Configuration T
y :

Error and Usage Reporting
Installation Rules Cyrillic_General_CL_AS
Ready to Install Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

. insensitive
Installation Progress

Warning: The Database Engine and Analysis Services collations are not the
same.

Complete

[ < Back H Next > H G H Help

PucyHok 189. Bknagka Collation pasgena Server Configuration

Ana atoro Haxmute Ha kHonky Customize ana komnoHeHta Database Engine, B
OTKPbIBLLEMCSI OKHe YycTaHoBuTe nepekrodvatens B noroxeHne Windows collation
designator and sort order, B Boinagatowem criucke Collation designator Boibepure
napametp Cyrillic_General, yctaHoBute ¢raxok Accent-sensitive n Haxmute Ha

kHorky OK (pvic. YcTaHoBka napameTpos Collation anst Database Engine *'%).

-

W W W .sns-control.ru


http://www.sns-control.ru

SoftControl Service Center Bepcus 6.1.199 Pyxog0dcmeo adMuHUcmpamopa

Customnize the SQL Server 2008 Database Engine Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [Cyrillic_General T
[ Binary [] Binary-code point
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

(0) SQL collation, used for backwards compatibility

5QL_Hungarian_CP1250_CI_AS -
5QL_Hungarian_CP1250_C5_AS L
SQL Icelandic_Pref_CP1_CLAS (u
SQL_Latinl_General _CP1_CI AL

Collation description:

Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode
Data, 5QL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

oK ] [ et

PucyHok 190. YctaHoBKa napameTpoB Collation ana Database Engine

Haxxmute Ha kHonky Customize ana komnoHeHTa Analysis Services, B OTKpbIBLLEMCSA
okHe B Bbinagawowem crucke Collation designator Bbibepute napameTp
Cyrillic_General, yctaHoBute drnaxok Accent-sensitive 1 Haxmute Ha kHornky OK

(pvic. YcTaHoBka napameTpos Collation anst Analysis Services #).

- (EF ]
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Customnize the SQL Server 2008 Analysis Services Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [ Cyrillic_General

Binary Binary-code point
) ¥ p
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

| ok || conce |

PucyHok 191. YctaHoBKka napameTtpoB Collation ana Analysis Services
B pasgene Server Configuration Haxxmute Ha kHonKy Next 4nst npoaosTkeHust ycTaHoB-

KW.
12) B paspgene Database Engine Configuration Bbibepute napametp Mixed Mode u
3agaute naponb AnA ydeTtHon 3anvcu Built-in SQL Server system administrator
account B none Enter password n ero noarsepxaenve B none Confirm password

214

(puc. Pasgen Database Engine Configuration®™). Haxmute Ha kHorky Add Current

User n ybeguteco, 4to B cnvucke Specify SQL Server administrators otobpaxaetcs

TeKylaa CUCTeEMHasa yd4eTHasaA 3anncb, Nocrie 4ero HaXXMmnTe Ha KHOMKY Next.

- (& ]
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% SQL Server 2008 Setup = | [
Database Engine Configuration

Specify Datalrase Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | FILESTREAM

Feature Selection

s e Era Specify the authentication mode and administrators for the Database Engine.

Disk Space Requirements

Server Configuration

Datak Engine Config
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Authentication Mecde

(©) Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)
Built-in SQL Server system administrator account

808080

Enter password:

Confirm password: ®eeessss

Specify SQL Server administrators

Eomplete admin (admin} SOL Server
administrators have
unrestricted access to

l Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 192. Paspgen Database Engine Configuration

13) B pa3gene Analysis Services Configuration Ha Bkragke Account Provisioning Ha-
xmute Ha kHorky Add Current User n ybeagutech, uto B cnucke Specify which users
have administrative permissions for Analysis Services otobpaxaeTca Tekywas

ydeTHas 3anucb, nocrie Yyero Haxmute Ha kHorky Next (puc. Pasgen Analysis Services

Configuration #'°).

- (&5 ]
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% SQL Server 2008 Setup =N =20 o)

Analysis Services Configuration

Specify Analysis Services administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories

Feature Selection

s e Era Specify which users have administrative permissicns for Analysis Services.

Disk Space Requirements admin (admin) Analysis Services

administrators have
unrestricted access to
Database Engine Configuration Analysis Services,

Analysis Services Config

Server Configuration

Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 193. Paspgen Analysis Services Configuration

14) B pasgene Reporting Services Configuration BbiGepute napametp Install the

native mode default configuration v HaxxmuTe Ha kHonky Next (puc. Pasgen Reporting
216
)-

Services Configuration
%3 SQL Server 2008 Setup li“il =

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Setup S rt Rul _
CLSs S @ Install the native mode default configuration.

Feature Selection
Setup will install the report server and configure it in Mative mode to use the default values. The

Instance Configuration
report server is usable as soon as Setup is finished.

Disk Space Requirements
Server Configuration () Install the SharePoint integrated mode default configuration.

e L o Setup will create the report server database in SharePoint integrated mode and configure the
Analysis Services Configuration report server to use the default values. However, integrated operations will not be supported until
Reporting Services Configuration a minimal installation of a SharePeoint product or technology is deployed on the report server
Erer o U R computer and the Beporting Services Addjin for SharePoint Technologies is ins.talled and
configured on the instance of the SharePoint product or technology you are using.

Installation Rules

Ready to Install (@) Install, but do not configure the report server.
Installation Progress Setup will install, but will not configure, the report server software. After installation is finished,
Complete you can use the Reporting Services Configuration tool to set options that are required to run the

report server.

’ < Back H Next > ” o ” Help

PucyHok 194. Pa3spgen Reporting Services Configuration
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15) B pasgene Error and Usage Reporting Haxxmute Ha kHonky Next (puc. Pasgen Error

217
)-

and Usage Reporting

1 SQL Server 2008 Setup

o] =

Error and Usage Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are optional. Microsoft treats this information as confidential.
Microsoft may provide updates though Microsoft Update to medify feature usage data. These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update settings.

View the Microsoft policy for SQL Server privacy and data collection.

Read mere abeout Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server, This
setting only applies to services that run without user interaction.

Installation Progress
Send feature usage data to Microsoft. Feature usage data includes information about your

Complete
O hardware configuration and how you use Microsoft software and services.

’ < Back H Next > ” o ” Help

PucyHok 195. Paspen Error and Usage Reporting

16) B pasgerne Installation Rules BbinonHsieTca npoBepka Ha BO3MOXHbIE Npobriembl, Ko-

TOpble MOryT BO3HVKHYTb npu yctaHoBke Microsoft® SQL Server® 2008 (puc. Pasgen

217

Installation Rules <**). Ecrm ombok He HanaeHo, TO HaxxmuTe Ha KHonKy Next.
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% SQL Server 2008 Setup = | [
Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 11. Failed 0. Warning 0. Skipped 0.

e e =

Instance Configuration

Disk Space Requirements Hide details <<

Server Configuration View detailed repert
Database Engine Configuration
Analysis Services Configuration Rule Status nd
Reporting Services Configuration @ Same architecture installation Passed
Error and Usage Reporting @ Cross language installation Passed
Installation Rules @ Existing clustered or cluster-prepared instance Passed
Ready to Install @ Reporting Services Catalog Database File Existence Passed =
lcialltioplRieqiEss @ Reporting Services Catalog Temporary Database File Existence Passed
ComplEs @ SQL Server 2005 Express tools Paszzed
@ Operating system supported for edition Passed
() | FAT32 File System Passed b
@ SQL Server 2000 Analysis Services (64-bit) install action Paszzed
= -
l < Back ] l Mext > ] l Cancel ] l Help

PucyHok 196. Paspgen Installation Rules

17) B paspgene Ready to Install npoBepbTe coctaB ycTaHaBMBaeMbIX KOMMOHEHTOB U

218
HaxkmuTe Ha KHorKy Install (puc. Pasgen Ready to Install =™).
% SQL Server 2008 Setup = || eEPf| 23
Ready to Install
Verify the SQL Server 2008 features to be installed.
Setup Support Rules Ready to install SQL Server 2008:
Feature Selection = Summary i
Instance Configuration .. Edition: Standard
Disk Space Requirements - Action: Install i
ST T =N Gieneral Configuration —
. ) . [=I- Features

Database Engine Configuration .. Database Engine Services
Analysis Services Configuration - QL Server Replication
Reporting Services Configuration - Full-Text Search
Error and Usage Reporting - Analysis Services

. Reporting Servi
Installation Rules ep.o . en‘.ﬂces -

- Business Intelligence Development Studic
Ready to Install - Client Tools Connectivity
Installation Progress - Integration Services
Complete - Client Tools Backwards Compatibility

- Client Tools SDK

« EAL Comio Dot At .

Configuraticn file path:

CA\Program Files\Microsoft SQL Server\1004Setup BootstraphLogh20120925 1502000 CenfigurationFile.ini

[ < Back H Tnstall ” o H Help

PucyHok 197. Paspen Ready to Install
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18) B pasgene Installation Progress otobpaxaeTcsa npouecc ycTaHOBKM KOMMOHEHTOB

Microsoft® SQL Server® 2008 (puc. Pasgen Installation Progress
%3 SQL Server 2008 Setup li“i“é‘

219
)-

Installation Progress

Setup Support Rules Performing Windows Installer actions.

ki [

Instance Configuration

Disk Space Requirements Install_sgl_common_core_Cpu32_Action : Installlnitialize.
Server Configuration

Database Engine Configuration

Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

Complete

Mext > ’ Cancel ] ’ Help

PucyHok 198. Paspen Installation Progress

[Mocrne OKOHYaHUS yCTaHOBKWM Haxxmute Ha KHornky Next.

[ns 3aBepLeHns yctaHoBKK B pa3gerne Complete Haxkmute Ha kHonky Close (puc. Pas-

nen Complete #9).

- (EP ]
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¥4 SOL Server 2008 Setup |
Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:

Feature Selection C:\Program Files\Microsoft SQL Server\1004Setup Bootstraphl ogh20120925 1502004Summary VM-

Instance Configuration AS-WEIRUXE6 20120925 150200.0¢

Disk Space Requirements i i i
Information about the Setup operation or possible next steps:
Server Configuration

eefeoae e Gt @Your SQL Server 2008 installation completed successfully.
Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

] Supplemental Information:
Installation Progress

Complete [The following notes apply to this release of SQL Server only.

»

Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the
Microsoft Update Web site <http://go.microsoft.com/fwlink/7Linkld=108409> at
http://go.microsoft.com,/fwlink/?Linkld=1084089.

[ Close H Help

PucyHok 199. Pasgen Complete

9.2 [lo6aBneHue komnoHeHTa Desktop Experience

[MpumeyaHve: npogemMoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.
1) Otkpowute ocHacTky Server Manager u3 pasgerna Administrative Tools meHio Start. [le-
pengute B pa3gen Features n B obrnactn Features Summary Haxmute Ha kHonky Add

Features (puc. Ochactka Server Manager %°).

E. Server Manager 18 %(
Fie Acon View Help ‘
e slml I,
T Sene e (MRS 1B
5 Rales
&

3 Diagrostics View the status of features installed on this server and add or remaove features,

5if} Configuration &

4 storage

~) Features Summary [ Features Summary Help
~) Features: 0 of 41installed &b Add Features

8 Remove Features

£ Last Refresh: Today at 1:48 PM  Configure refresh

\
PucyHok 200. OcHacTka Server Manager
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2) B nosismBwemca okHe Add Features Wizard yctaHoBute cdraxok y komnoHeHTa Desktop

Experience (puc. Bbi6op koMmnoHeHToB Anst fobaBnenvs %) (B Microsoft® Windows® Server

2012/2012 R2: User Interfaces and Infrastructure — Desktop Experience).
[uddreaweswzand =
."T[;.

Select Features

Features Select one or more features to install on this server.

Caonfirmation Features: Description:
Desktop Experience i
Progress ] .NET Framework 3.5.1 Features | Desktop Experience indudes features

of Windows 7, such as Windows

Results D Background Inteligent Transfer Service (BITS) Media Player, desktop themes, and

[[] BitLocker Drive Encryption photo management. Desktop
[[] BranchCache Experience does not enable any of the
[] Connection Manager Administration Kit Windows 7 features; you must

FEre e manually enable them.
D DirectAccess Management Console
|:| Group Policy Management
[] 1nk and Handwriting Services
[] internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
[] Message Queving
] Multipath 1j0
[ Metwork Load Balancing
[] Peer Name Resolution Protocol
[] Quality Windows Audic Video Experience
] Remote Assistance
[] Remote Differential Compression

Iﬂ ["] Remote Server Administration Tools | _'LI
4 »

Mare ahout feahires

< Previous | MNext = | Install I Cancel I

PucyHok 201. Bbibop KOMNOHEHTOB Ansi Ao6aBneHUA

3) Npu nossBrieHUM ananoroBoro okHa ¢ nHpopmaumen o HeobxoaMMocTn fobaBNEHNA CBA3AHHbIX

komnoHeHToB BbibepuTe BapuaHT Add Required Features (puc. 3anpoc_ gobasneHus ca3ax-

221
HbIX KOMMOHEHTOB “").

x

--"‘: Add features required for Deskitop Experience?

N =

— | You cannot install Desktop Experience unless the required features are also installed.
Features: Description:
[= Ink and Handwriting Services Ink snd Handwriting Services includes [nk
Ink Support Support and Handwriting Recognition.
| Add Required Features I Cancel |
@ Why are these features required? o

PucyHok 202. 3anpoc no6aBneHus cBsi3aHHbIX KOMIMOHEHTOB

4) Y6eputecb, 4to komnoHeHT Desktop Experience BbiOpaH u Haxmute Ha kHOrky Next

(pvc. Bbibop KomnoHeHToB anst go6asnenus %').

NN—————n
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Add Features Wizard

ﬁ%l Select Features

Confirmation

Progress

Results

Select one or more features to install on this server.

Features: Description:

- Desktop Experience includes features
of Windows 7, such as Windows
Media Flayer, desktop themes, and
photo management. Desktop
Experience does not enable any of the
‘Windows 7 features; you must
manually enable them.

] .NET Framework 3.5.1Features

[] Background Inteligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Branchcache
|:| Connection Manager Administration Kit

|:| DirectAccess Management Console
D Group Policy Management
[E] 1k and Handwriting Services
[] Internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
D Message Queuing
[] multipath 1j0
[ Metwork Load Balancing
[ Peer Name Resolution Protocol
[ quality windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression

Fi |1 Remate Server Administration Tools
4

| of

Mare ahout features

Next > I

< Previous Install I Cancel |

PucyHok 203. Bbibop KOMNOHEHTOB Ans Ao6aBneHuA
5) Ha ware Confirmation HaxmvuTte Ha kHonky Next (pwvc. [ogTBepxaeHve gobasrieHns KOMMo-

HeHTOB *%%)

Add Features Wizard

=i l Confirm Installation Selections

Features
Progress

Results

Toinstall the following roles, role services, or features, dick Install.

® 1informational message below

@ This server must be restarted after the installation completes.

Desktop Experience

#) Ink and Handwriting Services

Ink Support

Print, e-mail, or save this information

Next > | Install I

(Preuiousl Cancel |

PucyHok 204. NMoarBe pxxaeHue no6aBneHUs KOMNOHEHTOB

6) Joxautech 3aBepLLeHUs ycTaHOBKM (puc. [Npouecc ycTaHoBKK

222)

R NN———.——.
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lNpuroxeHue
ﬁl?nf’ Installation Progress
Features The following roles, role services, or features are being installed:
ot Desktop Experience
Ink and Handwriting Services
Results
]
3 Installing...
< Previous | Mext = | Install Gancel
PucyHok 205. MNMpouecc yctaHOBKMU
223
7) Ha ware Results HaxxmuTe Ha kHoMKy Close (puc. 3aBepLueHre fobaBrieHNs KOMMIOHEHTOB ).

8) B ovanoroBom OkHe C npeasioxxeHnem nepesarnycka CUCTeMbl Bbl6epI/ITe Yes, nocre 4yero cu-

cTeMa bygeT oTnpasrieHa Ha Nepe3arpysky 4S9 3aBepLieHnst ycTaHoBKM (pyc. 3anpoc nepesa-

223)

rpysku

9) MNocrne nepesanycka cuctembl B nosismeBlueMcsi okHe Resume Configuration Wizard y6ean-

TeCb, 4YTO BCe TpebyeMble KOMNOHEHTbI ycTaHoBMEeHbI yenewHo (Installation succeeded) n Ha-

Xmute Ha kHornky Close (puc. Pesyrb

TaT 406aBNEHNS KOMMOHEHTOB %),

Add Features Wizard

'-—ggl Installation Results

Features
Confirmation

Progress

One or more of the following roles, role services, or features require you to restart:

/¥ 2 warning messages below

# | Desktop Experience /1., Restart Pending

1, ‘You must restart this server to finish the installation process.

#) Ink and Handwriting Services /1. Restart Pending

1\, You must restart this server to finish the installation process.

Print, e-mail, or save the installation report

MNext = | Close I

< Previous | Cancel |

PucyHok 206.

3aBeplieHue nob6aBneHUss KOMNOHEHTOB
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lNpuroxeHue

Add Features Wizard

@ Do you want to restart now?
This server must be restarted to finish the installation

process. You cannot add or remove other roles, role services,
or features until the server is restarted.

Yes Mo |

PucyHok 207. 3anpoc nepe3arpys3ku

Resume Configuration Wizard 5[

ﬁ Installation Results

Resuming Configuration

The following roles, role services, or features were installed successfully:

Progress
Results Desktop Experience @ nstallation succeeded
* Ink and Handwriting Services '@' Installation succeeded
The following features were installed:
Ink Support

Print, e-mail, or save the installation report

< Previous | Next > | Close Cancel |

PucyHok 208. Pe3ynbTtaT f06aBneHUsA KOMNOHEHTOB
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HornonHumernbHas uHgopmayusi|

10. JononHuTtenbHasa uHcgpopmaumns

10.1 O cepTudumkatax

B HacTosiLeM pa3aene paccmaTpuBaloTCs HEKOTOPbIE BaXHbIe acnekTbl KpunTorpaduyieckon 3a-
LTbl kKaHana cBsav mexay CepBUCHbIM LIEHTPOM U KIMEHTCKMMW NPUNOXEHUSMW (Oanee — «Knn-

eHTaMm»).

[Ons B3aumogenctsuss Mexay cepBepHbiM kKomnoHeHTom SoftControl Server u kmmeHtamu B
SoftControl Service Center ncnone3yetcst npotokon HTTPS. Bce gaHHble Mexay cepBepoM M KO-
HEYHOWM TOYKOW NnepefatoTcs B 3amdpOBaHHOM BUAE MO 3alLMLLEHHOMY KaHary, npu 3ToM AN aB-

TOpM3auum KIMEHTOB MCMOMb3YTCA cepTudrkaTel cTaHgapTa X.509.
B npouecce pabotbl SoftControl Server reHepupyeT cregytouye Buabl CepTUmKaToB:

= Ceptudukar YL — camonognucaHHbI KOPHEBOW cepTudmKaT YOOCTOBEPSIOLWEro UeHTpa
(YL) B pamkax CUB SoftControl. B MmoMeHT KoHdUrypauum cepBep reHepupyeTt 3TOT cepTh-
dukaT n nomewget B xpaHurmwe Windows. Bce ocTanbHble Buabl cepTumkaToB npoaykta
noanucanbl ceptudmkaTom YL, 4To SaBnseTca 0gHUM U3 KpUTeEpPUEB UX JOCTOBEPHOCTW.

= CepBepHbIn cepTudmkaT — ceptudukaT, nognucaHHbli cepTudmkatom YL n ucnonb3ye-
MbI CEPBEPOM S YCTAHOBKM 3aumweHHoro SSL/TLS-coeamHeHus ¢ kmmeHtamu. Cepeep
reHepvpyeT 3TOT cepTuduKaT B MOMEHT KOH(purypauum n nomewgeTt B xpaHuwwmwe Windows
Ha cepBepHON MaLLMHE.

=  OOWKUKN KNNEeHTCKUN cepTudumkaTt — ceptmdukaT, NnoanucaHHbin ceptudukatom YL n mc-
nornb3yemMbl KIMEHTOM [ YCTaHOBKU 3aumiieHHoro SSL/TLS-coeguHeHus ¢ cepBepoM B
MOMEHT NEPBUYHOIO NOAKMYeHUs. [JaHHbIn cepTudurkaT aBrnseTca obuym anst BCEX HOBbIX
KIMEHTOB M NpeaHa3HayeH ToMbKO 4S9 Nogayv UMmn nepBoro 3anpoca Ha cepsep. Ceptudun-

KaT BCTPOEH B 3aLLMdPOBaHHbIN haiin KIMEHTCKMX HACTPOEK *, MPUMEHAEMbIN K KIMEHTY Ha

KOHEeYHOM Touke. OBy KIMEHTCKMI cepTudmKaT reHepupyeTcs cepBepoM B MOMEHT KOH(bU-

rypauum n XpaHUTCS Ha CepBEPHON MaLLMHE MO CriedyoLemMy nyTu:
C:\ProgramData\SafenSoft\Client.pem
» WHamBuAayanbHbIN KIMEHTCKUMA cepTUdMKaT — cepTudurKaTt, NoANMCaHHbIN cepTudmka-

ToM YL| 1 ncrnonb3yembln KIMEHTOM O YCTaHOBKM 3aupieHHoro SSL/TLS-coeavHeHust ¢

cepBepoM Mocrie NoATBEPXAEHVS perucTpaumm > agMUHUCTPaTOPOM Yepesa KOHCOSb YrpaB-

nenua SoftControl Admin Console. [laHHbIN cepTumKaT yHUKaneH And Kaxgoro KfMeHTa, Yto

AernaeTt HeBO3MOXHbIM HGCGHKLI,VIOHI/IpOBHHHbII?I OOCTyn K KaHally CBA3U npu Hamimdmm y 3rio-

e N———————————
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YMbILLINMEHHUKOB YKPaAEHHOro MHOMBUAOYarnbHOro ceptudukata gpyroro KnmMeHta um obero
ceptucukata. B cnydae ecrm joBepue K uHaveuayansHOMY cepTudmkaTty rno Kakom-nmbo npu-
Y/HE YTepPSHO UMM UCTEK CPOK ero AenCTBUA, CyLLEeCTBYET BO3MOXHOCTb BblAauu Apyroro cep-

TUdpukaTa (06HOBNEeHMe °"') M ero oT3bIB (OTKIIOHEHWe perycTpaumm ).

Ceptucprkar ¥
(CA certificate)

| ¢

l MHguBuayanbHbIi
KIMAEHTCKWIA

cepTudpukar

L

O6wuin
KNMEeHTCKMIA
cepTudpmkar

CepBepHbIii
cepTndmkar

PucyHok 209. CeptucdukaTtsl B CUB SoftControl

R —————.
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10.2 YnpaBneHue cepTudukatamm

Utobbl ynpaBnsaTb cepTudmkatammn YL, Haxmute Ha nyHKT MHCTpYyMeHTbI 1 Bbibepute Ynpas-

nexHune ceptudgpukaramm YL.

F SoftControl Admin Conscle

®aiin  Bug DuabTpo O nporpamme

- 9% | @ | @ L

Ouncrka ceémHora HakonuTens ¥ I o
leHepauwa v Bnlbop cepTudukaTos Y1 -

MNepeTaxuTe C1oAa MEILIKOW 33TON0B0K KONOHKM ANA PYNNWPOBKW AaHHbIX N0 HeH

ID Mogpasgenerne Wma Tun kaventa  Tkn HAacTpoek Bepcwa npoaykra | Cratyc Whdopmaua

Habnwoaexve

b1 Unit South DESKTOP-63KNC18 SysCmd  Hactpeiiku nogpasaensHua AxTveeH

OBHoBREHWE

Mpogure  BEEEpUicHON

O6nosnerne  HEREHASHONN
Orknonen

3aura Brmouero

Cranvposarne ISR

Jawwra

Crarvposanne _
Moogwn:  BaSeuicAGNN
Obroenenne _

2 Cert New DESKTOP-63KNC18 | SysWatch Hacrpoliku nogpasaenerin 02,02.2021 12:33:13

3 Stop service DESKTOP-63KNC18 | SysWatch Hacrpoliku nogpasaenerin 6.0.60.0 Ocranosnex 06.02.2021 23:38:24

PucyHok 210. YnpaBneHue ceptucdukatamm YL

Mona Tekywun ceptudukat YL, 1 HoBbin ceptudumkar YL cogepxaTt cBegeHns o AenCTBYLO-
wem ceptucmkate YL 1 ceptudukate YL, KOTOpbI HAYHET UCMOSb30BaTLCA MO UCTEYEHUN OeW-
CTBYIOLLEro. ABTOMaTUYECKN HOBbIN cepTudmkaT YL, Ha CMeHy TekyleMy reHepmpyeTcs 3a Tpw ro-
Aa 00 KOHUa OencTBus Tekylero ceptudmkarta YL. Y Bac MOXeT BO3HUKHYTb HEOBXOAMMOCTb Ha-
YyaTb MUCMOSb30BaTb HOBLIV cepTudukaT YL paHblle, ecrm Bbl O6HOBsSieTe nporpaMmmHoe obec-
neyenve SoftControl Ha Bepcuto 6.0 um 6onee no3aHtoto (C Bepcuin 4o 6.0). Yke NoAKMoYEeHHbIE K
cepBepy SoftControl Server knveHTbl NpogosokaT paboTate 6€3 nsMeHeHu, HoO AN perncTpawum
HOBbIX KIMEHTOB NoTpebyeTca o6HoBUTL cepTudmkaTt YLI.

YUTto6bI creHepupoBaTh HOBbIN cepTudmkat YL, Haxvute CreHepupoBaTb 1 NOATBEPAUTE CBOE
HamepeHue HaxxaTnem KHonkn OK BO BCMIbiBaKOLLEM OKHE.

Haxmvute MpumeHutb wm OK, 4Tobbl akTMBMpOBaTb cepTudukat B rnorne Tekywun ceptudum-

kaT YL kak gevctesytowmn n ceptucdukat B none HoBbin ceptudumkar YL kak ceptudukar, npu-

R NN————.
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rOTOBJIEHHbIN ANA CMeHbl Aevcteytowwero. MNoapobHee 06 oGHOBNEHWN cepTUdUKaToOB Npu nepe-
xoge Ha Bepcuto 6.0 n Bonee no3gHue uutamte B ctatbe hitp://kb.safensoft.com/index.php/
Updating SoftControl 5 to SoftControl 6.

J~ ¥npaenenune ceprudukatami Y11

Hoswii ceprudmkar Y1

[2021-02-09;2041-02-04 EKU D30B2382F1C09481757D47648858656CR3B32BCA4  [NewCA] E

Texywmid ceptudmkat ¥1
[2021—01—28}2041—01—23 EKU DE4D3ATCBEECACDIBM402TEB65885633A9306960 [CA] §|

| Mpuwewrs | | ok | [ Omwena

PucyHok 211. OkHo ynpaBneHus ceptudukatamm YL

CsepeHus o ceptudmkaTtax YL, npeacrtaBneHs B criegylowem bopmarte: <gaTta_reHepauuu_-
cepTudmkaTa>/<okoH4YaHue_cpoka_aencteusa_ceptucgpukara><cpnar_EKU_npu_Ha-

nmuun><uma_ceptudukara>.
10.3 BoccTtaHoBneHue CBA3U C cepBepoOM

B cucteme B3aumogencteumsa «knmeHT-cepep» (B pamkax CUB Ha ocHoBe CepBucHoro LleHtpa)
CyLLeCTBYeT BEPOSATHOCTb BO3HUMKHOBEHUS CuUTyauui, npu KoTopbix IP-agpec cepBepa moxeTt
ObITb MBMEHEH aBTOMaTUYECKN, HAaNpUMeEpP, NPU BXoA4e B CeTb MNocre nepesarpysku. B aTom criyyae
KIMEHTCKWE MPUIoXXeHus, B KOHpUrypaumm KOTopblX NponucaHbl Tonbko IP-agpeca komnbtoTepa ¢
yCTaHOBIEHHbIM cepBepHbIM KomnoHeHToMm SoftControl Server, a He ero ceTteBoe mms, TepsaOT
CBs3b C HUM. YTOGbI He KOppeKkTupoBaTb IP-agpeca Bpy4yHyl0 NOKanbHO B HACTPOMKAX KaXKOoro
KIMEHTCKOro KOMMOHEHTa, NpeaycMOTpeH yHKLUMOHAN pe3epBHOro cepBepa BOCCTAHOBIIEHVS.
[ns ero akTMBaLmm BbINOMHUTE Criedylouye warmw:

1) OTkpowiTe hann koHurypaumm cepBepa, pacrnosioXXeHHbIN Mo crieayroLemMy nyTu:

C:\ProgramData\SafenSoft\Server.Config.xml
2) B anemeHTe RescueSettings 3ameHute 3HaveHvie coriara Active Ha True.

3) JobaBbTe B aneMeHT RescueSettings noganeMeHTbl CriefyroLero Buaa:

<Address Uri="<HoBbii IP-agpec uau uma cepsepa>" Port="<nopt cBasu>" /

4) CoxpaHnTe n3MeHeHus B (hawrne KoHuUrypaumn.
5) lameHnnTe nmsa komnbloTepa ¢ yctaHoBreHHbIM SoftControl Server Ha screstore.
6) MNepe3sarpysute KomnbloTep ¢ yctaHoBreHHbIM SoftControl Server ana npyumeHeHust Ho-

BbIX HACTPOEK N UISMEHEHNA CETEBOI0 MMEHN XOCTAa.

N——.———.
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7) Nocne 3anycka cuctemHon cryxdbl SoftControl Server nopt 8888 ana pesepBHOro noa-
KrtoueHusa byaet aBTomaTudeckm gobasneH B 6panamayap Windows.

8) Mo nctedeHnn 10 HeyaayHbIX NOMbITOK MOAKIMIOYEHNA MO CMMCKY agpecoB, 3adaHHbIX B
HACTPOWKaXx, KIMEHTCKME KOMMOHEHTbI OyayT mpeanpuHMmaTh MOMbITKY NOOKIMOYEHUs K
pe3epBHOMY cepBepy C UMeHeM Screstore Ha nopT 8888 (no ymondaHuio). Nocne ycnewr
HOrO MOAKIMYEHN MO AaHHOMY agpecy, KinmeHTam byaeT nepeaaH 3agaHHbIN B HACTPOW-
Kax HOBbI CMIUCOK aipeCcoB CepBepa M NpovsBeaeHa aBToMaTudeckas 3aMeHa cTaporo
crvcka agpecoB Ha OGHOBIEHHbIV B HACTpokax. [ocrne Toro kak coeguHeHne co BCeEMMU
nogkrtoyeHHsiMn kK CepBucHOMY LleHTpy krmieHTamm OyaeT BOCCTaHOBMEHO, CETEBOE

MMA cepBepa MOXET ObITb MI3MEHEHO Ha M3Ha4arbHoe.

10.4 Pe3epBHoe KkonupoBaHue SoftControl Service Center

B HEKOTOPbIX CliydadX CyLLeCTByeT HeobX0AMMOCTb B CO30aHUM PE3EPBHOM KOMNUM = KOMMNOHEH-

ToB CepBucHoro LieHTpa, ¢ Lenbio aanbHeiiwero BocctaHoBneHns 22! nonHoctblo paboTocnoco6-

HOWM KOH(*)MpraLMM 6e3 noTepun CcBA3N C KIMEHTCKUMIU NPUINOKEHNAMU Ha yOalieHHbIX XOCTaX. CJ'Iy—

Yaun, K KOTOpPpbIM NpMMEHMbI AaHHblIe onepaunn:

* HeobGxoauMmocTb nepeyctaHoBkn OC Ha komnbtoTepe ¢ komnoHeHTamn SoftControl Service
Center;

*  HeobxoammocTb nepeHoca SoftControl Service Center Ha gpyron KOMnbOTEP.

10.4.1 Co3pnaHue pe3epBHOM KONUK
PesepBHasa konus dgaunnoB SoftControl Service Center Bkmovaet B cebss Heobxogumblie Ons

BOCCTaHOBSIEHNs (hairbl KoHurypauum cepsepHoro komnoHeHta SoftControl Server n ceptndgou-

kaTbl %°. Tawke MOryT 6blTb COXpaHeHbl MNoMb3oBaTeEMbCKMe duibTpbl ° SoftControl Admin

Console (onuuoHansHo). YTobbl co3aaTb pe3epBHY0 KOMNWKO, BbINOMHUTE CreayloLLyto nocrneaoBa-

TENbHOCTb AEUCTBUIA:

1) B ocHoBHOM MeHto SoftControl Admin Console BbiGepute nyHKT Bug — Pe3epBHOe KO-
nupoBaHue.
2) B nosiBvBLLEMCSA OKHE ycTaHOBUTE Pexxum konupoBaHuA B obractn Paunbl cepBepa

(pvc. Co3snaHvie pesepBHOM Komm 2°).

R NN———.—
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’ (=1 HOE KONMMpOBaHWe L3
P

Daiinbl cepeepa

MyTe k AupekTopun o p Ha cepeep [ CreHepWpoBaTE NogkaTanor l

[C:\SC backup\files\20140925121156848 l

O Pexxum BoccTaHOBAEHWA
PexnmM KonMpoBaHKua

Kenuposats

Daiinbl NoNbIOBATENLCKMX GUNLTPOS

NokansHbi MyTh K QUPEKTOPKHA TEHEEOMD KONWPOBEaHWA [ CTEHEPHPDBaTb nogkaTtanor l

[ CASC backup\uf20140925121417959 l

() Peskum soccTaHosneHNS

Konwpoeate
Pexcm konmposaHua

PucyHok 212. Co3paHue pe3epBHOW Konuu

Beegute nyTb 00 KaTarora, Kyaa npegnosiaraeTcs CoxpaHuTb banrbl pe3epBHON KOMnuu,
B cooTBeTCcTBYlOLEe nore. Ecnm TpebyeTcs ccopmupoBaTh nogkaTasior ¢ yHUKanbHbIM
MOeHTUPMKaTOpPOM Mo BBEAEHHOMY MyTW, HAXMUTE Ha KHOMKy CreHepupoBaTb nopka-
Tanor. Ecrm HaxxaTb Ha yka3aHHyK0 KHOMKY npw nNycToM norie BBoAa, nogkartanor byoer

Mo YMOJHaHUIO pacnosiaratbCa B CriedyoLen ANpekTopum:
C:\Windows\System32
Haxmute Ha kHOnKy KonupoBaTb, 4TobObl co3aaTh pe3epBHy0 KOMMO hainroB no Bbl-

BGpaHHOMY nyTW. B HWKHEN YacTn okHa ByaeT oTobpaXkeH cTaTyc onepauum.
3) Ana coxpaHeHuss nosfb3oBaTenbCkuX (UNbTPOB B OKHE Pe3epBHOe KonupoBaHue

(pvc. Co3aanre pesepBHON komvn**®) noBTopUTE AencTBus n. 2 Ana obractn dannel

nonb3oBaTeNbCKUX PUNbLTPOB.
Ecmm HaxxaTb Ha kHOMKy CreHepupoBaTb nogkaTanor npy nycTom nosie BBoAa, Nogka-
Tanor 6ygeT no ymorMaHuio pacnonaraTbcs B avpektopum yctaHoBku SoftControl Admin
Console.

4) B cnyyae, ecrm b1 CepsucHoro LleHTpa pacnonaraetcsa Ha BHeLLlHeM cepBepe (0Tnmd-
HOM OT KOMMblOTEPA C YyCTaHOBIEHHbIMU KoMnoHeHTamu SoftControl Service Center),
COXpaHsTb €e Konuo He Tpebyetca. B obpaTHOM crnydae cosganTe pe3epBHy KOMuo

Tekywewn B[] cpeactBamu Microsoft® SQL Server®.

———————.
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10.4.2 BoccTaHOBNeHWe U3 pe3epBHON KonNuun

[nsa socctaHoBnenua SoftControl Service Center 13 pesepBHOM KONUM BbINOSHUTE ClieAyHoLLyto Mo-

crnegoBaTeNbHOCTb AENUCTBUN:

1) Y6eguTech, 4TO Ha KOMMbIOTEPE YCTAHOBIIEHO MPaBUbHOE BPeEMS.

" SoftControl Service Center Tol e BepcuM, YTO WCMOMb30OBANCA Ha

2) YctaHosure -
KOMMblOTEpe, C KOTOPOro co3gaBaracb pes3epBHas Konus.

3) BbInornHuTe BOCCTaHOBIEHNE paHee coxpaHeHnHown B[. MNponyctute atoT war, ecrm B
Haxoguracb Ha ApYroM KOMMbIOTEPE U He yaansarnach.

4) MNMpowusseaute NepBUYHYO HACTPOWKY cepBepa 20 Mpn HacTpouke ykaxute HoBoe Uma

6a3bl AaHHbIX, OT/MYHOE OT MMeHn ctapoun B[], 4yTobbl He NoBpeaAuTb AaHHbIE B HEW.
Nocne BOoCCTaHOBMEHUSI U3 pe3epPBHON KOMM CepBEP aBTOMATUYECKM NEPEKITIOYUTCA Ha
cTapyto 6a3y gaHHbIX.

5) B ocHoBHOM MeHto SoftControl Admin Console Bbibepute nyHkT Bua — Pe3epBHoOe Ko-
nupoBaHue.

6) B nosiBMBLLEMCSI OKHE ycTaHOBUTE PexXnm BocctaHoBneHus B obractn ®annbl cep-

Bepa (puc. BoccTaHoBneHvie 13 pesepsHoii korvm >'). BBeaute nyTb A0 kaTarora ¢ pa-

Hee coxpaHeHHbIMU hanramm pe3epBHON KOMMM B COOTBETCTBYIOLLEE MOSie U HaXmute

Ha KHoMnKy BoccTaHoBUTL. B HWkHe yacTn okHa ByaeT oTobpaxeH cTaTyc onepaumn.

g~ PesepeHoe KOMMpOBaHWe

Daiine cepeepa

MyTe k AMPEKTOPWN TEHEEOTO KOMMPOBAHWUA Ha CEpEEpE

[ CASC backup\files\20140925121156848

PeximM BOCCTAHOBNEHWNA BoccranoeuTts

(") Peskvm konvpoBaHna

MNepesanycTnTe cepeep W KOHCONL

Daiinbl NoNLIOBATENLCKUY GUALTPOS

JNokansHeli MyTh K AWPEKTOPUA TEHEEOTC KONMPOEaHWA

[ CASC backup'ufi201400251214179 594

Pexim BocCTaHOBAEHMA BoccranoemTe
() Peskin konvposaHusa

3akpuiTe

PucyHok 213. BocctaHoBneHue U3 pe3epBHON Konuu

7) Npn HeOBXO0OMMOCTM BOCCTAHOBIIEHMSA MOMb30BaTENBCKUX PUbTPOB B OkHE PesepB-

- 231 o
HOe KonupoBaHue (pI/IC. BocctaHoBEHNe 13 pe3epBHON Konum ) noBTopute pnen-
231

cTBuA N. 6 Ans obracty @annbl NonbL30BaTeNbCKUX PUNLTPOB.

-
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8) Haxxmute Ha kHornky NMepe3anycTuTb cepBep U KOHCOSb 4115 nepesanycka CUCTEMHON

cnyx6bl SoftControl Server 1 npyMeHeHWsT BOCCTaHOBMEHHOM KOHGUrypaLmn.

anMe‘-IaHI/IeZ Ha HEKOTOPbIX CUCTEMaX MOXEeT TaKxe noHagoobuTbcs nepes3arpyska

KOMMblOTEpPA.

231

9) Yoarnure BpeMeHHyto 6a3y JaHHbIX, CO34aHHyto Ha ware 4 <.

10) ABTOpU3YMTECH 27’ B KOHCOMM ynpasrieHuss SoftControl Admin Console. NpoBepbTe pa-

00TOCNOCOOHOCTL KOMMOHEHTOB.

10.5 MNMpuBunernn

npoueccoB

B 1abn. 41 npencrasneHo onuncaHve npusunerui Windows, ucnornbs3yemMblix npoueccamu (CM. Tak-

xe https://msdn.microsoft.com/ru-ru/library/windows/desktop/bb530716(v=vs.85).aspx wn https:/

docs.microsoft.com/en-us/windows/device-security/auditing/event-4704).

Taonuua 41. OnucaHne npuBUNern npoLeccoB

YnpaBneHve aygutom 1 Xyp-
Harnom 6e3onacHoc

[lobaBneHue 3anucen B xXypHan 6e3onacHoOCT.

ApxuBaumsa gannos u Kata-
noros

BbinonHeHne onepauyin No pe3epBHOMY KOMUPOBAHUIO.

OTa NpuBWnerns 3actaBnsieT CUCTEMY BblAaTb NpaBa Ha YTeHue noboro danna, Hesa-
BMCMMO OT TOrO, YTO YKa3aHo B CMMCKe ynpasreHust goctynom (ACL) ans atoro danna.
JTto6on gpyron 3anpoc Ha 4OCTYN, KPOME YTEHUS, NO-NPEXHEMY OLIEHMBAETCS C NOMO-
wbto ACL.

BoccTaHoBneHWe ¢annos v
KaTanoros

BbinonHeHne onepaumii BOCCTaHOBEHWS.

OTa npuBunerna 3actaBnsgeT CMCTEMY Bbl4aTb NpaBa Ha 3anucb ntoboro darina, Hesa-
BMCUMO OT TOro, YTO YKa3aHo B cnucke ynpaesneHust goctynom (ACL) ans atoro dianna.
Monb3oBatenb C gaHHOW NPUBUIETME MOXET 06xoauTb paspeLleHus dannos, nanok,
peecTpa 1 ApYrux NOCTOsIHHbIX OOBLEKTOB MNP BOCCTAHOBIEHUM (AlIIOB M Narnok n3 pe-
3€pBHbIX KOMUAN.

JononHutensHO AaHHas NpuBUnerus No3BonseT HasHauMTb Noboro nonb3oBaTens unm
rpynny ¢ AencTyoL UM ngeHmdmkatopom 6e3onacHoc (SID) Brnagensuem danna.

MaMeHeHne cncTeMHOro Bpe-
MeHU

M3meHeHne cUcTeMHOro BpEeMeEHMN.

Monb3oBatenb ¢ gaHHON npmsmnermeﬂ MOXET U3AMEHATb BpeMA N AaTy Ha BHYTPEHHUX
Yacax KoMmnbloTepa. Monb3oBatenu ¢ Taknmm npaBamun MOryT BIiMATb Ha BU XXYypHaroB
cobbimin. Ecnm cuctemHoe BpeMA N3SMEHEHO, cobbITns, KOTOpble Oblnn 3anMcaHbl, 6y-
ayT 0TO6pa)KaTb 9TO HOBOE BpEMHA, a HE pealibHOe BpeMA, B KOTOPOE OHU MPOn3oLLn.

3aBepLueHne paboTsl cucte-
Mbl

3aBepLueHne paboTbl NTIOKanbHON CUCTEMBbI.

MpvHy AuTENbLHOE yaaneHHoe
3aBepLUeHne paboTbl

BbIkntoueHe cuctemMbl ¢ MOMOLL, biO 3arnpoca no cem.

CwmeHa BnagenbueB ¢annos
N Opyrux obbekToB

Mpusunerna Heobxoauma, 4Tobbl CTaTh BragenbLemM oobekTa 6e3 nonyyeHus nsbupa-
TernbHOro goctyna.

Monb3oBatenb C gaHHOW NPUBUNENMEN MOXET CTaTb Bragenbuem moboro 3ai uilaemo-
ro obbekTa B cucTteme, Bkrovasa oowektsl Active Directory, dpaiinbl u nanku, npuHTEpS,
pasgensl peectpa, NpoLecChl U NOTOKK.

R N—————.
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Otnagka nporpamm

OTnagka v HacTpoika namsiTM npouecca, KOTopbI NPUHAANEXUT APYroi yYeTHON 3anu-
cu.

Monb3oBatesb ¢ AaHHONW NPUBUIIErMEn MOXET MPUCOEANHSTL OTNag4YuMK K ftoGomy npo-
ueccy wnm sapy. Paspabotivkam, oTnaxnBatoLL M CBOW COBCTBEHHBIE MPUNOXEHNS,
370 NoMb30BaTeNIbCKOe MPaBo He HyHO. PaspaboTinkam, oTrnaxvBatoL UM HOBbIE
KOMTMOHEHTbI CUCTEMbI, 3TO NPaBO HY>kHO. [JaHHOEe NpPaBO AaeT NOMHbIA AOCTYN K YyB-
CTBUTENbHBLIM U KPUTUYHBIM KOMMNOHEHTAM OMEPaLMOHHON CUCTEMBI.

M3ameHeHne napameTpoB
cpeabl U3rotoBUTENs

M3ameHeHve aHeproHesaBmcumon namsa (RAM) cuctem, KOTopble NCMOMb3YIOT AaHHBIN
TMN NamMa™ ANs XpaHeHns UHGopMaLmumM 0 KOHAQMIy paumu.

MpodmnmpoBaHue NponsBo-
AUTENbHOCTU CUCTEMBI

C6op npodwmns BCen cucTeMmsl.
Monb3oBatens ¢ OaHHOW NPYBUMErNEN MOXET MCMONMb30BaTb CpeacTBa HAbNMaeHus 3a
NPOVN3BOAUTENbHOCTLIO ANSt KOHTPOMS MPOU3BOAMUTENIHOCTA CUCTEMHbBIX NMPOLECCOB.

MpodminmpoBaHue ogHOro
npouecca

C6op npodwmnsa no ogHOMY npoueccy.
Monb3oBatens ¢ OaHHOW NPUBUMErNEN MOXET MCMOMb30BaTb CpeacTBa HAbnMaeHus 3a
NPOVN3BOAUTENbHOCTLIO ANSt KOHTPOMS MPOU3BOAMUTENBHOCTA HECUCTEMHBIX MPOLECCOB.

YBenuyeHue npuopuTeTa Bbl-
NOJNTHEHUA

YBenuyeHne 6a3oBOro npuopurteTa npolecca.

Monb3oBatenb ¢ JaHHOW NpUBUIIErMe MOXeT UCMONb30BaTb NPOLECcC C AOCTYMNOM K
CBOWMCTBY «3anucb» APYyroro npouecca Ang yBenMy4eHns npuoputeTa BbINOMHEHUS, Ha-
3HaYeHHOro aToMy ApyroMy npoueccy. Takoi nonb3oBaTteri MOXET U3MEHHATb 3anaHu-
pOBaHHbIV MPUMOPUTET NpoLiecca Yepes Mnosnb3oBaTeNbCkun MHTepdenc Aucnetdiepa 3a-
Aau.

3arpyska u Bbirpy3ka
ApaiBepoB YCTPONCTB

3arpyska v BbIrpy3ka ApanBepoB yCTPOWUCTB.

Monb3oBatenb C AaHHOW NPUBUIIErMEN MOXET AMHAMUYECKM 3arpyKaTb U BbIrpyKaTb
ApaviBepa yCTPONCTB UNM ApYrovi KOA4 B pexume sgpa. 310 Nofb3oBaTernbCkoe NpaBo
He npuMeHsieTcs K gparisepam ycTtponcTs Plug and Play.

CospgaHue danna nogkayvkm

CospgaHue danna nogkavku.
Monb3oBaTtens ¢ 4aHHOW NPUBUIIENMEN MOXET CO34aBaTb U UBMEHATL pa3mep danna
NoaKa4vKu.

HacTponka kBOT namsat ans
npouecca

YBennyeHne KBOTbl, Ha3HA4YE€HHOW NpoLeccy.

O6xoa nepekpecTHOM Mpo-
BEPKM

MonyyeHne yBeAOMIIEHUI 06 U3MEHEHMSIX B doainax v AupekTopusax. Mpuemnerns Tak-
)K€ 3acTaBIseT cucTeMy MpOMyCTUTbL BCE NepekpecTHbie NPpoBepky Ha gocTtyn. Mo
YMOMYaHWIO BKIIOYEHa OJ1A BCEX Norib3oBaTternei.

OTkntoYeHne KOMnNbloTEPA OT
CTbIKOBOYHOIO y3na

OTCTbIKOBKA HOYTOYKA.
Monb3oBatenb ¢ AaHHOW NPUBUIIENMEN MOXET OTKIIIOUYNTL NOPTATUBHbLIA KOMMNbIOTEP OT
CTbIKOBOYHOrO y3ria, He BbIMOMHSAS BXOA4 B CUCTEMY.

BbinonHeHve 3agay no o6-
CINY>XVMBaHWNIO TOMOB

BkntoyeHve npusmnernin no obenyXnBaHMio TOMOB.
Heobxoavma ons npoBegeHUs 3agad no obcy>KMBaHWIO Ha ToMe, HanpuMep, yaarneH-
HoW AedparMeHTaumm.

NmuTaums knnmeHTa nocre
NpoBepKM Nosb3oBaTens

UMuTaums knneHTa.
Monb3oBaTtenb ¢ JaHHOW NPUBUIIENMEN MOXET UMUTUPOBATL ApPYrMe YYeTHble 3anucu.

CospgaHue rnobanbHbIX
obbekToB

CosgaHue nveHoBaHHbIX 06 BLEKTOB COMOCTaBEHMS ¢ianioB B rnobansHOM npo-
CTpaHCTBE MMEH BO BpeMs yAarneHHbIX TepMUHanbHbIX ceccui. MNpusunerns no ymorn-
YaHWIO BKMKOYEHA ANst a4MUHUCTPATOPOB, CEPBUCOB M y4YeTHoM 3anmcu LocalSystem.

R N—————
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10.6 Tpaduk SoftControl SysWatch

EcTb Tpu nctoyHuka tpaduka SoftControl SysWatch:
1) OBepxeabl HTTPS,
2) Ilorn ¢ KIMMeHTCKOro YCTPOWUCTBA,

3) OBHOBMNEHMS (KIMMEHTCKOro MOAYIS U aHTUBUPYCHBIX 6a3).

OBepxeabl HTTPS

Tpadvk oBepxegoB HTTPS coctaBnsaet 3,7 Kb 3a xapTtout. (XapTtbut — 310 napameTp KIMEHT-
CKMX KOMIMOHEHTOB, OTBEYAIOLLWMA 3a NEPUOANYHOCTb YCTAHOBKWN CBSI3M C CEPBEPHLIM KOMMOHEH-
Tom SoftControl Server.)

Tpachvk B mMecday oT oBepxegoB HTTPS mMoxHO oueHutb no crepylowen dopmyre:
T1=3,7*%30%24*3600/3HavyeHne xapTbuTa [cekyHapl]. PesynbTat GyaeT BblpaXeH B KWso-

OanTtax B mecsu,

Jlorn c knneHTCKOro yctpoucTaa

Ob6bem Tpaduka, KOTOPbI FEHEpMPYETCA Ha 04HO cobbiTue, coctaBnaeT okoso 500 6awt. Mo ko-
nmyecTBY COObITUIN MOXHO OLEHUTb OJ19 TUMOBOMO YCTPOMCTBA 00beM Tpadmka, KOTOPbIN reHepu-
PYIOT JIOTM 3@ CYTKW, @ TaKKe 3anorHAeMoCcTb 6a3bl JaHHbIX.

UToObl BbIrPY3UTb CBEAEHMA O COBbITUAX HA TUMOBOM YCTPOWCTBE 3a CYTKW, BbIMOSHATE Crieayto-
e OencTBus:

1. Otkpowite B SoftControl Admin Console nor cobbITuin 45151 HykHOro YCTPONCTBa.

2. Bbibepute B BEpxHEN NaHem MeHi0 PunbTpbl —> PunbTpbl cobbiTM SysWatch —> Bcee.

-
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Mo ymonuaruo
ManHei# eng
Cramye

OBHOENEHME KnueHTa

DynbTpes cobemii DLP Hapywerite noauTAkn KoHTpERA

Monesosatensckne GHAETpE KoHTpone aktveHocT

3anyck npouecca

DESKTOP-63K...  2anyck npoyecq| AnTisnpyc
DESKTOP-63K... | 3anyck npouecc Wsmenenue Hactpoex

DESKTOP-63K... | Anmmenpyc Bxop nonszosarens
DESKTOP-63K... | Antmenpyc

DESKTOP-63K... | AnTmenpyc

DESKTOP-63K... | OBHOEneHNE wn
DESKTOP-63K... | OBHoBEAeHHE kA
DESKTOP-63K.. | Of K
DESKTOP-63K... | Msmenenue nactpoex 02.02.2021 8:20:34 ObbiuHan
DESKTOP-63K... | 3anyck npouecca 02.02.2021 8:18:15 Beicokan
DESKTOP-63K... | anyck npouecca 02.02.2021 8:18:15 Beicokan
DESKTOP-63K... | OBHoBneHWE KnveHTa 02022021 81741 Buicoxas
DESKTOP-63K... | OBHoEneHue knueHTa 02022021 81741 Bricoxas
DESKTOP-63K... | OBHOBAEHHE KAMEHTA 02.02.2021 8:17:29 OBLluHaR
DESKTOP-63K., Bxoa 02,02.2021 8:16:28 OBeiyHaR

Brixog noaezosatena

He crap npaueces

Cobuimie crykbe
Cofeitna DeCrypt

Crpanvua N21 (nocneanns) Mpowno spemenit: 00:00:00

PucyHok 214. Hactpoika cbunbtpa Ans nora codbItumn

(PepgakTnpoBaTb 3anpoc). [logpobHee cm. pasagensl PubTpaums

3. Haxmure Ha KHOMKy

COGbITVII7I 1 3anpochl kK 6a3e gaHHbIX

4. Yto6bl 06aBUTL OUIbTP MO BPEMEHM, HAXXMUTE Ha 3eSiEHbIN KPY)KOK CO 3HAKOM «MNIKOC», 3aTEM

BblOepuTe Bpems, Mexay v 3agaite uHTepBan B O4HN CYTKW.

>~ SoftControl Admin Console

ClientlD Ogni ns 2 @ @
= ] Bpema (UTC+0) Mexcay 13.01.2021 u 14.01.2021 © . L = -
02af341-d2c8) CAPROGRAM FILES... "C\Program Files\... DESKTOP-63..
02af3f41-d2c8) CAPROGRAM FILES... "C:\Program Files\... | DESKTOP-63..
02af9f41-d2c3)
02af9f41-d2c8)
02af941-d2c8)
02af941-d2c8)
02af941-d2c8)
02af9f41-d2c3)
02af9f41-d2cBf)
02afSf41 -dZCBI CAPROGRAM FILES... "C\Program Files\...  DESKTOP-83...
CAPROGRAM FILES... "CA\Program Files\... A DESKTOP-83...

02af0741-d2¢8-419... | OBHoEnemm... 3anyck oBrosnernli | Mpouece oBHo...

Crpanruua N21 (nocneaHar) Mpowno spemeri: 00:00:00

PucyHok 215. Hactporika 3anpoca k 6a3e gaHHbIX. 3agaHue BpeMeHuU
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5. Ha akpaHe nosiBaTcs 3anucu 0 cobbiTusIX, NpOM3oLLEALMX 338 yKasaHHble CyTkW. Haxmurte Ha
VKoHKY QkcnopT B Excel 1 BbiGepute ApeKTopuio, B KOTOPYHO Bbl XOTUTE COXPaHWUTbL J1OT C CO-

ObITUAMMW.

F SoftControl Admin Console

SE® [ oA | RO @903 (3% 82U

, #2020-06-04%)

[ClientID] In (11) And [OccurrenceTime]
MepeTasuTe Cga W ANA rPYNnMp [LEHHIX N0 Hel
Mma Waentndmkarop.. Yuukanehbid ID yor...  Tun cobermaa | Bpema Jeictene Cratyc peiictena | Cratyc knme... | McnonHaembii dain
i
WIN-... 97 1e9c01a2-39ba-42.. O6Hoenenw..  23.05.2.. Buicokan O6HoEneHWe 336e...  OBGHOBNEHWE 3... o
WIN-... 95 1e9c0la2-59ba-42.. | OBHoeneHwn..  23.05.2.. Buicokan Wudopmauua obh. | Mposepxa: Ow...
WIN-... 95 1e9c0la2-59ba-42.. | AuTmeMpyc 23.05.2... OBbiuHan 3aBepwenKe ckaH.. | Ycnewdo SysWat
WIN-... -2 1lefBc0laz-59ba-42.. Cramyc 22.05.2... Buicokan AxTuseH
WIN-... 94 1e9c01a2-59ba-42.. | AuTmeMpyc 22.05.2... OBbiuHan 3anyck ckanepa Ckanep sanyweH SysWat
WIN-... 93 1e9c0la2-59ba-42.. | O6HoeneHwW..  22.05.2.. OBbiuHan 3anyck oBHosneHuid | Mpouecc obHo...
WIN-, 1 1e9c0la2-59ka-42.. Cramyc 22.05.2... Buicokan OcTaHosneH
v
o | L
Crpanvua N21(nocnegHas) Mpowno epemenw: 00:00:01
Cwena napons

PucyHok 216. dkcnopT BbIGopku B hann XLSX

6. B cospaHHOM dhanrne nocuutamTe KOnmM4eCcTBO CTPOK. YMHOXbTE 3TO umcro Ha 500 GawnT, u Bbl
nonyunTe NpubnManTernbHbI 06beM Tpadmka 3a CYTKW, KOTOPbI MPUXOAUTCS HAa NOrM OT YCTPOWt-

CTBa.

OoHoBnReHus

OBGHOBNEHMS KIMEHTCKOro Moayns

Ob6bem ogHoro obHoBeHusa coctaBnseT 30 Mb. O6HoBreHust BbIxoaaT 3—4 pasa B rog.

OB6HOBNEHUSA aHTUBUPYCHbLIX 6a3

O6bem nepBoro o6HoBNEHUA Nocne ycTaHoBkKu cocTaBut 60 MB. [lanee 3a kaxapln AeHb 06bem
obHoBneHun moxeT coctaBnaTb oT 400 go 1 300 Kb (no mepe Bbinycka HOBbIX aHTMBUPYCHBIX
6a3).

———.
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10.7 UcTOoYHUKM

M CTOYHMKM JONONHUTENIb HON MHAbOpMauum NpuBeaeHbl B Tabn. 42.

Tabnuua 42. BcnomoratenbHasi 4OKYyMeHTaLusA

PykoBopctBo nonb3osatensi SoftControl ATM |PykoBoACcTBO NO yCTaHOBKE, HAacTpovike 1 paboTe C KIMMEHTCKUM
Client komnoHeHToM SoftControl ATM Client

PykoBoacteBo nonb3oBatens SoftControl PykoBO4CTBO NO yCTaHOBKE, HAaCTPOMKE U paboTe C KIMEHTCKNM
Endpoint Client komnoHeHToM SoftControl Endpoint Client

PykoBoacteo nonb3oBatens SoftControl PykoBOACTBO NO yCTaHOBKE, HAaCTPOWKe 1 paboTe C KIMEHTCKUM
SClient komnoHeHToM SoftControl SClient

PykoBogcTso no yctaHoBke SoftControl DLP  |PykoBOACTBO NO YCTaHOBKE U HACTPOMKE KITMEHTCKOrO KOMMOHEHTa
Client SoftControl DLP Client

10.8 O6HOBNEHME KITMEHTCKMX KOMMOHEHTOB U aHTUBUPYCHbLIX 6a3 Ha
Windows XP

Windows XP B 3aBucumocTu oT Bepcum Service Pack moxeT nmbo BoBCe He noadepxuBaTtb HO-
Bble cepTudmkaThl, MO0 nogaepvMBaTh MX YaCTUHHO. DTO CBA3AHO C TEM, YTO MPU UX reHepauum
ncnonb3oBanucb bornee coBpeMeHHble anroputmbl (SHA-256).

Yto6bl 06HOBeHMs npoaykToB SoftControl 6a3 paboTanm KOppeKTHO, HEOBXOAMMO NPaBUMBHO Ha-
CTPOUTb NapameTpbl 3anycka Moayren 06HoBEHUS.

lMpumeyanne. Ecrm Bbl yctaHoBwm npunoxenne SoftControl SysWatch sepcvm 5.1.79 wnrm
no3gHee 1 Npy 3TOM paHee 3TO NPUOXeHKe y Bac He Bbifio YCTAHOBIIEHO, BbIMOSHATbL MHCTPYKLM
13 3TOro pasgera He HyxHo: obHoBreHre nponaeT koppekTHo. Ans SoftControl DLP n SoftControl
SysCmd BbINOMHATL MHCTPYKLMW M3 3TOrO pasgerna He HyxHO, ecrm y Bac Bepcust 6.0.95 nrm
nosgHee.

1. Otkpowte B SoftControl Admin Console pegaktop KIMeHTCKMX HaCTPOEK.

2. MNepengute B pasgen Moaynm.

3. HaxxmuTe Ha MKOHKY LI_I:I
4. Ha Bkrnagke UpeHTudMKaumMoHHbIe AaHHbIe MoAyns BBeauTe UMsa Moayna (HassaHve uc-

NONHAEeMOoro gpanna) 1 NyTe K HEMY CorfiacHo Tabnuue:

Tao6nuua 43. Moaynu obHoBneHus

O6HoBNSAe MbI KOMMNO-
Ama moayns
HEeHT

SoftControl SysWatch snsupd.exe C:\PROGRAM FILES\SOFTCONTROL\SYSWATCH\

- (& ]
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SoftControl SysCmd C:\Program Files\SoftControl\SysCmd\Updater

SoftControl DLP Client C:\Program Files\SafenSoft\DLP Client\Updater

BLIME HACTPORKK
Wmaa v onucanme
KaprbuT
IP-agpeca cepeepa
Homep nuuenzim
sWatch

KDHTpCIJ'Ib AKTHBHOCTH

Mpasuna anA peectpa ” Mpasuna anA ceTi || Mpusnnernu npouecca

OBwWwme HacTpofku Mpaewna anA GarnoBol croTemol

¥rnpaeneHne MHLMAEHTMMN
WaeHTMdMKaLMOHHEE JaHHBIE MOZYAA
Jawmra naponem

CranupoBaHue
O6wWwme HacTpofku

Hacrpoiku pacnincanmna

Wam mogyna

KommenTapuid

I snsupd.exe I

W thainoe

OBHoBREHWE

O6wWwme HacTpofku
Wcrounukn oBHoENEHWA
HacTpoiiku pacniucanua

Hacrpoiiku uHtepdelica

OTueTw

COnoeeweHnA
Haseanue opraHusaumu:
OpaHopasossle Napanm

BryTpenHee uma dakna:
Monutuka kKoHTpoAS

- Onucanwe:
YcrpodcTea

JloBepeHHbIH cncok aBTo!

ABToOpCkMe Npasa:

Bepcwa:

Qainoean cvcTema

CucTemHbld peecTp

JobaBnTs AaHHbe M3 daina

Cets

H3w-cymmsl dainos |

PucyHok 217. Hactpounka moayns o6HoBneHus Ha npumepe SoftControl SysWatch

5. Ha Bkrnagke Obwmue HaCTPOMKU BbiIBEpUTE 30HY BbINOSHEHMS [loBepeHHbIe NMPUITOXKEHUs n

oTMeTbTe doriaxkkom BknrounTtb pexxum o6HoBneHus MO.

———.
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Mpaewna AnA peectpa Mpaeuna gnA ceta Mpweunerun npouecca

WasHTMbUKALIMOHHEIE A3HHBIE MOLYAR

IOﬁu.l,Me HaCTPoRKK I || MNpasuna ana adnosoli cuoTemsl

3ona eeinon ”e"“’l,ﬂ,osepemhle [ | (]
E Brarounts pesaam oBHoenerua MO

[] Coxpanate mcropuio sanycka

~ =
| Hasnauenwe yuetholi sanmcw |

e JAOEEPEHHOM CNWCKE BETO3ArPYIKN

JobasuTe ganHbie us daina [ OK ] [ Otmena ]

PucyHok 218. [lo6aBneHue moayns B fOBEPEHHbIE NPUNOXEHUS
6. Haxkmute OK.

7. CoxpaHuTe KIMeHTCKMe HAaCTPOWKM NOA HOBbIM UMEHEM M NPUMEHUTE WX K NOAPa3aeneHuto, B KO-
TOPOM HaXOAATCS KIMEHTbI, KOTOPble He06X0aMO OGHOBUTL
Ecrm Bbl HacTpavBaeTe o6HoBreHve ana SoftControl SysWatch, ganee Bbl moxeTe co3gath 3a-

navy o 0bHOBEHMS aHTUBUPYCHbIX 0a3 wm goxgaTbes 3arnycka 0OHOBIEHMS MO pacnncaHuio.

NN———.———.
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