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YBaxaeMbIi nonb3oBaTens!

000 «MpotekweHn TexHonogxu» Gnarogaput Bac 3a 70, uto BbiGpanu npogykt SoftControl SysCmd. Cneumanuctbl komnaHum
noctapanucb, 4Tobbl Halle MporpaMMHoe obecneyeHne O0TBEYano caMmbiM BbICOKMM TpeboBaHnam B 061acTv 3awmTbl MHOpMaLmm v B T0

e Bpems BbIno nNpocTbiM U yaobHbIM B paboTe. Mbl Hageemcs, uto SoftControl SysCmd byneT Bam noneseH.

ABTOPCKUE MPABA

MaTtepnanbl, npuBefeHHble B HacTosLLEM AOKyMeHTe, sBnawTcs cobeteHHocTbio OOO «[MpoTekiweH TexHonmomku» U MOryT ObiTh
CMONb30BaHbI TOMBKO AMNS NUYHBLIX Lienen npuobpeTatens npoaykta. 3anpeljaeTcs BOCMPOM3BEAEHUE OTAENbHbIX YacTed [OKYMeHTa,
BHECEHME NpaBoK, pa3MeLLeHe Ha CETeBbIX pecypcax, pacnpocTpaHeHue B nboit opme (B TOM uucrne B nepeBofe) Ha ByMaxHbIX W
SEKTPOHHBIX HOCUTENAX, MOCPEACTBOM KaHanoB CBS3W M CPEACTB MAcCOBOM MHGOPMauuM WnM kakum-nubo apyrim cnocobom 6e3
cnewmansbHOro NMCbMEHHOO Pa3peLLleHnst KOMMaHNM W CChINKK HA UCTOYHMK.

HanmeHoBaHWS 1 TOBapHbIE 3HaKW, NPUBEAEHHBIE B JOKYMEHTE, SBMAIOTCA COOCTBEHHOCTHH CBOMX 3aKOHHbIX BnagenbLes.
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CopepxaHue JaHHOTO JOKYMEHTa MOXET M3MeHsITbes be3 npegpaputensHoro yBegomnenus. OO0 «[poTekweH TexHONomKM» He HEeCceT

OTBETCTBEHHOCTM 3@ HETOYHOCTM W/UNK OLWNBKY, [onylweHHble B JaHHOM JOKYMEHTE, U BO3MOXHbIN yu.lep6, CBSI3aHHbIN C 3TUM.
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1. BBepgeHue

1.1 HasHaueHwue

SoftControl SysCmd npegHasHayeH Onsi BbINOMHEHUS KOMaHA4 Ha yAaneHHOM KOMMbloTepe U

obmeHa ¢ HUM harnamu.

1.2 Bo3moxHocCcTU

SoftControl SysCmd npepgoctaBngeT cregylowme BO3MOXHOCTM MO B3aUMOOEWCTBUIO C

yaaneHHbIM KOMMNbHOTEPOM!

* [lepenatb hann Ha yaaneHHbI KOMMbIOTEP;

e 3anyctuTb npouecc (NpPUNoXeHue, CKPUNT, Kak napameTp K COOTBETCTBYHOLLEMY
MHTepnpeTaTopy);

e (CkayaTtb ¢pann c yganeHHoro KomnotoTepa.

O6 ycraHoBKe, HacTpovke wu akcnnyaTauum SoftControl SysCmd nogpo6GHO HanucaHo B
AokymeHTax «Service Center. PykoBogcTBo agMuHuctpartopa», «SysCmd. PykoBoacTtBO Mo
ycTtaHoBke» U «SysCmd. PykoBoAcTBO No 6bICTPOMY CTapTy».

1.3 YcnoBHble 0603Ha4YeHNA U TEPMUHDbI
1.3.1 O603Ha4YeHusA

YcnoBHble 0603Ha4YeHust, NPUMeEHsiEMble B JaHHOM JOKYMEHTe, NpuBeaeHsbl B Tabn. 1.

Ta6nuua 1. YcnoBHble 0603Ha4YeHUs

NMpumep o603HaYEHUA OnucaHue

i BaxHas nHdopmaums.
Ycnosue Ycnosuve BbINOMHEHWS, NpUMeYaHue, npumep.

— 3aroJ10BK1 N COKpalleHUs;

O6HOBUTL — HasBaHWUs 3KPaHHbIX KHOMOK, CCbINOK, MYHKTOB MEHI0, APYr1X 3rEeMeHTOB
nporpamMmHOro UHTepdeica.

— TEepMUHbI (onpeaeneHns);

lMNonumuka KoHMpPo-s — nmeHa annoB 1 Apyrmx 06HLEKTOB;

— TEKCTbl COOBLLEHNI, BEIBOOUMbIX MONb30BaTENHO.
C:\Program Files\SoftControl |[lyTK k dpannam, katanoram, Krno4am CUCTEMHOIO peecTtpa.

Pawindir%\system32 ;D;pavrmeHTbl MPOrpaMMHOr0  KOAa, KOMaHAHbIX W  KOHPUrypaLMOHHbIX
annos.
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BesedeHue

<katanor yctaHoBkM  SoftControlillons gns  3ameHbl  OYHKUMOHANbHLIX  Ha3BaHWA  PaKTUYECKMMU
SysCmd> 3HaYEHUAMM.

5 Ccbinkn Ha BHYTpPEHHWe pecypcbl (pasgenbl JOKYMeHTa) C ykasaHuewm
HOMepa CTpaHuLbl N Ha BHewwHne pecypcbl (URL-agpeca).

[MpunoxeHune

1.3.2 noccapum

Tabnuua 2. Fnoccapun

TepMuH NMosicHeHue

Cpe,EI,CTBO BbIYMCNUTENBHON TEXHUKN (pa6oqa;| CTaHuuna, cepBep, TepMuHan

KnueHTcknin xocT
camoobcnyxmBaHusi), Ha KOTopoM ycTaHoBrneH SoftControl SysCmd.
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lMpuHyun pabome! SoftControl SysCmd

2. MpuvHunn pa6otbl SoftControl SysCmd

Moaynb SoftControl SysCmd paboTtaeTt kak cnyxba nog nmeHem System Commands Service
Provider ot nonb3oBatensa System. Moaynb He WMeeT Kakmx-nmbo WHTEPdENCHbIX
KOMMOHEHTOB Ha KIMMEHTCKOM XocTe u ynpaensetca ¢ nomouwpbio SoftControl Admin Console.
OH nepuoguyeckn (pa3 B xapTtbuT) cBasbiBaetca ¢ SoftControl Server n nonyyaet cnmcok
3agad ons BbINONHeHUs. B ogHOM 3agayve MOXeT cofepxaTbCs 40 TPeX KOMaHA:

* [lepenava parna Ha yganeHHbI KOMMbOTEP;
e 3anyck npouecca;
e (CkauyvBaHue (hpanna c yganeHHoro kKomnbetotepa.

B npegenax ogHom 3agayn KOMaHAbl BanOMHAKTCA MocrnegoBaTeNnbHO, B TOM nopsake, B
KOTOPOM OHW NepeyncneHsbl Bobllle. Pa3Hble 3agayqv BbINONHAKTCS napannensHo.

PesynbTaTbl BbINOMHEHUS KOMaHObl OTCbINAKTCHA Ha cepBep cpasy Mocrne ee 3aBepLUeHus.
CraTyc cocTosiHusa 3agjaun, cogepxalwen KOMaHAbl, OTMpaBMnseTcs Ha cepBep BO Bpems
ovepenHoro xaptourta.

B nanke C:\ProgramData\S.N.Safe&Software\Safe'n'Sec B nognankax Common Logs n Reports

co3gatoTcs norv paboTbl MOAyNS.

- T ]
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TpebosaHusi K annapamHOMy U rpoepamMmMHOMy obecrievyeHuro

3. TpeboBaHuA K annapaTHOMY U NnporpaMmMHoOMy obecne4yeHuro

3.1 CucrtemHble TpeboBaHusa SoftControl SysCmd

Ta6nuua 3. MMHUManbHbIe CUCTEeMHbIe TpeboBaHus

O6bem

Yacrora LN cBobogHoro

npocTpaHcTBa Ha
eCTKOM gucke

KnueHtckne onepaunoHHble CUCTEMbI:

Microsoft® Windows® XP (SP2) 32-paspsdHas’ 800 Ml'y 512 Mb
Microsoft® Windows® XP (SP2) 64-pa3psidHas’ 800 MI'y 512 Mb
Microsoft® Windows® XP (SP3) 32-paspsidHas’ 800 Ml'y 512 Mb
Microsoft® Windows® XP Embedded (SP2) 32-paspsidHas’ 800 MI'y 256 Mb
Microsoft® Windows® XP Embedded (SP3) 32-paspsidHas’ 800 Ml'y 256 Mb
Microsoft® Windows® Embedded for Point of Service 1.0 32- 800 MI'y, 256 Mb
paspsioHast’

Microsoft® Windows® 7 (SP1) 32-pa3psdHas? 1My 1Tb
Microsoft® Windows® 7 (SP1) 64-paspsidHas? 1My 2Tb
Microsoft® Windows® 8 32-paspsidHas 1My 1B
Microsoft® Windows® 8 64-pa3psiOHasi 11Ty, 2Tb
Microsoft® Windows® 8.1 32-pa3psidHas 1My 1B
Microsoft® Windows® 8.1 64-pa3psidHas 11Ty, 2Tb
Microsoft® Windows® 10 32-paapsionas 11Ty 176 20 MB
Microsoft® Windows® 10 64-pa3psiOHas 11Ty, 2Tb
Microsoft® Windows® 10 loT Enterprise 32-paspsidHas 1My 1B
Microsoft® Windows® 10 loT Enterprise 64-paspsidHas 11Ty, 2Tb
CepBepHble onepaLyoHHbIE CUCTEMBbI:

Microsoft® Windows® Server 2003 (SP2) 32-paspsidHas’ 800 Ml'y 512 Mb
Microsoft® Windows® Server 2003 (SP2) 64-pa3psidHas’ 800 Ml'y 512 Mb
Microsoft® Windows® Server 2003 R2 (SP2) 32-pa3psidHas’ 800 MI'y 512 Mb
Microsoft® Windows® Server 2003 R2 (SP2) 64-pa3psidHas’ 800 MI'y 512 Mb
Microsoft® Windows® Server 2008 R2 64-paspsdHasi>3 1,41y 512 Mb
Microsoft® Windows® Server 2012 64-pa3psoHas® 1,4 1Ty 512 Mb
Microsoft® Windows® Server 2012 R2 64-paspsdHas?® 1,41Ty 512 Mb
Microsoft® Windows® Server 2016 64-pa3psioHas® 1,4 1Ty 2Tb
Microsoft® Windows® Server 2019 64-paspsidHas® 1,41Ty 2Tb
MpumevaHus:

1. Windows XP n Windows Server 2003 moxeT TpeboBaTb OOMNOMHUTENbHBIX YCIOBUM
akcnnyatauun  (nogpobHee  cm. OBHOBNEHNE  KIMEHTCKMX  KOMMOHEHTOB W
aHTMBUPYCHbIX 6a3 Ha Windows XP).

2. Tpebyetca o6HoBneHne KB3033929 wnu nwboe aHanormyHoe (nNoggepkka
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TpebosaHusi K annapamHOMy U po2pamMmMHOMY 06ecredeHuro

anroputma xawmpoBaHms SHA-256 npu npoBepke LMdpoBon Nnognucu).

3. NopgepxmBaoTca TONbKO BapuaHTbl ycTaHoBKM OC ¢ paboymm CTOMNOM.
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YcmaHoska u Hacmpotika SoftControl SysCmd|

4. YctaHoBKa un Hactpouka SoftControl SysCmd

10
SoftControl SysCmd moxeT OblTb YCTAaHOBMEH Ha KITMEHTCKME XOCTbl Kak f10KalbHO —, TaK U

OAHUM W3 yJaneHHbIX LieHTpanu3oBaHHbIX © crnocoboB. Bblbop noaxoasiero crnocoba

YCTAHOBKWU 3aBUCUT OT KOHKPETHbIX yCJ'IOBVIVI npuMeHeHnAa n onpegenaeTca Ha OCHOBE TaKuX
KpUTeEPUEB, KaK KOJIMYECTBO KOHEYHbIX TO4YeK, OopraHmn3auuna cetu, NOoJINTUKa Ge3onacHocTn U

ApYyrnx ocobeHHocTen cpeabl pasBepThiBaHUS.

B maHHOM pasgene Takke npuBegeHa vHgopmaums no permcrtpauum SoftControl SysCmd Ha

cepBepe ** SoftControl Service Center.

4.1 JlokanbHafa ycTaHOBKa

[aHHbIN MeTof npeannonaraeT JoKalfibHyH0 YCTaHOBKY 3K3eMniidpa nNpuioXeHuna Ha KaxkabIn

KIMEHTCKUN XOCT.
BoaMoxHbI cnegytowme BapuaHTbl okansHom yctaHoBku SoftControl SysCmd:

e B 0O6bIYHOM pexume (C Ucrnonb3oBaHMeEM UHTepdenca nonb3oBaTens) 10;

* B TUXOM pexume .

4.1.1 YctaHOBKa B OObIYHOM pexume

1) 3anyctute ycraHoBO4YHbIM nakeT SysCmd.msi.

2)B okHe YcrtaHoBka SoftControl SysCmd HaxmuTe Ha kHornky [anee (puc. 3anyck
nporpammbl ycTaHoBku '° ).

13! ¥eraroska SoftControl SysCmd =] @ ==

Bac npuBeTCTBYET MacTep YCTaHOBKK
SoftControl SysCmd

MacTep ycTaHoskm yoTanoswT SoftControl SysCmd Ha
KOMNEHOTEPE. HamMuTe KHoMky “Aanee”, uTobkl
MPOAOITHKTE, MW KHOMKY "OTMEHE ", 4Tobbl BRIATI 13
MECTEPa YCTEHOBKH,

Hazan [ Janee J [ OTMeHE

PucyHok 1. 3anyck nporpamMmmMmbl yCTaHOBKU

N
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YcmaHoska u Hacmpotika SoftControl SysCmd|

3) B cnyyae Bawero cornacus, Bbibepute napametp A npuHUmMmaro ycrnoBusi IMLEH3UOHHOIO

cornalleHus N HaxmuTe Ha kHorky [anee (puc. JIuLeH3noHHoe cornatuenune ).

‘@ Yeranoeka SoftControl SysCmd E'E'@

JNIMLeH3noHHOe cornalleHmne

, SoftControl
BHMMaTENBHD NPOYUTaMTE CNEAYIOWEE NMUEHSMOHHOE COrnalleHme

MALLEH3SHOHHOE COTNALUEHKWE |;|
1. [MMpegmeT cornawedHra

HacToAwee AWUEHSMOHHOE cornaweHwe (ganee CornaweHwe) ABNSeTCA
FOPMONYECHUM  SOKYMEHTOM, 33HNO43EMEIM - Mexgy OBwecteom  C
OFPEHWUYEHHON OTBETCTBEHHOCTEND «SAFE ‘N SEC Corporations (ganee -
Mpasocobnagatent) v Bamu, GUIMHECKUM MAW OPUOWYECHUM AMLOM (ganee -
MoAs30BaTeENE), NPEBOMERHO BASASHIWLMM IKIEMMAAROM MPOrPEMMHOrS
npogykTa rpynnel "SoftControl” (ganee - Nporpammieii npogysT).
YCTEHIBAMEEA, HOMMPYA, 3arpy:aa MAW  WHeiM  ofpasom  Wononssya =

[ Nevyatb ] [ Hazan ][ Janee ] [ OTHMEHS ]

PucyHok 2. JluueH3noHHoe cornaiweHue

4) Bolbepute katanor ansa yctaHoBkn SoftControl SysCmd (¢ nomoLubto KHOMkM U3MEeHUTb) 1

HaXMWTe Ha kHonky [lanee (puc. [yTb ycTaHoBKM ' ).

‘_@ ¥Yeranoeka SoftControl SysCrd EI'E'@

Koneunan nanka

. . SoftControl
HammuTe KHonky ‘fanee’ YTobkl YCTAHOBWTE B Nanky
no yMon4aHo nnbo HawmuTe MameHnTe' JTobel BeidpaTe Apyryo Nanky.

YeraHosuTe SoftControl SysCmd &:

|C :\Program Files\SoftContral\SysCmdY,

WsMeHMTE. ..

[ Hasan ][ Janee ] [ OTMeHE

PucyHok 3. [NyTb ycTaHOBKM

10
5) HaxxmuTe Ha kHOMKy YcTaHOBUTb (pUC. [OTOBHOCTbL K YCTAHOBKE ).
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YcmaHoska u Hacmpotika SoftControl SysCmd|

‘_@ ¥Yeranoeka SoftControl SysCrd EI =] @
Bce roToBo K ycTaHoBHe SoftControl SysCmd SoftControl
HamMUTE KHOMKY “¥CTaHoBMTE ", YTobkbl HAYaTE YCTAHOBKY. HamMUTe KHOMKY "Hazan™,
4ToBkEI MPOBEPUTE MM MSMEHWTE NEPAMETPEI YCTAHOBKM. HanmuTe kHomky "OTMeHa”,
uTobbl BEIATH M3 MACTEPE.
[ Hazan ][ '$|YC|'BHOBMTR:| ] [ OTMEHE

PucyHok 4. FoTOBHOCTb K yCTaHOBKe

6) [loxanTecb OKOHYaHUs npolecca ycTaHoBkm (puc. [pouecc ycTaHoBkM ).

ﬁYnaHonuaSoﬂContloISysCmd EI =] @

YcranoBka SoftControl SysCmd SoftControl

MogowanTe, NOKA MACTED YCTAHOBKM yoTaHasmmeaeT SoftControl SysCmd.

CocToRHKe:

Hazan Nanee OTMeEHE

PucyHok 5. lNMpouecc yctaHOBKM

7) NMocne nosiBneHus coobueHns YcmaHoeka SoftControl SysCmd 3agepweHa HaxmuTe Ha

kHonky FoToBO (puUc. 3aBeplueHne YCTaHOBKM ).
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YcmaHoska u Hacmpotika SoftControl SysCmd|

‘_@ ¥Yeranoeka SoftControl SysCrd EI'E'@

YcraHoska SoftControl SysCmd
3aBeplueHa

HammuTe kHonky “ToToBo”, YTobkl BRIATH M3 MACTEPS
YCTEHOBKM,

P .
OTmeHa

PucyHok 6. 3aBeplLueHne yCTaHOBKM

4.1.2 YcTtaHOBKa B TUXOM pexume

YcnoBwue: BCe Laru BbINOMHATCS No4 yYETHOW 3anucbio C NpaBamMn agMuHUCTpaTopa.
1) CkonupynTe yCcTaHOBOYHbIN NakeT SysCmd.msi B kKaTanor C:\Temp KITIMEHTCKOrO XOCTa.

2) 3anyctute KoMaHgHyto ctpoky Windows 1 BbINOMHUTE CreayoLLyo KoMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysCmd.msi" /quiet

4.2 YpaneHHas ycTtaHOBKa

YpaneHHas yctaHoBka SoftControl SysCmd nogpasymeBaeT LeHTpanuM3oBaHHO ynpasrisieMyto
YCTaAHOBKY KITMEHTCKUX MPUIIOXKEHUIN Ha rpynny XOCToB, 0O6beAnHEHHbIX B OOHY ceTb. Bbibop
onpeneneHHoro BapMaHta YCTaHOBKM 3aBUCUT OT crnocoba opraHvMsaumm CeTu, Ha KOHEYHbIX
TOYKax KOTOpPOW npeanonaraeTcsa pasBepTbiBaHWE KIMEHTCKUX NpunoxeHun (pabovas rpynna,
AOMEH), N NCNONb3YEMbIX CPEACTB aAMUHUCTPUPOBAHUS.

BoamoxHbI criegylowimMe BapuaHTbl yaaneHHOW UeHTpanu3oBaHHOM YycTaHoBku SoftControl
SysCmd:

* Yyepes JOMEHHVIO FPYNMNOBYIO MOMUTUKY

® C MOMOLUBI YTUUTbI YOANEHHON MHCTaNnIsaumm 19 y

® CTOPOHHVMW CPEACTBaMU aaMUHUCTOUPOBAaHNS 2+ .

- (€ ® ]
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4.2.1 YctaHOBKa 4yepe3 JOMEHHYH rpynnoByr NMOSINTUKY

MpumeyaHue: npogeMoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkponTe ocHacTky Server Manager ([ducnetyep cepBepa) u3 pasgena Administrative
Tools (AamuHucTpuposaHue) merto Start ([Myck) B OC koHTponnepa gomeHa.

2) Bolbepute pasgen Features — Group policy Management — Forest: <uma gnomeHa> —
Domains — <umsi gomeHa>, Bbl30BUTE €ro KOHTEKCTHOe MeHI W Bblbepute nyHKT New
Organizational Unit (puc. ).

3)B ngwmanoroBom okHe New Organizational Unit 3apante wumsa (Name) HoBoro

nogpasgereHus n Haxmure Ha kHonky OK (puc. ).

4)B pasgene Features — Group policy Management — Forest: <uma pgomeHa> —
Domains —» <umsa gomeHa> Bbl30BUTE KOHTEKCTHOE MEHI0 CO3[4aHHOro nogpasgeneHnsa u

BblbepuTe nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHne HoBOro

obObekTa rpynnoBoOn NONIUTUKK).

I
File Action View Help

es2zlal0cld=

= Roles

g % Fishrss Mars.local —

=] _E-; Group Policy Management
= _ﬁ Forest: Mars. local
Bl [ Domaing
Bl &g Mars.local

Linked Group Policy Objects |Gmup Policy Inheritance I Delegation I More Actions »

Lnk Order = | GPO [ Enforced [ Link E
1 .: Default Domain Policy Mo Yes

s/ Default Domain Policy
= | Domain Controllers
B
5t Group Policy Objects Create a GPO in this domain, and Link it here. ..
= WMI Filters Link an Existing GPO. ..
3 Starter GPOs Block Inheritance
& Sites
5% Group Policy Modeling Group Policy Modeling Wizard...
%, Group Policy Results Mew Organizational Uinit
i Diagnnsh‘c_‘s
fﬁﬂ Configuration
ﬂ Storage

Software deployment

Delete
Rename
Refresh

Properties

Help

< | ol
Create a GPO in this domain and link it to this container [ [

PucyHok 7. Co3gaHue HOBOro o6beKTa rpynnoBov NOSITUKN

5) B ananorosom okHe New GPO 3apante nmsa (Name) HoBoro o6bekTa 1 HayvanbHbI 06BHEKT
rpynnoson nonutukn (Source Starter GPO), ecnn TpebyeTcs HacnegoBaTb CBOWCTBA OT

«LWabnoHHOMY TPYNNOBON NOSIMTUKM B HOBOM OOBLEKTE, NOCNe Yero HaxmuTte Ha kHonky OK

N
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(puc. 3agaHme nMeHn 1 HavyanbHOro ob6bLEeKTa rpynnoBOW MNOSNTUKN).

newaro x|

Mame:

IClients deployment]|

Source Starter GPO:

I (none) j
ok |  Cancel |

PucyHok 8. 3agaHue MMeHM U HavyarbHOro o6bLeKTa
rpynnoBoM NONUTUKK

6) PasBepHuTte co3gaHHOe nogpasgenieHne, BbI30BUTE KOHTEKCTHOE MEHK CO34aHHOro

obbekta rpynnoBon nonutukn un Bblbepute nyHKT Edit (puc. PegaktupoBaHme obbekta
rpynnoBOKn NOJSIUTUKN).

=2 x|

File Action View Help

&= [2mloXRE < =

= Roles
g ;;j Features Software deployment PRy
B Z, Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance I Delegation I More Actions »
= _ﬁ Forest: Mars. local
B [ Domains Link Order ~ | GPO | Enforced [ Link E
=] j‘fj Mars.local 1 E?:fcllerm deployment No Yes

,.j Default Domain Policy

2 | Domain Controllers
= (2] Software deployment
38 Clients deployment

=} Group Palicy Objects

— WM Filters Enforced
B 5] Starter GPOs v Link Enabled
E Sites Save Report...
54 Group Policy Modeling —
% Group Policy Results Delete
8 Diagnostics Rename
Gif! configuration Refresh
ﬂ Storage e
Help

4 | i

Open the GPO editor [ [

PucyHok 9. PegaktupoBaHue o6beKkTa rpynnoBov NOJIMTUKN

7)B oTkpbiBwemMca okHe ocHacTkm Group Policy Management Editor (Ynpasnenue
rpynnoBor nonutukon) Bblibepute pasgen Computer configuration — Policies —
Software Settings — Software installation, Bbi3oBMTE ero KOHTEKCTHOE MEHIO U Bbibepute
nyHkT New — Package (puc. ).

8) B oTkpbiBLUEMCA OWanoroBoM OKHe BblbepuTe nakeT YCTaHOBKM , PACMOSIOXKEHHbIN Ha

ceTeBOM pecypce, OOCTynHOM AIA KIMMEHTCKMX XOCTOB, Ha KOTOpble npeanonaraeTcAd

NPOU3BECTU YCTAHOBKY, N HaXXMuTe Ha KHonky Open (OTkpbITb) (puUC. ).

N
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9) B cnyyae nosiBneHus npeaynpexaeHusl, AoNoNHUTENbHO yoeanTech, YTO BblOpaHHbIA nakeT

YCTaHOBKM OOCTyneH yaaneHHbIM KIMEHTCKMM XOCTaM NO CEeTU, N HAXMUTE Ha KHOIMKY Yes

(puc. ).

10) B gunanoroBom okHe Deploy Software Bbibepute meton passepTtbiBaHust Assigned u
HaxxmuTe Ha kHonky OK (puc. Beibop meToaa pa3BepThiBaHUS NPUIOXKEHUS).

x

Select deployment method:
£ Fublished
{* Pssigned
" Advanced

Select this option to Assign the application without modfications.

QK I Cancel

PucyHok 10. Bbibop meToaa pa3BépTbiBaHUA
NpUNoXeHUs

11) B okHe ocHacTkn Group Policy Management Editor (YnpasneHue rpynnoBon nNOAnTUKON)
BblbepuTe pasgen Computer configuration — Policies — Software Settings — Software

installation, BbI30BMTE €ro KOHTEKCTHOE MeHI0 1 BbibepuTe NyHKT Properties (puc. ).

12) B nosiBuBIemcs okHe HacTpoek Software installation Properties nepengute Ha Bknagky
Advanced, yctaHoBute ¢pnaxok Uninstall the applications when they fall out of the
scope of the management, ecnu TpebyeTca yganatb NpUnoXeHus, Koraa npekpaliaercs
AencTBve 3afaHHOW rpyrnnoBOM MOSMMUTUKU B OTHOLUEHUW KIMEHTCKUX XOCTOB, U (Piaxok
Make 32-bit X86 Windows Installer applications available to Win64 machines, ecnu
npegnonaraeTcsa ycraHoBKa Ha KnneHTckue xoctbl ¢ OC, nmetowen 64-6utHyto pa3psagHOCTb
(puc. CBonctBa pasBepTbiBaHMA NPUITOXeHUW). [Onsa BCTYNNEeHUs W3MEHEHUW B Cuny

HaxxmuTe Ha kHonky OK.

N
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‘General Advanced | File Extensions | Categories |

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32+t applications available on 64-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
management.

™ Include OLE information when deploying applications.

32-bit applications on 64-bit platforms

¥ Make 32:bit %86 Windows Installer applications available to
Win64 machines.

[~ Make 32-bit %86 downJevel (ZAP) applications available to
Win&4 machines.

oK | cancel | ooy

PucyHok 11. CBoncTBa pa3BépTbiBaHUA
NPUNoXeHUn

13) B okHe ocHacTkn Group Policy Management Editor (YnpasneHve rpynnoBon nNoOnmnTUKON)
BblbepuTe pasgen Computer configuration — Policies — Software Settings — Software
installation, B cnucke ycTaHaBnMBaembix MNpPUNOXeHUn cnpaBa Bbibepute Tpebyemoe

NpunoXeHne, BblI30BUTE KOHTEKCTHOE MEHIO 1 BbibepuTe nyHKT Properties (puc. ).

14) B nosBMBLUEMCS OKHE HacTpoek nepenaute Ha Bknagky Deployment n yctaHoBuTe
dnaxok Uninstall this application when it falls out of the scope of management, ecnun
TpebyeTca yaanaTb [[aHHOE NpWOXeHWe, Korga npekpawaeTcs AeWcTBuMe 3afaHHON
rpynnoBOW MNOJSIMTUKM B OTHOLUEHUW KIMEHTCKUX XOocToB (puc. CBoncTBa pasBepTbiBaHUA

KOHKPEHTHOrO NPUIOXEHNS).

Haxmute Ha kHonky Advanced n B okHe Advanced deployment options ycraHoBute
dnaxok Make this 32-bit X86 application available to Win64 machines, ecnu
npeanonaraeTcsa ycTaHoBKa Ha KnneHTckme xocTbl ¢ OC, nmetowen 64-6utHyto pa3psagHoOCTb
(pvic. JononHuTensbHble cBoncTea). [na BCTYNNEHNss UAMEHEHUIN B CUITY HAXXMUTE Ha KHOMKY

OK B 0601Xx OKHax HaCTPOWKW.

- W]
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Advanced Deployment Options x|

r~ Advanced deployment options:
™ lgnore language when deploying this package

[V Make this 32-bit X86 application avaiable to Win64 machines.

I" | Include OLE class and product infarmatic,

r~ Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCD2B011A5B}
Deployment Count: 0

Script name: “WWMars local\SysVal'Mars local'\Paolicies
\{36B76TCICD3-45CC-AFDA-DIETCERASERD}
“WMaching“Applications
"{AADDISEF-7BE6-4014-B93C-93115FDFDTEF} aas

oK I Cancel

PucyHok 12. lononHuTenbHbIe CBOMCTBA

15) Bakponte okHa ocHacTtok Group Policy Management Editor n Server Manager u
oTkponTe ocHacTtky Active Directory Users and Computers (Active Directory -

nonb3oBaTenu n KoMmnbtoTepbl) U3 pasgena Administrative Tools (AgMuHUCTprpoBaHue)
meHto Start ([yck).

16) PasBepHuTe pasgen <umsa gomeHa> u Bblbepute pasgen Computers (puc. lNepeyveHb
XOCTOB IOMEHaA).

B Active Directory Users and Computers =]

File  Acton \View Help

en 2@ 4 X D= BmS e TR

: Active Directory Users and Comput | Name | Type

| Description |
; Saved Queries iApEVOL Computer
B & Mars.local &pEVD2 Computer
| Builtin &IDEVO3 Computer
| Computers

- Computer
2| Domain Controllers

Computer

| ForeignSecurityPrincipals

= | DEVDS Computer

_| Managed Service Accounts ‘Jl..

5| Software deployment bl‘. DEVO7 Computer

= |sers %=/ DEVD3 Computer
- 1%IDEVOY Computer

DEV10 Computer
IAIDEV1L Computer
(AIDEV12 Computer
iMipEV13 Computer
1AIDEV14 Computer
1AIDEV1S Computer

| ‘ - |
PucyHok 13. lNepeyeHb xocToB AOMEHa

17) Bblgennte B cnucke XOCTOB LOMEHHOM CEeTU Te, Ha KOTopble npegnonaraeTcsi ycraHoBKa

KNWEHTCKNX MPUNOXeHUn, U nepemectute ux B pasgen Software deployment. B

N
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NOsIBMBLLEMCS OKHE npeaynpexaeHns BoibepuTte BapmnaHTt Yes (puc. ).

18) Otkponte pasgen Software deployment n yb6eantecb, 4To HeobxoouMMble KNMEHTCKME

XOCTbIl pacnosioXXeHbl B nepe4yHe KOMMNbOTEPOB AAaHHOIo noapasgeneHns (pVIC. )

19) Mo ucreyeHnn nHTepsana o6HOBNEHMSA rPYNNOBbLIX NOMUTUK (OAHHBI NapamMeTp 3aBUCUT OT
HacTpoek Active Directory) cosgaHHas nonuTvka NPUMEHHAETCA K KITMEHTCKMM XOCTaM.
YctaHoBKa BblOpaHHbIX NpUoxeHun Gyaet npousBedeHa nocrne odYepenHoro nepesanycka
KNWEHTCKNX XOCTOB. [N MrHOBEHHOrO MPUMEHEHUs CO34aHHOM rPynnoBOM MOMUTUKN
3anycTtute KOMaHOHYK CTPOKY OT WMEHW agMWHUCTpaTopa Ha KIWMEeHTCKOM XOCTe W

BbINOMHUTE CreayroLLy KoMaHay:

gpupdate /force

Mo OKOHYaHUKM BLINONMHEHUA KOMaHAbl MOATBEPAUTE nepesarpys3ky cuctembl komaHgon Y
AN NpuMeHeHnsi 0GHOBMEHHOW rPynnoBOn NONUTUKKU (puc. PydyHoe oBHOBNEHWE rpynnoBown

NOSIUTUKN).

EA Administrator: C:\Windows\syster32\cmd.exe - gpupdate /fforce El@

Microsoft Windows [Version 6.1.76011]
Copyright <(c) 2009 Microsoft Corporation. All rights reserved.

m|

C:sUsers~John>gpupdate Aforce
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply

une or more settings because the changed must he processed hefore system startuy

or user logon. The system will wait for Group Policy processing to finish comp
letely bhefore the next startup or logon for this uwser,. and this may result in =1
ow startup and hoot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabhled that can only »un during startup.

0K to Restart?. (¥ M)y

PucyHok 14. PyyHoe o6HOBMEHMEe rpynnoBOM NOMIUTUKU

4.2.2 YctaHOBKa C NOMOLLbIO YTUNUTbI yAaneHHOU UHCTannsauum

® JlaHHbIM Ccnocob YCTaHOBKM paccyMTaH Ha crnyvau, B KOTOPbIX YCTaHOBKa 4epes
rpynnoBble NOMUTUKM AOMEHa HEBO3MOXHA, HanpuMep Koraa CceTb U3 3alumaembixX

KOHEYHbIX TOYEK OpraHnM3oBaHa B pabouyto rpynny.

YTunuta KOMaHOHOW CTPOKU Srvrimp.exe npeAHasHayeHa And  yAaneHHOW YCTaHOBKU

- U]
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knueHTcknx npunoxeHnn OOO «[lMpoTekweH TexHONoMKM». YTUNUTY MOXHO cKayaTb no
crnefywouiemy agpecy:. http://updates.safensoft.com/<Homep_nuueHsunn>/39/TOOLS/

srvrimp.exe.

ans yCI'IeLIJHOI7I YCTaHOBKM Ha yAalieHHbIX XOCTax AOJKHbl BbIMONMHATLCA NpUBEOEHHbIE HUXE

YCOBUSA.

YcnoBusa ycTaHOBKM
» Ha cepBepe W ydaneHHbIX KOHEYHbIX TOYKax CyLecTBYeT Yy4deTHas 3anucb
nonb3oBaTens C MOfHbLIMU NpaBamMu agMUHUCTPAToOpa, C OOHUM U TEM Xe NOTMHOM U

napornem.

= 3anywieHbl 1 paboTatoT cnyx6sl OC:
1) YoaneHHsbil peecmp (Remote Registry);
2) Y0arneHHbIU 8b1308 rpouedyp (RPC);
3) Jlokamop ydaneHHo20 8bi308a rpouedyp (RPC Locator);
4) MHcmpymeHmapud  yrpaerieHusi Windows (Windows Management

Instrumentation).

» CuctemHasa cnyxba Ycmaroswuk Windows (Windows Installer) He oTkntodeHa n He

3abnokmpoBaHa.

= OTKpbIT goctyn k obwmm pecypcam \\host\C$, \\host\ADMIN$ Ha uTeHue, 3anucb u
yaanexHue.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OtkponTte ocHacTky CBowctBa nanku (Folder options) lNMaHenu ynpaBneHus

Windows.
2) Nepenaute Ha Bknagky Bug (View).
3) Otkntounte onuuio Ucnonb3oBaTb npocTon obwmun aoctyn Kk danmnam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) OTkponTe ocHacTky lMapameTpbl nanok (Folder options) NaHenu ynpaBneHus

Windows.
2) Nepenaute Ha Bknagky Bug (View).
3) OTtkntounte onuuio Ucnonb3oBaTb Mmactep obuwero aocrtyna (Use Sharing

- ]
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Wizard).

4) OTKponTe oOcCHacTKy Y4yeTHble 3anucu nonb3oBatenen — WM3meHeHue
napamMmeTpoB KOHTpons y4deTHbix 3anucen (User Accounts — Change User
Account Control settings) lNaHenu ynpasnenus Windows.

5) OTKNoYnTE KOHTPOSIb YYETHbIX 3anucen, BbICTABMB MOM3YHOK C YPOBHEM
onoseLleHus B nonoxeHne Hukorpa He yBegomnaTb (Never notify).

6) OTKponTe cneaywoLWNn pasgen CUCTEMHOMo peecTpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHI0 YyKas3aHHOro pasfgena peecTpa BblbepuTe KomaHgy
Cospatb (New) — [lMapamerp DWORD (DWORD Value) n BBegute wums

LocalAccountTokenFilterPolicy ans cosgaHHoro napameTtpa.

8) B KOHTEKCTHOM MEHI CO34aHHOro napameTtpa BblbepuTe KomaHay U3MeHuTb
(Modify) n B nosisuswemcsa okHe Bsegute 1 B nore 3HaveHue (Value data),
nocre 4yero HaxmuTe Ha kHorky OK.

9) NepesarpyanTte cucTemy Ans BCTYNNIEHNS UBMEHEHUIN B CUNY.

= BkntoyeH obLwmi 4oCTyn Co cneayrowmnmMm napaMmeTpamu.
Microsoft® Windows® 7, Microsoft® Windows® Server 2008:
1) OTtkpovite LleHTp ynpaBneHusa cetamu m obwmm poctynom (Network and

Sharing Center) Naxenn ynpaenexHns Windows.

2) Y6eguTecb, YTO XOCT MMEET crefyloliee ceTteBoe pasmelleHue: gnga padboyen
rpynnel — AomawHana cetb (Home network) unn Pabo4vas cetb (Work network),
ans pomeHa — flomeHHas cetb (Domain network). [1ns nameHeHus tuna cetm
HaXXMUTE Ha CCbIfIKy C Ha3BaHWEM TEKYLLIEero CeTEBOro pasMeLLeHus.

3) Haxxmute Ha ccbinky U3mMeHUTb AononHuTenbHble MNapameTpbl obuwero
poctyna (Change advanced sharing settings) n passepHute npoduns ans
TeKyLero ceTeBoro pasmeLleHus.

4) B pasgene Obwwun aoctyn K channam un npuHtepam (File and printer sharing)
BblGepuTe onumio Bknountb obwun aoctyn K cpannam m npuHtepam (Turn
on file and printer sharing).

5)B paspene MopknioyeHna pomawHen rpynnbl (HomeGroup Connections)
Bblbepute onumio WMcnonb3oBaTb Y4eTHble 3anucu nosib3oBaTenen u
naponu AnA Nnoakn4veHUs K apyrum komnerotepam (Use user accounts and

passwords to connect to other computers).

- A ]
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6) Haxxmute Ha kHonky CoxpaHuUTb n3ameHeHus (Save changes).
Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHuTe ABONHOE HakaTue NeBOM KHOMKOW MbILIX Ha 3Ha4vke ceTu B obnactm

yBEJOMITEHUN.

2) HaxkmuTe npaBoOM KHOMKOW MbIlUM HA MMEHW CETU B MOSIBUBLUEMCH CMUCKE
cnpasa 1 BblibepuTe NyHKT BknroyeHune u otknroyeHune obuero aocrtyna (Turn
sharing on or off).

3) Boibepute BapuaHT [a, BKNHO4YUTL OOWMK AOCTYN W NOAKNKOYEeHUe K
yctpouctBam (Yes, turn on sharing and connect to devices).

4) Otkponte LleHTp ynpaBneHus cetamu m obwmm poctynom (Network and
Sharing Center) Naxenn ynpaenexHns Windows.

5) Haxxmute Ha ccbinky U3MeHUTb AononHuTenbHble MNapameTpbl obuwero
poctyna (Change advanced sharing settings) n passepHuTe ceteBon npouns
YacTtHas (Private).

6) B pasgene Obwmn goctyn K ¢pannam n npuHtepam (File and printer sharing)
BblGepuTe onumio Bknountb obwun aoctyn K cpannam v npuHtepam (Turn
on file and printer sharing).

7)B pasgene MNogknioyeHuss aomawHen rpynnbl (HomeGroup Connections)
BblObepuTe onumio WMcnonb3oBaTb Y4eTHble 3anucu nosib3oBaTenen u
naponu AnA Nnoakn4veHuUs K agpyrum komnerotepam (Use user accounts and
passwords to connect to other computers).

8) Haxxmute Ha kHonky CoxpaHuUTb n3ameHeHus (Save changes).

» [Ipyn BKMAOYeHHOM ©OpaHgmayape Windows paspelleHo Bxoasillee CeTeBoe
noakntoveHne K cnyx6e O6wun goctyn Kk camnam u npuHtepam (File and Printer
Sharing).

Microsoft® Windows® XP, Microsoft® Windows® Server 2003:
1) OTkponTte 6paHamayap Windows.

2) Boibepute Bknagky UcknrouveHus (Exceptions).
3) obaBbTe B ucknoyeHns (yctaHoBute dnaxok y npasuna) O6wun goctyn K
dannam u npuntepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) OTkponTte 6paHamayap Windows.

- F ]
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2) OtkponTe flononHuTenbHble NnapameTpbl (Advanced settings).

3) Buibepute MpaBuna gna Bxoaawmx nogkntoveHnn (Inbound Rules).

4) BkntounTte npasuno O6wmn pgoctyn K chamnam M npuHTepam (Bxoaswwmmn
Tpadmk SMB) (File and Printer Sharing (SMB-In)) ana npodwuna Ton cetu, B

KOTOPOM HaxoauTCst XOCT.

» B ocHacTke AgmuHuctpupoBaHue (Administrative Tools) — JlokanbHasa nonuTuka
6e3onacHocTtu (Local Security Policy) MNaHenn ynpaBneHus Windows BbICTaBrEHbI
cneaywowune napametpbl: JlokanbHble nonutuku (Local Policies) — [MapameTtpsbl
6e3onacHocTn (Security Options) — CeTeBoWM AOCTyn: MoAeNib COBMECTHOIO
pocTtyna u 6e3onacHOCTM AnA nokKanbHbIX y4YeTHbIX 3anucen (Network access:
Sharing and security model for local accounts) — OObl4HaA - noKanbHble
nonb3oBaTenu yaocrtoBepsitoTcA Kak oHM camum (Classic - local users authenticate

as themselves).

MapameTpbl 3anycka yTUnuTbl

MapameTpbl, NPUHUMaEMbIe YTUNNTON yaaneHHOW MHCTanNAunn, onucaHbl B Tabn. 4.

Tabnuua 4. Onumm srvrim

apamMeTp O
-h KpaTkas cnpaBka no npyuHuMaemMbiM napameTpam.
lMepeBog B  pexum  ycTaHoBkW. TpebyeT  3agaHus
0065A3aTeNbHbIX KIMKOYEN N X 3HAYEHUIN, ONMUCAHHbBIX HIDKE.
Mma nonb3oBaTtens, MMelowero npaesa agMuvHUCTpaTopa Ha
yOaneHHOM XocTe.
Maponb nonb3oBaTens, UMEKLLLEro NpaBa agMUHUCTPaTopa Ha
yOaneHHOM XocTe.
Myt K nakety yctaHoBku SoftControl SysCmd. Ecnn dann
pacrnonoxeH B kKaTanore, OTKyga BbI3blBaeTCs YTUNIMUTA,
JonycKkaeTcs ykasblBaTb TOMbKO MMs dhanna (6e3 KaBblyek).
MyTb K KOHGUrypaLmMoHHOMY dhansly HacTpoeKk COeaMHEHUs C
ynpaBnswowumM cepsepom. Tpebyetca ana aBTOMaTMyecKon

-i

--login=<ums>

--password=<mnaporsib>

"

--Client="<nymsb K ycmaHo8WuUKy>

--config="<nyms K ¢hatny nogaun 3anpoca Ha peructpauuio >4 Ha cepsepe SoftControl
KoHuaypayuu>" Server nocne oKOHYaHWs1 ycTaHoOBKU. Ecnn chann pacnonoxeH

B KaTarnore, OTKyga BbI3bIBAETCA YTUNWUTA, [OMNyCcKaeTcs
yKasbiBaTb TONbKO UMs charina (6e3 kaBblyek).

CnMcok UMeH ydaneHHbIX XOCTOB, Ha KoTopble Tpebyetcs
NMPOM3BECTN YCTAHOBKY, pa3aeneHHbIX npobenamu.

--hostnames=<umsi 1> <ums 2>...<ums N>

[lonyckaeTcs Takke 3anyck YTUNUTbl 6e3 yKasaHUs WMEH KIoYeln, pacrofioxue
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3HaYeHus B creayowemM nopsiake:

srvrimp -i <uma> <naponb> "<NyTb K YCTaHOBWMKY>" "<nyTb K dainy KoHPurypauum>" <uma 1> <uma 2>...<uma N>

® Ecnu TpebyeTcs yCTaHOBUTL KIMMEHTCKUA KOMMOHEHT B TOM YMCIle U Ha cepBep,
TO yTUnuTa JomkHa 6bITb Bbl3dBaHa U3 komaHgHom ctpokn Windows, 3anyLieHHown

C NpaBamMu agMUHMUCTPaTOpa.

B cnyyae ycnewHom ycTaHOBKM, yTunuTa oOTobGpaxaeT coobuweHue Installation

successfully completed on host <umsi xocma>.

4.2.3 YctaHOBKa CTOPOHHUMM cpeAcTBaMuM agMUHUCTPUPOBaAHUS

Ons ynaneHHon yctaHoBku SoftControl SysCmd mMoryT npuMMeHsTbCA CTOPOHHME CUCTEMBI
ynpaeneHus IT-uHdppacTpyktypon, Hanpumep, Microsoft® System Center Configuration
Manager (ganee — MS SCCM). MeToauka yCTaHOBKW B A@HHOM Criydae onpenenseTcs, ncxoas
N3 KOHKPETHOW CUCTEMbl W MNPUHATBIMA B HeEW cnocobamyn pacnpoCTpaHEeHUs nakeToB

MHCTannAuun.

4.3 Perncrtpauus Ha cepBepe

SoftControl SysCmd sBnsieTca KNMEHTCKMM KOMMNOHEHTOM U NpegHa3HavyeH TONbKo Ans paboTbl
B cBdaAske c SoftControl Service Center («CepsucHbim LleHTpom»). YTOObl NOAKMOYMTL
SoftControl SysCmd k CepsucHomy LleHTpy, Heo6xooMmMo 3apercTpmpoBaTth €ro Ha cepBepe

SoftControl Server. [Ina aToro BeINOMNHUTE crnegyowne 0enCcTBUA:

1) CkonupynTe 3awwmndpoBaHHbLIN  KOHUrypaumoHHbin  dann ClientSettings.xmlc ¢
HacTpoMkamMu  MOAKMIOYEeHna K cepBepy (CM.  OOKymeHT  «PykoBoacTtso
agmunHncTpatopa SoftControl Service Center») B katanor yctaHosku SoftControl
SysCmd Ha KIMeHTCKOM XOCTe.

2) BeinonHuTe nepesarpysky CUCTEMbl ONA MPUMEHEHUs KOHUrypaumoHHoro daunna.
Y6eanTtech, YTO HACTPOMKN NPUMEHMUINCH, — NOTHOE UMSI KOHPUTYPaLMOHHOTO channa
OOIMKHO n3meHunTbea Ha ClientSettings.xmlc_used.

3) NoatBepaute pernctpaumio B KoHconu ynpasneHna SoftControl Admin Console Ha
Bknagke KnueHtbl (cMm. pokymeHT «PykoBogctso agmuHuctpatopa SoftControl

Service Center»).
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4.4 HacTtpowka

B anne c:\ProgramData\SafenSoft\Server.Config.xml, COAepXalleM HaCTPOWKM cepBepa

SoftControl Server, ectb cekuus, oTBevaroLwas 3a HacTporky pabotbl SoftControl SysCmd:

<SysCmdSetting>
<CmdFileStoreDir>C:\ProgrambData\SafenSoft\CmdFileStore</CmdFileStoreDir>
<MaxFileSizeByte>67108864</MaxFileSizeByte>
<FileTransferBlockSizeByte>524288</FileTransferBlockSizeByte>
<MaxCmdOutputChars>32768</MaxCmdOutputChars>
<MaxCmdExecTimeSec>600</MaxCmdExecTimeSec>

</SysCmdSetting>

BHUMAHWE! VameHeHne aTnux napameTpoB TpebyeT nepesanycka cnyxobl cepeepa.

CmdFileStoreDir: Myt Ha cepBepe ANsi BPEMEHHOIO XpaHeHnsa ¢annoB, nepegaBaeMbiX Ha

KIMMNMEeHT N CKa4YnBaeMbIX C Hero.

Cnepyowme napameTpbl 3a4at0T orpaHNyeHns Ans BbiNONHEHUN KomaHg. OHn fobaBnsaioTcs B
3ajady K napameTpam KOMaHz.

MaxFileSizeByte: MakcumanbHbin pasmep ¢avna B 6antax gnsa nepegayvym Ha KAWEHT unn
ckaumBaHus c Hero. [lpyM co3gaHuMmM 3agaydn, ecnu nepegaBaemMbln hann Oonblie 3Ton
BENWYMHbI, 3adadvy co3gaTb He ygactcd. Ecnu ckauvBaembl dann Gonblie 3Toro pasmepa,
KMUEHT BEPHET OLLNGKY.

FileTransferBlockSizeByte: Paamep 6noka B 6antax. Mexay KrMeHTOM u cepBepom dansnbl
nepegatTca 6rokamu ykazaHHOro B 3TOM napamMmeTpe pasmepa.

MaxCmdOutputChars: MakcnmanbHbIM pa3mep BbiBoga npouecca (stdout, errout) B cumBonax
(He B GanTax). BbiBOA npouecca coxpaHaeTca Ha cepsepe B B/.

MaxCmdExecTimeSec: MakcumanbHOe BpeMs BbINONMHEHUA BCero Habopa komaHa B O4HOM
3agade B cekyHaax. [1pu npeBbillEHNN 3TOrO BpEMEHN KOMaHaa OyaeT npepBaHa 1 en (a Takke
BCEM cCrefylowmMm 3a HenW komaHgam) Oyaet yctaHoBneH ctatyc «[llpeBbllieHO Bpems
oxumaaHus». Ecnn nocne nepesanycka cnyxbbol SysCmd wnu nepesarpysku KnveHTa

npoaosrnkKaeTcAa BbiNMofiIHeHMe KOMaH4 B 3agave, To OTCYeT BpeMeHUN Ha4YnHaeTcqd 3aHOBO.
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5. O6HoBneHue SoftControl SysCmd

SoftControl SysCmd MoxeT 6biTb OGHOBIIEH Ha KIMEHTCKUX XOCTax KaK JoKambHO 2°, Tak M

yananeHHo Yepes SoftControl Service Center %°.

5.1 JlokanbHOe OOHOBIIeHMe

HaHHbIn meToq npeanonaraeT nokaribHoe obHoBMNEeHNE NnpuNoXXeHnda Ha KaKaoM KITMEHTCKOM

XOcCTe.

Bo3amoxHbl cneaytowme BapmaHTbl fiokanbHoro obHoeneHusa SoftControl SysCmd:

- 26
® B 0ObIYHOM peXxume (C ncnonb3oBaHUeM nHTepdenca nons3osartensg) = ;

® B TUXOM pexume 2.

5.1.1 OGHOBNeHMe B OObLIYHOM pexume

1) 3anyctuTte yctaHOBOYHbLIN nakeT SysCmd.msi Bepcuun, Ha KOTOpYyo HeO6X0aANMMO NPON3BECTU
obHoBMEHMe.

2)B okHe YctaHoBka SoftControl SysCmd HaxmuTe Ha kHonky [anee (puc. 3anyck
nporpaMmbl OGHOBIIEHUST 2° ).

‘j@)’aﬂﬂonmSoﬂContlolSysCmd E' = IE'

Bac npuBeTCTBYET MacTep YCTaHOBKK
SoftControl SysCmd

MacTep ycTaHoBku obHoBMT SoftControl SysCmd Ha
KoMnetoTEpe, HanmmuTe kHomky "Aanee”, 4Tobel
NPOAOMHMTE, MK KHOMKY "OTMEHA", UToBE! BEIATH M3
MECTEPE YCTEHOBKH,

OTHEHE

PucyHok 15. 3anyck nporpaMmMbl OGHOBIEHUA

Hazan

3) B cnyyae Bawlero cornacusi, Beloepute napametp  NnpMHMMato ycrnoBusi NTIMLEH3NOHHOIO

COrNalLeHUs 1 HAXMUTE Ha kHorky [lanee (puc. [IULEH3NoHHOe cornatuenme 2°).
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ﬁYnaHonuaSoﬂContloISysCmd EI =] @

JIMLIEH3N0OHHOE CornaleHnea

. SoftControl
BHHMETENEHD MNPo4YMTEMTE CREQYIOWES NMUSHSMOHHOE COrnalleHHe

JULEH3MOHHOE COTNALLEHME H
1. [lpegmeT cornaweHus

HacToswee snuueHsMoHHoE cornawedwe (ganee CornaweHwe) AsnseTcs
FIPHAMYECKMM  AOKYMEHTOM, 3akndaemeim memgy  OBwectsom
OrPaHWYEHHOH OTBETCTBEHHOCTEH «SAFE ‘N SEC Corporation® (ganee -
MNpaecobnagaTtent) U Bamu, dUIMUSCHUM WAW OPUOWYECHUM NUMUOM (fanee -
MoAL30BaTENL), NPEBOMEPHO BASAEHILMM IHIEMMAAROM MPOrPEMMHONS
npogykTa rpynnel "SoftControl” (ganee - NporpammHeil npogykT).
YCTEHaBAMBEN, HOMMPYA, Sarpysad  MaM  ueaeim obpasom  Wononbsys =

[] 4 MpuHMMato YERoBMA MMLEHIMOHHOND CorNaLEHIA

[ Oevatb ] [ Hasan ][ Janee J [ OTMeHE ]

PucyHok 16. JluueH3noHHOe cornaiieHue

4) HaxxmuTe Ha kHonky OBHOBUTL (puc. [0TOBHOCTL K 06HOBREHUIO *).

‘@ Yeranoeka SoftControl DLP Client E' = @

Bce roToeo K obHoBnennwo SoftControl DLP Client SoftControl

HammuTe kHonky "OBHoBuTs ", 4Tobbl ofHosuTe SoftControl DLP Client Ha
KOMMEHOTEPE. HawMuTe KHoMKy "Hazaa ™, uTobbl NPOBEPMTE MK M3MEHUTE MaPaMeTpel
YCTEHOBKM, HasmuTe KHonky "OTMeHa", YTobbl BeIATH M3 MacTepa.

[ Hazag ][ 'S,'OEHOBMT:: J [ OTHEHS ]

PucyHok 17. FOTOBHOCTb K OOGHOBNEHUIO

5) [loxanTech OKOHYaHUs NpoLiecca o6HoBnerus (puc. Mpouecc o6HoBIeHNs 2’ ).
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ﬁYnaHonanoﬂContloISysCmd EI =] @

Npetr obHoBneHne SoftControl SysCmd SoftControl

MogowanTe, NoKa MACTEP YCTaHOBKKM obHoBnReT SoftControl SysCmd.

CocToRHKe:

Hazan Nanee

PucyHok 18. NMpouecc o6HOBNEHUA

6) Mocne nossnenna coobweHnsa YctaHoBka SoftControl SysCmd 3aBeplieHa HaxmuTe Ha

kHonky FoToBo (puc. 3aBeplieHne o6HoBneHNs *° ).
‘@ Yeranoeka SoftControl SysCmd E’F‘@

YcraHoska SoftControl SysCmd
3aBeplueHa

HammiTe kHonky “ToToso”, 4Tobbl BRIATH M3 MACTEPa
YCTEHOBKM.

OTMEHE

Hazan

PucyHok 19. 3aBepieHne o6HOBNEHUA

5.1.2 O6HOBNEHNe B TUXOM pexume

Ycnosue: BCe Larn BbIMOMHAKTCSA NoA Y4€THOW 3anncbio C npaBamMn agMvHucTparopa.
1) Ckonupynte YycTaHOBOYHbIM nakeT SysCmd.msi Bepcun, Ha KOTOpyl Heobxoaumo
npon3BecT OOHOBMNEHWE, B KaTanor C: \Temp KITMEHTCKOro XocTa.

2) 3anyctute KoMmaHgHyo ctpoky Windows 1 BbINOMHUTE CreayoLLyto KoMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysCmd.msi" /quiet
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5.2 YpanéHHoe o6bHOoBRneHune

O6HoBNeHMe no TpeboBaHUD WM MO pacnMcaHMio NPOU3BOAUTCA aAMUHUCTPATOPOM
yaaneHHo u3 KoHconu ynpasnenuss SoftControl Admin Console. [lMogpobHoe onucaHue
npouecca yaaneHHoro 3anycka rno TpebOBaHWIO M HACTPOWMKM OOHOBMEHUS MO pacnucaHuio

npuBeneHo B AokymeHTe «PykoBoacTBo agmuHuctpaTopa SoftControl Service Center».
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6. YaaneHue SoftControl SysCmd

SoftControl SysCmd mMoxeT ObiTb AEMHCTANNMPOBAH C KIMEHTCKMX XOCTOB Kak JIOKanbHO )

Tak U OAHUM U3 yaaNlEeHHbIX LIEeHTPaJIn30BaHHbIX 20 cnoco6os.

6.1 JlokanbHaa genHcTannNAUUA

BoaMoxHbI cnegytowime BapnaHTbl lokanbHon genHetannsaumm SoftControl SysCmd:

o 30
¢ B 06bIYHOM peXnmMe (C UCNoNbL30BaHMEM UHTEepdelica nonb3oBaTens) = ;

* B TUXOM pexume .

6.1.1 YpaneHue B 0OObIYHOM pexume

Ana OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B [NaHenu ynpasneHus
Windows B pasgene YcraHoBka v ypaneHue nporpamm (Add or Remove Programs) Ha
Bknagke U3ameHeHue unu yaaneHuwe nporpamm (Change or Remove Programs) Bbibepute
SoftControl SysCmd n HaxxmuTe Ha kHonky YaanuTtb (Remove).

Ona OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B NaHenn ynpasneHus Windows B pa3gene
Mporpammbl (Programs) — Mporpammbl n komnoHeHTbl (Programs and Features) Boibepute

SoftControl SysCmd n HaxmuTe Ha KHonky Yaanutb (Uninstall).

6.1.2 YpaneHue B TUXOM pexume

Ycnosue: Bce Lwaru BbIMOMHATCA No4 y4EeTHOW 3anucblo C NpaBaMyv agMUHUCTpaTopa.
1) CkonuvpynTe YyCTaHOBOYHbIN nakeT SysCmd.msi Tekywen Bepcun B KaTanor C:\Temp
KNMMEHTCKOro xocTa.

2) 3anyctute KomaHaHyto cTpoky Windows 1 BbINOSTHUTE CreayroLyo KOMaHAay:

%windir%\system32\msiexec.exe /x "C:\Temp\SysCmd.msi" /quiet

6.2 YpanéHHana aeuMHcTannauus

YpanenHasa pgeuHctannauus  SoftControl SysCmd nogpasymeBaeT  LeHTpanu3oBaHHO
yrnpaBnsemMoe ygarneHue KIMEeHTCKUX MPUMOXEHWUA C rPpynnbl XOCTOB, OOBbEUHEHHbIX B OOHY
ceTb.

BoamoxHbI cnefyowmne BapuaHTbl yaaneHHoOW LeHTpanu3oBaHHou genHctannaumm SoftControl
SysCmd:
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® yepes AOMEHHYIO IPYMNMoBY NOSIUTUKY;

® CTOPOHHUMW cpeacTBaMn aaMUHUCTPUPOBAHMS.

6.2.1 YpaneHue yepe3 AOMEHHYIO rPynnoBYyH MOSIUTUKY

MpumeyaHue: npogeMoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkponTe ocHacTky Server Manager ([ducnetyep cepBepa) u3 pasgena Administrative
Tools (AamuHucTpuposaHue) meHto Start ([Myck) B OC koHTponnepa gomeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <uma pomeHa>, pasBepHuTe noapasgeneHne Software deployment,
BbI30BUTE KOHTEKCTHOE MeHI obbekTa rpynnoBON MOMAWUTMKW, CO34AHHOIO paHee Ans
passepTbiBaHUs KnneHTckux npunoxeHun (Clients deployment), n Bbibepute nyHkT Edit

(puc. PepgaktupoBaHue ob6bekTa rpynnoBOwn NOSIUTUKK).

e
File Acton View Help
®o [#[m[0[X0 o [@m
S Server Manager (DEV-09) Software deployment Actions
o Roles B
2 5| Festures Software deployment MU
B 2 Group Policy Management Linked Group Policy Objects |Gruup Policy Inheritance | Delegation | More Actions 3
= ﬁ Forest: Mars.local
3 [ Domans Link Order =~ | GPO | Enforced [ Link £
El 45 Mars.local 1 ] Cliertts deployment ~ No Yes
s/ Default Domain Policy
2| Domain Cantrollers
= (2] Software deployment
S5l Clients deployment|
5} Group Policy Objects
~ WMI Fiters Enforced
B Starter GPOs v Link Enabled
i Sites Save Report...
sE4 Group Policy Modeling
1 Group Policy Results Delete
#m Diagnostics Rename
Gifk Configuration Refresh
3 storage T
Help
. s

Open the GPO editor [ [

PucyHok 20. PegaktupoBaHue o6beKTa rpynnoBon NOfIUTUKN

3) B oTkpbiBwemMca okHe ocHacTkm Group Policy Management Editor (YnpasneHnue
rpynnoson nonutukon) Bbibepute pasgen Computer configuration — Policies —
Software Settings — Software installation, B cnvicke yctaHaBnvBaembiX MPUNOXEHUN
crnpaBa BblbepuTe Tpebyemoe NpunoxeHne Ansa yoaneHus, BbI30BUTE KOHTEKCTHOE MEHI0 Y
Bbl6epute nyHkT All tasks — Remove (puc. ).

4) B gmnanoroBom okHe Remove Software Bbibepute meTon AeuvHCTanNAsaUMU NPUIOXKEHUN
Immediately uninstall the software from users and computers (HemeaneHHoe yaanexue

MO c komnbioTepoB) M HaxmuTe Ha kHonky OK (puc. Beibop mMeToga AewHcTannauum

-— ]

www.sns-control.ru


http://www.safensoft.com

Control SysCmd sBepcus 6.0.98 Pykosodcmeo o ycmaHoske

YoaneHue SoftControl SysCmd

NPUOXEHNS).

x

Select removal method:

i |mmediately uninstall the software from users and
computers

" Allow users to continue to use the software, but prevent

new installations
QK I Cancel

PucyHok 21. BbiGop meToaa AeMHcTannsauuu
NpUNoXeHus

5) Mo ncrevyeHum nHTepsana obHOBNEHNS rPYNNOBbLIX MOMUTUK (AaHHLIM NapamMeTp 3aBUCUT OT
HacTpoek Active Directory), namMeHeHHas NONUTUKA NPUMEHSETCA K KIMEHTCKUM XOCTaM.
YaaneHue BblbpaHHbIX NpunoxeHun byoet npousBedeHO Mocne ovepedHoro nepesanycka
KIMMEHTCKNMX XOCTOB. [NA MrHOBEHHOr0 MPUMEHEHUS CO3[4aHHOW TpynnoBON MOSNTUKK
3anycTute KOMaHAHYK CTPOKY OT WMEHW agMUHUCTpaTopa Ha KIMEHTCKOM XOocTe W

BbIMOJTHUTE CleayrLlyo KOMaHay:

gpupdate /force

MO OKOHYaHUK BLINOMHEHUA KOMaHAbl NOATBEPAUTE nepesarpy3ky cuctembl komaHgon Y
Ons npuMmeHeHust OBHOBMEHHOW rpynnoBon  nonuTukn  (puc. PyyHoe obGHoBneHue

napamMeTpoB rpynrnoBoO NOMUTUKN).

EA Administrator: C\Windows\system32\cmd.exe - gpupdate fforce EI@

Microsoft Windows [Version 6.1.76011]
Copyright <(c? 2009 Microsoft Corporation. All rights reserved.

C=“\UserssJohn>gpupdate ~force
Updating Policy...

Uzer Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply

one or more settings hecause the changes must he processed before system startu

p or user logon. The system will wait for Group Policy processing to finish comp|
letely hefore the next startup or logon for this user, and this may result in sl
ow startup and boot performance.

For more detailed information, r»eview the event log or pun GPRESULT ~H GFReport.
thtml from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only run during startup.

0K to Restawt?. (¥rNDy

PucyHok 22. PyyHoe o6HOBRNEeHMe napaMmeTpoB rpynnoBOM NOSIUTUKMU
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6.2.2 YpaneHue CTOPOHHUMMU cpeacTBaMu agMUHUCTPUPOBaHUS

Kak n B cnyyae ycTaHOBKM, ONA yOaneHHOW AeuHcTannsumm SoftControl SysCmd MOryT
NPUMEHATLCA CTOPOHHME cucTeMbl ynpasreHus IT-uHdpacTpyktypon. MeToamnka yganeHnsa B
AaHHOM crny4ae onpegensieTca MCXoAss W3 KOHKPETHOW CUCTEMbI UM MPUHATBIMU B HEW

cnocobamu genHctannaumm MO.
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7. TexHn4yeckas nogpepxkKa

Mpn BO3HWKHOBEHUN BOMPOCOB MO YCTAHOBKe, HacTponke n padote SoftControl SysCmd Bbl

MoXeTe obpalwaTtbCsi B TEXHUYECKYD Noaaep)KKy MO SreKTPOHHOM noyTe support@sns-

control.ru.
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HononHumernsHas uHgopmayusi

8. [lononHutenbHasa nHdopmauma

8.1 UcTOYHMKHK

NCTOYHMKM JONONHUTENBHON MHGOpPMaL MK NpuBeAeHbl B Tabn. 5.

Ta6nuua 5. BcnomorartenbHas AOKYMeHTauuA

HasBaHue OnucaHue

PykoBoacteo agmunHuctpatopa SoftControl PyK0BOACTBO N0 paboTe C UHCTPyMEHTaMM
y . A A parop agmuHucTpupoBanus SoftControl Server n SoftControl Admin
Service Center Console
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