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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl Service Center («CepBucHbin LieHTp») npeactaBnseT cobon Habop MHCTPYMEHTOB
aAMUHUCTPUPOBAHMA AN YrpaBrieHns CUCTeMon nHpopmaumoHHon 6esonacHocT, obecneyrBa-
tOLLIEW COXpaHeHVe LeroCTHOCTN NPOrpaMMHON cpebl KOHEYHbIX TOYEK CETU, 3aLLUTY OT HECaHKLUU-
OHVPOBAHHOIO AOCTYNa K AaHHbIM CO CTOPOHbI MepcoHarna Ui 3royMblLLNEHHVKOB, @ Takke MOHU-
TOPUWHI aKTMBHOCTK Mosib3oBaTesnien. B coctas CepBucHoro LieHTpa BxogAT crieaytolume KOMMo-

HEHTbI:

=  SoftControl Server — cepBepHbIN KOMMOHEHT;
=  SoftControl Admin Console — KOHCOSb ynpaBneHus.

SoftControl Service Center nogaepxvBaet paboTy CO CreayroLLMMN KIMEHTCKUMIN KOMMOHEHTaMM:

= SoftControl ATM Client / Endpoint Client / SClient (qanee no tekcty — SoftControl SysWatch) —
KIMEHTCKME KOMMOHEHTblI MPOAKTUBHOW 3alyTbl YCTPOWCTB CaMOOOCyKvMBaHMS, paboumx
CTaHLM1 KOpropaTUBHOM CETU U CEPBEPOB COOTBETCTBEHHO;

=  SoftControl DLP Client — KnMeHTCKM KOMNOHEHT MOHUTOPUHIra U cbopa AaHHbIX;

= SoftControl DeCrypt — KIMEHTCKMN KOMMOHEHT AN KOAMPOBAHUSI CUCTEMHbIX AUCKOB
YCTPONCTB CamMoOBCyXmBaHUs, paboymx CTaHLMA KOpNopaTUBHOM CETU 1 CEPBEPOB.

Kpome Toro, SoftControl Service Center nogaepxvBaeT COBMECTHYHO paboTy CO CTOPOHHUMM aH-

TmBupycamun. Nuterpauma SoftControl Service Center co CTOPOHHMMM aHTUBMPYCaMK OCYLLE-

CTBIIAETCA NO 3anpocCy 3aKka34yuka.
1.2 YcnoBHble 0603Ha4YeHUA U TEPMUHDI
1.2.1 OGo3Ha4yeHUusA

YcnoBHble 0603HaYeHUs1, MPYMEHsiEMble B AaHHOM JOKYMEHTe, NpuBeaeHbl B Tabn. 1.

Tabnuua 1. YcnoBHble 0603Ha4YeHuUs

Mpuvep 0Goskave Hus

i BaxxHasa nHdopmaums.
Ycnosue YCnoBue BbINOMHEHUS, MPUMEYaHne, NpuMep.
— 3arorioBKM U COKpaLL, eHVIS;
OGHOBUTbL — Ha3BaHWS 3KPaHHbIX KHOMOK, CCbIMIOK, MYHKTOB MEHI0, OPYrMX 3NEMEHTOB
nporpaMMHoOro uHTepdeiica.

ISS———————————
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lMonumuka KOHMpPOIi4a

— TepMUHbI (onpeaenexHus);
— UMeHa annoB 1 apyrnx OObEKTOB;
— TEKCTbl COOOLL eHUIA, BLIBOAUMBIX MONb30BATENHO.

C:\Program Files\SoftControl My k dpainam, katanoram, Kno4am CUCTEMHOro peecTpa.
ZANR R LeRN /AN S <l EPAVU IS TS CTNINIWA | D parMeHTbl MPOrpaMMHOro Kofa, KOMaHOHbIX Y KOHGMUIY paLmoHHbIX diairios.

<KaTtaror  YCTaHOBKM SoftControl
Senice Center

Monga Ana 3ameHbl qyHKUMOHAarNbHbLIX Ha3BaHU (PaKTMYECKUMU 3HAYEHUSMU.

MpunoxeHue >

Cchbinkn Ha BHYTPEHHUE pecypchl (pa3nenbl AOKYMEHTA) C yKa3aHMeM HoMepal|
CTpaHuLUpbl un Ha BHewwHue pecypcbl (URL-agpeca).

1.2.2 CokpawieHus

B gaHHoM gokymeHTe ynoTtpebnstotes 6e3 pacwmgpoBKmM Crieytolme COKpaLLeHUs:

+ B[] — 6a3a AaHHbIX;

s TN — rpadryecknn nHTEpdEnC norb3oBaTers;

% O3Y - onepaTvBHOE 3anoMyHaloLEee YCTPOMCTBO;

% OC — onepauroHHas cuctema;

+ MO — nporpammHoe obecneyeHue;

s+ CUB — cuctema nHopmaLumMoHHON 6e30nacHOCTY;

< CYB[] — cnctema ynpaBneHusa 6a3amu gaHHbIX;

¢ UM — ueHTpanbHbIn NpoLeccop;

% QUM — anekTpoHHas uudpoBast NOANMCh.

1.2.3 noccapun

Taobnuua 2. Mmoccapumn

MosicHeHue

Komnnekc mep no npenotBpall,eHU0 BPeSOHOCHbBIX BO34ENCTBUN, OCHOBaHHbIA Ha

MpoakTMBHas 3awmta

NPEeBEHTUBHbLIX TEXHOJIOINAX.

npeBeHTI/IBHbIe TEXHOIornn

MepenoBble TEXHOMOMUN 3aLLUThbl AaHHbIX, B OCHOBE KOTOPLIX FEXMWT aHann3 akTuB-
HOCTU Ha KOMMbIOTEPE MOSMb30BATENSA: AENCTBUIN MOOLIX NPUIOXKEHWI, Cry0 one-
paLMOHHOW CUCTEMBbI, JEeNCTBMI Nornb3oBaTtens, akTMBHOCTM U3BHe U T.4. B otnuune
OT peaKTBHbIX TEXHOSOMIA, Ha KOTOPbIX MOCTPOEHbl TakMe cpeacTBa 3alluThbl, Kak
aHTUBMPYCbl 1 NEPCOHarbHbIE CETEBLIE AKPaHbl, MPEBEHTVBHbBIE TEXHOSOMMN aHanm-
3MPYIOT HE KOA4 OObEKTa, a OTCMEXMBAKOT MOTEHUMANIbHO OMacHble OEWCTBUS, Bbl-
nonHsiemble M. CrniefoBaTenbHO, UHCTPYMEHTbI NMPOAKTUBHOW 3alyuTbl He TpebytoT
Hanmn4usi U NOCTOSIHHOTO OBHOBIEHMS 6a3 BPeLOHOCHOro kofa, YTo SABMSETCA Heoo-
XOOMMbIM ANs TPaAULUMOHHBIX CPELCTB 3aLL UTbl.

PeakTBHblE (CUrHaTYpHbIE) TEX-
Homnorum

MeToq paboTbl aHTUBMPYCHOrO NPOrpaMMHoOro obecrnevyeHus U cucteM obHapyxe-
HUS BTOPXKEHWI, NPU KOTOPOM NporpaMma B npouecce aHanMsa obbekta obpallaeTt-
Ccs K 6a3e OaHHbIX M3BECTHbIX BMPYCOB W MPOBEPSIET COOTBETCTBUE KaKOro-nnbo
yyacTka koja npocMatprsaemMoro obbekta n3BeCTHOMY Koy (CurHatype) supyca B

SSSS————————————e—
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0ase gaHHbIX.

Monutuka KoHTpons

LlenocTHbIn Habop npaBuil KOHTPONA aKTUBHOCTM.

I'Ipan'lo KOHTPOJ1A aKTMUBHOCTU

HaGop ycnosuii, onpegensioownx [edcTBUE MPUMOXKEHUST U pPeakuuio Ha Hero
SoftControl SysWatch.

Mpodwmnb cuctemsl

Basa gaHHbIX, XpaHsilasacsi JlokanbHO Ha KMMEHTCKOM XOCTe M coAepxallas
KOHTPOSbHbIE CyMMbl MCMOMHAEMbIX Moaynen. [podmnb cucteMbl co3gaercs B
pesynbTate aBTOMatndeckon HacTtponku SoftControl SysWatch (onepaums c6opal

npodwmns).

MpunoxeHune B npodwmne

MpunoxeHne, KOHTPONbHasi CyMMa KOTOporo ecTb B npodyurne cUcTeMbl.

OTcnexuBaemoe NpuUnoxeHue

MpunoxeHne, dakT 3anycka kotoporo SoftControl SysWatch oGHapyxun Ha K-
€HTCKOM XOCTe B NnpoLecce paboTel C MOMEHTa YCTaHOBKW.

D,OBepeHHoe npunoxexHune

OTcnexunBaemoe npunoxeHuwe n3 .CI,OBepeHHOﬁ 3O0HbIl BbIMNOJIHEHUA.

OI'paHVILleHHOG npunoxxexHue

OTcnexunBaemoe npunoxeHuwe mn3 Ol'paHVI‘-IeHHOVI 30HbI BbIMOJIHEHMUA.

3anpeLl eHHoe NpunoXxeHve

OTtcnexuBaemoe npunoxeHuwe u3 3anpeu.|.e|-||-|0l7| 30HblI BbINOJIHEHUA.
SoftControl SysWatch 3anpelyaeTt 3anyck TakMx NPUIOXKEHUA HA KITUEHTCKOM XO-
cTe.

30Ha BbINOSHEHMS (OOBEPEHHas,
OrpaHMYeHHas, 3arnpeLyeHHas)

OTaenbHas NONUTUKa KOHTPONSA, NpUMeHsieMas K MoJIMHOXECTBY OTCrieXuBae-
MbIX MPUNOXeHUn. Bcero Ha KaXxaoM KNMMEHTCKOM XOCTe MMeeTcs 3 30Hbl Bbl
MOSHEHUSA: [OBEPEHHAs, OorpaHNYeHHasi, 3anpelleHHas. Jliloboe oTcnexusaemoe
npunoxeHue NPUHaONEXUT K OOHON U3 3TUX TPEX 30H BbINOSHEHUS.

WHcTannatop

Mpunoxenwne, kotopoe SoftControl SysWatch aBpucyeckn onpegenun kak npo-
rpamMy, npegHasHayeHHyK ANs YCTaHOBKU APYrvMX NporpaMm, Uin KOTOpoe Morb-
30BaTefb MOMETUN Kak MHCTannsTop. MHcTannsatop MmeeT ocobble nNpuBMNErun no
3anycky (cMm. Hwke «Pexnm obHoBneHus MOy ).

Pexum obHoBnenus MO

Pexum 3anycka npunoxxeHus, npu KOTOPOM MPOUCXOAUT MOMELLEHVE B MPOdmIib
CUCTEMbI CaMOr0 MPUIIOXKEHUS 1 BCEX CO3QaHHBIX UM U3MEHEHHbIX UM PE-caiinos.
[loyepHune npouecchl 4aHHOTO NPUMOXKEHWS! HAacNeayoT pexumM obHoBneHus MO.

V.I.P.O. (Valid Inside Permitted
Operations)

Y4yeTHas 3anucb MoNb3oBaTens C OrpaHMYeHHbIMY NpaBamMu (OrpaHuUYeHHbIn Habop
CUCTEMHBIX MPUBWIErIA, OTCYTCTBME AOCTyNna K CUCTEMHbIM OObekTaMm). CryxuT
ANA opraHu3aumn NecoYHuLbl Mpy 3anycke NpUNoXeHuin n obecnevmBaeT 4OMNOSHU-
TENbHY 3aluTy OT NOTEHUMArbHbIX BPEAOHOCHbBIX BO3AENACTBUIA NPUIOXKEHUN, KO-
TOPbLIM Herb3sl MOSIHOCTLI0 A0BEPSATh. 3anyck C MCMOSIb30BaHMEM YYETHOW 3anvcu
V.I.P.O. MOXHO yCTaHaBnNMBaTL TOMbKO AN OrpaHUYEHHbIX MPUNOXEeHUN.

COBOKYMHOCTb MpaB MOSb30BaTeNsi Ha WCMOMb30BaHWE OTAENbHbIX Oy HKLMIA

Pornb .

SoftControl Admin Console.

UcnonHaembin dain B gopmate PE (Portable Executable). daHHbii dopmat mc-
PE-baiin nornb3yeTcs B ONepaLmoHHbIX cuctemax cemenctea Microsoft® Windows® ans umc-

nonHsiembix davnos (EXE), gmHamundeckmx ombrmmotek (DLL) n HekoTopbIx Apyrux
TMNoB ¢halinoB.

KnueHTckun xocT

CpeacTBO BbIMUCTIUTENBHON TEXHUKKU (pabovasi cTaHUMsA, cepBep, TepMMHan camo-
obcnyxmBaHus), Ha KOTopoM ycTaHoBneH SoftControl SysWatch.

- (7 ]
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TpebosaHusi K annapamHoMy U rpospamMmMHOMY 0becrneqyeHuro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl Server

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O61Lem cBOGOAHO-
YacTtoTa O6beM | ro npocrtpaHcTBa

un o3y Ha XXeCTKOM guc-
Ke

KnueHTcKkue onepaunoHHble CUCTEMbI:

Microsoft® Windows® 7 (SP1) 32-pa3psidHas/64-pa3psidHasi
Microsoft® Windows® 8 32-paspsidHasi/64-pa3psOHas
Microsoft® Windows® 8.1 32-paspsidHasi/64-pa3psoHas 100 Mb

Microsoft® Windows® 10 32-pa3psiOHas/64-paspsdHasi *
LOMNOMHUTENBHO

4 I'b B cny4vae
CepBepHbIie onepauuoHHble CUCTEMbI:
yCTaHOBKW BCTPOEH-

Microsoft® Windows® Server 2008 (SP2) 32-paspsiOHas/64-paspsiOHas Hoit CYB[
Microsoft® Windows® Server 2008 R2 64-paspsidHas
Microsoft® Windows® Server 2012 64-paspsiOHasi
Microsoft® Windows® Server 2012 R2 64-pa3psidHas
Microsoft® Windows® Server 2016 64-pa3psidHas

30Ty 4THB

HdononHuTtenbHble TpeboBaHUS:

* Microsoft® .NET Framework 4.5.

®* OgHa w3 cregytoumx 6a3 paHHbix: PostgreSQL 9, Microsoft® SQL Server® 2008,
Microsoft® SQL Server® 2012, Microsoft® SQL Server® 2014 SP1, Microsoft®
SQL Server® 2016, Microsoft® SQL Server® 2017.

¢ [1ns paboThbl SQL Server® 2014 SP1 nunm SQL Server® 2012 Ha
Windows Server 2008 R2 B OC pgospkeH ObiTb ycTaHOBIEH NakeT obHoBreHust SP1.

® [1na cepBepHbIX ONEPALMOHHBIX CUCTEM NMOAAEPXKMBAOTCA TOSbKO BapUaHTbl YCTAHOBKU

OC c paboumm cTonom.

2.2 CucteMHble TpeboBaHusa SoftControl Admin Console

Tao6nuua 4. MMHUManbHbIE cMCTeMHbIe TpeboBaHUA

0O61Lem cBoboA-

Yacrota LM ST HOTO npo-

o3y CTpaHCTBa Ha
XEeCTKOM aucke

KnueHTCKMe onepauvoHHbIe CUCTEMbI:
Microsoft® Windows® 7 (SP1) 32-pa3psi0Has/64-pa3psiOHasi
Microsoft® Windows® 8 32-paspsidHasi/64-pa3psOHas

30y 4TB 100 MB
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Microsoft® Windows® 8.1 32-pa3psiOHasi/64-pa3psiOHasi
Microsoft® Windows® 10 32-pa3psiOHas/64-pa3psidHas

CepBepHbie onepauuoHHbIe CUCTEMbI:

Microsoft® Windows® Server 2008 (SP2) 32-paspsidHas/64-pa3pso-
Hasi

Microsoft® Windows® Server 2008 R2 64-paspsidHas

Microsoft® Windows® Server 2012 64-paspsiOHas

Microsoft® Windows® Server 2012 R2 64-paspsidHasi

Microsoft® Windows® Server 2016 64-paspsidHasi

JononHunTtenbHble TpeboBaHUS:
* Microsoft® .NET Framework 4.5.
¢ [1na cepBepHbIX OrnepaLmoHHbIX CUCTEM MOLAEPXKMBAIOTCH TOSIbKO BapuaHTbl YCTAHOBKMU

OC c paboumm cTonom.

S———————————————— e

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pyxog0dcmeo adMuHUcmpamopa

YcmaHogka u Hacmpolka komrnoHeHmos SoftControl Service Cente

3. YctaHoBKa 1 HacTpouka komnoHeHToB SoftControl Service
Center

B HacTosieM pasgene npuseaeHa MHOpMauuMs Mo YCTaHOBKe '° CepBEepHOro KOMMOHEHTa
SoftControl Server («cepsepa») 1 koHcorm ynpaenenust SoftControl Admin Console, HacTpoiike
SoftControl Server npu nepeom 3anycke > SoftControl Admin Console, a Takke AaHbl ykasaHust

MO PErVCTPALIMM KIMEHTCKVIX MPUIOXKEHWA .

3.1 YctaHoBka SoftControl Server n SoftControl Admin Console

BosmoxHbI criegytoupe BapuaHTbl passepTtbiBanua SoftControl Service Center:

* 06bIyHasa % yctaHoBKa Torbko SoftControl Server;
* nonHasi % ycraHoBKa SoftControl Server v SoftControl Admin Console;

i Bbl60p0‘-IHaﬂ 12 . YCTaHOBKa Bbl6paHHbIX norb3oBaTterieM KOMMNOHEeHTOB.

3.1.1 OO6bl4yHaA ycTaHOBKa
1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi.

2) B okHe YcTaHoBKa SoftControl Service Center Haxxmute Ha kHonky [anee (puc. 3anyck npo-

rpamMbl YCTaHOBKM ).

‘_'@ Ycranoeka SoftControl Service Center EI =] IEI

Bac npuBeTCTBYET MacTep YCTaHOBKM
SoftControl Service Center

MacTep ycTaHoBkM yeTanoenT SoftControl Service Center
HE KOMMEtOTEPE, HamMuTe kHonky “flanee”, yTobkl
MPOACTHMTE, MW KHOMKY "OTHMEHE", YTobkl BEIRTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee J [ OTMeHa ]

PucyHok 1. 3anyck nporpamMmbl YCTaHOBKU

3) B cnyvae Bawlero corracus, oTMETbTE Oonumio {1 NpUHMMaKr yCrnoBUA JIMLLEH3UOHHOIo COo-
rnaweHuns n HaxxmuTe Ha KHonky [flanee.
4) Bbibepute TN yctaHoBku OObIYHAs wm lNMonHasA, HaxaB Ha COOTBETCTBYIOLLYKO KHOMKY

(pvic. Tunbl ycTaHoBkK ).

- (W]

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pyxog0dcmeo adMuHUcmpamopa

YcmaHogka u Hacmpolka komrnoHeHmos SoftControl Service Cente

‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 2. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE L )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 3. l0OTOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWS NpoLiecca ycTaHoBKM (puc. Mpouecc ycTaHoBKM ).

- (W]
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ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 4. lNMpouecc yctaHOBKU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBo (puc. 3aBepLLUEHMe YCTaHOBKY 7).
ﬂ Yeranoeka SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 5. 3aBeplueHue yctaHOBKMU

3.1.2 BbiGopo4yHasa ycTaHOBKa

1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi.
2) B okHe YcTaHoBKa SoftControl Service Center Haxxmute Ha kHonky [anee (puc. 3anyck npo-

rpaMMbl YCTaHOBKMU '2).

-
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ﬁ Yeranoeka SoftControl Service Center EI = @

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan [ Oanee J [ OTmeHa ]

PucyHok 6. 3anyck nporpaMmbl yCTaHOBKM

3) B Cliyqae Ballero corfacud, otTMeTbTe ONuUUIo A npnHuUMmarw ycnoBuAa JIMLUEH3UNOHHOIo Co-

rnaweHuna N HaxXKM1UTe Ha KHOTKY HDanee.

4) Bblbepute TN yctaHoBkM BblIGOpOYHas, HaxaB Ha COOTBETCTBYHOLLYO KHOMKY (puc. Tumbl

yCTaHoBKM ).

ﬁ Yeranoska SoftControl Service Center IE' = IE'

BoiGepHTe THN YCTaHOBKK

. SoftControl
YKamuTe Hanbonee noaXodAWKME THN YCTaHOEKH

YCTaHaBNMBaET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PexkoMeHAyETCA ANA BONBLWWHCTES NONB30BATENEN,

MossonseT BbIEMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOHEHTEI M 38086a8Th
WX MECTOHAXOHAEHWE, PEKOMEHAYETCH ANA OMNBITHEIX Monb30EaTENEN.

MNonxas

YETEHIBNMESET BCE KOMNOHEHTEI MPOrpaMMEL. 3TOT BapUaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 7. Tunbl yctaHOBKU

5) HacTtpowTe koHurypaumio ycTaHOBKM KOMMOHEHTOB (puc. KoHdurypaums ycTaHOBKM KOMMOHEH-

TO0B *): HAXMWUTE Ha MUKTOrPaMMy Y KOMMOHEHTA, KOTOpbIi He TpebyeTcs ycTaHaBmMBaTh, U B

BbliNagalowem MeHio Bblbepute onumio KoMnoHeHT OyaeT NOJIHOCTbI HeAocTymneH

(pvic. OnuMM_YCTaHOBKM KOMMOHeHTa *). [Ifis ycTaHaBMMBAeMoro KOMMOHEHTa [oJtkHa GblThb

BblbpaHa onuma ByaeT ycTaHOBMEH Ha NoKanbHbIW XXecTkun auck (puc. Onumm ycTaHOBKM

KOMIMNOHEHTa 1 ) |-|pl/l HeobXoaMMOCTN U3MEHUTE NnyTb YCTAHOBKM MO YMOJMaHUO, Ha)XaB Ha

- ® ]
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KHOIMKY 063op. C nomoupto kHonkn Ucnonb3oBaHue gUCKa MOXHO NnPOCMOTPETbL CyMMap-
HbI pa3mep yctaHaBJMBa€MbIX KOMMNOHEHTOB U OOCTYNMHOE MEeCTO Ha XeCTKOM JUCKe. Mocre

TOro Kak BCe€ YCTaHOBKWM 3aBepLUEeHbl, HAXXKMUTE Ha KHOMKY ODanee.

=) ByaeT yCTAHOBAEH Ha NOKANbHBIA HECTEWIA AMCK

=13 KomnoHeHT ByAeT NOAHOCTEHD YCTAHOBAEH HA NOKANBHBIA MecTkMil gucK
=) KomMnoHeHT BygeT yCTaHOBNEH NPK HECBXOAMMOCTH

¥ KomnoHenT BygeT NoAHOCTBHY HEAOCTYTIEH

PucyHok 8. Onuum yctaHOBKM KOMMOHEHTa

6) Boibepute onunio [lo6aBuTb HeobGxoauMble NOPTbl B uUcknYeHua BpaHamayapa
Windows ana aBtomaTtndeckoro gobasrneHuns nopta cessm mexagy SoftControl Admin Console

n SoftControl Server B ncknoyenus 6panamayapa (puc. Onuusi gobasrieHns nopTa B UCKIOYe-

Husi_GpaHamayspa '*). B obpaTHOM cryyae GygeT HeoBXoOMMO MPOU3BECTU 3Ty OnepaLuio

BPYYHYIO (MO ymorMaHuio ncnornb3yetcs nopt 8080). Ons npoAorkeHns YCTaHOBKU HaXMUTE Ha

kHonky Janee.

‘_'@ Yeranoeka SoftControl Service Center EI =] @

Kondwrypauna SoftControl Service Center

Control
[o6aEnTE NopT anA paboTel C KOHCOMEK M NOPT ANA BRIAAYW

0BHOBNEHWIA KNWEHTEM B MCKNKoYeHWA BpaHamayspa Windows

NofaEuTe HeoOx0AMMBIE NOPTEI B MCKNMKYeHA BpaHamayspa Windows

[ Hazag ][ Hanee ] [ OTMeHa

PucyHok 9. Onuua go6aBneHusa nopta B UCKNIOYEHUA
OpaHamayapa

7) NosTopuTe AeiicTBUs 5-7 Anst 06bIYHOMN YCTAHOBKM .

3.2 HacTtpowka cepBepa

[ns 3anycka koHcomm ynpasrenusa oTkpounte aprblk SoftControl Admin Console Ha paboyem cTo-

ne. B crnyyae HeCKOH(burypvpoBaHHOro cepBepa B rMosiBMBLLEMCH OKHe BBeaute IP-agpec

-— (€ ® ]
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KOMMbloTepa ¢ yctaHoBrieHHbIM SoftControl Server B norne Agpec cepBepa (gornyckaeTcs ykasbl-
BaTb 3ape3epBupoBaHHoe ums localhost, ecrmm SoftControl Server n SoftControl Admin Console
YCTAHOBMEHbI HAa OAHOM KOMMbIOTEPE) W Haxmute Ha KHonky [MpumeHuTb (puc. ep-

BbIl 3anyck SoftControl Admin Console ™).

Appec cepeepa: localhost

Wms nonssosarens: [

Maponk:

PucyHok 10. MNMepBbin 3anyck SoftControl Admin Console

B avanoroBomMm okHe C NpeasioXXeHneM co3daHusi NeEpPBUYHON KOHUrypaumm cepepa Bbibepure

Da (pvc. Mpearoxene 3anycka Mactepa HacTpovikm ).

SoftControl Admin Console E3

PucyHok 11. lNpeanoxeHune 3anycka Mactepa HaCTPOUKU

B okHe macTepa HacTpouku cepepa B pa3gerie basa paHHbIX 3agaloTca napameTpbl NOOKIO-
yeHua Kk CYB numsa B, kotopas 6yaeTt ncnonb3oBaTbCa cepBepPHbIM KomnoHeHTom SoftControl
Server. lNona 3anonHaTCA 3HadYeHus MM Mo ymorHdaHuio, ecrim SoftControl Service Center Obin
YyCTaHOBJIEH COBMECTHO co BCcTpoeHHon CYB[. B gpyrmx cnyyasx, um ecnm Heobxoammo umame-
HWUTb CTaHAAPTHbIE 3HAYEHUs, BBEOUTE Crieaylolpe napameTpbl (B CKOBKax ykasaHbl 3HaYEHUs1 Mo

yMormHaHmio) (puc. HacTpoiika nogkrodenus k CYB[ ' ):

* SQL npoBanagep — tvn CYB[ (PostgreSQL wrm Microsoft SQL Server);

* CepBep CYB/[] — ceteBon agpec (uma) cepeepa CYB[;

* MopT — ceteBon NopT Ana noakrodeHus K CYB[ (Tonbko ana PostgreSQL);

* NWmna 6a3bl gaHHbIX — Ms B Ha cepeepe CYB/[;

* Tun aBTOpM3auUMKM — TN aBTOpU3aummn Ha cepeepe CYB[ (Tornbko ans Microsoft SQL

Server);

-_— (W]
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* Monb3oBaTtenb — MMs Nosb3oBaTtens Ha cepsepe CYB[;

* Maponb — naporsb nosnb3oBaTens Ha cepeepe CYB[.

F Macrep HacTpolkM cepeepa

Baza gaHHex

SQL nposaiiaep:
[ PostgreSQL

Cepeep C¥B/1:

[ localhost

Mopm
[543z

VIma B3zl gaHHbI:
[SoftContralDB

MonezosaTens:

[ postgres

Mapoas:

o—

XocT knWeHTOE

Monssoearens

[MycToe umMA NonezoEaTENA

PucyHok 12. Hactpowka nogkntouyeHus k CYB[

[ns npoBepku coeamHeHusi ¢ CYB[] 1 KOppeKTHOCTU AaHHbIX y4eTHOM 3anucn SQL Server Haxxmu-
Te Ha kHonky NMpoBepuTb coeanHeHune. Ecrm B[] ¢ ykaszaHHbLIM MMEHEM He CyLLeCTBYeT, TO OHa

GyneT co3gaHa Ha cepBepe CYB[] no okoH4YaHuM paboTbl MacTepa HAaCTPOMKM.

B pas3gene XOCT KNMeHToB onpeaendarTca napamMmeTpbl NOOKIMOYEeHUA KIMeHTCKNUX I'IpI/IJ'IO)KeHI/IIZ K

cepeepy (p1c. HacTponka NoaKmoYeHNs KIMEHTCKVX NPUNOXEHU K cepeepy ).

- ® ]
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2 MacTep HacTpolixm cepeepa

Baza gaHHbIx

XOCT KNWEHTOE

 CnncoxIP aApecce cepeepa

B EEANTE HOBOE SHAUEHWNE:

172.16.16.5
WM-AS-WE1RUXS6

Y,JJ'BI'IHTb W3 CNUCKa

MopT cepeepa:
[s000

JotasuTs NopT B WCkAoYeHUs Bpanamayspa

Monszoearens

3HaueHWA BCEX NapaMETROE KOPPEKTHEI

l Hactpouts H Ommena

PucyHok 13. Hactpoika nogknio4eHUs KIneHTCKUX
NpUIoXKeHUN K cepBepy

Mo ymonyaHuio st CBsI3v C cepBepOM ucrnosnb3yeTcs ero Tekyuwmm IP-agpec v nopt 8000 npoTto-
kona TCP. B cniyyae vcnonb3osanus CYB[] PostgreSQL 3TOT NOPT HYXHO M3MEHUTb, Hanpuvep,

Ha 9000, Tak kak nopT 8000 No ymor4aHMio UCNoSb3yeTcs A1 B3aMMOAENCTBUSA ¢ 6a301M AaHHbIX.

BO3MOXHO Takke OCYLECTB/ATbL B3aUMOLEWCTBUE KIMEHTCKUX MPWUIIOXEHUA C CEepBEPOM MO
HECKONMbKMM pe3epBHbIM KaHaram. [laHHas pyHKums peanmayeTcsa nyteM 3agaHuna Bcex IP-agpe-
coB um nmeH (DNS, NetBIOS), no koTopbiM cepBep AOCTYNEH AN KIMEHTCKMX NMPUroXxeHun. B
9TOM Criydae KIMEHTCKUA KOMMOHEHT OCYLLECTBISIET NnooYepeHoe MOAKIMHOYEHNE MO KaxaoMy u3
a[pecoB 40 NepBow ycnelHon o6paboTkM 3anpoca, Nocrie Yero CBsisb C CEPBEPOM yCTaHaBMBaA-
eTCcsa No JaHHOMY agpecy. Ecnm nogkmiountbest HYU Mo OQHOMY U3 agpecoB He yO4arnocCh, TO KIMEHT-
CKMA KOMIMOHEHT NOBTOpPSAET nepebop agpecos Mo UCTEYEHUN MHTepBaria obpalleHus K cepBepy.
Ytobbl J0GaBUTL agpec B NepeyveHb, BBEOUTE HOBOE 3HAYEHMEe B COOTBETCTBYIOLLEM MOSie U Ha-
XMuTe Ha kHorKy [lo6aBuTb B cnMUCOK. YTOObI yaammtb agpec 13 nepedHs, Bbibepute ero n Ha-
XMUTE Ha KHOMKY YAaanuTb M3 cnucka. B none MopTt cepBepa ykaxute nopT CBSA3M KIMEHTCKMX
NpuroXxeHu ¢ cepsepom (B criydae yctaHoBkm SoftControl Server n SoftControl Admin Console Ha

OAMH KOMMbKOTEP [JaHHbI MNOPT He [AOoSpkeH coBnagatb ¢ nopTtom cesisu SoftControl

- (W ]
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Server n SoftControl Admin Console *° ). YcTtaHoBuTe doriaxok [lo6aBUTbL NOPT B UCKMNOYEHUA

Bpanamayapa Windows B TOM cryyae, eCrm UCKMOYEHME Ha BblOpaHHbIN MOPT OTCYTCTBYET B

BpaHomayape.

® HacrosTenbHO pekoMeHayeTcsi ykasblBaTb UMSI cepBepa B CNCKE agpecoB, YTOObI Knn-

€HTCKMEe NpunoXXeHna He TepsAsim CBA3U C CepBEPOM JaXe B Cllydae aBTOMaTU4YECKON CMe-

Hbl €ro IP-ap,peca. Ecrm ato Bce xe npou3oLio, BOCI'IO.I'Ib3yl71Ter YKa3aHnamMun no_BoCCTa-

HOBIIEHUIO CBA3M 0.

B pasgene MNMonb3oBaTenb co3fjante YY4eTHYO 3anucb MepBoOro rnorb3oBartesns, sBead Ums

nonb3oBaTtens, Maponek 1 MoareepxaeHne napons (puc. Cozganne nons3oeatens ). fa-

HbIV NoNb3oBaTesb OyaeT MMeTb NpaBa agMuHUCTpaTopa.

MpumeyaHve. B pganbHelwem naporb norb3oBaTens MOXHO OyAeT CMEHUTb, HaXaB Ha KHOMKY

CwmeHa napons B npasoMm HwkHeM yriy SoftControl Admin Console Ha no6or OTKPbITON BKIagke

(cMm. pasgen MNonb3oBaterm ).

P MacTep HacTpolikm cepeepa

Baza gaHHbIx
Hocr knueHToE

Monszoearens

s nonssosatens:

[ Conscle_admin ]

Maponk:

e ]

MogTeepxaenue napona:

== )

Hactpouts H Ommena

PucyHok 14. CozpaHue nonb3oBartens

Mocne Toro Kak BCe HACTPOVKM BBEAEHbI, HaxXmuTe Ha kKHomnky HacTpouTtb. B crnyyae ycnewHoro
co3aaHua KOHUrypaLmm oTobpasnTcs COOTBETCTBYOLLEE yBedoMIieHe (pvc. YcnelHoe_cosaa-

H1e KoHdurypaumm ).

-_— (W]
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SoftControl Admin Console

1 Cepeep ckoHQUIypUpoBaH yonewHo, TENeps Bbl MOXETE
|
! ' @BTOPW30EATLCA

PucyHok 15. YcnewHoe co3aaHue KoHdurypauuum

B okHe_aBTopusaumm *° NCMNOSb3yNTe OaHHble CO34aHHOM Y4eTHOM 3anucy A4S NOLKIMOYEHUA K
cepsepy SoftControl Server.

3.3 Perucrtpaumsa KNMEHTCKUX NPUSTOXKEeHUHN

Mocne TOro kak cepBep npoLles nepBuHHYHO HaCTPOWKY 14, Ha KOMMbOTEpPE C YCTAHOBJIEHHLIM

SoftControl Server dhopmmpyeTcsi 3aKoAMPOBaHHbIA KOHUrypaUMOHHbINA haiin no creaytoLemy

nyTu:
C:\ProgramData\SafenSoft\ClientSettings.xmlc
[aHHbI dhann cogepXXuT napamMeTpbl NOAKIMHYEHUS KIMEHTCKMX NPUMOXKEHUA K cepBepy, a Takke

OBLLWIN KIMEHTCKMIN cepTUdMKaT ', CMOMb3YeMblii MO YMOMYaHWIO A YCTaHOBIeHUst 6e3onacHo-

ro coeagvHenus. Ana peructpauum B SoftControl Service Center Heo6xo0aMMO NPYMEHUTb yKa3aH-
HbI ¢haiin Ha YCTPOWMCTBaXxX C NpeaBapuTENbHO YCTAHOBIIEHHBIMU MO AOKYMEHTALMN KIMEHTCKMMM

NP UIOXXeHUAMMN.

i B pexvme oxuoaHua peructpaumm coeavHEHVE C CePBEPOM OCYLLECTBIAETCA C UCTOSb-
30BaHVEM OBLLEro KIMEHTCKOro cepTudukaTa, Npy 3TOM He NPOoVCXOaWT nepeaada AaHHbIX
OT KIMeHTa K cepBepy. B3anmopeicTBue OCYLLECTBMAETCA B LUTATHOM peXume nocrne

nepexona KriMeHTCKoro KoOMrnoHeHTa B CTaTyc % AKTUBEH.

MoapoObHble AeCTBUA NO NPUMEHEHWIO (dalra onmMcaHbl B AOKYMeHTax « PykoBOACTBO MOSb30Ba-
Tensa SoftControl ATM Client / Endpoint Client / SClient» 1 «PykoBogcTBO no YycTaHOBKe

SoftControl DLP Client» ansa cootBeTCTBYIOLLMX KOMMNOHEHTOB.

3.4 Mopakno4yeHne K cepBepy N3 KOHCONU ynpaBreHUsa

[na 3anycka KoHcorm ynpasrieHna otkpowTe apnbik SoftControl Admin Console Ha paboyem cTo-
rne. B okHe ABTOopun3auua seeante Agpec cepBepa, Uma nonb3oBartens u MNaponb, BbiOepu-

Te TokeH n Beegute ero PIN-kop (pvc. ABTopusauus_nonb3oBatens B SoftControl Admin

Console ™).

- ® ]
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s o
Mma nonesoBaTena: I console_admin E]
Mapone: I TTITI I T l

[ MpumennTs ] [ Citmena l

PucyHok 16. ABTopusauma nonb3oBatens B SoftControl Admin Console

Haxxmute Ha kHonky MpumeHunTb, 4TOOLI NoaknounTbes K cepsepy SoftControl Server.

Mpy ayTeHTUdVKaLuM Mornb3oBaTersi Ha CepBepe CO34aeTCcsl CEeccusl, UMEeHLAs YHUKarbHbI
noeHTugukaTop. Bes paboTta nonb3oBaTtesns ¢ KOHCOSbIO YNpaBrieHUs1 OCYLLECTBSIETCA B paMKax
[AaHHOW ceccun, MpPU 3TOM C MOCTOSIHHOW MEPUOAMYHOCTLIO NMPOBEPSIETCH HanMyMe CoeavHEHVs!
MeXay CEPBEPOM M KOHCOSbIO yrpaBreHusi. Ecrm KoHcomnb ynpaBreHns HeJoCTyrnHa AJfiA cepeepa

Boree Yem 2 MUHYTbI, TO TEKYLLAS CECCUsi NMpeKpaLLpeTes.

i Ana ceasu mexay SoftControl Admin Console n SoftControl Server no ymon4anuio ucnors-
3yeTca nopt 8080 npoTtokona TCP. Ecrm no kakon-mmbo npudmHe OaHHbIA NOPT UCMOSb30-
BaTb He ydaeTcs, U3BMEHUTEe ero 3HaveHue B (panrax KOHpUrypaumm cepBepHoOro Kommno-
HEHTa 1 KOHCOSM ynpaBrieHusI.
dann KoHurypauum cepeepa pacnorsioXeH rno criegyroLemy nyTu:
C:\ProgramData\SafenSoft\Server.Config.xml
3HadeHue nopTa 3agaetcs B aTpubyte Port anemeHta WebApiHost.
dain KoHUrypaLmm KOHCOSM yripaBfeHVss PacrnosioXeH Mo creaytoLemy nyTu:
C:\ProgramData\SafenSoft\SafenSoft.Enterprise.Console.exe.Config
3HayeHve nopTa 3agaeTcd B criedytoLeM yqacTke hanna:

<Databases>
<Elements>

<add name="<Homep nopTta>" lastconnection="" />
</Elements>
</Databases>

Mpv nepsom noakntoYeHun ¢ ucnosnb3oBaHneM TokeHa SoftControl Service Center BbiBOguT coob-
LLeHME O HEOBXOAMMOCTM MPUBSI3KM YHETHOM 3aMMCK NOSb30BaTerst K TOKeHy (CM. puc. Hwke 7).
Haxxmute Ha kHonky [la, 4ToObl BOMTU B CUCTEMY M MPUCTYMNUTb K LIEHTParM30BaHHOMY YNpaBeHUO
cuB 22/

————.
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ABTOPWIALMA C NOMOLLEHD TOKEHA 3

B cucTeme npegycmoTpeHa A0NCAHWTENEHEA NPCEEPKE NONL3ICEATENA
l L Cnomowste gusndeckoro yorpoictea (USB-Tokena), [na ganHoro
none30BaTeNA eLE He BbLN 334aH TOKEH.

Bl x0TWUTE NPUBA3aTE YHETHYHO 3aNWCE NOABI0BATENA K BEIBpaHHOMY
TokeHy? Ecnu ebl oteeTuTe "[la", TO B AansHEALLEM ANA BXCAS B
CHCTEMY AZHHOMY NONBICEATENHD KaXABIA pas ByaeT TpeBoBatecA
ABHHBIA 3KIEMNNAP TOKEHE,

PucyHok 17. CooGlieHue o NpuBsi3KE Y4E€THOM 3aNMUCK K TOKEHY.

Bbl MOXeTe NOMEHsITb TOKEH, K KOTOPOMY Obifia NpuBs3aHa y4eTHasa 3an1cb, B OKHE aBTopm3aLm
(cMm. Bbile '*) nm Ha nobol oTkpbITol Bkmagke SoftControl Admin Console, HaxaB Ha KHOMKY

CMeHa ToKeHa B NPaBOM HWDKHEM Yrry.

i Ecrm yncno nonbITOK NOAKMOYEHUS NPEBbILLAET 3aaHHOe 3HadeHue (5 Mo yMOsMaHuio),
y4yeTHasi 3anMcb nosb3oBaTtens GriokupyeTcs. 3HadeHne BbICTaBMSETCa B KOHGUrypauu-
OHHOM dpaunre cepBepa C nomouwpko napameTpa PasswordAttempts. Bpemsa gencteus
OroKMpoBKM (B CEKyHAax) 3agaeTcsa ¢ noMoLwbto napameTtpa LockForSeconds. Pa3brnoku-
poBaTb YYETHYHO 3aMUCb MOXET TOSIbKO CUCTEMHbBIN agMUHUCTPATOP.

Kpome TOro, ydetHas 3anucb GrioKMpyeTcsl, eCcrim OHa He MCMNoSib3oBasriacb B TeyeHue 45

AHEeNn (kpoMe nosnb3oBaTtenen ¢ posibio CUCTEeMHbIM aAMUHUCTPATOP).

Ecrm B TeyeHre 5 MVHYT nonb3oBaTesb He COBEpPLUAN HUKaKUX AEVCTBUIN, ero ceaHc 6sio-

knpyeTtca. [na Bo3o6HoBNeHMA paboTbl HEO6XOAMMO aBTOPM3OBaTLCA MOBTOPHO.

- (A ]
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4. LleHTpanusoBaHHoe ynpaBreHue CUB

YpaaneHHoe LeHTpanM3oBaHHoe ynpaBrieHve KrmeHTckumm npuroxenmnamm SoftControl SysWatch u
SoftControl DLP Client ocywecTternsietca u3 koHcorm ynpasneHust SoftControl Admin Console Ha

Base cepBUCHBIX PYHKLMIM, NpegoCcTaBnsseMbiX cepBepHbIM komnoHeHTom SoftControl Server.

[anHbin pa3gen nocBsiweH padote ¢ SoftControl Admin Console u npegHasHayeH anga agMuHK-
CTPaToOpOB CUCTEMBbI MHGOPMaLUMOHHON BGesonacHocTn (aanee no tekcty — «CUB») Ha ocHoBe

SoftControl Service Center.

4.1 Wntepdenc SoftControl Admin Console
NHTepderc koHcorm ynpasnenua SoftControl Admin Console cocTouT 13 rimaBHOro OKHa nporpam-
Mbl, B KOTOPOM UMEIOTCS CrefytoLLme BKIaaKku:

= Jlor cobbiTuini°;

=  CobbiTvs 6e3onacHoCTn >

= KrwmeHtbl >%:

»  HacTpoWiku kimeHToB %

= [pocurm 6e3onacHocTv ' ;

» [logpasgpenenus **;

=  3apaun’;

» [lonb3oBaTerm 2

» Pom%;

= KoHTakTbl *%;

= YnpaBreHve HoTudMKaLmsMU - ;

»  O6HoBneHus *%;

= CHUMKM KoHdurypaumm *%;

= [3aMeHeHHble HacTpoiiku 2.

B BepxHen yactu rnmaBHoro okHa SoftControl Admin Console nog OCHOBHbIM MEHIO MporpamMMbl
pacnosioXeH psag rpadouyecKkmnx KHOMoK, NpegHasHavYeHHbIX Ana BbINonHeHWs 6a30BbIX onepauun

npv paboTte ¢ SoftControl Admin Console. Kpome Toro, Bknaaku Knvertsl *° | Jlor cobbituin *°, Co-

6bITvst GesonacHocTu >, Moppaspenexvs **, Hactpoiiku kmveHToB %, Mpodum Ge3onacHocTy
107

, 3aJauu 110, KoHTakTbl 1% n yI'IpaBJ'IeHI/Ie HOTUUKALMAMN 139 nverT CBOU rpacbmquKme KHOTM-

Ku, 0bracTb AENCTBUS KOTOPbIX pacrnpoCTpaHAeTCs TOMbKO Ha AaHHble BKNaaku. OyHKUMM KHOMOK

00LLero Ha3HayeHus onucaHbl B Tabn. 5.

e N—————————————,
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Taonuua 5. AnemeHTbl ynpasneHusa SoftControl Admin Console o6Liero HasHa4YeHUs

Fopsayue kna-
HasBaHue
BULLK

Jlor cobbImnit Bbi3oB Bknaaku Jlor onsa Bcex KNMEHTCKUX KOMMOHEHTOB.

o

Cobbins 6e3onacHocM |Bbi3oB Bknaaku CobbiTusa 6e3onacHoOCTy.

KnneHTtsl Bbi3oB Bknagkn KnueHThbl. F4

HacTtponkn knmeHToB Bbi3oB Bknagky HacTponku KnmeHToOB.

Mpodwmnmn 6e3zonacHoc |Bbi3oB Bkrnagku Mpodunm 6esonacHocTu.

MogpasgeneHus BbizoB Bknagku MNoapaspeneHus.
3apgayn Bbi3oB Bkagku 3agaumn.
Monb3oBartenu Bbi3oB Bknagku NMonb3oBaTtenu.
Porm Bbi3oB Bknagku Ponu.

KoHTakTbI Bbi3oB Bknagky KOHTaKTbI.

YnpaBnexHne HoMdmKauu-
b R Bbi3oB Bknagkn Hotudmkauumnm.

Q2 BEEL - x[ite] iy

AMU
OBHOBUTL OGHoBMNEHWE MHPOpMaLIMK B TeKYLL el BKNagke. F5
o o B
. BbibpaTb KOMOHKM M3meHeHre cocTaBa nonew Tabnuubl TEKyLL el BKIagKu. F6
I

CoxpaHeHme Bbl6paHHOFO H360pa KOJTOHOK B Ka4ecTBe

CoxpaHuTb HaCTPOWKN BU-
I_[% a P ™ nonb3oBaTenbLCKoro gmnbTpa. F2
A MpyMeHnMa TonbKo Kk Bknagke Jlor.
_ Meyams BbiBOA TEKyLLEro cnucka yCTPOMCTB UK BbIBOPKU COObITUI Cirl + P
'-"a:é Ha nevartb.
m OKCMOPT TEKYLL Ero CNMUCKa YCTPOWCTB Ui BbIGOPKK COBbI-
Okecnopt B Excel . Ctrl + E
LH . ™ B charin dopmata XLSX (Microsoft® Excel®).

CHuUMKM KoHdmrypaumn  |BbizoB Bknagkm CHUMKU KOHGUrypaumm

OB6HoBREHNS! Bbi3oB Bknaaku O6HoBReHusA.

i©

2 a4

Cepaep BbI30B HACTPOEK COeAMHEHMSI C CEPBEPOM.

YacTb ¢)yHKL|,VIl7I, BbI3bIBAEMbIX C MOMOLLI0 KHOMOK OOLLEro Ha3Ha4YeHus, OOCTYMNHbI TakKXXe U3 rnaB-

HOro MeHro nporpamMmmbl.

B HWKHEN YacTn OKHa 0To6pa>|<aeTC$| CTPpOKa C MMeHeEM TeKyLLEero nosib3oBartesid n npucyupymm emy

PONsIMU.

—————.
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B rmaBHom okHe SoftControl Admin Console AoNOMHUTENBHO BO3MOXHbI Crieaytolme AencTBuA:

HacTtpownka coeaMHeHuA ¢ cepBepom
Ecrm Heobxoaumo NpoCMOTPETb UMM USMEHUTL NapameTpbl COEAVHEHNS KOHCOMM yripaBrie-
HUA 1 cepBepa BO BpeMa paboTtbl SoftControl Admin Console, Haxxmute Ha kHonky Cep-
Bep.
OKHO HaCTpPOEeK MOAKMOYEHNs aHanorM4HO OKHy aBTopu3aLun >, OTKpbIBAEMOMY Mpu

3anycke SoftControl Admin Console.

HacTtpownka nHtepdenca
[na nameHenns Hactpoek nHtepdoerica SoftControl Admin Console B OCHOBHOM MEHIO Bbl-
Gepute nyHKT Bug — Hactpownkm.
Mo ymorvanuio, a3bik nHTepdgenca SoftControl Admin Console BbiOMpaeTcs npu NepBoOM
3anycke NporpaMmmbl UCXo4sa U3 pervoHanbHbix HacTpoek OC. [na nameHeHns si3blka B OK-
He HacTpouka nHtepdenca Boibepute TpebyemMbii BapyaHT 13 BbiMagatoLero crnncka

(pvic. HacTpoitka uitepdeiica 2*):

* ru-RU — pycckui;

® en-US — aHrrmnckui (CLUA).
YT06bl M3MEHEHMS BCTYNUIM B CUITy, HEOBX0AMMO nepe3anycTuUTb NporpaMmmy.
YcTtaHoBuTe oriaxkok 3anycKaTb TONbKO OAUH 3K3eMNAsAp KOHCOMN, eCrim Heob6xoanmo
3anpeTuTb BO3MOXHOCTb OAHOBPEMEHHOIO 3anycka HecKosbKux aksemnnsapos SoftControl
Admin Console.
B none Pa3mep cTpaHuuUbl COOLITUM 3a4aeTCa MaKCMMaribHOE KONMMYECTBO COObLITUN,

KOTOpOE [AOIKHO 0TOBPaXaTbLCA Ha OAHON cTpaHuLe BKmaakm Jor 2.

> Hacrpoiikn uHTepdeiica
Bribepure asbik [ ru-RU @

D SBI'I]I'CKETI: TOABKD O4MH 3KSEMMARD KOHCOAK

Pasmep cTpaHwnuel cobeImii 10000 ]

PucyHok 18. HacTtpoika uHtepdcdenca

- (& ]
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MpocmoTp MHcpopmMaLmum o nporpamme

B rmaBHOM MeHt0 BbIGepuTe nyHKT O nporpamme.

4.2 Mopspnok paboTbl

Mpn agmuHncTpmpoBaHum CUB Ha ocHoBe SoftControl Service Center s KoHconm ynpasneHust
SoftControl Admin Console pekomeHayeTCcs NpuaoepXxuBaTbCsa CrieaytoLero nopsaka paboTel ans

CHWXEHNA BPEMEHHbIX 3aTpaT 1 NoBblLLEeHNA NPOOYKTUBHOCTA pa6OTbIZ

1) Otkpownte koHcorb ynpasrieHna SoftControl Admin Console, BbinonHUTE MNOOKIHOYE-

Hue K cepaepy SoftControl Server ** .

2) Ha Bknagke Ponu npu Heo6xoamMmocTn co3gante AONOSHUTESbHbIE POSU 2/ 1 HasHaYb-

T€ Y4ETHbIM 3alrncam 2 nosfib3oBarteneun pormc Bbl6paHHbIMI/1 pa3peleHnamMmn. C nomo-

Whto BKnagkm CobbITUA 6€30nacHOCTU NMpou3BOAUTE Y4eT OENCTBUI NONb30BaTeNEN

% Yepes KOHCOMb YrpaBreHus.

1 1

3) Ha Bkrnagke KnuenTbl noateepaute " um otknonute * 3anpocskl Ha pervcTpaumio oT
KIMMEHTCKMX NPUIIOXEHWA, YCTAHOBSIEHHbBIX HAa 3aLLMLLAEMbIX YCTPOMCTBAX.
4) Mocrne gopmupoBaHua paboyenn obractn M3 HeobBXoaUMbIX YCTPOWCTB MNepenaute Ha

BKNaaky HacTtpomkm KNnMeHTOB 1 co3gante HeobxoamMmble KOHUrypauum = KOTOpble

OyayT NPUMEHSITLCA A1 KIMMEHTCKUX NPUIIOXEHNIA.
5) MNocne co3pgaHusa KIMEHTCKMX HAaCTpoek nepenaute Ha Bkragky MNopapasgeneHuws m co-

3paiite nogpasgeneHna ¢ (rpynnbl) MO Kakomy-rmbo MPUHLMMY AfF pacrpeaeneHis B

HUX 3aperncTpmpoBaHHbIX KOMMOHEHTOB Ha KITMEHTCKUX XOCTaX. |_|pl/l co3aaHum nogpasae-

FIEHWIA BLINOSTHUTE MX NPUBS3KY K ONpeaeneHHsIM KOHurypaumsim *° .

6) Ha Bknagke KnueHTbl NnepemMecTute KIMEHTCKME KOMMOHEHTDI 42 B CO34aHHbIE NMoapas-

aenexHus.
7) Ha Bknagke 3agaum cosfaiite Heobxoaumble 3aaa4um 0 A KIMEHTCKUX MPUNOXKEHNN.

8) Mepengute Ha BKnaaky Jlor n npuctynute K NPOCMOTPY OTYETOB KIMEHTCKUX_KOMMOHEH-

ToB 115,

9) [JoNOMHUTENBEHO MOXHO HACTPOWTL OMOBELLEHMS >0 06 onpeaeneHHbIX cobbITUsX, KOTo-

pble 6yayT OTNPaBMATLCS HA AMEKTPOHHbIE NOYTOBbLIE ALLMKW 33aHHbIX aApecaToB >, a

R N————,
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TakKXXe SKCNopTNPOBaTb U BbIBECTU HA MNeyaTb 133 HeobxoavMble OaHHble.

4.3 YnpaBneHue AOCTYNOM Ha OCHOBe pornen

B SoftControl Service Center pearm3oBaHa nogcmMctema ynpaBrieHUsi JOCTYNOM Ha OCHOBE poren

(RBAC — Role Based Access Control). [laHHasa nogcmuctema no3sosiieT npousBoanTb pasrpaHu-

9

YeHVe JoCTyna nonb3oBaTternei = k pasmmuHbiM dyHKUmAM CepsucHoro LleHTpa B 3aBMCUMOCTM

OT AienerupoBaHHoi M porm 2% .

Yepes SoftControl Admin Console ocylecTBnaeTcs KOHTPOrb AeVCTBUA Nofb3oBaTerien ¢ NoMo-

L0 pErvcTpaLmm cobbiTin Ge3onacHocTy cepaepa .

4.3.1 Ponm

Bkrnagka Ponu no3BonsieT ynpaBnisaTb POSiiMU U HACTpanBaTth paspeLlennsa ana Hux (puc. Bknag-

ka «Pormy» *%).

Qaiin  Bug  Owaetpm O nporpamme
(8 | Figliasy AOL @ J00% B @l
3 =] ﬁ]_;l e L = _:] | = 1 u
Knuetsl -
A
CucTemHelll agMUHUCcTpaToOp
BKAHYAET BCE MMEIDLLMECA PASPELLEHUA
Habawogarens ¥aanuth pons
Mpocmatpreats CywecTsyrowmMe SKKaYHTSI YpanuTe paspeweHe
HPG(MBTPHEHTE KAVEHTOS, NOAKAHOYEHHDBIX K CEpEEPY h'gamﬂn paspeweHune
MpocMaTprBaT CyWECTEYHOWME KOHTaKTSI Ypanute paspemene
MpocmatpreaTs cOBLITUA OT KAWEHTOE YpanmTh paspeweHre
MpocmaTpyEaTE CYLECTEYOWME HOTMGUKALUK ¥Ypanute paspeleHne
MpocmatpyeaTe cywecTEyrOWME NOLPasAENEHNA ¥Yaanute paspeleHve
JlobasnsTs KOMMEHTADMM K KIMEHTAM YaanTs paspewenye o
ma nonezoeatens: console_admin |~ Poan: CuctemHsIii Tpatop, A | ‘ |

PucyHok 19. Bknagka «Ponu»

Porm Ha BKkrnaake npeacTaBneHbl B Buae Tabnuu, B NEPBOI CTPOKE KOTOPOW yKasaHo MMS porm, a
B MOCIieayloLmMxX — NpaBa Ha BbIMOSHEHWE onpeaerneHHbIX onepauuii B KOHCOM yripaBreHust (pas-

peLLeHns).
SoftControl Service Center BknoyaeT B cebs aBe npeayCTaHOBMEHHbIE POJSA:

* CUCTEeMHbIN aAMMHUCTPATOP — NO3BOJIHAET OCYLLECTBJIATEL OOCTYN KO BCEN (byHKLI,I/IO-

—————.
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HanNbHOCTU KOHCOMM yripaBrieHns. PekoMmeHayeTcs Ans OnbITHbIX NoNb3oBaTene/aaMuHm-
cTpaTopoB 6e30MacHOCTW.

* Ha6bnogaTtenb — AaeT NpaBa Ha NPOCMOTP OCHOBHOW YacTu MHGOpMaLWW, BKIKoYas Bce
[AaHHble No paboTe C KIMEHTCKMMU MpUroxeHusimn. PekomeHayeTcss Ons onepaTopos,

BeaAyuwyx MOHUTOPUHI MHUMOEHTOB ©€e30MacHOCTM Ha KIMEHTCKUX XOCTaXx.

MomMMMO 3TOro, MOXHO CO3aaTb HOBblE POfM C COBCTBEHHBIM HabopoMm paspelueHuin. Hwke onvca-

Hbl AENCTBUA C poriaMin, BbliNMoJyHAEMbIE Ha AaHHOWM BKIiagke:

Co3paHue ponu
Urtobbl nobaBuTb posib, HaxmMuTe Ha KHOMKY [lo6aBUTbL HOBYK ponb (puc. Bknagka

«Pormy» ?®). B rnosiBMBLLEMCSI OkHe ykaxuTe MMSi ponmmu v Haxmute Ha kHorky OK

(pvic. Co3aanue HoBoii porim ).

Mma ponm I WMhxenep cepenchol cn}rxﬁml l

[ 0K ] [ Ormena ]

PucyHok 20. CozpaHne HoOBOW ponu

Hoeas pornb 6yget gobasrneHa B kKOHew, cncka poren. [lanee 3agante paspeLueHns 2 nna

Hee.

PepaktupoBaHue paspelieHumn
Utobbl JO6aBUTL paspeLLeHns K porm, HaxkmuTte Ha KHonky [lo6aBuTb paspelueHue no-
cne Tabmmupbl ¢ AaHHOW porblo. B nosiBMBLLUEMCSI OKHE OTMETbTE HeobXoaMMble paspelle-

HUS U HaxxmuTe Ha kHorky OK (puc. [lo6aBrieHve paspeLuermii 2-).

YTOObI yaoarmTb pa3pelleHne, HaxXMnUTe Ha CCbIJKy Ypanutb pa3peLwieHne B COOTBETCTBY-

loLLeii cTpOoKe Tabrmupbl ¢ porbio (puc. Bknagka «Pormy ).

- (& ]
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P Nobasims paspelesne

Buibepute paspewerns:

Pykosodcmeo aOmMuHUCmpamopa

]
]

IDORRRRROO0OCRRREERRR

leHepupoBaTs oC OAHOPa30ELIE NAPoAK
3agasath HacTpoiikn SMTP-npoTokona Ans HoTwdnkauni
Wsmenate HacTpolikn SMTP-npoTokona AnA HOTWWKaLIMEA
WsmenaTe HacTpofikn cBHoEnEHWA

WzmeHaTL CTaTyCHl KAMEHTOS: MOATEEPHASTE, OTKNOHATS
M3meHATD CyLiecTsyrowpMe akkayHTel

M3mMeHATD CyLIECTEYIOLWME KOHTEKTEI

MI3mMeHATb CyLIeCTSYIoIWME HOTMGMKALMI

MzmeHaTs cywecTsyrowme nogpasaensHus

WsmeHaTL cywiectsyrowme ponu

COHOBNATE KIMEHTCKWME CEpTUgMKATE

Onepaumm TEHEEOTO KOMMPOBaHWA

OTMEHATL EEINOAHAMWNECA 330a4M

MepemewwaTs KNMEHTOR B APYroE NOAPasAEnEHNE

MprMeHATS YacTHEIE HACTPORKK K KAMEHTEM

MpoBepaTs ACCTYNHBIE OOHOBNEHWA

MpocmaTpueaTs nor cobeimai BesonacHocTy

Mpocmatpueate HacTpolikn SMTP-npotokona ana HoTUGUKaLMEA
Co3aa8aTh HOBBIE 33834M ANA KNMEHTOS

Co3a88aTh HOBBIE KOHTAXTHI

Ha By

= YpaneHuve ponu

PucyHok 21. lo6aBneHue pa3peluieHUn

D,J'IFI yoarneHua poJii HaXKMUTE Ha CCbIJKY Ypanutb poJib B CTPOKe Ta6J'II/ILl,bI C MEeHEM po-

mm (pvic. Bknagka «Pormy» ?%') n noateepauTe yaaneHve B AMarioroBOM OKHE.

Hke %), HEBO3MOXHO.

Ypanenve pone|7|, KOTOpbl€e NpUcBoEeHbl MMELLMMCA NOoJib30BaTENTAMUA (CM. pasgen

R N—————.
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4.3.2 NMNonb3oBaTenu

Ha Bkrnagke NMonb3oBatenu npom3soauUTCA ynpasJrieHVWe ydeTHbIMU 3anncamm nonb3oBaTenen n

Ha3HajeHve porien ana Hux (puc. Bknaaka «[Monb3osaterm» ).

P SoftControl Admin Console

Wain  Bug Dunstpa O nporpamme

28  Fafay  AOeH | @ - 90w B8 @l
-

%= . 8|

¥ Mo ymonuaHumo customer_support Toxazate

Mo ymonuaHo console_support [ TMoxazate ]

Mo ymonuaHuo conscle_admin [ TMoxasate 1

Mo ymonuaHuo console user E Toxasate 1

PucyHok 22. Bknagka «lonb3oBaTtenu»

OcHoBHble onepauumn ¢ yd4eTHbiMU 3arnncAamMu nosnb3oBaTenen OCYyLLECTBJIAKOTCA C NOMOLWBIO rpa-
(bmqecmx KHOMOK BKJ1aOKW, NpeaHa3Ha4vYeHne KOTopbiX NpuBeaeHoO B Tabn. 6.

Tabnuua 6. AnemeHTbl ynpaBneHus Bknagku «Monb3oBaTtenu»

HasBaHue

I;;';I [obaButb CospgaHune HOBOW YYETHON 3anucu.
“~ y y y
PepaktmpoBaTtb PepaktmmpoBaHne cBONCTB BbIOpaHHOW Y4YETHOW 3anucu.
o
E Ypanuts YpaneHve BblOpaHHbIX YYETHBIX 3anucen.
_I"
”_I MepemecTntb MepemecTUTb BbIOPAHHOrO Mosib3oBaTeNsi B ApYroe noapasaeneHue.

[MepeyeHb nonen BKNagku npuseaeH B 1abn. 7.

Taonuua 7. Nonsa Bknaaku «Monb3oBaTenu»

MogpasgeneHuve MogpasgeneHue, K KOTOPOMY NPUNUCaH AaHHbLIN NOMb3oBaTeb.
Ums Mms nonb3oBarerns.
Porn Ponwn, npucyuy e nonb3oBatento.

OcCHOBHbIe OeNCTBUS, BbINOMHAEMbIE Ha AAaHHOM BKIagKe:
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Co3paHune y4eTHOM 3anucum
UTtob6bl 0O6aBUTL HOBYIO YYETHYIO 3anmuCb, HaXMuUTe Ha KHOMKy [lo6aBuTb (puc. Bknagka

«Monb3oBaTterm» 2 ). B nosBuBLeMcsa okHe ykaxute Uma nonb3oBatens, seeaute la-

ponb y4yeTHOM 3anucu n ero NMoareepxxaeHUe (He MeHee 7 CUMBOSIOB). YKaxute Heobxo-
anvble Ponu ana cosgaBaemMoro nosfb3oBaTensd U HaXmute Ha KHorky FMpuMeHuTb

(puc. CosaaHve yyeTHow 3anmcm >%).

»~ Hoswii nonb3oEaTens X

Hnas Ponu

[console_user l [:I CucTeMHBIR 3AMHUHKUCTPaTOD

MNapons Habawaatens

‘ [ Support engineer

MogTeepHaeHue

[ LITTITRTT ) l D AxxayHt zabnoxmposan

Mapone gedctenTensd go: beckoneuno

D Bpemernbiid noassosatens. byaet sabnokmposan: | 1305 2020 1343 .

3Ha4eHWA BCEX NapaMETPOE KOPPEKTHSI

MprmeruTs ] [ Otmena

PucyHok 23. CospaHue y4éTHOM 3anucu

Bce HoBble yyeTHble 3anMcy aBToOMaTU4ECKM NomMeLLaoTes B noapasaeneruve Mo ymonua-
HUto. Bbl MOXeTe nepeMecTuTb > BbIGpaHHYIO YHETHYIO 3an1Ch B APYroe noapasaerieHue.
B saBucuMOCTM OT porm2®, mornb3oBaTernb WMeeT AOCTYN K MHDOPMauMM B TeKylem
noApasaeneHnn 1 Bo BCeX AOYEPHUX NoApasaenieHUs X U He UMEET AOCTyna K MHopMaLmm
B POAUTEIbCKUX NoApa3aenieHmsiX.

Bbl Takke MoxeTe caenaTb YYETHYIO 3anucb BPpeMEHHON, BbICTaBUB ranoyky BpemeHHbIN

nonb3oBaTtesb W ykaszaB AaTy 6rIOKMpOBKM.

PepakTupoBaHue y4éTHOM 3anucum

Utobbl M3MEHUTb CBOMCTBA YYETHOW 3anMuCK, HaXMUTE Ha KHOMKY PepakTupoBaTb

(pvic. Bknagka «Monb3osaterm» *%).

B nosiBvBLLEMCS OKHE M3MmeHuTe Uma nonb3oBartens wwm namexHute Ponu B COOTBETCTBY-

— &
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toLen 0651acTn, Nocrne Yero HaxXMuTe Ha KHOMKY anMeHMTb (pMC. PepaktnpoBaHve y4et-

Hot 3anvey ). Maponb Npu aToM ocTaHeTcst 6e3 usMeHeHuii. Ecrmm TpebyeTcst cMeHWTb na-
posb, TO BBeAuTe HOBbIV Maponb B ogHoMMmeHHOM none u ero NMoarBepxaeHue (He me-
Hee 7 CMMBOJSIOB).

F PeaaxtMpoBaHWe NonssoEaTENA

Wns Ponun

ICGHSOIE-SUPPDIT l (] Cwcremmsiii agmwsctpatop

Mapane D HaBnwogarens
} Support engineer

’ Maponb

MogreepxieHue

’ MogTeepx#aeHue napona l [ Axxaynr zabnokmposan

Maponb agdictentenst ao: Infinite

BEpemenniid nonszoeatens. byaer zabnoxvposarn: | 01062019 15:11 n

3Ha4EHWA BCEX NAPAMETPOE KOPPEKTHEI

| Omera | | Npmewms

PucyHok 24. PepaktupoBaHue y4€THOM 3anucu

Kpome Toro, nobon nonb3oBaTesl MOXET CMEHUTb CBOW NMaposlb B OKHE, KOTOPOE MOsiB-
naeTca Npu HaxaTum Ha KHonky CMeHa naponsa B npaBom HwkHeM yriy SoftControl Admin

Console (cM. pvic. Bkragka_«[onb3osatemm» ). KHonka AocTynHa Ha No6oii OTKpbITOM

BKInaake.

F Cwmena napons ana console_admin

Crapoli naponb:

’ Maponb

HoBwA napone:

’ Maponb

MoaTeepxgenmne:

’F‘om’sepxp,e-ze napons

PucyHok 25. CmeHa naponsi nonb3oBaTensi

B nosiBmBLIEMCS OKHe (pvc. CMeHa_napons nonb3oBaTtens °") HeobxoaMmo BBECTU CTa-

pbivi Maponb, HoBbin naponb 1 ero MNoareepxaeHue (He meHee 8 CMMBOJSIOB) M HaXkaTb

-,
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Ha KHOMKY MpUMeHUTD.

[Mpy cmMeHe napons agMUHUCTPaTOP MOXET OrpaHuyduTb CPOK ero aenctsusa. [0na aTtoro B
dranrne koHurypaumm cepeepa (C:\ProgramData\SafenSoft\Server.Config.xml) criegyeT Bbl-
cTaBuTb Tpebyemoe 3HaveHmne (Korm4ecTBo AHen) ana napameTtpa PasswordValidDays (no
ymorMaHuo 60 aHen; O 03HayaeT, YTO BpeMsi AeWUCTBUSA Maposs He orpaHuvdeHo). MuHu-
ManbHoe BpeMs OeUCTBUS 3afaeTcs ¢ noMolwkto napametpa MinPasswordPeriodDays v
He MoXeT ObITb 60osbLle 3HaYeHNs1, yCTaHOBMEHHOrO Ana napameTtpa PasswordValidDays.
Kpome Toro, MOXHO BbICTaBUTb 3amnpeT Ha MUCMoSib30BaHWE ONpeaeneHHOro Ynucrna crapblx
naponeu (ot 1 go 10; napameTp ForbidOldPasswordCount).

Ecrnm yyeTHyo 3anmMcb Heo6xoaMMo 3abroKMpoBaTh, BbiCTaBUTE raniodky AKKayHT 3abno-

KMpoBaH (pvic. PefakTypoBaHme yyeTHoi 3anmen ).

YpaneHue y4éTHOM 3anmucu
[nsa yoanenus yyeTHOM 3anucu Bbibepute ee, HaXXMUTE Ha KHOMKY YaanuTtb (puc. Bknagka

«Monb3oBaTtenmy» 2°) n noaTeepaunTe yaaneHe B AVanoroBoM OKHe.

Mpumevanve. MNocrne yaaneHua yd4eTHOM 3anucu co3aTb HOBYHK YYETHYH 3aMnuCb C Takmm

Xe MeHeM MOXHO He paHee, YeM Yepes 3 roga.

MepemeleHne y4€THOMN 3anucu
[na nepemelLeHns y4eTHOM 3anucy Bblbepute ee, HaxXmMuUTe Ha KHOMKy MepemecTuTb 1 B
MOSIBMBLLEMCS OKHE YKaXuTe nopasfgerieHve, B KOTOpoe Hago nepemMecTuTb AaHHOro

nonb3oBatens (puvc. MepemellgHre yyeTHo 3anmem °2).

Moapasaenenna

Bribepute nogpasaenstue:

[ Production-Audit §|

| Npumewars | [ Ommena |

PucyHok 26. lNepemelleHne y4eTHomn
3anucu

——————.
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4.3.3 Cob6biTnA 6e3onacHOCTU cepBepa

KoHcorb yrnpasrieH/Aa rno3sosideT (*)I/IKCI/IpOBaTb onepauumn, nponsBoanMble nosyib3oBaTtesiiMun, anAd

JanbHenwero aHarmsa Ha Bkragke CobbiTua 6e3onacHocTtu (puc. Bknagka «CobbiTua_6es-

onacHocTu» ).

MonHbIN nepeyeHb nosien BKragku npmsegeH B Ta6n|/|u,e HWXe.

Taonuua 8. Nons Bknaakn «CobbITUA 6e3onacHOCTU»

Guid knueHTa

YHUKanbHbIA MaeHTMdMKaTop KIMEHTCKOro NPUoXeHus (ToNbKo A TMMoB COObITUN
MoprBepxageHue knueHTa, OTKNOHEeHUe KNUeHTa, YoaneHue knueHTa, lNepeme-
LeHWe KNueHTa B Apyroe nogpasaeneHue).

Tun cobbitns

Tun 3aperncTpupoBaHHOrO COBLITUS:

Hauvano ceccuy;

KoHeu ceccuu;

Ponb co3paHa;

Ponb ypaneHa;

K ponu no6aBneHbl pa3peLleHuns;

YaaneHo pa3pelleHue y ponu;

Bbina co3paHa yvyeTHasi 3anuch;

YyeTHas 3anucb 6bina MU3MEHEHa;

YyeTHasa 3anucb 6bina yganeHa,
MoaTBepXXAeHUe KIMEeHTa;

OTKNoHeHUe KIUEeHTA;

YaaneHuve KnueHTa;

3anpoc Ha M3MeHeHue cepTudukaTa KIMEHTA;
HoBbI cepTuUMKaT Ha3HaYeH KNUEHTY;
MepemelweHne o6LeKTa B Apyroe nogpasgesneHue;
Co3agaHo HOBOe nogpa3sfeneHue;
Moppa3peneHue 6bINO yaaneHo;

Co3paHune HOBbIX HACTPOEK,;

M3meHeHue HacTpoek Ana noapasaeneHus;
NMpumMeHeHMe YacTHbIX HaCTpoeK;

YaaneHbl HACTPOMKMU;

Ha3Ha4eHbl HacTpouku nogpa3feneHus;
Co3paHue 3apaum;

OTmeHa 3agaum;

Co34aH KOHTaKT;

KoHTaKT uaMeHeH;

KoHTakT 6b1n yaaneH;

Bbina cospaHa HoTUdUKauums;
Hotndmnkaums 6bina M3amMeHeHa,;
Hotudmkaumsa 6bina yaaneHa;
HeaBTOpM30OBaHHbLIN 3aNpoc;
HepoctaTouHO NpaB Ha BbIMNOMHEHUE 3anpoca;
Owmnbka obpaboTkmu 3anpoca.

Tvin 3apgaun

Tun 3agaum (Tornbko Ana mnos cobbimii CospgaHmne 3agaum, OTMeHa 3agaun).

IS———————————s—
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CoobL eHne 06 oLiunbke CoobL eHne 06 oLmnbke BO Bpemsi 06paboTku 3anpoca.

MpuymHa ownbkn aBTopusa- |MprymMHa HEBO3MOXHOCTM aBTOpMU3aLMM Ha cepBepe (ToNbKo AN TMna cobbitust Heas-
ummn TOpPU3OBaHHbLIN 3anpoc).

MopsiakoBbI HOMEP 3adaym (Tornbko And TMnoB cobbimii Co3paHue 3agayum, OTMeHa

ID 3agaumn
3apaun).

MopT kOMMNbIOTEPA C YCTAHOBMEHHOM KOHCOMbL ynpasneHusa SoftControl Admin

Homep nopta 3anpoca g
Console, oT KOTOPOI NpuLLEN 3arnpoc Ha cepeep.

MonHbin URI 3anpoca koHconm ynpasneHus SoftControl Admin Console, koTopbliii Obin
OTNpaBneH Ha cepBep.

URI 3anpoca

MoapasneneHue, B KOTOpoe NepemMelleH YCTaHOBMEHHbIN KIIMEHTCKUN KOMMOHEHT (TOMb-
Mma nogpasgeneHus Ko ans TmnoB cobbiii NMepemelleHne KNMeHTa B gpyroe nogpasgeneHue, Cosga-
HO HoBOe nogpasaeneHue, NopgpasageneHne 66110 yaaneHo).

Mepeuncnenne gobaBneHHbIX (4na TMNa cobbitua K ponun go6aBneHbl pa3peLueHUs)

PaspeLuenns ponu unu yganeHHbIx (48 mna cobbitust YaaneHo paspelleHue y posiv) paspeLleHnin po-
.

ID ceccum KoHTpornbHasa cymma naeHmdmkaTopa ceccun, ¢ KOTopor acCoLmMmpoBaHo cobbitue.
NmsA yyeTHOW 3anucu nonb3oBatens (Tonbko A4S TMNoB cobbituii Bbina co3paHa y4veT-

Nmsa akkayHTa Hasl 3anucb, Y4eTHasa 3anucb 6bina namMeHeHa, Y4eTHasa 3anucb 6bina yaane-
Ha).

Vvt porma Umsa porm (Tonbko ans noB cobbimuin Ponb cozpaHa, Ponb yganeHa, K ponu go-
6aBneHbl pa3pelleHus, YaaneHo pa3pelieHue y ponm).

Wmsa nonb3oBaTtens Mmsa nonb3oBaTtens, ¢ KOTOPbIM acCoLMMPOBaHO AaHHOe COobbITue.

VmMs onoBell eHns (Tonbko ANst TMnoB cobbiuin Bbina co3paHa HotTudukauma, Hotu-

Nmsa HoTMdmkaumm
¢dmkauma 6bina nsameHeHa, Hotucgmkauma o6bina yaaneHa).

VM$ KOHQMIry paumm KIMEHTCKUX NPUIIOXKEHWI (TOMNbKO Ans TMnoB cobbimin Co3aaHue
Wmsa HacTpoek HOBbIX HacTpoek, MI3ameHeHMe HacTpoek Ansi noapa3aeneHus, YaaneHbl Ha-
CTPOMKMN).

Wmsa agpecata nonyyarens onoBeLl eHnn (TorbKo Ans noB cobbimii Co3paH KOH-
TakT, KoHTaKkT 6b1n n3smeHeH, KoHTakT Obin yaaneH).

Mmsa KoHTakTa

Bpems BO3HVMKHOBEHMS] [aTa u Bpems BO3HWKHOBEHUSI CODLITHS.

Bpemsi co3gaHmnst HAaCTPOEK KIMEHTCKMUX MPUIOXKEHWUIA Ha cepBepe (ToNbKo ANs Tuna co-

Bpems cospgaHua HacTpoek
ObiTMa Co3gaHMe HOBbIX HacTpoek).

WMsa knmeHTCKOro xocTa (Tonbko Ansg noB cobbimii MoarBe pxxaeHune knueHTta, OT-
KNOHeHue KnueHTa, YaaneHue KnueHrta, 3anpoc Ha u3MeHeHue cepTtudukaTta
knueHTa, HoBbIN cepTudMKaT Ha3Ha4YeH knueHTy, NMepemelleHne KnMeHTa B
Apyroe nogpasgeneHue).

Nmsa knueHTa

IP-appec komnbloTEPa C YCTAHOBEHHON KOHCONMbIO ynpasneHnsa SoftControl Admin

IP appec 3anpoca .
Console, oT KOTOpOW NpULLEN 3anpoc Ha cepBeep.

.
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F SoftControl Admin Conscle

g8 | Folay)  QOWS [ @52 ot B @l
e e e [ -
Qd|lddaladd

TNEePETAHKTE CI0/1a MBILIKOW 33roN0E0K KOAOHKKM ANA MPYNMWPOBKN AaHHbIX NO Hed

Epema sosnvkHosetnA >  Tun cobbimia .I[.'l ceccun Wma nonbsosatens IP-agpec sanpoca  Homep nopra sanpoca  URI sanpoca
07.05.2020 19:13:22 Hauano ceccum 4afl7e2df1579855fb3d%aciconsole_admin
07.05.2020 19:11:01 Hawano ceccum d97c238eed3b9cb5bdal8aconsole_admin
07.05.2020 18:58:28 Hawano ceccum ed77bd6f533bEf629969303 2console_admin
07.05.2020 18:49:59 Hawano ceccum 8206%7ef7285d0854bead4cconsole_admin
07.05.2020 18:43:51  HeasTopu3oBaHHBIA 3anpoc Ceccua ve onpegencta  console_admin
07.05.2020 18:44:20 Hauano ceccum Tfdcb03a22c936b5918417 console_admin
07.05.2020 18:43:36 Hawano ceccuum bfff2fabb45f2638f26dcaaTtconsole_admin

@ Crparvua N21 Mpowno spemera: 00:00:12

; -

PucyHok 27. Bknagka «Co6bITusi 6e3onacHoCTu»

C paHHbIMK B Tabnmue MOXHO pa6OTaTb C NOMOLLBKO CbVIJ'IpraLI,VIVI nnnM co3gaHunA 3anpocoB K base

[aHHbIX. DTU onepaumm noapobHo onucaHsl B pasaernax ®GunbTpaums_cobbitun '

6ase gaHHbIX .
Takke Ha 3TOM BKIaAKe MOXHO BbIMOSHUTL CrieayloLLme OeiCTBIS

n 3anpocbl_K

= N3meHeHMe cocTaBa KOJIOHOK

Ecrm Heobxoaumas konoHKa OTCYTCTBYET B 3arorioBke Tabnmubl, To aAna aobaBrneHs HoBO-
ro Nons HaxXMuTe KHOMNKy Bbi6paTb KONOHKM 1 nepeTaumte Tpebyemoe nose 13 okHa Bbi-
60op KONMOHOK (puc. Buibop_KkonoHok **') B HeoBXxoaumoe MecTo 3arorioka Tabmmubl. s
yOaneHus CyLLECTBYIOLLETO Mofa nepetaupre ero B okHo Bbi6op KonoHok, nmbo 3a npe-

Jenbl 3arorioBka Tabnmupl.

— e &
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Bmibop konoHoK

WM knveHTa
4 HTAKTA
KIma HacTpoek
" nEne
T
PaspeleHys '
v

Mma Hommdmkaumm
WMma nogpazgenenun

Kma ponw
MpuurHa ownBKY AETOPUZALIMKM
AZPELUEHIA Poau

PucyHok 28. Bbibop KONMOHOK

= pynnupoBKa AaHHbIX
MHdopmauma Ha BKNagke MOXeT rpyrnnupoBaTbCs Mo BCEM MOSEIM (KaTeropusam), Kpome
nonst Bpemsi BO3HUKHOBEHUSA, And yaobcTBa npocmoTpa. s rpynnMpoBKy Mo KaTeropu-
AM nepeTaLlmTe 3arofloBOK KOSIOHKM Ha MaHerb, PacroSioXXeHHYI0 Mexady 3arorioBKOM Ta-
34
)

6rmubl 1 rpynnor KHoMok Bkaaku (puc. Bknagka « CobblTua 6esonacHoctuy ). Ecrm rpyn-

NMpoBKa Npon3BoaAnUTCA MO HECKOJIbKAM KaTeropmuam, 10 NpUopUTeET (BJ'IO)KeHHOCTb KaTtero-

p|/||7|) YMEHbLAETCA CrieBa HanpaBo B 3aBUCUMOCTU OT pacCnoJioXXeHUA Ha NaHesn.

4.4 KnueHTtbl

Bknagka KnueHTbI CryxuT Ana ynpaBrieHUst perncTpaumnen KImeHTCKUX NPUIoXKeHu, nepemeLle-
HUEM VX B MoapasfeneHusi, OTCIEXMBaHUS cTaTyca W NofydeHust MHopMaumm O XocTax, Ha KOTo-

PbIX OHW ycTaHOBMeHs! (puc. Bkmagka «Knmentbi» °7).

OcHoOBHblE onepauun ¢ KIMMeHTCKMMK KOMMNOHEHTaMN OCYLLECTBJIAOTCA C NMOMOLLBIO rpacbvlqecmx

KHOMOK BKJ1agKKW, npeaHa3Ha4vYeHne KOTopbiX npuBseaeHo B Tabn. 9.

Tabnuua 9. dnemeHTbI yripaBrieHUA BKNnaakm «KnmeHTbI»

Fopsayve kna-
HasBaHue
BULIX

E Yaanuts YaaneHne BbIOPaHHbIX KITMEHTCKMX KOMMOHEHTOB 13 B/I. Delete
w Opobputs OpobpeHre perncTpauum KNMeHTCKOro KOMMOHEHTa Ha cepBepe.
% OTKNOHUTL OTKNOHEHNE perncTpaumm KIMEHTCKOro KOMMOHEHTa Ha CepBepe.

EE——————————————————_——————-
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= Mepemell eHne BbIOpPaHHbIX KITMEHTCKUX KOMMOHEHTOB B roe
“n MNepemecTTs pemeti P Apy
! rogpasaerneHue.
= O6HoBREHME MHANBMAYANBHOIO cepMdmKaTta KMMEHTCKOro KOMIMo-
L CepTtudmkar AnBuay pmdm
HeHTa.
ﬁ Jlor cobbimnin Bbi3oB Bknagku Jlor ons BbIGpaHHbIX KOMMOHEHTOB.
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PucyHok 29. Bknagka «KnueHTtbI»

MonHbIN NepeYeHb Nonewn BKNaaky npueeneH B tabn. 10.

Taonuua 10. Nons Bknaakun «KnneHTtbI»

ID

nopHﬂKOBblﬁ HOMEpP KJIMEHTCKOro xXocTta.

MoapasgenexHne

MoapasgeneHve, kK KOTOPOMY MPUHAANEXKUT KIMEHTCKUIA KOMMOHEHT.

Nvs

MMs1 KIMEHTCKOro xocTa.

Tvin KNueHTa

Tun YCTaHOBJ1IEHHOIO KIIMEHTCKOro KOMrnoHeHTa Ha AaHHOM KITMEHTCKOM XOCTe:

e SysWatch — komnoHeHT npoakMBHou 3aww utbl (SoftControl ATM Client / Endpoint Client /
SClient);

¢ DLP - komnoHeHT cbopa aaHHbIx (SoftControl DLP Client).

Tun HacTpoek

Tvn KOHAMIrypaLmm KIIMEHTCKOrO KOMTOHEHTA:
¢ HacTtpoiiku nogpasgeneHus — HacTpolku, obLyne Ans NogpasaeneHusi, KOTopoMy npu-
HaZANEXMNT KIUEHTCKMIA KOMMOHEHT;

¢ YacTHble HaCTPOWKU — HACTPOMKU, UHAMBUAYANbHbIE OIS KMMEHTCKOTO KOMTOHEHTa, He-
3aBMCKMO OT NnoApasfesieHns;

¢ JlokanbHble HaCTPOMKU — HACTPOVKW, U3MEHEHHbIE NOKarnbHO AN KIIMEHTCKOro KOMMo-
HeHTa na SysWatch.

Bepcusa npogykra

Bepcus yCTaHOBNEHHOrO KIMEHTCKOrO KOMMOHEHTA.
Ecnn Bepcusa komnoHeHTa Hke Bepcumn SoftControl Admin Console, aaHHasa s4yenka nopcee-
YMBAETCH KPacCHbIM LIBETOM, €CIIM BbILLE — OPaHXKEBbIM.

Cratyc

BoamoxHble CTaTyCbl, OTpaxkarkoll e Tekyllee CoOCToAHNE KITMEHTCKOro KOMMoHeHTa:

-,
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e OxunpaeT pelleHUA: OT KIMEHTCKOro MpUMOXeHUs MOflydeH 3anpoc Ha peructpauumio,
oXunaaeTcH pelleHne agMuHMcTpaTopa.

e OpobpeH: 3anpoc Ha perucTpaumio OT KIIMEHTCKOro MPUIOXeHns ogobpeH agMuHUCTpa-
TOpOM.

e OTKIOHEH: 3anpoc Ha perncTpaumio OT KIMEHTCKOro MPUIOXEHUs OTKMOHEH afMUWHU-
cTpaTopoM.

® AKTMBEH: 3a NOCreaHUA OTPe30K BpeMEeHW, paBHbIN YABOEHHOMY 3HAYEeHWI0 MHTepBana|
obpallieHus_KnueHTa Kk cepsepy 24, 3admKcupoBaH bakT YCTAHOBKM CBSI3W 3aperncTpu-
POBaHHOMO KIMMEHTCKOrO MPUMOXEHUsI C CEPBEPOM.

e OcTaHOBMEH: 3a NOCIEeLHUA OTPE30K BPEeMEHMW, PaBHbI YABOEHHOMY 3HAYEHW0 UHTEP-
Bana_obpallleHus KnveHTa Kk cepeepy >4, He 3adwmKcupoBaH dhakT YCTaHOBKMN CBSA3M 3a-
perucTpMpoBaHHOrO KIMEHTCKOro NpUroXKeHnst C CepBepoM.

WHdopmaums

[ononHuTtenbHas nHGopMaumsi MO COCTOSIHMIO KIIMEHTCKOrO KOMMOHEHTA.
Ons komnoHeHTa Tna SysWatch umeeTt cnegyioulne nokasatenu:
e 3awmTa — CcTaTyC NPOAKTVBHON 3aLLUTbI.
— Bknio4veHo: 3alluTa BKIOYEHA MO BCEM 06NacTaM KOHTPOSS;
— OTKMIYEHO: 3alMTa OTK/oYEHa N0 BCEM 0BMacTaM KOHTPOSS;
— YacTtuyHo: 3alluTa BKMIOYEHA MO YacT 0brnacTen KOHTPons.
¢ Mpodunnb — cTatyc nocnegHer No BpemeHu 3agadu cbopa npodwmns (aBTOMaTUYECKOM
HaCTPOWKM).
— BbInonHsaeTcsa: 3agada HaxoauTCsl B MPOLIECCE BbIMOSTHEHNS;
— OcTaHOBMNEHO: 3aa4a OCTaHOBMNEHa NOMb30BaTENEM;
— 3aBepLUeHO: 3aJa4a YCreLlHO 3aBepLUeHa;
— OwmnbKa: Bo3HMKNA oKnbKa B npoLecce 3anycka unm 3aBepLUeHns 3agaqn.
e O6HOBNEHUe — cTatyc NocrnegHero No BpEMeHN OOHOBMNEHNST KOMMOHEHTA.
— YcTtaHOBRNEHO: 0OHOBNEHME ObINIO YCNELLHO YCTAHOBIIEHO;
— He HanpeHo: OGHOBMNEHMS A1 KOMIMOHEHTA HE HANOEHbI;
— lMepe3arpy3nTb: HeobxoamMa nepesarpyska KIMEHTCKOro XocTa Ans 3aBepLueHns 06-
HOBMEHMSI.
Cratyc HeT uHcdopmauum onsa onepauuni Mpodunb 1 O6HOBNEHUe 03HaYaeT, YTo yKa3aH-
Hble AEeNCTBUS HE NMPOU3BOAUMMCH C MOMEHTA PErMCTPaLMK KIIMEHTCKOrO MPUMOXEHUST Ha cep-|
Bepe.
[na komnoHeHTa TMNa DLP umeeT crnepytolne nokasartenu:
e HabnropgeHue — cTatyCc aKTMBHOCTV HabMoAeHUS.
— BknroveHo: HabmogeHVe BKMIOYEHO NO BCEM 06nacTsiM cbopa AaHHbIX (He BKIOYaeT|
B cebsa nogkaTteropuito CbEMHbIX HOCUTENEN);
— OTKNYeHOo: HabnogeHne OTKMIYEHO NO BCeM obracTtam cbopa AaHHbIX;
— YactuyHo: HabmogeHve BKMIOYEHO No YacTv obrnacTen cbopa AaHHbIX.

M3meHeH

BpeMﬂ perncTpaunn nocnenHero cobblms Bbl6paHHbIM KIMMEHTCKUM KOMMNOHEHTOM.

IP agpec

IP-agpec KnMeHTCKOro xocTa.

DNS

CeTeBoe MMsi KMMEHTCKOro XxocTa B paboyen rpynne nmbo JOMEHHON CeT.

KonnyectBo gHen o
OKOH4YaHuA NMMueH3nmn

KonnuectBo gHeN, OCTaBLUUXCHA A0 UCTEYEHUS Cpoka OEVCTBUS TeKyLlero fMLEH3VOHHOro
KIto4a KITMEHTCKOro MPUIOXKEHUS.

CocTosiHue HacTpoek

Cratyc NpMMEHEHUsI HAaCTPOEK KIMMEHTCKOro MPUIIOXKEHMWS!, NOSlyYEHHbIX UM CO CTOPOHbI Cep-
Bepa SoftControl Server. O6HOBNsIETCA ANHAMUYECKM NPU KaXKAOM U3MEHEHUM HACTPOEK Ye-
pe3 koHconb ynpasneHus SoftControl Admin Console. Bo3aMOXHble COCTOSHUS:

* NPUMEHEHbIl YCNEeLHO;

* OXumpaaHue OTBETA;

— &
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Cpok genctsus ceptu-

dwkaTa

,ElaTa, Ao KOTOpOIZ nenctBuTeneH I/IH,CI,I/IBVIﬂ,yaJ'IbeIﬁ CepTI/Id]/IKaT KIMMEHTCKOro npuiioXeHus.

KommeHTapuii

Mone anga BBoga KOMMeEHTapua K Bbl6paHHOMy KINMNMEHTCKOMY KOMIMOHEHTY.

YHukanbHbi ID
yCTponcTBa

YHUKanbHbIA OEHTUMKATOP KIMMEHTCKOTO KOMMOHEHTa, KOTOPbLI aBTOMaTM4YeCK/ npucBavea-
eTcs emy npuv nepBom obpalyeHumn k cepepy SoftControl Server.

CraTtyc noCToAAHHOro
coeuHeHus

Bo3MOXxHble CTaTyCbl, OTpaxawLline Ncnonb3oBaHve onumn depxaTb NOCTOAHHOE Coeau-
HeHue ¢ CepBUCHBLIM LileHTpom (cMm. pasnen O6Lmne HacTpoikm >4):

e AKTMBEH: noctosiHHoe coefunHeHune ¢ SoftControl Senice Center BkntoYeHo;

e OcTaHOBRNEH: NOCTosiHHOE coenuHeHue ¢ SoftControl Senvice Center oTknoueHo.

3anpemTb nokansHoe
ynpaBneHue HacTpomn-
Kamu

MHauvkaTop ynpaBneHus HacTpOMKaMm KIMEHTCKMX XOCTOB. [anovka B AaHHOM nofe o3Haya-
€T, YTO YNpaBnsATb HACTPOMKaMmM MOXHO Tonbko Yepes SoftControl Senice Center.
BkrtoyeHne 1 OTKMIOYeHWe OaHHOW OnuuK OCYLLLeCTBNSETCH Yepe3 HaCTPOUKU KIIMEHTCKMX
npunoxeHui (cM. pasaen Hactponkn SoftControl SysWatch 83).

OcHOBHbIe AENCTBUSA, BbINOMHAEMbIE HA AAHHOW BKMNaJKe:

= ynpaBrieHvie MpoLIeccoM peructpaumm *";

42
*  epeMeLlLeHVie B noapasaeneHis - ;

= ynpaBrieHMe CICKOM baiinoB, paspeLLeHHbIX K 3anycky *2.

ﬂ,OI'IOJ'IHI/ITeJ'IbeIe OEenCTBMS, BO3MOXHblE Ha AaHHOM BKIiagke:

PaboTa ¢ HeCKONMIbKMMM KOMMNOHEHTaMu1

Bkragka nossonser pa6OTaTb KakK C OgHMM, TaK U C HECKOJIbKUMU KITMEHTCKUMWN KOMIMOHEH-

Tamu. [1na BbINOSHEHUA OEVCTBUW HAL HECKOSbKMMW KOMMOHEHTaMM Bbl6epI/ITe nx ¢ NOMo-

LL}0 OZIHOTO U3 CNOCO6OB BhIAENEHNS U Npou3BeauTe TpebyeMble OencTBUN:

" BblAeJIeHNe HECKOJIbKNX NPOU3BOJIbHbIX KOMIMOHEHTOB: 3a>XMUTE KIlaBULLY Ctrl Ha kna-

BMaType v Bblaermre TpebyeMble KOMMOHEHTI;

" BblAaereHne anana3oHa KOMMNOHEHTOB: Bbl6epI/ITe I'IepBbIl7I KOMIMOHEHT aAMana3oHa, 3a-

XKXMUTE KraBuULLY Shift Ha KrnaBuaType n Bbl6epI/1Te nocregHn KOMMNOHEHT AnanasoHa.

MpynnupoBKa AaHHbIX

NHdbopmaumrst Ha BKnagke MOXeT rpynnMpoBaTbCsl Mo onpederneHHbIM nonsm ana yno6-

cTBa oToGpaxkeHus. MonsiMu, MO KOTOPbIM BO3MOXHO MPOM3BECTM rPYNNUPOBKY (KaTeropusi-

mu), aeraotca NMoapasgeneHue, Tun knueHTta, Tun HacTpoek, Bepcus npoaykra,

Crartyc, IP agpec, DNS, KonuyectBo aHe OO OKOHYaHuUsA nuueH3uun, CocTtosiHue

HaCTpPOeK KOMMeHTapMﬁ. ,D,J'IFI rpyrnnMpoBKKM NO YKa3aHHbIM KaTeropumdam nepetauprte 3a-

— &
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roJyioBOK KOJIOHKM Ha NaHesb, PpacCnoJioXXeHHY0 MexXay 3aroyioBKOmMm Tabrmubl v prﬂﬂOﬁ KHO-

Mok BKraaku (puc. Bknaaka_«KmveHtbi» "), Ecrm rpynnvpoBKa NPOM3BOAUTCS MO HECKOIb-
KUM KaTeropusiM, To MPUOPUTET (BIIOXXEHHOCTb KaTeropuii) yMeHbLLAETCS CrieBa Hanpaso B

3aBUCMOCTU OT PacCroJioXXeHUsA Ha naHesn.

MpocmoTp XypHanos

® co crmckoM cobbiTuil Bblaermre Tpebyemble

Ons oTkpbITvA BKragku Jlor_cobbituii ™
KOMMOHEHTbI W BBIMOSHUTE OHO M3 CrieAyloLmX AeViCTBIN;

® HaXxMmuTe Ha KHOMKy Jlor cobbITUI B rpynne KHOMOK Bkradku (puc. Bknagka  «Knveh-

Thi» *7);
® BbI30BUTE KOHTEKCTHOE MEHIO HaXXaTMeM NpPaBOW KHOMKM MbILLM HA CMUCKE KOMMOHEH-
TOB 1 Bblbepute komaHay NMokasaTb COObITUA.
Mpu OTKPLITUM Cricka coBbITUIA B 3arorioBke Bkmaaku Jlor ''° oTobpaxaeTcst KOMM4ecTBO

BblBpaHHbIX KOMMOHEHTOB (puc. Bknagka «KnmeHtbi» 7).

MpocmoTp AaHHbLIX npoduns

Bblaenure HyXHbIN NPOUrib U BbI3OBUTE KOHTEKCTHOE MEHI0 HaXXaTveM npaBoWn KHOMKOW
MbiLK. BbiGepute komaHay MpocmoTp AaHHbIX npoduna. OTkpoetca Bknagka [daH-
Hble NPOMdUNA CO CNNCKOM X3LLFCYMM, BKITOMEHHbIX B BblIOpaHHbIN Npodurs. [pu Heob-
XOAMMOCTW HacTpouTe ounbTp AS1 OTOBPaXKEHNA HYKHbIX 3anucen. BHndy Haxogutcsa ru-
nepccobiiika AKCnopTUpoBaTb BbIGOPKY B hann. Haxmure ee, 4tobbl co3gaTtbh dhawn
XML ¢ 3anncamn, cooTBETCTBYIOLMMU 3aaHHbIM HacTporkaMm purbTpa. Takke Bbl MO-
XeTe ygarmmMTb 3anMcu WM CKOMMPOBAaTb  HYXXHble KOHTPOSbHble CyMMbl, Bbl3BaB

KOHTEKCTHOE MEHIO HaKaTunem I'IpaBOIZ KHOMKOW MblLLI.

- (]
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PucyHok 30. Bknaaka «[laHHble npoduna»

4.4.1 YnpaBrneHue npoueccom perucrpayumm

YnpaBreHve npoueccom peructpawumm BkrtovaeT B cebs crieqytoume AencTBums:

MoarBepxAaeHue perncTpauunmn

Bbl6epVITe B Crnu1cKe Tpe6yeMb|e KIMMEHTCKME KOMMOHEHTbI, HaxoadauwpecAa B COCTOAHUA

OXunaaeT peLleHus, 1 HKMUTE Ha KHonky Opo6puTh (puc. Bknagka «KmveHtb» 7).

Mone CTaTyc nocrie NoATBEPXOEHUA perncTpaLmm BbiGpaHHbLIX KIMEHTOB M3MEHSIET CBOE
cocTosiHue Ha OpobpeH.

Mpn creayloLeM MonyYeHn 3anpoca OT KIMEHTCKOro KOMMOHEHTa MPOVCXOaUT NpoBepKa
ero cepTudukaTa '®’: ecrm oH 0B, TO cepBepHbI KoMnoHeHT SoftControl Server Bbiaa-
eT VHOVBUOYanbHbIN cepTudmkaT Ans aBTopusaumm Ha cepaepe. MNpy creaytolem obpalle-
HUM KIIMEHTCKOrO KOMMOHEHTA (C MHAMBUAYanbHbIM CepTUDMKaTOM) ero CTaTyc N3MEHSeTCs
Ha AKTUBEH. C 3TOr0 MOMEHTA KIMEHTCKWIA KOMMOHEHT CUMTAeTCA BBEAEHHbIM B SKCMIya-
TaLMIo: MeXay CepBEpPOM W KIMEHTOM YCTaHOBMeH 6e30macHblii 3aKoAMpOBaHHbIN KaHan

CBA3N.

OTKNoOHeHUe perncTpauumu

Bbl6epVITe B Crnu1cKe Tpe6yeMb|e KIMMEHTCKME KOMMOHEHTbI, HaxoadauwpecAa B COCTOAHUA

- € F ]
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OXmnAaeT peLleHus, U HaXMUTe Ha KHoMKy OTKMOHMTL (puc. Bknagka «KrveHtbl» ).

Mone CtaTyc nocre OTKIIOHEHMS perncTpaumn BblbpaHHbIX KIMEHTOB U3MEHSAET CBOE CO-
cTtosiHve Ha OTKNOHEH, 1 UX JanbHellliee B3aMMOAENCTBME C CEPBEPOM NMpeKkpaLpeTcs.
Mocre OTKNOHEHMS perncTpaumm NOBTOPHYIO MOMbITKY MOXHO COBEPLLMTL TONbKO Crieayto-
LLym obpasom:

1) Ypanure KnmeHTCcKkne KOMMoHeHTbl 13 B ¢ NoMOoLLb0 KHOMKN YAAanUTb.

2) MoBTOpUTE NpOLIEAYPY PErMcTpaLmm Ha cepeepe ¢ obLM cepTudmkaTom o .

Ob6HoOBMNEeHMe KNMeHTCKOro ceptudukara
Bbibepute B cnmcke Tpebyemble KIMEHTCKME KOMMOHEHTbI, HAXOOAWMECH B COCTOSAHAN AK-

TUBeH Ui OCTaHOBNEH, 1 HAaXMWTE Ha KHomKy CepTudmkat (pvic. Bknaaka «KmveHTbly >

)-

Mone Cpok aenctBusa ceptudmkaTa obHOBSIETCA Mocre crieayowero obpaleHus K-

EHTCKOrO KOMMOHEHTa C HOBbIM MHAMBMAYanbHbIM cepTudukaToM 7. Mpu 3TOM UCMOSb30-

BaHve npenbiayuero CepTI/I(bMKaTa CTaHOBUTCA HEBO3MOXHbIM B CBA3U C €ro rnomMmeLllieHnmem

B YepPHbIN CMMCOK.

YaoaneHue KNUEeHTCKOro KomnoHeHTta u3s bl
Bbibepute B cnucke Tpebyemble KIMEHTCKME KOMMOHEHTbI U HAXKMUTE Ha KHOMKY YAaanuTb

(pvic. Bknaaka «KrimeHtbl» 7). Mpu 3TOM He NPOMCXOAWT OT3bIBA KIMEHTCKOTO cepTudmka-

Ta '¥7 n yepes HTepBan obpaLLeHNs KIMeHTa K cepeepy B KOHCorm ynpasnerns SoftControl
Admin Console BHOBb 0TOOpassaTca yoaneHHble KOMMOHEHThI B cTaTyce OXxupaeTt pele-
Hus. [1na NonHOro BbIBOAA KIMEHTCKMX KOMMOHEHTOB M3 3KCnyaTauum Heobxoamma cregy-
lowada nocnegoBaTeribHOCTb AEUCTBUNL

1) MoMecTuTe MHOVBMAYANbHBI_CepTUDMKAT ' KIMEHTCKOrO KOMMOHEHTa B YEepHblil

CMMCOK C MOMOLLHO KHOMKM OTKNOHUTL.

2) Ypanute KImMeHTCKMe KOMMOHEHTHI 13 B[] ¢ noMoLLbO KHOMKN YAanuTb.

4.4.2 MNepemelweHne B nogpasagerieHus

na nepemMeLleHnA Bbl6paHHbIX KIMMEHTCKNX KOMMOHEHTOB B Apyroe nogpasgerieHne, Haxxmmre Ha
KHOMKY I'IepemecwlTb 1 B NOoABMBLLEMCA OKHE Bbl6epl/ITe 13 BbIMadaoLero cnmcka Heobxoammoe

noapasaeneHve (puc. Buibop noapasaeneHs Ana nepemeLleHs KoMnoHeHTa *%).

.
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i Mpy NepemeLLeHN KIMEHTCKMX KOMMOHEHTOB B ApYroe noapasferfieHne Mx HacTPOMKU aB-

TOMaTU4ECKN UBMEHAKTCA Ha KOH(bI/IpraLI,I/II-O AaHHOIro noapasaerieHuA.

NogpazgeneqHna

Bribepure nogpasaenetme:

I ProtectionTest E

| Npumenss | [ Ormera |

PucyHok 31. Beibop nogpasgeneHusa gns
nepemeLleHUSA KOMMOHEeHTa

4.4.3 YnpaBrieHue CrMCKOM pa3peLlueHHbIX ¢pannos

SoftControl Admin Console no3sondeT NOMy4UTb CNUCOK (PailrioB, paspeLLeHHbIX K 3anycky Ha
KOMMblOTEPE C YCTAHOBMEHHbIM KIMeHTCKuM npurioxxeHnem SoftControl SysWatch, n npu Heobxo-

OMMOCTM OTO3BaTb paspeLleHnsa 515 BblbpaHHbIX (hanros.

[ns nonydyeHns cnvcka oansroB LLESNKHUTE NPaBoW KHOMKOW MbllM MO TpebyeMOMy KIIMEHTCKOMY
npunoxeHuto SoftControl SysWatch n B koHTekCTHOM MeHI0 BbIGepuTe komaHay MpocmMoTp AaH-
HbIX npodunna. [laHHoe JencTBME OTKpbIBaeT BKNaaky AlaHHble npoduna Ana <UMsA_KrnUeHT-

ckoro_npunoxeHus> (puc. Bknagka «[JanHble_npoduna ang..» **). ina Havana cbopa npodu-

9 HaXXMUTE Ha KHOMKYy 3anpocuTb o6HoBneHue. B npouecce cbopa aaHHbix SoftControl Admin
Console nokasbiBaeT NpMmMepHoOe BpeMs 40 OKOHYaHMsA cbopa. Cnmcok hairoB coaepxut crieay-
OLLYI0 AOMOSHUTESNbHYIO WHpopmauuio: nma aina B MOMEHT [obaBneHuss B CMWUCOK, €ro
KOHTpOSbHasi Cymma, NoSHbIN NyTb, AaTa gobaBreHus, pasmep, a Takke drar, ykasbiBatoLwmi,

66111 rm doann gobaeneH B npodunb nHctanatopom () nmm B npouecce cbopa npodcpuns (P).

- E ]
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F SoftControl Admin Console

Bpemn nocnegrerc obrosnenna:  5/20/2020 3:53:17 PM

T

[ Moxasesams 3anvcu 33 nepuoa; [08.05.2020_ 10:17:00 :]’[20‘05.2020. 15:48:52 E
D Wz daiina cogepmur: [ ]

[ Myrs « daiiny comepxur: | |

Xaw-cymma daiina Wms daiina Pazmep daiina
13

60591BFB7CA9EEF225111D28F66... SNSKLSYS

<

f: DuneTp :‘

Bpems aobasnerms

40624 20.05.2020 15:48:52

TyTe K daitny

A
WDEVICE\HARDDISKVOLUMELYPROGRAM FILES (X86)\SAFENSOFT\DLP CLIEN

Crpaniua . w137 (RN . 134 135 136 BN SxenopTiposars swbopky & daiin

PucyHok 32. Bknagka «[JaHHble npocdunsa gns...»

[na npocmoTpa cnucka hanros 3a onpeaeneHHbI nepuoa BpeMeHn Bbibepute Tpebyemble aathbl

B norie PunbTp. Bbl Takke MoxeTe ykasaTb B UbTpe YacTb UMeHu dpanna n nytn K Hemy. [ns

TOro 4to6bl 0TO3BaTHL Pa3peELLEHNS Ha 3amnycK ANa Kakux-imbo dairos, BblAeNMTE UX, UCMOSb3Ys

knasuwm Shift n Ctrl, n B KOHTEKCTHOM MeHIO BblibepuTe koMaHay YaanuTb BbiOpaHHbIe.

4.5 MNMoapaspeneHus

Bkragka I'Iop,pa3p,eneHMﬂ npegHa3Ha4veHa anda rpynnnpoBaHUA KIMMEHTCKMUX KOMIMOHEHTOB MO Tep-

pUTOpUanbHOMY, aAMUHACTPATUBHOMY UM MHOMY Mpu3Haky (puc. Bknagka «[loapasgenermsy **).

Kpome TOro, Ha BKragke npon3soanTcsa npmBA3Ka no,u,pa3,qeneHvu7| K onpeaerieHHbIM Ha6opaM Ha-

CTPOEK U reHepaLus 0gHOPa30BbIX Napore.

- € T
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¥ softControl Admin Console

Maiin  Bna ®uastpm O nporpamme

(g8 | Ok |23 007 B @l
-

%= .7 8

B Mo ymonuanuo Mo ymonuaruro

Wms Hactpoex Benywiee nogpasgenerve = Koauuecrso knveHTos

Production-Audit Production Mo ymonuaruo
Production Dept ProductionRegEnumAll4 Mo ymonuaHuo
B ProtectionTest ProductionUSB Mo ymonuaHuo

Protection2 Southern_settings ProtectionTest

===

ProductionPass ‘Custom_settings Mo ymonaHo

PucyHok 33. Bknagka «lMogpasaeneHus»
B nporpamme Bcerga cylecTByeT Kak MUHUMYM OAHO nogpasgerneHve — Mo ymon4yaHuio; ero
vyoareHne HeEBO3MOXHO. Bce HOBble KMMEHTCKME KOMMOHEHTbI aBTOMaTUYECKM MOMELRTCs B
AaHHoe noapasgeneHue. B ganbHenwem agMuHiCTpaTop MOXeT co3faTb Tpebyemyto nepapxumye-
CKYIO CTPYKTYpy nogpasgesnieHuin (C nobbiM ypOBHEM BIIOXXEHHOCTM), UCMONb3yst KHOMKY Mepeme-

CTUTb. KaxxgoMy noapasgerneHuno npy co3aaHnm HasHadaeTcst KoHdurypaumus (HaCTPOKKK) KIMEHT-

CKMX MPUIOXEHUN.
OcHoBHble onepauwm ¢ nogpasgerieHUsiMU OCYLLECTBIIIOTCA C MOMOLLBH rpadou4eCcKmx KHOMOK

BKIaAKK, NpegHa3HavYeHne KoTopbixX npyeeaeHo B 1abn. 11.

Ta6nuua 11. AnemeHThI ynpaBneHus Bknagku «MoapasaeneHus»

E:;::I Hobasnb CosfaHne HOBOro nogpasaeneHust.
~ ~
PepaktupoBatb PepnaktvpoBaHue cBOMCTB BblbpaHHOro nogpasaeneHus.
-
E Ypoanuts YpaneHue BbIOpaHHbIX NOQpa3AeneHui.
o MepemecTuts BbibpaHHOe MogpasgerneHne B Apyroe. Henb3s nepemelyats
/_I [Mepemectutb nogpasaeneHue Mo ymonyaHuio, a Takke pogutenbckoe nogpasgeneHue B
AovepHee.

OaHopasoBbIv Naporb AN
SysWatch

OpaHopaso.ebii Naposb Ana |OTKpbITe OKHa reHepaTopa naponen Ans pas3GroKMPOBKM KnaeuaTypbl Hal
pa36roKMPOBKM KraBMaTy pbl|KIIMEHTCKOM XOCTe.

OTKpbITUE OKHA reHepaTtopa 04HOPa30BbIX Naporeil.
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[MepeyeHb nonen BKNagkun npuseaeH B tabn. 12.

Ta6nuua 12. Monsa BKNagku «I'Iop,ias.qeneuuﬂ»

s HanmeHoBaHve nogpasgerneHus.

HanmeHoBaHve KoHWMrypaumm KNMeHTCKUX KOMMOHEHTOB, [AeiCTBylollee B BbIGpaHHOM
noapasaerneHui.

Mma HacTpoek

Benyuiee nogpasaeneHue [HameHoBaHWe poanTenbCKOro noapasaeneHus.

OcHOBHbIe OeCcCTBUSA, BbINONHAEMbIe Ha JaHHOW BKIaaKe:

»  ynpaBreHvie nogpasaeneHnsmMmn 4

*  reHepauysi 0OHOpPa30BbIX naponei *%.

4.5.1 YnpaBrneHue noapasaerieHUAMU

YnpaerieHvie noapasneneHusiMy BKIloYaeT B cebs criegytouye AeNCTBUSA:

Cos3pgaHue nogpasgeneHus

Utobbl fobaBuTb HOBOE noapasgeneHve, Haxmute Ha kHonky Cospatb (puc. Bkrmagka

«Mogpasnenexvs» ). B nosiBMBLLEMCA OKHe yKaxuTe MMsi nogpasnenerus v BbiGepure

Nma HaAaCTpoOeK B BbiNagaklolweM Cnucke, nocre 4Yero HaXXmMute Ha KHOMKY anMeHMTb

(pvic. Co3naHvie nogpasaenenus *%).

> MapameTpel NoApasaeneHua

Mz [Cesepo-sana,qulﬁ duawan l
Mma HacTpoek: [ Mo ymenyanu E
Kanentsi

Ommena l l MprmeHuTs

PucyHok 34. Co3gaHue nogpasgeneHus

N3meHeHMe CBOUCTB noapasaerneHus

UTtobbl M3MEHUTL CBOWCTBA noapasgeneHuns, Haxxmute Ha kHonky MpaBka (puc. Bknagka

- (5]
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«MogpasaeneHusi» **).

B nosiBuBLIeMcsi okHe naMeHuTe Uma noppasgeneHus wwm Bbibepute gpyroe Ums Ha-
CTpOEeK B BblMaatoLLeM ChuCKe, Mocre Yero Haxxmute Ha kHorky MpumeHuTs (puc. MNapa-

MeTpbl_noapasaenenuns *”). Ecrm gaHHoe noapasferieHne CoOepXUT KOMMOHEHTbI, WX

nepeyeHb oTobpaxaeTcs B cnncke KnueHTbI.

- MapameTprl NogpasaeneHna

Wnas:

[Cesepo—sana,qulﬁ diumman l

MM HacTpoek: [ Kondurypauma 1 E

KauneHTer:

VM-AS-W51ENXEE

Ommena l [ MprmeHaTs

PucyHok 35. NMNapameTpbl nogpa3aeneHus

YpaneHue nogpasgeneHus
[na yoanenus nogpasgenenns Bbibepute ero, HaxxmMuTe Ha KHonky Yaanutb (puc. Bknag-

ka «[oapasgenerusi» **) n noaTBEpAVTE yOaneHie B ANanoroBoM okHe. Bce KOMMOHEHTbI

U3 yaandaemoro nogpasgernieHna 6y/:|,yT nepemMeLlleHbl B nogpasgerieHne, Kotopoe ABJiAeTCA

ANt HEro POAUTENbCKUM.

i Ypanenve nogpasgenenysa Mo ymonyaHmnio HEBO3MOXHO.

MepemelweHne nogpasaeneHusn
[na nepemelLeHna nogpasgeneHns Boibepurte ero, Haxxmmte Ha kHonky MepemecTuTb 1 B
NMOSIBMBLLEMCS OKHE YKaXkMTe nogpasgeneHve, B KOTOPOE MPOMCXOOUT MNepeMELLEHME
(pvc. Mepemelerve nogpasaenequs *).

-— ¥ ]
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Mogpaspenedns

BmBepwte nogpaszasnsHue:

[ Production-Audit E

| Npumerrrs | [ Ommena |

PucyHok 36. lNepemeweHue
nopgpasaeneHus

i HeBo3moxHO nepemecTuTb noapasgeneHve Mo ymonyaHuio, a Takke poauTesb-

CKoe noapasgerneHue B goydepHee.

4.5.2 NeHepauunsa ogHOpPaA30BbIX Naposnen

B SoftControl Service Center pearmsoBaHa nogcmMctema 3alLyLLEHHOW ayTEHTUUKALMM HA OCHOBE
anroputmMa co3aaHus 0gHOpPa30BbIX Napornen. [laHHbi anroputMm obragaeT BbICOKOW KpunTorpa-
dom4ecKon CTOMKOCTbLHO M NO3BOSNAET reHepupoBaTh Naposn, AEUCTBUTESbHbIE TOSTbKO B TeYyeHue
onpeaerneHHoro npomexytka BpemeHn. OgHopasoBbie Naposm MoryT 6biTb UCMOMb30BaHbl And
poctyna kK 'UIMN/genHctannatopy kimeHTckoro komnoHeHta SoftControl SysWatch B crnyvyae Heo6-
XoamMocTu (Hanpumep, ecrm TpebyeTca obecneuntb ogHoKpaTHbIN gocTyn K SoftControl SysWatch
6e3 pacKpbITMst OCHOBHOIO Naporsis), a Takke Ana pasbroKMpOBKM KriaBMaTypbl Ha KIMEHTCKOM XO-

cTe.

[ns Hayana paboThbl C reHepaTopoOM OAHOPA30BbIX Naposiern Heobxoaumo, YTObbl B TEKYLLEN KOH-

curypaumv nogpasaenens Gbina BKMoYeHa 1 HacTpoeHa COOTBETCTBYIOLLAS onums .

eHepauusas o4HOPa30BbIX MApOnel OCYLECTBIAETCA B pamKax noapasfeneHus: co3aaBaemblii

naporsb NpumeHuM ans Bcex npuroxeHnn SoftControl SysWatch, Bxogauwmx B nogpasageneHve. Bbl-
BepwuTe nogpasgeneHue n HaxxmuTe Ha KHOMKy 1= (OpgHopa3oBbii naponb ansa SysWatch) vnm

-1 (OgHOpa30BbLIN Naposb Ansi Ppa3byIoKMPOBKU KNnaBuaTypbl), YTOOblI OTKPbITb OKHO reHepa-

Topa (puc. Bknagka «[oapasgenenus» ). B nosBuBLiEMCS OkHe BbiGepute Bpems aencteus

napons 1 HakmMute Ha kHonky & (CreHepupoBaTb napons). Maponb oTo6paxaeTcs B none Of-
Hopa3oBbIM naponb ans SysWatch (nmm OgHopa3oBbIM naponb Ans pa3énoKMpoBKU Kna-
BUaTypbl); BpeMsa ero XusHu — B cyeTymke OcTanocb BpemMeHM B dopmate 00:44.MM.cC

(pvic. OkHo reHepaumm **). Mo UCTeYeHUN UHTEPBAana BPEMEHM XU3HN HaXKMUTE Ha KHOMKY & elle

- (]
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pas, YToObl CreHepupoBaTh HOBbIN NaPOSb.

® |) Ncnonb3oBaHne ogHopa3oBbix Maponen ans SysWatch paccuutaHo Ha NpuUMeHeHue

COBMECTHO C OCHOBHbIM naporiem. [1n9 BO3MOXHOCTU nosydenusa goctyna kK SoftControl

SysWatch Ha knmeHTCkoM XOCTe Mo OAHOPa30BbIM MaposisiM AoJPkHa OblTb BKIOYEHa

o6Lps_naporbHas 3aumra 2. Mpu 3anpoce naponst B [ SoftControl SysWatch

Heobxoanmo YCTaHOBUTb cbna>|<0|< Ucnonb3oBatb O,EI,HOpa?aOBbIﬁ naponb.

Il) B cBs13M C TEM, 4YTO anropuTM CO34aHMA OQHOPA30BbLIX MAPOfieN B Ka4eCcTBE napamMmeTpa

npvHUMaeT BpeMs, 111 ero KoppekTHon paboTbl Heobxoammo, 4YTobbl Bpemst no UTC

(T.e. He3aBMCKMMO OT YacoBOro nosica) Ha komnbtoTepe ¢ SoftControl Admin Console n

xocTe ¢ yctaHoBreHHbIM SoftControl SysWatch 661510 CMHXPOHM3MPOBAHO C NOrpeLLHo-

CTb}0, 3HAYUTESIbHO MEHbLLEN BpEeMEHU XKU3HN Naporid.

F rEHEPaL[I»lﬁ O4HOPEa3080M0 NaponA

OgaHopa3zoBblid napone 4ns SysWatch

| €]

Bpemsa agedcTBAA: | 15 muanyT ﬂ

OcTanoch BpEMEHN: 00:00:00:00

PucyHok 37. OkHO reHepauuu napons
ana SysWatch

» leHepaLMA oAHCPa30BOTC NAPCAA

OaHopasoBblid Naponk A0
pazbNoKMpOBKW K1aBMATYpPhI

| | (€]

Bpema AeWCTBKA: | 15 muHyT E|

Ocranocb BpemMeHHM: 00:00:00:00

PucyHok 38. OkHO reHepauuun napons ans
pa36noKMpoOBKU KnaBuaTypbl

- ]
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Bknagka HacTpOMKK KNMEHTOB COAEPXUT CMNCOK KOHGUrypauui (HAbopoB HaACTPOEK) KIMeHT-

CKUX NpurioxeHun (puc. Bknagka «Hactpoikv krmeHTos» °%).

@aiin  Bug Owuaetpe O nporpamme

[ & | & g2

AL |22 a0 B QU

=20 wie

Mo ymonsaHuro

Onucatine
Southern sattings Main settings for Southern branches
Mothern settings Mothern branch configuration
Settings for rule groups Main settings for Scuthern branches
Southern_settings Main settings for Southern branches
Southern_settings_1 Main settings for Scuthern branches
Southern_settings_2 Main settings for Scuthern branches
Southern_settings_3 Main settings for Southern branches
ProductionPass Main settings for Scuthern branches

ProductionUSB Main settings for Scuthern branches

Cosparibl

MMoapasaencHnA

Hactpoidkv no yumonyannio, Micnons3yioTca nogpasgenstinen no ymondanumio | 11042018 18:13:13
03122018 202647 (L Moo ]
03122018 202733 [ owsere ]

n
n
n
04122018 140023 [ Moxases |
2812208142023 [ Mok
n
n
n
n

oKazaTe
okazaTh
okazaTe
oKazaTh
OKa3aTh
okazaTh
oKazaTe
OKa3aTh
okazaTh
oKazaTe

222008145202 [0 Mokasew ]
28122018 164900 [ Mok
28122018 130214 [ Moazam ]
2122018133838 [ Nokesem ]
20122018 134006 [ Moxmm ]

i

v

PucyHok 39. Bknagka «HacTporku KnmeHToB»

B SoftControl Admin Console pasnuyatotcs crieaytowme Tunbl KOHUrypauui:

"  HACTPOVKM NoapasaenieHns;
"  YaCTHble HACTPOWKM;

*  JfloKanbHble HacTponku (Tonbko Ans SoftControl SysWatch).

Mo ymon4aHuto, BCe K

Kn nogpasgenenus. Ya

MEHTCKME KOMMOHEHTbI NMOCe perucTpaumm Ha cepBepe nosly4atoT HacTpot-

CTHbl€ HAaCTPOWKN CO3aaHbl AnA TexX crydaeBs, Koraa TpebyeTca 3agatb And

onpenesieHHOro KIrmeHTCKoro KOMrnoHeHTa KOH(bVII'ypaLI,VII-O, OTJIMHHYIO OT KOHd)VIpraLI,VIVI noapasge-

neHusi. Ha Bknagke otobpaxaeTcs CNMCOK BCEX KOHpUrypaumn, BKoYasa YacTHble. MIHbopmauums

no paboTe C YaCTHLIMU HACTPOMKaMK NpuBEeHa Hbke 2.

OcHoBHble onepaumm

BKMaaku, npeaHasHade

C KOHC*)I/IpraLl,I/IFIMI/I OCyleCTBJIAKTCA C NOMOLBH Fpa(bl/l‘-leCKl/IX KHOMOK

HVe KOTOpbIX NpuBeaeHo B Tabn. 13.

Taonuua 13. AneMeHThbI ynpaBneHusa BKNaaku «HacTponku KnMeHToB»

[:;:j [JoGaButb Co3gaHve HOBOWM KOHAMrypaumm KIMEeHTCKUX KOMMOHEHTOB.
b _
PepakmpoBatb PenakmpoBaHve BbIGpaHHOM KOHAQMIy paumn.
-
E Ypanuts YpaaneHve BbIOPaHHbIX KOHGMIy paumi.
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Q:é_} Mmnopt MMnoptupoBaHue koHdwmrypauum n3 XML-ganna.
té OkecnopT OkcnopTMpoBaHue BbIGpaHHOW koHdmrypaumu B XML-cbaiin.

MepeyeHb nonen BKNagku npveeneH B Tabn. 14.

Tab6nuua 14. Nons BKNagku «HaCTioﬁKM KJINEHTOBY»

Nms HavmeHoBaHWe KOHGMrypaumm KIMeHTCKMX KOMMOHEHTOB.

Onucanuve OnucaHue KOHGMrypauum KrmeHTCKUX KOMMOHEHTOB.

CospgaHbl [ata n Bpems cosgaHnsa KoHdUrypaumu.

MoapasneneHns Cnucok nogpasgeneHui, K KOTopbiIM MPUMEHSETCS AaHHas KOHAMrypaums.

B SoftControl Admin Console npeacTtaBneHs! criefytoupe KaTeropum LeHTpanm3oBaHHOW HAaCTPOn-

KW KITMEHTCKUX NMPUIOXKe HUW:

= 0b6Lye HACTPONKM >°';

HacTpoviku SoftControl SysWatch °:

HacTpoiku SoftControl DLP Client *” .

OcHoBHble OENCTBUSA, BbIMOSHAEMbIE C KIMEHTCKUMMN KOH(bMpraLlMFIMVIZ

Co3paHune KoHcurypaumm nogpasgerneHus
Uto6bl 4OGaBUTE HOBYHO KOH(bMrypauuio nogpasgeneHns, Haxmmre Ha kHonky [lo6aBuTb

(pvc. Bknagka_«Hactporiku krveHtos» *°). B okHe PepakTupoBaHWe HaCTPOEK KIMeH-

TOB 3aJaunTe napameTpbl KOHGUrypauum (CM. pUcyHKn, HaumHas ¢ Pasgen «Mma n onuca-

54

Hue» ** n go Hactponkn pacnmcanus obHosnexms '’

). Ecrm BHM3y okHa oTobpaxaeTtcs

cTaTyc 3Ha4YeHUA BceX NapamMeTpPoOB KOPPEKTHbI, HaXXMuUTe Ha KHoOMKy MpuMeHuTb 4ns
AoGaBrneHns co3aaHHoM KoOHUrypaumm; B 06paTHOM Crydae M3MEHUTE HEKOPPEKTHbIE 3Ha-

YeHVsl NnapameTpoB.

Co3paHue KoHUrypauum nogpasaeneHns Ha OCHOBe CyLleCcTBYHLen
Utobbl 4O6aBUTL HOBYIO KOH(UIypauuio Ha OCHOBE YXe CYLLECTBYIOLLEW, BbiDepute ee n
BbIMOSHUTE OLHO U3 CrieayoLmX e UCTBUN:

®* HakmuTe Ha kHOnKy PepaktupoBatTb B rpynne KHOMOK BKragku (puc. Bknagka

50 )

b

«HacTponku KnNMeHToB »

- (& ]
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® nBaXabl HAXXMUTE NEBOW KHOMKU MbILLM HA KOHAUrypaumn.
B okHe PepaktupoBaHue HacTpPOEK KNMUEHTOB M3MeHUTe ums (06s3aTenbHO) v napa-

MEeTpPbl KOH(urypaumm (B criydae HeobxoaMMOCTH) aHarorm4Ho paboTe ¢ HOBOWM KOHUrypa-

54

umnen (CM. pucyHkn, HaumHas ¢ Pasgen «Mms n onucanlmne» > n go Hactpowku pacnucanms

'97). Ecrm BHU3y OKHa OTOBpaxaeTcsl ctaTyc 3HaYeHUs BCeX napameTpos

00OHOBMEHWS
KOPPEKTHbI, HAaXXMuTe Ha kHonky MpuMeHUTb s o6aBneHUst co34aHHON KOHUrypaumm;

B O6paTHOM Cliydae usMmeHnTe HEKOPPEKTHbIE 3Ha4YeHNA napamMeTpoB.

M3meHeHUe TUNa HacTpoek
YToObl M3MEHUTBb TN HACTPOEK KIMEHTCKOrO KOMMOHEHTA, Nepenaute Ha BKMagky YCTpown-

CTBa U CTATYChbl 36, Bbl30OBUTE KOHTEKCTHOE MEHIO Tpe6yeM0ro KIMMEHTCKOIro KOMIMOHEHTAa

NPaBOK KHOMKOW MbILLM 1 BbiBepuUTe OA4MH 3 MyHKTOB:

* Acnonb3oBaTb HACTPOUKM NoapasaeneHus:
HasHaunTb KIMEeHTCKOMY KOMTMOHEHTY HAaCTPOWKW noApasferieHnsi, KOTOpoMy OH Mmpu-
HaLNeXMT.

* Ucnonb3oBaTb YaCTHbIe HACTPOMUKMU:
HasHaunTb KIMEHTCKOMY KOMMOHEHTY YaCTHbI€ HAaCTPOMKW.

* OTnpaBUTb NOBTOPHO HACTPOMKMU KITMEHTY C NOKasibHbIMU HaCTPOWKaMM:
HasHauntb krmeHTckomy KomnoHeHTy SoftControl SysWatch, HacTpoiku kotoporo 6bi-
MM M3MEHeHbl JoKasfbHO, MOCMedHI KOHUrypauumo, 3afaHHylo C  cepBepa

SoftControl Server.

Mcnonb3oBaHUe YacTHbIX KOH(Urypaumm
UTto6bl 4OBaBUTL HOBYIO YACTHYIO KOHUrypauuo 1 Ha3HauuTb €€ KIIMEHTCKOMY KOMIMOHEH-
Ty, NepenanTe Ha Bkraaky Knventbl *°, BLI30BUTE KOHTEKCTHOE MeHI0 TpeByeMoro KrmeHT-
CKOro KOMIMOHEHTa NpaBoOW KHOMKOW MbIWM 1 Bbibepute nyHKT Ucnonb3oBaTb YacTHble
HacTpomnkun. B okHe BbIGOP YaCTHbLIX HAaCTPOEK HaXXMuUTe Ha KHOMKY [lo6aBuTb AJ1a CO-

3[aHnNA HOBOW YacTHOM KOHdUrypaumm (puc. YnpasrieHne YacTHbIMU HACTpOViKamu 32 ).

————an
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g~ Boibop YacTHBIX HACTpOeK

NACOK AOCTYNHBIX H3CTHBIX HACTROEK:

E—

| ok | | Ommera

PucyHok 40. YnpaBneHune 4acTHbIMM HaCTpoOMKamm

B okHe Pep,aKTVIpOBaHVIe HaCTpPOEeK KITMeHToB 3apgante napameTpbl KOHd)MprauMM (CM.

** 1 po HacTpoiikn pacnmcanusi o6HoBe-

PVCYHKW, HaYMHas ¢ Pasgen «/mMsa n onvcaHve»

Hus 7). Ecrm BHUBY OkHa oToBpaxaeTcsl cTaTyc 3Ha4eHus BCeX napameTpoB KOPPEeKT-
Hbl, HaXMUTe Ha kHonky MpPUMeHUTBL ANA [06aBrieHUs CO3OaHHOW KOHUrypaLuv; B
06paTHOM Crydae U3MEeHNTEe HEKOPPEKTHble 3HaYeHNs napameTpoB. Co3aaHHas KOHUry-
pauus 6yneT fnobaBreHa B CMCOK YaCTHbIX HACTPoeK. BbibepuTe B cricke ee wM paHee
CO3aHHYI0 KOH(UIYPALIO, MOCHE YEro HAKMUTE Ha KHOMKY OK Arsi npUMeHeHUst KOHUry-

paunn K KIMIMEHTCKOMY KOMIMOHEHTY.

YpaneHue koHcpurypauum
[ns ynaneHus KoHdurypauum Bbibepute ee, HaXXMUTe Ha KHOMKY YaanuTtb (puc. Bknagka

«HacTpouku krveHToB» °%) 1 NoATBepaUTe yaaneHWe B A1aroroBOM OKHe.

4.6.1 OOwMe HACTPOMKH

[aHHaga kaTeropus HacTpoek BKrtovaeT B cebs obume napameTpbl KOHUrypauum n HacTPOWKN

B3aMMOAENCTBUSA KIMEHTCKUX I'IpI/IJ'IO)KeHVI17I C cepBepoM.

Ama n onucaHune
Mmsa koHbUrypaumm KnMeHTCKUX NpUnoXeHnn Heobxoammo Ans OO4HO3HAYHOW uaeHTudmKa-
LM onpeaerneHHoro Habopa HacTpoekK, onMcaHne KoHUrypauum — Ans ero KpaTKom xapak-
TEPUCTUKW.

Utobbl 3agate MMsA 1 onucaHue, B oQHOVMEHHOM pa3saerne kateropum O6wme HacTpou-

— &
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ku Beeaute Uma n OnucaHue B cooTBeTCTBYHOLYX nonsAx (puc. Pasgen «ma v onvca-

Hue» ).

Pykosodcmeo aOmMuHUCmpamopa

2 PeaakTvpoBaHle HacTpOSK KNMEHTOE

¥ Ofwmre HACTPOHKA
WMma v onucanne
XapTBut
IP-agpeca cepeepa
Homep auuexzim

> SysWatch

> DLP

Wnag:

OnucaHme:

[ KoHndurypauns ].l

l

OcHOBHOWA Habop HACTPOEK KNWEHTOE

3Ha4eHnA BCEX NAPAMETPOB KOPPEKTHbI

Mpumenute H Omena

PucyHok 41. Pazgen «Mmsa u onucaHue»

® [IMA KOHPUrypaLum OOSDKHO GbiTh YHUKaIbHBIM U HE MOXET COBMadaTb C YXe Cylle-

CTBYHOLLYMUN KOHUrypaumusimu.

= XaptouTt

XapTouT, urm nHTepBan obpalleH1st KIMEHTCKOro NPUIoXeHUst K cepBepy — napameTp Kiv-

€HTCKMX KOMMOHEHTOB, OTBEYaruyn 3a nepnogn4yHOCTb YCTaHOBKU CBA3N C CepBEPHLIM

komnoHeHTOoM SoftControl Server. Mo ymoryaHuio yctaHaBrmBaeTca paBHbiM 60 ¢ (1 MUHY-

Ta).
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¥ OBuwwe HacTpoikn Mepuoa xapT6uTa (cek.): [20 l

W v onucanme
Jepxath noctosnHoe coegunenune ¢ Cepsncrbiv Llentpom

IP-agpeca cepeepa [] Cxperms cayxby Windows
Homep nuuyexznin
> SysWatch
» DLP

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

=
PucyHok 42. Pazpgen «XapTtouTt»

[lna nsmeHeHua napameTpa nepenaute B pasgen XaptouTt kateropum Obwme HacTpoun-

KM 1 ycTaHoBuWTe 3HauveHue B nore Mepuon xaptéuTa (cek.) (pvic. Pasgen «Xaptéum» °*).

BbicTaBute ranouky [epxaTb nocTtossHHoe coeauHeHne ¢ CepBUCHBLIM LleHTpoMm,
ecnm Heobxoammo nogaepxmBaTb coeamHeHue ¢ SoftControl Service Center B pexume pe-
arnbHOro BPEMEHMW.

Kpome Toro, ranoyky [lepxatb nNocTositHHOe coeauHeHue ¢ CepBUCHbIM LleHTpom
crenyert BbICTaBUTb, ecrm and komnoHeHta SoftControl DLP Client Heo6xoamMmo BKounTb
3anicb Buaeo no TpeboBaHuio. HacTporkm 3anmcyu Buaeo CM. B pasgerne HacTtpownku
SoftControl DLP Client'®.

BeicTtaBute ranouky CkpbiTb cnyx6y Windows, ecrm cuctemHble crnyx6bl SoftControl

SysWatch (safensec.exe) n SoftControl DLP Client (eventsvc.exe) He [OSTKHbI MoKasbl-
BaTbCA B ocHacTke Cnyx6bl OC Windows.

[MprmMeyaHme: CKpbITUE CUCTEMHBIX CIykb He paboTaeT Ha OC Windows XP.

[MpumeyaHve: ecrm cucteMHble CIyKObl CKPbIThI, TO YNPaBATe UMW MPU NOMOLLM CPEACTB

OC HEBO3MOXKHO.

IP-apgpeca cepBepa
3afaHve agpecoB cepBepa And NOAKMOYEHUST CO CTOPOHbI KIMEHTCKUX MPUIIOXEHUA NpOuns-

BOAUTCS MacTEPOM HaCTpOVikv cepBepa 2.

— &
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[nsa nsmeHeHus crivicka agpecos nepeiiaute B pasaenIP agpeca cepBepa kateropum 06-

Wwme HacTpoiikn (puc. Pasnen «IP_agpeca cepeepa» *). Utobbl no6aBuTL agpec B

nepeyeHb, BBeauTe HoBoe 3HadeHve IP-agpeca i MMEeHU B COOTBETCTBYIOLLEM MOJie U
HaXXMuTe Ha KHOMKy Jlo6aBUTb B cnucok. YTobbl yaanutb agpec 13 nepeydHsi, Bblbepute

€ro " HaAXXMUTE Ha KHOTMKY Ypanutb U3 cnucka.

7 PEAHKTMPOBBHME HaCTpOEK KNWEHTOB

¥ OBuwme sacTpoidkn Beegute HoBOE 3HaqeHMe:

Vims 1 onucaqune [ ]

Xapthur
IPagpecacepsepa

Homep nuuexsng

» DLP

17216165

3HaueHuA ECeX NapaMeTpPOE KOPPEKTHEI

— ——

PucyHok 43. Paspen «IP apgpeca cepBepa»

Homep nuueH3un
JInueH3noHHbIN Kty onpegenseT YHKUUOHANbHOCTb KIMEHTCKMX KOMMOHEHTOB. 1o ymort+
YaHWo yCTaHaBMBaeTcsa NpobHas mueH3ns cpokom aencteus 30 gHen.
[Ona 3agaHua knoya nepengute B pasgen Homep nuueHsuum kateropum OOwme Ha-
CTPOMKM, BblbepuTe TUN KIMEHTCKOrO KOMMOHEHTa B Bbinagatowem crnucke (SysWatch,
DLP, DeCrypt), BBEaute ko4 B TEKCTOBOE MOSiEe N HAaXXMUTE Ha KHOMKy MNMpoBepuTb Ans
NMPOBEPKN JMUEH3MM N OTOOpaKeHus ee napamMeTpoB B Crlydae KOPPEKTHOro Kroya

(puc. Pasgen «Homep miueHsmmy °%).
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> PeakTMpOEaHWe HACTPOSK KMEHTOE

¥ OBwme HacTpoiKK =
Mt 1 onucanine SysWatch u [ BVTSE-NFUIQ3-IDMUF-YQ2M |
XapTiuT
Tun nuuensim Kommepueckan
1P-appeca cepsepa Cpok aeictann (aHend): 30
Homep nauexsui AV_AVA
¥ SysWatch

KOHTpOAb aKTMEHOCT
¥YnpaeneHne nHLUWAEHTAMW

3awwmTa naponem

4

Cranwposatne

OBume HacTpoiiku

Hacrpoliku pacnucanua
¥ (OBHoEneHWE Mposeputs

CBwme sacTpoin

Wcroununin ofnosnenuil
Hacrpoliku pacnucanua
Hactpoiiku wHTtepheiica
COruets
Onceewerva
OpHopazossie Napoau
¥ TonnTwka KOHTpONA

Yerpoiictea

3HaueHna BCEX NAPaMETPOE KOPPEKTHB
Maoagynu

Jloseperinbii cnincok 35103,

Vafinosan cucTemMa
v [ MpumenuTts ] [ Ommena
CiarTenamm i A neecTn

PucyHok 44. Paspgen «<Homep nuueH3nn»

4.6.2 Hactpouku SoftControl SysWatch

[aHHas kaTeropus HacTpoek BK/OYaeT B cebsi KOHUrypaLuo KIMEHTCKOrO KOMMOHEHTa
SoftControl SysWatch, aHanornynyto 3agasaemon ¢ nomouwbto 'MIM SoftControl SysWatch, u no-
TMTUKN KOHTPOSA.

~ KOHTpOSib aKTUBHOCTHU

B pasnene KoHTponb aktnuBHoctu kateropumn SysWatch yctaHosute donaxkm y Tpebye-

MbIX 06racTen KOHTpons (puc. HacTpoiikm KOHTPOIIs akTMBHOCTM " ):

U KoHTponb aKTUBHOCTMU:
U MpunoxeHus;
U CeTb;
U dannoBas cucrtema;

U PeecTp.
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F PepakTMpoBaHWe HACTPOEK KNWEHTOE

¥ O6wmne HacTpoliku
Fus v onucanme
Kapthut
IP-agpeca cepeepa
Homep nuuexsim
¥ SysWatch

¥npasneHne HHUMIEHTAMMN
3awpTa naponem
¥ CkanMpoBaHWe
OBwwe HacTpoiku
HacTporiku pacnucadma
¥ (OBHoEREHKME
OBwme HacTpoiku
WcTourrkl oBHoBNEHWE
Hactpoliku pacnucanva
Hactpoiiku uHTepdeiica
OTuetw
OnoeeweHWA
CaHopasoesie napanu
¥ [loauTwka KoHTpOARA
YcrporcTea

Mogynm

JoseperHBIM CNMCOK 36TOS:

DainoEan cucTemMa

q - -

Pykosodcmeo aOmMuHUCmpamopa
Llenmpanu3sosa+Hoe yripasieHue CHB

[/] KonTpons axmieHocT

MpunoxeHnna

Cemn

DalnoEan cucTeMa

Peectp
[] OrknroumTs npaduns crcTemsl
3anpeTUTh BHELIHES YNPABAEHWE CAyXBoi
[] TnoBanereii pesim obHoeneHus MO
CoxpaHATb MCTOPMIO BKTMEHOCTM HEOTCNEXWEAEMBIX MPWICKEHUA U MHCTAANATOPOE
[] KoHTponupoBaTe BBINCAHEHME CKPUMATOS

[/] Bce wHTEpRpETATOPEI CKPUNTOS HAXOAATCA B CHCTEMHOMA nanke

[] Bxntouwte kontpons dil-mogyned (tpefiyetca nepesarpyska knenTa)
[ Kontponuposats Mogndukawmio PE-aiinos He MHCTANATOpaMK
[ ¥aanATe MHGOPMaLMIO © NPUAOKEHWAX, HE 3aMyCcKaswWMXCs Gonee (gHer)
OTnomuTs 3anyck cucTeMHoN cnyxbbl Ha (MuH.)
3aNWCHEATE OAHOTMNHEIE COBBITMA HAPYLWEHWA MONKUTHKKN KOHTpoAs nocne (cex.) 60 a

[] Boccranaenweats Basy AanHbX NoCAe aNNapaTHOR Nepesarpysku

3HaueHnA BLEX NapaMETPOE KOPPEeKTHEI

OmmeHa

[romenm ] |

PucyHok 45. HacTpoinku KOHTpOns akTMBHOCTU

Hwke oTMeTbTe Heobxoaumble AOMNONHUTENbHbIE oMLK nporpamMmmbl 1 KOHTPOJIA aKTUBHO-

CTU:

U OtknounTtb Npodunb CUCTEMDI:

OTKNMOUYUTL KOHTPOIb MCNoNHAEMbIX (panroB PE Ha KnMeHTCKoM XocTe.

U 3anpeTnTb BHelLLHee ynpaBreHue cryxoon:

3anpeTuTb BbIrpy3Ky cuctemHom cryxobl SoftControl SysWatch ns O3Y knmeHTckoro

XOCTa.

U MrobanbHbIn pexum obHoBneHus MO:

3aI'IyCKaTb BCe NpurioXxxeHna B pexmme yCTaHOBKMU.

I'IpM BKJMIOHEHUN OAHHOTO peXmMa BCE MPUIioXeHna 3arnyCckaroTCA KakK MHCTaITIATOP U

pobasnaTca B npodunb (pexum obyydeHus ). Kpome Toro, B npodunb gobasnaioTcs

BCe U3MeHeHus1 B ncrosnHaeMblx panrnax PE. PekomeHayeTca ucnonb3oBaTb TOMbKO

Ha «4MCTbIX» cuctemax, Bce MO ana KOTOpPbIX YCTaHaBJMBaAJIOCb C «30JIOTOIro» o6pa-

3a. [Ina BKMIOYEHNS U BbIKITIOYEHMS pexuMa noTpebyeTca nepesarpyska KrMeHTCKOro
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XocTa.
U CoxpaHATb MUCTOPUIO aKTUBHOCTU HEOTCINEXUBAEMbIX MPUNOXEHUA W
MHCTanNNATOpPOB:
ABTOMaATMYECKM BKIMHOYATb OMNUMK 3arnmMcu UCTOPUM aKTUBHOCTW NpY NepPBOM 3anycke
NPUIOXeHUs, OTCYTCTBYIOLLIErO B NMpodoune, v nHetTannsatopa 6e3 SLIM.
U KoHTponupoBaTb BbINOJIHEHNE CKPUNTOB:
3abroknpoBaTh BbINOMHEHE HEOOBEPEHHbIX CKPUMTOB MHTEprnpeTaTopamu (Kpome
CKpunToB, nognmcaHHbIX QLM 13 6enoro cnucka ceptudrkaToB). 3anpewatoTcs cre-
aylouye npoLeccs!:
— wscript.exe (Microsoft ® Windows Based Script Host);
— cscript.exe (Microsoft ® Console Based Script Host);
— java.exe (Java™ Platform SE binary);
— javaw.exe (Java™ Platform SE binary);
— javaws.exe (Java™ Web Start Launcher).
[na 3anpeTa 3anycka onpeaerneHHbIX NPoLecCcOB peKOMeHOQyeTca co3gaBaTb COOT-

BeTCTBYoLWe [paBuna NONMTVKM KOHTpONns "o .

[Mpumeyvanve. Ecrm B pa3gene YnpaBneHue uHUMAeHTaMmM 4515 nHuuaeHTa 3anyck
MHTeprnpeTaTopa CKpUNTOB BbibpaHo peleHve Pa3spelwnTb, BbINOMHEHWE CKpUN-
Ta He 6yaeT oTknoHeHo. CobbITve NPU 3TOM 3aHOCUTCSA B J1OT.

UBce HTepneTaTopbl CKPUNTOB HAXOAATCA B CUCTEMHOMW Nanke:

Cuctema byget 3anpeLl@aTb TOMbKO NPOLECCHI, 3anyLUeHHbIE U3 CUCTEMHOM nanku (C:
\Windows\System32 mmm C: \Windows\SysWOwW64).

OTa onuusa akTMBHA, TONbKO ecrv BbibpaHa onumst KOHTponupoBaTb BbINOJIHEHUE
CKPMNTOB.

U Bknrountb KOHTponb dil-moaynen (TpebyeTcs nepe3arpy3ka KNMeHTa):
AKTMBMpOBaTb KOHTPOSb LENOCTHOCTU AMHAMUYEeCKM NOoAKIoYaemMblx OumbrmoTtek
(DLL), ncnonb3yemblx NCMOSTHAEMbIMU KOMIMOHEHTaMM.

KoHTtposnb 3anycka dll-moaynen paboTtaet cregytowmm obpasom. [Npu nonbiTke 3arpy-
3utb dll-6ubrmoTteky SoftControl SysWatch nposepsieT, nognucana v oHa SUIMN. Ecrm
6ubrmoTeka nognmucarHa n Windows npusHaeT SUI gencteurensHon, To 3arpyska 6ud-
MOTEKWN paspeLLaeTcs (gaxe ecrm ee HeT B Npocpune). Ecrm y B1ubnmoTekn oTCyTCTBY-
et JUTI, SoftControl SysWatch npoBepsieT, ectb 5 gaHHas bubnmoteka B npogure.

EcrmecTb, 3anycK pa3peLliaeTcs; eCiiM HET — OTKIIOHAETCA.
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Mpumeyanve 1. He nogaepvBaeTcs 3anpeT Ha 3anyck GUGNMOTEK, B KOTOPbIX OTCYT-

CTBYET TOYKa Bxoda (bmnbrmoTek, coaepalmx TOfbKO pecypcbl, 6e3 UCNOoNHAEMOro
Kopa).

[Mpumevanve 2. Ecrm B pasgerne YnpaBneHue vHUuuMgeHTamum Ans vHumgeHta 3a-

rpy3ka HegoBepeHHou DLL BbiGpaHo peleHve Pa3pewunTb, 3anyck He byaeT oT-
krioHeH. CobbITve Npu 3TOM 3aHOCUTCA B JOT.

U KontponupoBaTtb moaucumkaumro PE-cpannos He nHCTannaTopamu:

3anpeTutb U3MeHeHusa nucrnonHaemMblx anros (exe, dil 1 T.n.) BCeEMU MPUMOXKEHUAMMU,
Kpome paboTatowyx B pexmme obHosnenus IMO.
MpumeyaHnve. Ecrm B pa3gerne YnpaBneHne uHUugeHTamm ana vHumaeHta Moam-
¢dmkaumna PE-cpanna He MHCTannATOpOM BbIOpaHO peleHe PaspewunTb, name-
HEeHne ncnomHaemblx panrnoB He ByaeT oTKoHeHo. CobbITe NMpU 3TOM 3aHOCUTCH B
nor.

U Yaanatb nHdopmauuio o NnpunoXeHusX, He 3anyckaBlmnxcs 6onee (aHewn):
Ypanate n3 6a3bl gaHHbix SoftControl SysWatch 3anucm 0 HeakTMBHBIX MPUIIOXKEHUSIX,
YOOBETBOPSOLLMX 3a4aHHOMY YCIIOBMIO (YMCIO AHEN 6e3 aKTUBHOCTN).

U OTnoXuTb 3anyck CACTEMHOM CNYXO0bl Ha (MUH.):

YCTaHOBUTb MHTEPBAN 3a4epP>Kn 3anycka cucteMHom criyxobl SoftControl SysWatch.

U 3anucbiBaTb OQHOTUNHbIE COOLITUA HapyLWEeHUs NOJSINTUKA KOHTPOSS nocne
(cek.):

YCTaHOBUTb MHTEpPBAr, N0 NCTEYEHNN KOTOPOro OAHOTUMNHBbIE COBLITUA ByayT 3anuchl-
BaTbCA B OTYET (N0 ymMorMaHuo 60 cekyHn). CobbITUS HapyLLEeHUS MOSIUTUKM KOHTPOSS
cuuTarTCa OOHOMUIMHbLIMU U HE BHOCATCS B OTYET, €CIY OAHOBPEMEHHO BbIMOSHSOT-
CS crefyoLlpme ycrioBus:
® y cobbITUIA cCOBMagatoT:
o AENCTBUS;
o ucnosnHaemble danrnel;
O KOMaHAHble CTPOKM NPOLLEeCCOB;
o ngeHtudgukatopsl (PID) npoueccos;
® Bpewms, NpoLLejliee ¢ MOMeHTa 4o6aBreHnst Npeablaylero cobbiTns, MeHbLe 3a-
AAHHOTO 3HaYeHUs.
Mpu 3TOM B fioKarsbHbIN dhann oTyeTa Ha KrmeHTckoM xocTe ¢ SoftControl SysWatch

pobasnsieTcs HpopmMaums 0 TOM, CKOMbKO OAHOTUMHBLIX COBbITUIM BbIfI0 NPOMYLLEHO.
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0 BoccTtaHaBnuBaTb 6a3y AaHHbIX NOCe annapaTHOM nNepe3arpys3ku:
B crnyyae annapatHom nepesarpy3km BOCCTaHOBUTbL a3y AaHHbIX M3 MOCrneaHen pe-
3epsHon konun. Mpn pabote SoftControl SysWatch kaxabin yac cosgaetcs peseps-
Hasa konusa 6asbl JaHHbIX. Takke pe3epBHAa KONMMSI CO3daeTcs Npu Hadane paboThbl,

NPV MOSTy4eHWM HOBbIX HACTPOEK C cepBepa 1 Npu fiokarkbHOM U3MEHEHUN HACTPOEK.

YnpaBneHue nHUMgeHTamm
B pasgene YnpaBneHue uHumpgeHtammu kateropum SysWatch yctaHoBute naxok
Bknountb aBTOMaTUYECKYHO 0O6paboTKy MHUMAEHTOB M 3aJalTe peakuumio Ha UHUU-
AeHTbl 13 nepevHs CNMCOK MHUMAEHTOB B Bbinagawlwem crvcke PeweHue cornacHo

Tabn. 15 (puc. HacTpoikv peakumm Ha MHUMaEHTbI °").

PEAEKTIIPOBBH We HacTpOEK KNWEHTOE

¥ OBlme HacTpoiikn 3
Bra6

B
KMa v cnucaHme Tb WYECKYHD P Y

Xapréur Cnvcok MHLKMAEHTOE

1P-appeca cepeepa

>

3anyck NpANoXeHnA He & Npodiune
Homep nuuersiin ek g pod

¥ SysWatch
KOHTpOMb aKTMEHOCTI

3anyck HEMOANMCAHHOTO MHCTAANATOPS
Hapywesive noauTikn KoHTponA

Ynpasnenne MHUMEEHTaMW 3arpyska Hegosepennoi DLL

3awmta naponem
¥ Cranwposanue

OBume HacTpoidicn

3anyck MHTEpPNPETaTOPa CKPUNTOS

Moamdukaums PE-daidna

YnpasneHne MHUMAEHTaMN

Hactpoliku pacnucanus

¥ OBHoBneHWe Pewedne: g]
Obwme HacTpoiiku mE
ANOMHWTD PELIEHKME Ha CECCUID
Wcrounuin obrosnenni
Hactpoliku pacnucanms "
Hactpoiiku wHTepdeiica
Oruetel
CnoeeweHwa
OpaHopazossie naponu
¥ [MonnTika KOHTPORR
YcrpoitcTea
WMogyam 3Ha4YeHWA BCEX NapaMETPOE KOPPEKTHBI
Jloseperslii cnincok asTosarpysk
Daiinosan cucTema
Cuctemrnlii peectp v [ MpumennTe l [ Otmera

L — )
PucyHok 46. HacTtpoiku peakuvm Ha MHUMAEHTbI

Ta6nuua 15. BoaMoXHble AeCTBUA NPU UHUMOEHTaX

¢ BbLINONMHUTL B OFPaHUYEHHOM peXume

BbinonHeHne npunoxxeHns B U3oiMpoBaHHOW cpede (MecoyHuue) nod Y4eTHOW 3anucbio
nonb3oBatens «V.L.P.O.» ¢ orpaHuyeHHbiMn npuBunermamn. MNpyu atom gobasneHus B
npodwmrb CUCTEMbI HE NPOUCXOANT, @ NPUIOXEHNE NOMELL aeTCA B OFPaHUYEHHYO 30HY.
3anyck npunoxe- |[MpunoxeHne MOXET 3arpyxaTb JOYEPHUE MOAYN, KOTOpbIE Takke He BOMAYT B Npodwmrb
HUS He B Npodmiie |cucTeMbl. [laxe ecnv Takoe NpUrioKeHue siBNSeTcs BPe4OHOCHBIM U BbINOHUT Y CTaHOBKY
Kakmx-nmbo [OMnonHMTENbHBLIX KOMMOHEHTOB, TO WX nocnegywouwlas 3arpys3ka byaer
npegoTBpaLl eHa.

¢ BLINONHUTL B pexume ob6HoBneHus MO

BbinonHeHWe NpunoxxeHnst nog Tekyllen y4eTHoW 3anncbio 6e3 orpaHmdeHuin. MNpu aTom

- F ]
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NPUIOXEHWE N BCE €ro J0YepHUE MOLYM MOMELL aloTCs B MPOdmIib CUCTEMbI U JOBEPEH-
HYIO 30HY.

e 3abnokupoBaThb (M0 YMONMYaHuio)

BriokvMpoBka 3anycka NpuIioXeHust.

3anyck Henognu-
CaHHOro MHcTan-
nsTopa

¢ YcTaHOBUTb

BbinonHeHne nHcTannaTopa noa TeKyLen yyeTHon 3anuceto 6e3 orpaHnyeHuii. [Npu atom
nocrne yCTaHOBKM NPUIOXEHWEe U BCE ero JO4YepHME MOAY MU NOMELL aloTCA B Npodmib CU-
CTEMbl U JOBEPEHHYIO 30HY.

¢ YCTaHOBUTb B OrPpaHU4Y€HHOM peXxXume

BbinonHeHne nHcTannstopa B U30NMpoBaHHOM cpefe (MecovHuLEe) Nof yYeTHOM 3anuchbio
nonb3oBatens «V.L.P.O.» ¢ orpaHuyeHHbIMU npuBunermamn. MNpyu aTom gobaBneHus B
nNpogwinb CUCTEMbI HE MPOVCXOAMNT.

e 3abnokupoBaTthb (M0 yMOMYaHuIo)

BriokupoBka 3anycka MHcTannaTopa.

HapyweHve nomu-
TUKW KOHTPONSA

e PaspewnTtb
PaspelueHre NpunoXXeHno BbINOMHWUTL AecTBME, COoBMajarollee C yCroBusaMu npasunal
3a[1aHHOW NONMUTUKN KOHTPOSS.

e 3anpeTuUTb (MO YMONMYaHUIO)

3anpeT NpunoXeHuo BbINOMHUTL AENCTBME, COBMajarolliee C YCIOBMSMU MpaBuna 3a-
OaHHOM NOMUTUKN KOHTPONS.

e 3anpeTuTb U 3aBepPLMTb NPUNOXeHue

3anpeT NpUnoXXeHuto BbINOMHUTL AENCTBME, COBMajatollee C YCroBUSIMKU MpaBuna 3a-
OaHHOW NOMUTVKM KOHTPOSA, 1 NocneayoLlee 3aBepLleHne NpUIoxXeHust.

Mpy ycTaHoBKe duiaxka 3anOMHUTL pelleHWe Ha CeCCUI0 yKasaHHble AeicTeus ByayT
BbINOMHATLCA MHOTOKPATHO B pamKax ceccuu, B 06paTHOM criyyae — OfHOKpaTHO.

3arpyska HegoBe-
peHHon DLL

e PaspewnTtb

PaspelueHne 3arpy3sku DLL-61bnnotekn 6e3 orpaHnyeHunin.
e 3anpeTutb

3anpeT 3arpysku.

3anyck nHTepnpe-
TaTopa CKpUnNToB

e Paspewmntb

PaspelueHne 3anycka 6e3 orpaHuyeHui.
e 3anpeTutb

3anper 3anycka.

Mogudwmkaums
PE-danna He
WMHCTannsiTopom

* PaspewnTtb

Paspeluenvne moandmkauum PE-carna.
e 3anpeTuTb

3anpeTt mogugmKaumm.

CopocbTe (hrnaxok BKnouYnTb aBTOMaTU4YeCKY0 06paboTKy MHLMAEHTOB, eCiv npea-

nonaraeTtca gerermposaTtb MOJIHOMO4YNA MO o6pa60TKe MHUMOEHTOB JIOKalibHOMY MOJ1b30-

BaTeno SoftControl SysWatch.

3awuTa naponem

UTtobbl yCTaHOBUTL OOLWMIN MapOSibHbIN AOCTYN K WHTEpdency wumm AevHCTarraTopy

———————.
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SoftControl SysWatch Ha knneHTCKOM X0CTe, nepengute B pasgen 3awmrta naposiem Ka-
Teropum SysWatch n yctraHosute dnaxok BknrounTtb 3awmuTty naponem (pvc. Hactpon-

KV NaporbHOM 3aLmTbl ).

/ PEAEKTMPOBBHWE HaCcTpOoEeK KNWEHTOB

* OBuwwme HacTpoiiki [ 3anperus 10e y HaCTpOii

¥ SysWatch Brnrouute 3awuTy naponem
KonTponb akmvsHocTi
Vrpsenenue pisenrau | Napons [E—
JawmTa naponem Moarsey sssssssse

» Cranwposanue O —
| OBnact geictema |
» O6HoBReHWE —_—

HacTpoiiku nrepbetica HMsmenenune ceoiicTs nporpammel

Cruetsl ¥Ypanerne nporpammel
CnoeewsHwA
Cpanopasossie naponu
» Monutiaka KOHTpORR
» DLP

3HaueHnsA BCeX NapaMeTPOE KOPPEKTHE

e ] [ Omers

LEEEES———
PucyHok 47. HacTpoiku naponbHoOMn 3awmThbl

3apante Maponb 1 BBeaute ero NMoarBepxaeHue, nocre Yero oTMeTbTe O0brnacTn gen-
CTBYSI:
U N3meHeHne CBOMNCTB NpPOorpamMmbi:
3anpoc napons npu goctyne k ['NUIMN SoftControl SysWatch.
U YpaneHue nporpamMmmbl:
3anpoc napons npwu 3anycke yganenusa SoftControl SysWatch.
BbicTaBuTE hriaxxok 3anpeTuTb NOKanbHOe yrnpaBneHne HacTpomKamm, ecrim Heobxo-
OMMO 3anpeTuTb pedaktTupoBaHue HacTpoek SoftControl SysWatch ¢ krmeHTckoro xocrta.

CocTosiHve aaHHou onuum ByaeT Takke oTobpaxkaTbCa Ha BKnagke KnveHTbl %)

HacTtponku obHoBneHus
B pasgene O6HoBneHune — O6wume HacTpounku kateropum SysWatch HacTpowite onumm
OOHOBIEHMS.
B obrnactn CoctraB obHoBneHun Bbibepute Tpebyemble kKomnoHeHTbl SoftControl
SysWatch ana o6HoBneHus:

U MporpamMmHbie moaynu;

— e &
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B obrnactn CoeauHeHune yctaHoBute ¢riaxok Mcnonb3oBaTb napameTpbl MPOKCU-
cepBepa 1 yKaxure HeobxoaymMble HAaCTPOWKKU, eCrv ANt COeQUHEHUsI C MHTEpPHET-CepBe-
pOM 0BHOBEHUI UCNOSb3YETCH NPOKCU-CEPBEP.

B obractn MNMoarBepxaeHue OT nonb3oBaTensa ycraHoBuTe driakok 3anpawuBaTtb
noAaTrBepxaeHue nepen obHoBneHuem, ecrim TpebyeTca otobpaxaTb Avarior ¢ 3anpo-

COM noarBepXxXaeHna onepaunnm Ha KInmeHTCKOM XOCTe.

B pasgene O6HoBneHne — UCTOYHUKM OOHOBNEHUN MOXHO BblIOpaTbh cnocod obHoB-

NieHnA:

o O6HOBUTL Yepe3 CepBUCHBbIN LleHTp — 06HOBEHNE NOCPELCTBOM BHYTPUCETEBO-
ro cepsepa 06HOBEHUI;
o OBHOBUTL 4Yepe3 UHTepHeT — 00HoBIeHMe Yepes cepBep obHoBneHnn OO0 «[po-
TeKweH TexHOMooKn» , AOCTYNHbLIN NOCPeacTBOM ceTu NHTepHeT.
B o6nactm UcTO4YHMK OOHOBNEHUN YKa3biBalOTCS agpeca, C KOTOpbIX NpoussBoautcst 06-
HOBIEHVE sapa NPOAKTUBHOW 3almTbl U AOMONHUTESbHBIX BHELLHMX KOMMOHEHTOB. 3Ha4ve-
HWUSE No ymordaHuo 6epyTtcs u3 HacTpoek obHoBreHust komnoHeHTa SoftControl Service
Center.

PEAEKTIIPOBBHHE HaCTpoeK KNAeHTOE A

¥ OBwme HacTpolikK

N OBHoBMTE yepes CepancHiii LieHTp
W

M5 W OMACaHue () OBHOBMTE 4Yepes MHTEPHET
Kapréur Werounvk obrosnenuii:

IP-agpeca cepeepa

Homep nvuessnm
¥ SysWatch

KoHTpone akTMeHOCTI

-

AvV4 http:/fupdates.safensoft.com/FLSVCES-ETSTKWE-AFQTIGE/A..
¥npaeneHne MHLMABHTaMI
3awmTa naponem

¥ CKaHWpoBaHWe

OBwme HacTpoliki
Hacrpoliki pacnucanma

v OBHoenenne

OBwme HwacTpoliki J

Wcrourukn oGHOBNeHMIA
Hactpoiikk pacnucanma
Hacrpoiiku uHTepdelica
OmueTel
Cnoeewexna

Oaxopascesie napani

¥ Monnrnka konTpons 3HaYEHWA BCEX NaPaMETPOE KOPPEKTHBI
YerpoiicTea

Mogynu
Jlosepenneii cnucok asToz [ MpuMeHuTs l l OTmeHa

Elo—
PucyHok 48. HacTpoiku nCTO4YHUKOB OOHOBMNEHUA

B paspene ObHoBneHme — Hactpomku pacnucaHua kateropum SysWatch moxHO

YyCTaHOBUTb pacnucaHne oOHOBIIEHMs, AN 3TOro ycTaHoBuTe dhriaxkok 3aaaTb pacnuca-

- (& ]
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HUe N HacTpouTe napameTpsbl (puc. Hactporikn pacnmucaHus obHOBEHUA = ). B cueTumke

YacToTa gHen ykaxute nepuoanyHoOCTb, C KOTOpoW ByaeT BbINOMHATLCS 3afada, a B rnose

BpeMﬂ 3anyckKa — BpemMsd Ha4daria BbIlNOJIHEHUA 3aJa4n B cpopmaTe Y4.MM.CC.

- PeaakTMpOBaHWe HAaCTPOEK KNMEHTOR

»  OBwmre HACTPOHKA
¥ SysWatch

3agats pacnucanne

Tun pacnmcanma:
KoHTpone axtueHocTi EE Mo gram

¥npaEneHne MHLMAEHTAMMK

5]
Jawwta naponem YacTtoTa aHeit:
|

»  CranuvpoBaHue

4

O6roBneHne Epems sanycka: [20:30:00

OBume HacTpoiiku
WcToummun oBHOBNEHMIA
Hactpoiiku pacnucanma

Hactpoiiku uxTtepdeica

OrueTts

OnoeeweHmA

Opropazossie napoau

» TMonnTuka KoHTponA
» DLP

3HauyeHnA BCEX NapaMEeTPOE KOPPEKTHEI

[ Mpumerurs || Orena

PucyHok 49. HacTtpoikn pacnucaHusi oOHoBneHus

= Hactpouku nHtepdenca
B pasgene Hactpounku nitepdenca kateropmm SysWatch sbibepure Heobxogmmble on-

uvm nHtepdperica SoftControl SysWatch Ha knmeHTCkmx xocTax (puc. Hactpovikn nHrepdent-

g65 ):

— &

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTpONb aKTMEHOCTI

MokasbIEaTe 3HAYOK NPOTPaMMel B 0BNACTH YEEAOMAEHWIA

D BrAtouMTb 3BYKOBOE CONPOBOXASHWE

¥npasneHne MHLMAEHTEMM
3awwmta naponem

» Cranwposanue

» OBHoeneHWe
Hactpoiku uHTepdeiica
Oryetel
Onoeewerua
CnHopasosskle Naponu

» [MoanTuka KoHTpORR

» DLP

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

|
PucyHok 50. Hactpowku uHtepdenca

U Moka3biBaTb 3HA4YOK NporpamMmbl B 0651acTv yBeJOMIEHUN:
oTobpaxeHue 3Hayka SoftControl SysWatch B o6rnactu ysegomneHui.
U BknounTb 3ByKOBOE COMPOBOXAEHMUE:!

COMPOBOXAaTb YBEAOMIIEHMSI NMPOrPaMMbl 3BYKaMM.

OTyeThbl
B pasgene Ot4yeTtbl kateropum SysWatch Hactpowte napameTtpbl SoftControl SysWatch
MO MPOTOKOSMPOBAHUIO B TEKCTOBbIE OTYeTbl M perucTpaumm cobbitui B8 WMI (puc.

HacTpoiikn otyeTos °%).

B obnactn OT4yeTbl ycTaHOBUTE (hriaxxok DopmMmupoBaTb OTHYETbI, YTOObLI BKIMOUUTL (PYHK-
LMI0 BEOEHMS TEKCTOBbIX OTYETOB, M BbibepuTe BUabl COObITUN 4151 NPOTOKONMPOBAHMS:
U O6HoBnReHuMeE;
U MposBepka,;
U CucteMHbIN:
U Yrposbil;

U Cnyx0bl n Henoao3puUTENbHbIE NPUNOXKEHUSA.

— &
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P Pegakmiposanine HacTpoek KNMEHTOE ~

»  Ofwmne HacTpoHKK
¥ SysWatch
KoHTpOAb aKTMBHOCTI
¥Ynpasnenne MHLMAEHTAMU
3awmta naponem
* Cranvposatue
» OBHoBneHWe

Hacrpoiiku nntepdeiica

CnoeewsHwA
Cpanopasossie naponu
» [lonnTWka KOHTponA
» DLP

[ Omers |

DopMUpOBaTL OTHETE
OBHoEAEHKME
MNpoeepka
CWCTEMHBIN

Yrposu

D ChyxBbl ¥ HENOAOIPUTEABHEIE NPUACKEHNA

(PopmuposaTe oT4eTs (B AHAX): 30 a

| PoTaumws oT4eTos |

BratounTs poTaumie

OrpanuseHme no BpEMeHH:[ 0 j [ ek E
QOrpaHun4etne no pasmepy: [ 10 a [ MiB E
KonvHecTso XpaHrmblx OTHETOS 0 a
( Perucrpauma cobumuii 5 WMI Y
Bratount perncrpaumio cobemnii 5 WMI
Pasmep ucropun WML 10 a
3Ha4EHMA BCEX NAPAMETPOE KOPPEKTHEI
Mpumerute ] [ Omvena

PucyHok 51. HacTtpoiku oTyéToB

BbicTaBute raJjiouky Cny)Kﬁbl n Henoaoo3puTtesribHble NMPUINOXEeHUs, 4YTOObI BKIHOYUTL

3anMcb cobbITUM 3anycka/oCTaHOBKK Cryx0. Cryx0Obl, KOTOpblE BblfM 3anyLUeHbl 40 CUCTEM-

HOW CJ'IY)K6bI safensec.exe, 6y,u,yT nomeYyaTbCs B oT4eTax Kak bbiia 3ariyuweHa paHee.

B cueTumke ®opmrMpoBaTb OT4YeTbl (B AHSAX) YCTAHOBUTE KONMMYECTBO AHEN, 3a KOTOpPble

coxpaHsieTcsa uctopust cobbITUN.

B obractn PoTtaumsa oT4yeToB Npu HEOOBXOOMMOCTM YCTaHOBUTE oraXXok BKNOYUTL po-

Tauuro 1 yKakute napameTpbl poTaumnmn (O,EI,MH nmm HeCKOJ'IbKO), orpaHmymBaroLLpe Kosrmye-

CTBEHHbIE€ XapaKTEePUCTUKN TEKCTOBbLIX OTHETOB.

b Orpan-leHMe no BpemMeHu:

BBEAWTE B JAHHOM Mofie BPEMEHHOM MMMUT OOHOro dpanrna otdeta un Bbibepute ean-

HULbI BENMYMHBI B BbINagatoLweM Cnmcke (CeKyHAbl, MUHYTbI, Yachbl, AHW).

¢ OrpaHuyeHue No pasmepy:

BBeAUTE B AaHHOM rorie NMMUT Mo pasmMepy OAHoro dpaira otyeTa v Bbibepute eau-

HMUbI BENMMYMHBI B Bbinagatowwem cnvcke (b, Knub, Mub).

KonuyectBo XpPaHUMBIX J1OroB:

BBeauTe B JaHHOM rnoJie MakCcMMaribHOe YNCII0 XpaHUMbIX yacTeun CbaVIﬂOB OT4yeTOB.

B obnactn Pernctpauunsa cob6bitun B WMI yctaHoBuTe chriaxxok BknounTb perncrpa-

uuto cobbiTun B WMI 05151 BKIMIOYEHUST COOTBETCTBYIOLLEN OYHKLMM U yKaxuTe Pasmep uc-

- (5]

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

Topumn WMI B ogHOMMEHHOM Mnosie.

i [ns npegoTtepalleHns Npobsiem ¢ NOBbILWEHHLIM NOTPEONeHeM CUCTEMHBIX pecyp-
COB He pekomeHayeTcsa 3agaBaTb pa3mep uctopum pasHbiM 6onee 100 cobbiTui,

onTumansHasa senmduHa — ot 10 o 50 cobbITu.

OnoBeweHuns
B pa3gene OnoBeweHus kateropmm SysWatch yctaHosute donaxok NokasbiBaTb ono-
BelweHusa Ons oTobpaxkeHus rokanbHbix onoBeleHun SoftControl SysWatch Ha knveHT-

CKUX XOCTax Bbl6€pI/ITe HeobxoayMble TUMbl COOOLLEHU (pI/IC. HacTtpoika fiokanbHbIX 0rno-

BeLeHn °%):
U Cratyc 3awuThl;
U O6HOoBMNEeHMe nporpaMmmbl;
U MpoBepka koMnblOTEPA;
U OtyeThl;
U JIuueH3us;
U YcraHoBKa (yaaneHue) nporpamm;
U BnoknpoBaHue moayren nporpaMmmbl;

U OrpaHu4yeHue NpuUnoxeHUn.

PeaakTMpOBaHWe HAaCTPOEK KNMEHTOR

»  OBwmre HACTPOHKA

¥ SysWatch
KDHTPOﬂb AKTHEHOCLTA
¥npaeneHne MHLMIEHTIMK D Cratyc sawpmrsl

3awwTa naponem

MokaskiEaTh ONOBEWEHIA

»  CranuvpoBaHue
P [] OBHoEnenne nporpanme
» OBroenshne
Hactpoiiku uHTepdeiica
CrueTsl [ NMposepka komnbroTepa
OnoseweHwa
OpHopasoesie Naponw
Oryetel
* TloanTvka KoHTpons Cl

» DLP
[ Nuuenzna

[ ¥craroska (yaaneHwe) nporpamm

[] Baokuposanie mogyneii nporpanmai

"] Orpannuenme npunoxenmi

3HauyeHnA BCEX NapaMEeTPOE KOPPEKTHEI

[ Mpumerurs || Orena

=
PucyHok 52. Hactpoiika nokanbHbIX onoBeLueHUN

— &
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OpgHopasoBbie naponum
B paspene OgHopa3soBblie naponu kateropmm SysWatch ycraHoBute drnaxok Bknro-
YUTb OQHOpPA30Bble NAPONMN N HAXMUTE Ha KHOMKY & (CreHepupoBaTb KNko4) A1 Bbl-
paboTkn 256-6UTHOro Kro4ya, Ha OCHOBE KOTOPOro 6yayT BbIYMCIATLCA OAHOPAa30BbIe Na-

porm (puc. HacTpoiikn ogHopasoBbix napornen °%).

L .
l CwmeHa knova genaeTt HeencTBUTENbHbIMU BCe npeabiayupe naponu.

P PepaktvpoBaHUe HACTPOEK KNWEHTOR x

»  OBuwme HacTpoidkn
¥ SysWatch

KoHTponb aktMeHoCTH

BintounTh 04HOPas0ELIE Naponm

YnpaeneHne MHLUMAEHTMU

3awwTa naponem Kniou ana renepauni naponei (CMeHa Kntova AenaeT HegedcTEUTENbHEIMK BCe
»  Cranvposanune MpEeABIAYLIME NEpoaM):

*» OBHoBREHWE

{ 6EEZhzB2TZDOSTSMBNK2y WHujmwNnT+1WDPKV1cmZ6Y= | &

Hacrpoiiku nhtepdeiica
Orerst Bnokuposart knasmatypy
CnoeewsHwA
Opropasossie napoam
* [lonuTika KoHTponA
» DLP

3HaueHnA ECEX NapaMEeTPOE KOPPEKTHE

T pr—

PucyHok 53. Hactponku ogHopa3oBbIX naporsneu

[ns 6rokuMpoBKM KrnaBmaTypbl Ha KIIMEHTCKOM XOCTe BbiCTaBuTe ranoyky bnokmpoBatb
knaBuaTtypy. [locrne Toro kak SoftControl SysWatch nonyuit HacTpovku, krasuatypa Ha
KIMEHTCKOM xocTe OyaeTt 3abrokvpoBaHa. [ns CHATMA GIIOKMPOBKM HEOBXOOUMO BBECTU
naposnb. SoftControl SysWatch npoBepsieT Bce BBeAeHHbIE MOMb30BaTENEM MocrenoBa-
TEeNbHOCTU CUMBOJIOB, M KaK TOMbKO pacno3HaeT naposib, 6riokMpoBKa KriaBmaTypbl CHUMa-
etcsa. Kpome TOro, 6riokMpoBKa CHMMAETCS MNPy OTKIOYEHUM U nepes3anycke CUCTEMHOM
cnyxbbl safensec.exe.

Ecrm knaBuaTtypa He ucnosnb3yeTcs B TedeHne 15 MuHyT, oHa cHoBa BrokupyeTcs.
HenocpencteBeHHasa reHepauusi 0o4HOPa30BbIX MAporien OCyLeCcTBAeTCa Ha Bkraake [oa-

pasgenenus ',

— &
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= Monutuka KOHTponA: YcTponucrtea
B pasgene MonuTtuka koHTponsa — YcrpounctBa kateropum SysWatch Hactponte npa-
BWIa UCMOMb30BaHNsA CreayloLyiX BHELLHMX YCTPOWCTB M NMOPTOB CUCTEMbI Ha KIMEHTCKMX XO-

ctax (pvic. MommTrka KOHTpOns ycTporcTs ™2 ):

* USB-ycTponctaa,;

e CD/DVD-yctpowcTBa;

¢ LPT-nopThbl;

* COM-nopThil.
Urobbl onpepermtb npaBa goctyna k USB-ycTtponcTBam, 3agante nx COOTBETCTBYIOLWMU
draxkamu B ctonbuax YteHme, 3anucok n Yaganenue ns tvna USB-ycTponcTtBa.
[ononHutenbHO MOXHO 3adaThb UCKMoYeHust — Gerbin cnucok USB-ycTtponcTs, ana KoTo-
pbIX HA3HAYeHHOE NpaBwUno AencTBoBaTh He ByaeT. [19 9TOro HaxxmuTe Ha cebifky flonon-
HUTENbLHO U B MOSIBMBLLEMCS OKHE HaXMUTE Ha KHOMKy “ (lo6aBuTb) (puc. Vicknoyenms

ana USB-yctpoiicts ™).

P PeaakTMpoEaHWe HACTPOSK KNWEHTOE

* OBuwwme nacTpoliki Yerpoiicteo +  UreHue MCh ¥ YaaneHue
¥ SysWatch
KoHTpob akTMEHOCTK

COM-nopTel

LPT-noptel
¥npasnenune MHUMAEHTaMI CD/DVD-ycrpoiicrea

AR
HRE

» Cranwposatue

]
<]
]

» OBHoBneHWe
Hactpoiiku uHtepdeiica
Oruets
OnoeeweHmA
Canopasossie naponn

¥ [MoauTuka KoHTpOAR

Ycrpodcrea
Mogyam

JloseperHslii CNMCcoK 3ETO3ar

‘Daiinosan cucTema
Cucremsnili peecp [T 3anperuts asTozanyck AnA Ecax yeTpoiicTs
Cem

Mpodnaun BesonacHocTn
Mpueuneruu npoueccos
BzaumogefcTene npoleccos

Ceptudukatel

NoAb30EATENM W MHTEDEAbI OononxutensHo
JanpeweHHsie cnyxSsl
» DLP 3Ha4eHWA BCEX MAPaMETPOB KOPPEKTHbI
[ Mpumerute ] [ Omena

Dl e—
S —

PucyHok 54. Monutuka KOHTPONSA yCTPOUCTB
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P Benwiii ciucox USB YCTpoWcTE
|5 &

AxtveHo | ID nocraswwmka | ID npoaykTa Pegunzua Cepuitbii N2 Urenne w 3anuch Ypanenve

0930 6545 Kingston DT_101_G2 PMAP  001CCOC61220EA9044200183

MprmeHuTE ] l Ommena

PucyHok 55. UcknouveHua ana USB-yctponcts

Beeaute napameTtpbl USB-ycTpoincTBa B COOTBETCTBYIOLLMX Nonsax. Monyunte AaHHbIe na-
pameTpbl USB-ycTponcTBa MOXHO criegyrouym obpasom:
1) BctaBbTe HocuTens B USB-nopT koMnbloTepa.
2) Otkpowte ocHacTky [incnetyep yctpomnctB (Device Manager) NaHerm ynpasrieHus
Windows.
3) PasBepHute kateropuio inckoBble yctpounctBa (Disk drives) n aaxagpl Haxmute
NEBOM KHOMKOW MblILLM HA UMeHn nckomoro USB-Hocutens.
4) B nosiBuBLLEMCS OKHE nepenauTe Ha Bkragky CBeaeHus (Details).
5) B Bbinagatoem MeHo Bbibepute ceonctso PoauTtens (Parent). B none 3HavyeHue
(Value) otobpasutca cTpoka Buaa:
USB\VID_<ID nocmaswuka>&PID_<ID npodykma>\<CepuliHbit Ne>,
roe ykasaHbl COOTBETCTBYHOLLME YMCIIOBbIE 3Ha4YeHua napameTpos ID nocTtaBwuka, ID
npoaykra n CepunHbin Ne (nokasaHbl B YrioBbiXx CKOBKaXx).
6) B Bbinagatowem MmeHio Bbibepute csoricteo U o6opynoBaHua (Hardware Ids). B
none 3HayeHue (Value) otobpasnTca cnncok annapaTHbiX WAEHTUMKATOPOB, nep-
BbI U3 KOTOPbIX HEOBXOAMMO UCMOMb30BaTh B KaYecTBe napameTpa PeBusus.
Mocne BBOAa napameTpoB BbibepwuTe NpaBa AOCTyna And AaHHOro YCTPOWCTBa B COOTBET-
CTByIOLLMX cTOoMduax YteHme, 3anucb n YaaneHue. Ytobbl BKNOYUTL YCTPOUCTBO B Ge-
MblY CAUCOK, YCTAHOBUTE (OIIaXoK B CTONOLEe AKTUBHO.
UTt0o6bl yaanMTb YCTPOMCTBO M3 CMMCKA, HAXXMUTE Ha KHOMNKY & (YaanuTb).

MpaBura coxpaHsoTcs Nnocne HaxaTus Ha KHomnky MpUMeHUTb.

[ns USB-yCTpoOMCTB MOXHO Takke 3afaTb BPEMEHHbIE MHTEpPBarbl 1 nosnb3oBarternen (Mm

rpynnbl nosib3oBaTenen), Ans KoTopblx OyayT AevicTBoBaTb BblOpaHHble npaBa AoCTyna.
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Ans atoro Haxxmute Ha ccbinky Monb3oBaTenu u MHTepBanbl. B nosBuBlEMCA OKHe
yKaXxuTe BpeMeHHble MHTepBanbl U 4ob6aBbTe nonb3oBaTerne ¢ NoMoLpo kHonkv foba-

o 2
BUTb (pyc. [Jo6aBrieHre BpeMeHHbIX MHTEPBAIOB 1 NoMb3oBaTerneit Ans npasuna '=). Yro-

Obl UISMEHEHUS BCTYNAIN B CUITY, HAXKMUTE Ha KHOMKY MpUMEHUTD.

Monssoeatenu u WHTEPEQNLI

Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTte EpeMeEHHLIE MHTEPBANL), B TEUEHWE
KOTOpeix ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hawano Koney

[194728 | [20:47:28

[ NobBasute I [ Yaanute I

[Mpmuerrs | [ oruera

PucyHok 56. [lobaBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTenien Ans npaBuna

YUtobbl 3abrokmpoBatb goctyn k CD/DVD-yctponcteam, COM-noptam wm LPT-nopTam,
cbpocbTe nobor 13 draxkkoB B ctondbuax YteHue, 3anucb v YaaneHue ans cCooTBeT-

CTBYIOLLMX TUMOB YCTPOMCTB (Mpu 3TOM ByayT cOpOLLEHbI BCE thrakkm ANs AaHHOIo Tuna).

i Ana nameHeHus npas goctyna k noptam (COM, LPT) gononHutensHo Heobxoavma

nepes3arpyska CUCteMbl Ha KIMMEHTCKNX XOCTaxX.

OTmeTbTe onumio 3anpeTUTb aBTO3anycK ANA BCeX YCTPOUCTB, ecrm Tpebyetca 6so-

KnpoBaTtb aBTo3arpysky Bcex USB- n CD/DVD-ycTponcTB.

Monutuka koHTpons: Moaynu
B pasgene NMonutuka koHTponsa — Moaynu kateropmm SysWatch Bbl MoxeTe 3agaTb

npaswra anda otaeribHbIX I'IpI/IJ'IO)KeHI/II‘/'I, YCTAHOBJIEHHbIX HA KITMEHTCKUX XOCTax (pI/IC. MNormtn-

Ka_KoHTpons mMoayrein ). Mo ymorMaHuiio AaHHasi BO3MOXHOCTb OTKIHOYEHa; ANA BKIOYe-

HWA BbICTaBUTE ij'la)KOK Mcnonb3oBaTb YacTHbIe HaCTpOﬁKM Aansa Monyneﬁ.

i Mpu BbicTaBneHHoM oriaxke Mcnonb3oBaTb YacTHbIe HAaCTPOMKM ANA Moay-
nen nocrie NPUMEHEHNA HAaCTPOEK Ha KIMEHTCKMX XOCTax BCe JoKarnbHble HacTpon-

K1 6yayT yaaneHsl 6e3 BO3MOXHOCTU BOCCTaHOBIIEHNS.
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»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTponb aKTMEHOCTA
YnpaeneHne WHUMEHTaMK
3awmta naponem
Cranwposanue
O6HoEneHNE
Hactpoiku uHtepdeiica
OrueTts
OnceeweHwa
CnHopasossle Naponu
¥ [MonanTuka KoHTpORR
YcrpodcTea
Mogyam
JlosepesHsIi Cnucok a8TO3ar

Paiinosan cucTema

Wcnons3o8aTth YacTHbIE HACTPORKW AnA MOAynei

=7 g
.

wuaucht.exe Windows Upadate
alg.exe Application Layer Gateway Service
SMS5.ExE Session Manager Windows NT
] csrss.exe Client Server Runtime Process

winlogon.exe Windows NT Logon application

trustedinstaller.exa Windows Modules Installer

MSCOrsvw.exe .MET Runtime Optimization Service

wupdmgr.exe Windows Update Manager for NT

CuctemHeIi peectp

Cem

Mpodnaun GesonacHocTn
Mpueuneruu npoueccos
BsaumogedcTene npoLeccos

Ceptwdukatel

SErVICEs.ExNe Services Control Manager
svchost.exe Generic Host Process for Win32 Services
Isass.exe LSA Shell

wuapp.exe Windows Update Application Launcher
drvinst.exe Driver Installation Module
dinotify.exe Windows Device Installati

Pykosodcmeo admuHUcmpamopa

30Ha BRINOAHEHNA

JosepenHbie npun :
Josepetteie npun
Josepettbie npun
Jloeepentsie npun)
JosepenHbie npun
Josepetteie npun
Josepettbie npun
Josepentbie npun
JosepenHbie npun
Josepertbie npun
Josepetitbie npun

Josepenteie npun

Josepettbie npun
\J

ComExec.exe CCM agent service

TSManager.exe CCM TSManager

chinct sva

lits Niztabaca Tnctallar 1

il

Josepetitbie npun

DEHHBIE NPUA

Josepenteie npun

JanpelerHsie cayxbnl
» DLP

Bk

Dl e—
|

PucyHok 57. NonuTtuka KoHTponsi Mmoayrnen

Mo ymorMaHuio okHo cogepxut pag mogynen OC Windows. Ytobbl 4o6aBuUTbL B CAMCOK HO-

Bbl MOAYIb, HAXMUTE Ha KHOMKY “ (lJo6aBuTb). MNosiBmBLLEECS OKHO (pyc. Co3gaHve npa-

BN A8 MoAyns ™) coaepxuT pag BKMagok Ans aobasnerust MHbopmaumi o Moayne 1 3a-

OaHua npasun ana Hero.

Mpaeuna gna peectpa

" Mpaeuna gna ceti

" Mpuernern npouecca

OBwme HacTpofkK | MNpaeuna anA farnosol cnoTemel
MasHTMdMKALMOHH BIE JaHHBIE MOIYAR
Fma Mogyna KommeHTapwid
Myt daiinos
[ Moapobro |
Hazeanue opraHvzavmu:

BnyTpennee uma dafna:

Onucanme:
ABTopckMe npaea:
Bepona:

JobSasuTh AaHHbIE W3 dakna

| o |[ omen |

PucyHok 58. CozpgaHue npaBun ans mogyns

- (& ]

W W W .sns-control.ru


http://www.safensoft.com

Control Service Center Bepcus 6.0.27 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

Ha Bkrnagke UpaeHTU(PUKaLMOHHBbIE AaHHble MOAYIIA YKaXuTe 00LLy0 MHopMaumio no
MOAYIo:

* Uma moayna — obs3aTterbHbln napameTp;

* NMyTn hannos — MHOXECTBO BO3MOXHbIX NyTeN K panry; nosie MoXeT BblTb MyCTbIM;

¢ KommeHTapum — KkpaTKoe onncaHne Moayrs.
B none Mytun ¢pannoB mMoryTt Mcnosnib3oBaTbCA MacKM — MHCTPYMEHT 3afaHus npaBun ans
nobaensemblix 06bekTOB. Hanpymep, ¢ NOMOLWBO MacOK MOXHO 3afaTb 4acTb MyTU K
dranny. Huxe npvBegeH CUHTaKCUC Macok:

* #*# — 3ameHseT Noboe KoNM4eCcTBO CUMBOJIOB, KpoMe cumBorna '\

* #*# — 3ameHseT Moboe KoNM4eCcTBO CUMBOJSIOB;

* #7?# — 3ameHsieT poBHO 1 no6on cMMBON.
B obrnactn Moapo6HO MOXHO ykasaTb CreaytoLLyto AOMOSHUTENBHYH MHOPMaLMo Mo MO-
Aynio (nonst MoryT ObITb NYCTbIMK):

* HazBaHue opraHusauuu;

* BHyTpeHHee umsa channa;

* OnucaHwue;

* ABTOpCKME NpaBa;

* Bepcus.
Takxke Bbl MOXeTe BblbpaTb MOOYSb, LLENKHYB MO ccbifke [lobaBUTb AaHHble n3 danna

(puc. CospaHve NpaBun A8 MOAynA ) 1 yKasas B MOSIBMBLLEMCS OKHe TpebyeMbiin chan.

[aHHble Ha Bkrnagke MaeHTUMKaLUMOHHbIE AaHHbIe MOAYNA B 3TOM ciydyae OyayT 3a-
NOSTHEHbI aBTOMAaTUYECKN.
Mpy npUMeHeHUM HaCTPOEK Ha KIMEHTCKOM XOCTe UCMOSHAEMble MOAYIM COMOCTaBIIATCA
C 3aJaHHbIMN UOEHTUPUKALMOHHBIMU JaHHLIMK Crieaytomm obpasom. VcrnonHaemblin Mo-
Ayrb cyuTaeTcsa CoBMafaloLyM C OnncaHneM, ecriv Bce 3aaHHble B MOEHTU(MKALMOHHBIX
AaHHbIX MO COOTBETCTBYHOT AAaHHOMY Moayrito. [pu aTom:
— ecrnmansg Mmoaynsa 3agaHo HECKOSbKO NyTen, 4OCTaTOYHO COBMafeHus Noboro u3 Hux;
— eCIv MHopMauusi 0 BepcumM Moayna npeactaBsfieHa B pecypcax Ha pasHbiX s3bl-

KaxX, TO 4OCTaTO4YHO NOJIHOIro coBnageHna onmcaHna Bepcun Ha nobom si3bike.

Ha Bknagke O6LMe HACTPOMKM YKaXXUTE YCIIOBUSI BbINONHEHUST MOAYS.

B o6ractn 3oHa BbINONHEHUs BblOepuTe 30HY, B KOTOPOW AOSTKEH 3anycKkaTbCst MOAYIb:
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® OrpaHu4YeHHble MPUNOXEHUS;

¢ 3a6NOKMpOBaHHbIE NPUNIOXEHUS;

¢ [loBepeHHblIe NPUITOXKEHMUS.
BbicTaBute ranoykm Bknountb pexum obHoBneHus MO, ecrim moayrnb OOSTKEH 3anyc-
KaTbCs B AaHHOM pexvme (Tonbko And [JoBepeHHbIX npurioxkeHuii), 1 CoxpaHATb UCTO-
puvIo 3anycka 415 3anMcy UICTOPUM akTUBHOCTU MOAYIS.
B rpynne HasHauyeHue y4yeTHOM 3anucu BbiGepute, NOA Kakom YYETHOM 3anncbio 3amnyc-
KaTb AaHHOE NpurioxeHue (TonbKo Ans OrpaHnyeHHbIX MPUIoXEHN):

* U3onupoBaHHbIN nonb3oBartenb V..P.O,;

* He ucnonb3oBaTb Ha3Ha4YeHUe y4EeTHOM 3anucu.
BbicTaBuTe ranouky B noBepeHHOM cnucke aBTO3arpy3ku, ecrim Heobxoammo paspe-
LLMTb aBTOMATUYECKMA 3aryCK AaHHOrO MOAYSS Ha KIMEHTCKUX XocTax. NepeyveHb moaynen
B J@HHOW KaTeropmm MOXHO rnocMmoTpeTb B pasgerie Nonutuka KoHTponsa — [loBepeH-

HbI CIMCOK aBTO3arpy3ku (CM. Hike ).

Ha Bkrnagke MpaBuna ana dbannoBomn cucTeMbl 3a4a0TCH NpaBuna 4ns 4OCTyna nNpurio-
XeHns K obbekTam hanrnoBon cucteme (aHanormdHo HacTtpovkam B pasgerne [Mommtuka

koHTponsi: PaitnoBas cuctema ).

Ha Bknagke MpaBuna gna peectpa 3ajaloTcs npaBuia Ans OOCTyna MPUIIOXKEHUst K
oObeKkTaM CUCTEMHOIO peecTpa (aHanorn4Ho HacTporikam B pasaerne NonuMTuka KoOHTpors:

CvicTemHblii peectp *%).

Ha Bkragke NMpaBuna ana cetun 3a4aloTca npaBuia KOHTPOSS CETEBOW aKTMBHOCTU And

MPUIOXeHus (aHarNorM4HO HacTpoiikaM B pasaene Mommuka koHtporsa: CeTb &%),

Ha Bkrnagke MpuBunernn npouecca 3agatoTca OrpaHNYeHrst Ha UCMob30BaHMe npoLec-
com npvsunernn Windows Ha KIMEHTCKMX XOCTax (aHarorn4Ho HacTpowvikam B pasgene [lo-

nuTvka KoHTpona: Mpueunerim npoueccos ).

UTOObl M3MEHUTL AaHHbIE MOAYIA, HAXXMUTE HA KHOMKY £ (A3MEeHUTb) um ABaXabl LLErK-
HUTE MO HEMY W HACTPOWTE NapameTpbl aHanorM4Ho AeUCTBUAM Npu Ao6aBrieHmn Moayrs.
YTtobbl yaanMte Mogyrb M3 CiUCKa, HaXXMUTE Ha KHOMKy & (YpanuTb).

MpaBura coxpaHsoTcs Nnocne HaxaTus Ha KHomnky MpUMeHUTb.

Monutuka KoHTpons: [loBepeHHbIN CMMCOK aBTO3arpy3Ku
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B pasgene Monutuka KOHTpons — [loBepeHHbIN CNMCOK aBTO3arpy3ku kaTeropum

SysWatch otobpaxaeTcsi cnmcok mogyrnen, aBToMaTU4eCcKui 3anyck KOTopbiX paspeLleH

Ha KIMEeHTCKMX XocTax (puc. [JoBepeHHbI Cincok aBTosarpyskn ). [JJobaBuTb Moayrm B

CrMCOK MOXHO B pasaene MonuTtuka koHTpons — Mogynm (cm. Bbile ™).

B~ Penakposanie Hactpoek knnerTos

»  OBuwme HacTpoidkn
¥ SysWatch

KoHTpone aktwsHocTi

» DLP

Ynpaenexne uHUMIEHTaMK
Jawmta naponem

» Cranwposanue

» O6HoBReHWE
Hacrpoiiku untepdeiica
COruets
CnoeeweHrA
COpanopasossle napoau

¥ TonuTuka KOHTpoNA

DT e—
| —————

Yerpoictea
Maogynu
JlosepenHeii Cnncok asTosar|
Daiinosan cuctema
CrcTemHbIA peectp

Cetn

Mpoduau BesonacHocTn
Mpneuneruu npoueccos
EsaumopeiicTene npoueccos
CepTudmxathl
Janpewertme cayxbal

Mcnonk30BaTs AOBEpEHHLINA CMMCOK ABTOSATPYsKM.

B

AobaBKTE B CNWCOK Ha

(1] KommeHTapuid

csrss.exe | Client Server Runtime Process

drvinstexe  Driver Installation Module

3 lsass.exe LSA Shell

3HaueHnsA BCeX NapaMeTPOE KOPPEKTHE

e ] [ Omers

PucyHok 59. [loBepeHHbIA CMMCOK aBTO3arpy3Ku

= Monutuka koHTpons: ®annoBas cucrema

B pasgene NMonutuka koHTponsa — PannoBas cucrtema kateropum SysWatch onpege-

mmTe npaBwia OOCTyNa MPUWIOXKEHUA K o6bekTaM hannoBOM CUCTEMbI Ha KIMEHTCKUX XO-

ctax (puc. Monutrika KOHTPOrst haitnoBoii cuctembl 2 ):

* UrteHne danna uim katanora;

* 3anncb B dhann nnm Kkatarsor (CosgaHve/msmeHeHne danna um katarora);

* YnaneHue chanra um katarora.
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»  OBwwe HacTpoiikin Mpaewna ana soHsl
¥ SysWatch
[DrpaHuuer—«the NPUACHKEHNR E
KoHTpONb aKTMEHOCTI

¥npasneHne MHLMAEHTEMM HEIA_LI:I ~ H f ‘7 =
3awwmta naponem | 3 =

» Cranwposanue

Yrenne | 3anuce | Yaanenue | Mpodmnb.. Akt

»  OBHoEnSHWME —
100  #SYSTEM3Z2#DRIVERS\... Paspewwts3anpetuts 3anpetvte No group [ba
Hactpoiku uHtepdeiica 7
ar (N 101 #SYSTEM22##*##M... Paspewwm 3anpetuts 3anpetvte  No group i
YEThI
102 WINDIR##== PaspewwTs 3anpeTuTs 3anpetvts| No group &
Onoeewerua
103 | #WINDIR##**%#MOD... Paspewwts 3anpetuts Janpetvte No group 5
CnHopasosskle Naponu
v Monnrika koHTpons 104 | #WINDIR2WININI Pazpewwts 3anpetute anpetve| No group E
Yerpoiictsa 105 | #WINDIR#SYSTEM.INI  Paspewwts 3anpetuts 3anpetuts No group [
Mogyan 106 | #WINDIR£ZCOMNTROLINI Paspewwts 3anpetuts 3anpetuts No group [
[loBeperHsIi CrMcok 3ETozar 107 | #WINDIR#TASKS\AT#*... Paspewwts3anpetuts Janpetvte No group [
‘Paiinosan cucrema 108 | #CA#BOOTINI Pazpewwts 3anpetute anpetve| No group 5
CuctemHeii peectp 109 | 2CA\EAUTOEXEC.BAT Paspewwws 3anpeTuTs 3anpetuts  No group &
Ceth 110 | #CAEMSDOS.SYS PaspewwTs 3anpeTuTh 3anpetvte No group E“
Mpodnaun GesonacHocTn 111 #PERSOMALZE™# Paspewwts 3anpetuth Janpetvte| No group [
lMpweunerau npoyeccos 112 #ANYSTARTUP#:™=# Pazpewwts 3anpetute anpetve| No group &
Bsanmogeficrsne npoueccos 114 | #*& #MODEXT# Paspewwts 3anpeTuTh 3anpetuts No group &
Ceprnpurate 502 ESNSDIREZ™ 2 Paspewwrs 3anpetuts 3anpetvie| No group "
JanpeweHHsie cnyxSal L ] >
» DLP 3Ha4EHWA BCEX MAPAMETPOB KOPPEKTHbI

F - Mpumerute H Omvena
[S—
e —

PucyHok 60. Monutuka KoHTpons ¢annoBon cUcTe Mbl

MpaBuna pasaeneHbl No cnickam A51st NPUIIOXKEHWA 13 CIieAYHOLLMX 30H BbIMOSHEHMS:
* [loBepeHHbIe NMPUIOXKEHUS;
* OrpaHU4YeHHble NPUIIOXEHUA.
[nsa nepeknoyeHns mexay cnmckamm Boibepute COOTBETCTBYIOLLYIO KaTErOpuio B BbiNada-
toem cnucke MpaBwuna gns 3oHbI. Ecrv TpebyeTca nepemectutb NPaBUio B CMMCOK 4118
NPWIIOXXEHUIA U3 APYron 30HbI BbIMOSTHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBura u Bbibe-
puTe OAVH U3 BApMaHTOB:
* Bce — co3gaTtb NpaBwrio 451 06enx 30H BbINOSIHEHMS, €CIM NPaBUo HAXoAMUTCS TOSb-
KO B OAHOM CTIMCKE;
* OrpaHU4eHHble — NeEPEMECTUTb NPaBWIIO B CMIUCOK NpaBun 4511 OrpaHUYeHHbIX NPUIio-
KEHU;
* [loBepeHHble — NepeMeCcTuUTb NPaBuUo B CNMCOK NpaBun A AOBEPEHHbIX NPUIioxXe-
HUN.
Kaxxgoe npaBurio npeacTtaBnsieT cobon 3ancb B JIMHEMHOM CMMCKE Y UMEET CBOW YHVKaSlb-
HbI noeHTudrkaTop ID. O6bekTbl NPpUMEHEHMA YKa3biBatoTCs B cTtorbue Pecypc, npaBa
AoCTyna K HAM — B cTtonbuax YreHune, 3anucb 1 YpaneHue. Onaxok B cTornibue AKTUBHO
yKasblBaEeT, AENCTBYET M JAHHOE NpaBwUIio.

Ecrm Heckonbko npaswi MMEKOT NepeceKkarLpmecd obractn gencTeus, To NPUOPUTET Bbl-
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MOSHEHUSI B TAKOM Crlydae MmeeT NpaBurio, pacrosioXeHHoe B cnvcke Havbornee Hu3ko. Mo-
NOXEHWE NpaBura B CNMCKe M3MEHSETCS C MOMOLLBIO kHomok & (BBepx) u ¥ (BHuK3).
Ctpoka B ctonbue Pecypc npeacraesnset cobon nytb 0 obbekta uim o6bEeKToB Mnpu-
MeHeHus npasuna. B agaHHOM CTpoKe MOryT UCMOSMb30BaTbCA Mackv — MHCTPYMEHT 3aJaHus
npaBun 4nsa rpynnbl 06bHEKTOB (hainoBor cuctembl. Hanpumep, ¢ NOMOLLBEI0 MacoK MOXHO
cosfaTb NpaBwrio A5 Katarnora u Bcex 00bEKTOB BHYTPU HEr0 WM NpaBurio Ana onpege-
NEHHbIX TUMNOB (pacLmpeHui) hairnos.

Hwke npmMBeaeH CMHTaKCUC Macok:

* #*# — 3ameHseT Nboe KOMYECTBO CMMBOJIOB, KpoMe cumBoria '\' (B crydae pasmelle-
HWS1 B KOHLLE CTPOKM pacrnpoCTpaHAeTCs TONMbKO Ha dainbl KOPHEBOW ANPEKTOPUNY);

* #**# — 3ameHsaeT Noboe KOMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLEHMs B KOHLIE CTPO-
K/ pacrnpocTpaHaeTca Ha dhalrbl KOPHEBOW AVPEKTOPUM, NOSOVUPEKTOPMU U hanrbl
NOAAVPEKTOPUN);

* #?# — 3ameHsieT poBHO 1 nMo6ow cMMBON.

UTtobbl co3gaTth NpaBwUio, HAXKMUTE Ha KHOMKY “* (lo6aBUTL).
B nosiBMBLLEMCA OKHE BBEAMTE MOSHbIN NYTb 40 06bEKTa (harioBON CUCTEMbI WM MAcKy B

norne ®aitn unu katanor (pvc. CosgaHvie npasBuna Ans o6bekTa haiirnoBoi cucTemMbl >).

Bbl MOXeTe ykasbiBaTb Kak nankum Ha floKarbHOM XECTKOM AWCKEe, TaK U CeTeBble Marku.
[Mpu co3gaHum npaBuna Ais ceTeBbIX Manok NyTb ykasbiBaeTca B Buae \\<ums_cepesepa>
\<ums_nanku>. BmecTto cumBorna '\\' MOXHO ucnonb3oBaTb Macky #**#; B aTom criyyae Oy-
OyT NPOBEPATLCA N CETEBbIE, U NOKasbHble nanku. Kpome Toro, MOXHoO ykasblBaTb IP-aga-

pec KoMmnbloTepa C CeTEBOW NArKow.

i Ecrm B npaBune ykasaH IP-agpec komnbioTepa, To npaBuro 6yaeT AencresoBaTh,
TOMBbKO ecrm nofib3oBaTterb Npu JOCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [M03TOMY ecrm He0H6X0aUMO KOHTpOormMpoBaTh A40CTyn 1 no IP-agpecy, v no

ceTeBOMY NyTuW, Co3faiTe ABa OTAeNbHbIX NpaBurna.

-_— (& ]
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Dalin wnm katanor (NoAHBE MyTs MaK macka)

| Ene=zLOG#?2.TXT] l
Mpodwne GescnacHocTu: [ profile_1 E

| YUreHue || Januce || YaaneHwe

|
JanpetiTth ﬂ JanpeTuTh n JanpeTuts n

V] Aicrmsro

o | [ ome |

PucyHok 61. Co3gaHue npaBuna ana o6bekTa hannosomn
CUCTEMBI

Bbi6epute npodunb_Ge30nacHOCTU ANd NpaBuia >° B COOTBETCTBYIOLEM BbiMNaAatoLLEM

cnucke.
3ameyaHue. YCTaHOBUTb WM CHATb (pria>kok AKTMBHO MOXHO TOSbKO B criydae Bbibopa
npocduna no ymorManmio (No group). Npu BeiGope noboro apyroro npoduns, co3aaHHOro
nonb3oBaTenieM, JaHHOE Morie CTAaHOBUTCH HEaKTVMBHbLIM, U €ro 3HaveHve coBnagaeT Cco
3Ha4YeHVeM COOTBETCTBYHOLLErO nosia B pasgene Monutuka koHtpona — Mpodunm Ges-
OnacHoOCTH.
B obnactax YreHue, 3anucb n YaaneHue BbiOepuTe B BbiMagatoLmx CrmMcKkax COOTBET-
CTBYIOLLME NMpaBa A0CTyrna K O6beKTY:

* PaspewinTb — NO3BOSUTb NPUIIOXKEHMIO BbIMOSHATL Onepaumio Hag 06 bekToMm;

* 3anpeTuTb — 3a6OKMPOBAaThL BbINOSHEHME MPUMOXEHNEM ONepaLmn Hag 06 BHEKTOM;

¢ 3anpoc — BbIBOAUTb 3anpoc Mpu COBMageHWn OENCTBUA Hag OObEeKTOM C yCrioBreM

npasuna.

YTo6bl BKNOUNTE CO3AaHHOE NPaBWUIO B CMMCOK U cAenaTb ero 4eNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO N HaXXMuUTe Ha KHoMKy OK.
UToObl M3MEHUTb MPaBWIO, HAXXMUTE Ha KHOMKY £ (MU3MeHUTb) Wi OBaXabl HAXXMUTE Ha
Hero n HaCTponTe NapameTpbl NpaBua aHarorMyHO ENCTBMSIM NPU €ro Co3aHun.
Urtobbl 3apaTh BpeMS AENCTBMA NpaBuna n nonb3oBaTenen (Mmm rpynnbl Nosb3oBaTenen),
K KOTOPbIM OHO MPUMEHSAETCS, HAXMUTE Ha KHOMKY - (lononHUTenbHo). B nossusLLEMCS
OKHE YKaxuTe BpeMeHHble nHTepBarbl U Ao6aBbTe Nomb30BaTenen ¢ NoOMOLL KHOMK1 [lo-

6aBuThb (puc. [lobaBneHe BpeMeHHbIX MHTEPBANOB M Mofb3oBaTenei And npasuma ).

UTo6bl 3MEHEHVS BCTYNWN B CUITY, HXKMUTE Ha KHOMKY MPUMEHUTD.

- (W]
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F Monssoeatenu u WHTEPEQNLI

Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTte EpeMeEHHLIE MHTEPBANL), B TEUEHWE
KOTOpeix ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hauano KoHey

(194728 | [20:47:28

[ NobBasute l [ Yaanute l

[Mpmuerrs | [ oruera

PucyHok 62. [lobaBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTesnien Ans npaBuna

YTobbl yoanutb npasuro, HaXxXmute Ha KHonky 2 (YaanuTtb).

® B Habope normtuk KoHTpons SoftControl SysWatch cogepxatca npegyctaHoBneH-
Hble NpaBura, PacnpOCTPaHSAIOLMECH HA CUCTEMHbIE KaTarorn n obbekTbl pacrno-
NOXEHUS1 KOMIMOHEHTOB NpoaykTa. 3meHeHve v yganeHue npeaycTaHOBIIEHHbIX
npaBun MOXET MoBJieYb 3a cOBOM HapyLeHne 3aWyTbl LENIOCTHOCTU CUCTEMbI KIn-

E€HTCKOro xXocTa.

MonunTtuka KoHTponsa: CucteMHbIN peecTp
B pasgene NMonutuka koHTponsa — CuctemHbin peecTp kateropum SysWatch onpege-
muTe npaswia AOCTyna NPUIOKEHUA K 0O bekTaM CUCTEMHOIO peecTpa Ha KIIMEHTCKMX XO-

cTax (puc. MonMTyka KOHTPOTs CUCTEMHOrO peectpa > ):

® 3anuncb B KoY Unm napameTp peecTpa (CO3,E|,aHI/Ie/I/I3MeHeHVIe Krno4a nnn napameTpa);

* YparieHvie Krova unm napameTpa peectpa.

— &
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»  OBwwe HacTpoiikin Mpaewna ana soHsl
¥ SysWatch
[DrpaHuuer—«the NPUACHKEHNR E
KoHTpONb aKTMEHOCTI

¥npasneHne MHLMAEHTEMM H EIA_LI:I ~ H f ‘7 =
3awwmta naponem | 3 =
)

» Cranwposanue

dannce | Ypanenwe | podunb...  AkTMEHO

» OBHoBneHWe

o - 508 \REGISTRY\MACHINE\SOF... 3anpetus 3anpetvro  No group 4
Hactpoiku uHtepdeiica
Oruerst 509 \REGISTRY\MACHINE\SOF... 3anpetuts 3anpetwte  No group
3an 3a N
OnosewsHua (8 510 \REGISTRY\MACHINE\SOF... peTUTL 3anpeTuTs o group
OaHopasossie naponu 511 ‘REGISTRY\MACHINE\SOF... |3anpeturts 3anpetwie| No group
v Monnrika koHTpons 512 \REGISTRY\MACHINE\SOF... 3anpetute Janpetwte  MNo group
YcrpoiicTea 513 \REGISTRY\MACHINE\SOF... 3anpetute 3anpetwte No group
Mogyan 514 \REGISTRY\MACHINE\SYS... 3anpeTute 3anpetwte  No group
JloBepeHHEIR CNMCoK 28T03ar 515 \REGISTRY\MACHINE\SYS... 3anpetats 3anpetwie  No group
Daiinosan chcrema 516 \REGISTRY\MACHINE\SYS... 3anpetats 3anpetvte  No group
CucremHeli peectp 517 \REGISTRY\MACHINE\SYS... 3anpetute 3anpetwte No group
Cetn 518 ‘\REGISTRY\MACHINE\SYS... |3anpeTuth 3anpetwts| No group
Mpodnaun GesonacHocTn 519 ‘\REGISTRY\MACHINE\SYS... |3anpeturts 3anpetwie| No group
MpHEUNErMU NPOLECCOB 520 \REGISTRY\MACHINE\SYS... 3anpertats 3anpetwts| No group []
BzaumopeficTsue npoueccos 521 \REGISTRY\MACHINE\SYS... 3anpetuts 3anpetuts Mo grou
Al \ A P P! group
Ceprnpurate 522 \REGISTRY\MACHINE\SYS... 3anpeTuTs 3anpetuts  No group
JanpeweHHsie cnyxSal > nl [ i
» DLP 3Ha4EHWA BCEX MAPAMETPOB KOPPEKTHbI

. . [ Mpumesure || Oruena

PucyHok 63. NonuTuMKa KOHTPOSISi CUCTEMHOIO peecTpa

MpaBuna pasaeneHbl No cnickam A51st NPUIIOXKEHWA 13 CIieAYHOLLMX 30H BbIMOSHEHMS:
* [loBepeHHbIe NMPUIOXKEHUS;
* OrpaHU4YeHHble NPUIIOXEHUA.
[nsa nepeknoyeHns mexay cnmckamm Boibepute COOTBETCTBYIOLLYIO KaTErOpuio B BbiNada-
toem cniucke NMpaBuna ana 3oHbl. Ecrv TpebyeTcs nepemMecTuTb NpaBusio B CAMCOK AfA
NPWIIOXXEHUIA U3 APYron 30HbI BbIMOSTHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBura u Bbibe-
puTe OAVH U3 BApMaHTOB:
* Bce — co3gaTtb NpaBwrio 451 06enx 30H BbINOSIHEHMS, €CIM NPaBUo HAXoAMUTCS TOSb-
KO B OHOM CMUCKE;
* OrpaHU4eHHble — NeEPEMECTUTb NPaBWIIO B CMIUCOK NpaBun 4511 OrpaHUYeHHbIX NPUIio-
KEHU;
* [loBepeHHble — NepeMeCcTuUTb NPaBuUo B CNMCOK NpaBun A AOBEPEHHbIX NPUIioxXe-
HUN.
Kaxxgoe npaBurio npeacTtaBnsieT cobon 3ancb B JIMHEMHOM CMMCKE Y UMEET CBOW YHVKaSlb-
HbI noeHTudrkaTop ID. O6bekTbl NPpUMEHEHMA YKa3biBatoTCs B cTtorbue Pecypc, npaBa
[0CTyna K HAM — B cTonbuax 3anucb 1 YaaneHue. draxok B cTondoLe AKTUBHO yka3blBa-
€T, JeVCTBYET M AaHHOE NpaBuro.

Ecrm Heckonbko npaswi MMEKOT NepeceKkarLpmecd obractn gencTeus, To NPUOPUTET Bbl-

-,
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NOSIHEHMSI B TAKOM CIlyMae UMeET NpaBwusio, PacrosioXXeHHoe B cnucke Hambornee Huako. [Mo-
NOXEHWE NpaBura B CNMCKe M3MEHSETCS C MOMOLLBIO kHomok & (BBepx) u ¥ (BHuK3).
Ctpoka B ctonbue Pecypc npeacraesnset cobon nytb 0 obbekta uim o6bEeKToB Mnpu-
MeHeHus npasuna. B agaHHOM CTpoKe MOryT UCMOSMb30BaTbCA Mackv — MHCTPYMEHT 3aJaHus
npaBun 4nsa rpynnbl 06bEKTOB CUCTEMHOIO peecTtpa. Hanpumep, ¢ NOMOLLL0 MacoK MOXHO
cos3gaTb NpaBurio A pasgerna peecTtpa v Bcex 00bekTOB BHYTPU HErO.

Hwke npuBeaeH CUHTaKCUC MacCoK:

* #*# — 3ameHsaeT Noboe KoMYECTBO CMMBOJIOB, KpoMe cumBosia '\' (B criydyae pasmelle-
HWS1 B KOHLLE CTPOKM pacnpoCTpaHaeTCHa TONMbKO Ha NnapameTpbl pasgerna);

* #**# — 3ameHseT Noboe KOMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLeHMs B KOHLe CTPO-
K1 pacnpocTpaHaeTca Ha napamMeTpbl pasgena, nogpasgaerbsl n napaMmeTpbl nogpasge-
roB);

* #7?# — 3ameHsieT poBHO 1 no6on cMMBON.

YTobbl co3aaTh NpaBuIo, HAXMUTE Ha KHOMKY =~ (lo6baBUTb).
B noaBuBLIEMCS OKHE BBeAMUTE MOSHbIN MyTb 4O OOBbEKTA CUCTEMHOIO peecTpa UM Macky

B nore Knwo4 nnu napamMeTp peecTpa, (pI/IC. CosgaHve npaBwna ana o6bekrta cuctTem-

HOro_peectpa ®*), npn 3TOM KOpHEBble pasdenkl peectpa B 3a4aBaeMOM MyTU JOIDKHbI

6bITb YKa3aHbl criegyouym obpasom:
* \REGISTRYWMACHINE\SOFTWARE\CLASSES\- paspgenHKEY_CLASSES_ROOT;
* \REGISTRY\WMACHINE\ - pazgpen HKEY_LOCAL_MACHINE;
* \REGISTRY\USER\<SID>\ - pa3gen HKEY _CURRENT_USER gns nonb3oBartens ¢
yKasaHHbIM ngeHTudrkatopom 6esonacHoctn (<SID>);
* \REGISTRY\USER\ - pa3gen HKEY_USERS.

Knrou vnu napametp peectpa (MyTh MaK macka)

[\REGISTRVAMACHINE\TESTKEV\#**4 ]

Mpodune GesonacHocT: I profile_1 ﬁ]

| Januce || YaaneHue

JanpeTuts ﬂ JanpetiTth n

[v/] AkrusHo

oc ] [omen ]

PucyHok 64. CospgaHue npaBuna gnsa o6bLeKTa CUCTEMHOIO peecTtpa

——————
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Bbi6epute npodunb_6Ge30nacHOCTU ANd NpaBuia °° B COOTBETCTBYIOLEM BbiMNaAatoLLEM

crucke.
3ameyaHue. YCTaHOBUTb WM CHATb (pria>kok AKTMUBHO MOXHO TOSbKO B criydae Bbibopa
npocduna no ymorManmio (No group). Npu BeiGope noboro apyroro npoduns, co3aaHHOro
nonb3oBaTenieM, JaHHOEe Morie CTAaHOBUTCHA HEaKTVMBHbLIM, U ero 3HaveHve coBnagaeT Cco
3Ha4YeHVeM COOTBETCTBYHOLLErO nosisa B pasgerne Monutuka koHtpona — Mpodunm Ges-
onacHocTu
B obrnactax 3anucb 1 YaaneHue BbibepuTe B BbiNagaloLmX CNMCKax COOTBETCTBYIOLLME
npaea AocTyna K 0O6bekTy:

* PaspewinTb — NO3BOSMTb NPUIIOXKEHMIO BbIMOSHATL Oonepaumio Hag 06bekToMm;

* 3anpeTuTb — 3a6OKMPOBATL BbINOSHEHME NPUMOXEHNEM ONepaLmn Hag 06 BHEKTOM;

* 3anpoc — BbIBOAUTb 3anpoc Mpw COBMageHWn OENCTBUA Had OObEeKTOM C yCrioBveM

npasuna.

YTo6bl BKNOYNTE CO3AAHHOE NPaBWUIO B CMMCOK U cAenaTb ero 4eNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXXMuTe Ha KHonky OK.
UToObl M3MEHUTb MPaBWUIO, HAXXMUTE Ha KHOMKY £ (U3MeHUTb) Wi OBaXabl HAXMUTE Ha
Hero n HaCTponTe NapameTpbl NpaBua aHarorMyHO ENCTBMSIM NPU €ro Co3aaHun.
Urtobbl 3apaTh BpeMS AENCTBMA NpaBuna n nonb3oBaTenen (umm rpynnbl Nosb3oBaTenen),
K KOTOPbIM OHO MPUMEHSAIETCS, HAXMUTE Ha KHOMKY - (lononHUTenbHo). B nossusLLEMCS
OKHE YKaxuTe BpeMeHHble nHTepBarbl U 4o6aBbTe nonb3oBaTterien ¢ NOMOLLp 0 KHOMKn [lo-

6aBuTh (puc. [lobaBneHe BpeMeHHbIX MHTEPBANOB M Mofb3oBaTenen And npaswuma ).

UTo6bl 3MEHEHVS BCTYNWN B CUITY, HXKMUTE Ha KHOMKY MPUMEHUTD.

Monssoeatenu u WHTEPEQNLI

Monesosarenn BPEMEHHbIE WHTEDREANBI

BrifepuTe EpeMeHHEIE MHTEPEANE!, B TEYEHWE
KOTOpeiX ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hauano Koney

[194728 | (204728

[ JofasuTte I [ Yaanuts I

| Mpmacrurrs | | Omwera |

PucyHok 65. [lobaBneHne BpeMeHHbIX UHTEPBAIOB U NoJfib30BaTesNien ANA npaBuna

— &
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YTo6bl yoanutb npaBurio, HaXXMuTe Ha KHorky & (YpanuTtb).

i B Habope nosmtuk koHTponsa SoftControl SysWatch cogepxatcs npeaycTaHoOBIEH-
Hble MpaBwa, PAacnpOCTPaHSOLLMECS HA KIOYM 1 NapaMeTpbl peecTpa, Bimsiiowme
Ha paboTy cUCTEMbI U KOMMOHEHTOB NpoAyKTa. MIameHeHne wm yaaneHve npeny-
CTaHOBJIEHHbIX NPaBWI MOXET MNOBJEYb 32 COOON HapyLLeHVe 3aLmThbl LEeNIOCTHOCTH

CUCTEMbI KITMEHTCKOIo XOCTa.

Monutuka koHTpons: CeTb
B paspene MNonutuka koHTtponsa — CeTb kaTeropum SysWatch onpegerute npasuna

KOHTPOMSi CETEBOW aKTUBHOCTM NPUIOXXEHWA HA KIMEHTCKMX XocTax (puc. MNommTrka KOHTpO-

na ceTeBo akTmBHoCTH *):

¢ [lpvem gaHHbIX;
* [lepegada AaHHbIX.
MpaBwuna pasaeneHbl N0 cnncKam 4515 NPUINOXKEHWA U3 CreayHoLWX 30H BbINOSHEHWS:
* [loBepeHHbIe NPUNOXEHUS;
* OrpaHU4YeHHbIe NPUIIOXKEHUA.
[ns nepeknoyeHns mexay cnuckamu Bblbepute COOTBETCTBYIOLLYIO KaTeropuio B Bblnaga-
toem cniucke NMpaBuna ana 3oHbl. Ecrv TpebyeTcs nepemMecTutb NpaBuiio B CAMCOK Ans
NPUIIOXKEHUIA U3 OPYrON 30HbI BbINOSTHEHWS, BbIBOBUTE KOHTEKCTHOE MEHIO MpaBwuia u Bblibe-
puTe OOVH U3 BapUaHTOB:
* Bce — co3gaTtb npaBwrio At 06enx 30H BbINOSIHEHMS, €CIU NPaBUNo HAXOOUTCS TOJb-
KO B OHOM CMUCKE;
* OrpaHU4YeHHble — NePEMECTUTb NPaBUSIO B CAMCOK NpaBun sl OrpaHnUYeHHbIX Npurio-
XeHun,
* [loBepeHHble — NepemMecTuTb NPaBurio B CMUCOK NpaBun A4Sl JOBEPEHHbIX NPUIoXe-

HUWA.

-
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ad PeaakTMpoEaHWe HACTPOSK KAWEHTOE

»  OBwwe HacTpoiikin Mpaewna ana soHsl
¥ SysWatch
[DrpaHuuer—«the NPUACHKEHNR E

KoHTpONb aKTMEHOCTI

¥npasneHne MHLMAEHTEMM H E;_Fl ~ U f ‘ =,
* =7 ;,
3awwmta naponem =

] L3
> .
Cranmposarive D Hassanne lMpodunb... Hanpasnetne Mpotokon Axtve

» OBHoBneHWe
300 Anynetworkactivity Mo group  Brogawee/Wexopawee TCP/UDP

Hactpoiiku wHTepdeiica
P i ¥ 10000 10800.portblock  Groupl Bropmuce/Mowpawee 1CP [

Oryetel
10001 | Violator-block Group_2 Exoaswes TCR/UDP
Onoeewerua

CnHopasosskle Naponu
¥ [MonanTuka KoHTpORR

YerpoicTea
Mogyam
JloseperHbIi cnucok asTozarn
Daiinosan cncTema
CrcTemHelid peectp
Cetn
Mpodnaun GesonacHocTn
Mpweuneruu npoueccos
BsaumogedcTene npoLeccos

Ceptudikatel

JanpeweHHsie cnyxSal L ] >

» DLP 3Ha4EHWA BCEX MAPAMETPOB KOPPEKTHbI

< . Mpumerute H Omvena
[S—
e —

PucyHok 66. Monutuka KOHTpPONA ceTeBOM aKTUBHOCTHU

Kaxxgoe npaBurio npeacTtaBnisieT cobon 3anncb B JIMHEMHOM CMMCKE U UMEET CBOW YHVKaSlb-
HbI noeHTudrkaTop ID. MNMapameTpbl npaBuna ykasaHbl B ctonbuax Hassanue, Hanpas-
nexHune nlMpotokon. PaspelleHve nmm 3anpeT ceTEBOro cCoeAVHeHUs1 yKkasblBaeTcs orax-
Kom B cTonbue PaspelweHune; HeobxoammocTb 06paboTku cobbiTus, B Criydae ero HacTyn-
NeHvs, NokarnbHbIM nonk3oBartenem — B ctonoue MoaresepxaeHune. drnaxok B cTonodue
AKTUBHO yKasblBaeT, AeUCTBYET M AaHHOE NpaBuro.

Ecrnm HeckonbKko npaBun UMEKT nepecekarlmecs obnactn oencTems, TO NPUOPUTET Bbl-
NOSHEHUSI B TAKOM Criydae MMeeT NpaBurio, pacrosioXeHHoe B Cnvcke Hambornee Hu3ko. Mo-
NOXeHne NpaBuria B CNMCKe M3MEHAETCS C MOMOLLBbIO KHoMoK & (BBepx) n # (BHU3).
YTobbl cO3aaTh NpaBuUIo, HAXMUTE Ha KHOMKY -+ (lo6baBUTb).

B nosiBvBLIEMCSI OKHE 3apaiTe napameTpbl npaBuna (puc. Co3gaHve npaBuia KOHTPOIS

ceTeBoil akTMBHOCTU *°):

¢ HaszBaHue — HavMeHOBaHVe nNpaBuna.
¢ HanpaBneHue — HanpaBrieHe CETEBOW aKTUBHOCTW, Onpeaensiolee nHiyuaTopa co-
eIVHEeHVS:
— Bxopsiwee — ceTeBoe coeayHeH1e, MHLMMPYEMOe yaarneHHbIM XOCTOM;
— Ucxopsiwee — ceTeBoe coeanHEHNE, MHALIMMPYEMOE KITMEHTCKMM XOCTOM;

- Bxopgawee/cxopswee — noboe 13 HanpasrieHU.

— &
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* [MpoToKon — TVMN NPOTOKOSAa NepeaaYn AaHHbIX Mo CeTu:
-TCP;
- UDP;

— TCP/UDP — nto60# 13 NpoTOKOJSIOB.

Ha Bknagkax JlokanbHbIM agpec 1 YaaneHHbIN agpec 3a4al0TCs KOHEYHbIE TOUKW, MEX-

Ay KOTOPbIMU OCYLLIECTBJIAETCA Nepenada AaHHblX, Ha KIMMEHTCKOM U yaalrieHHOM XOCTaX CO-

OTBETCTBEHHO. B 06enx Bknagkax Bbibepute, Ha Kakue ceTeBble agpeca v nopTbl pacnpo-

CTpaHdeTCA aencTeme npasura, n BBeauTe 3Ha4eHNAd B COOTBETCTBYOLWLME MOJIA Npr HeOo0-

XOOUMOCTM:

* Aapec — IP-agpec y3na ceTu:
— Jlrobon apgpec;
— OnpepeneHHbIN aapec;
— Omnana3oH agpecos.

* [lopT — ceTeBOW MOpPT:
— lro6bom nopr;
— OnpepeneHHbIN NOPT;

— Onana3oH nopToB.

HazsaHue IH'I'I'P Incoming Connection \
Hanpaenetwe I Bxopswee E
MpaTtokon ITCP E

PazpeweHune
[:I MNoatespwxgesmne

[/ Axrvsro
Mpod¢wmne besonacHocT: [ profile_1 E
NokansHulid agpec | | YaaneHHulid agpec |
Appec [.ﬂroﬁoﬁ agpec ﬁ]
[ J { |
Moprt [ﬂmﬁoﬁ nopT ﬂ
[0 J o |

oo | [ omen |

PucyHok 67. Co3gaHune npaBuna KOHTPOJisi CETEBON aKTUBHOCTU

ﬂ,J'IFI pa3peleHnda ceteBoro coegnHeHnda C yKa3aHHbIMU NMapameTpamMun yCTaHOBUTE (bna-

— &
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ok PaspelweHue, ons 3anpelueHns — copocbTe ero. Ecrm npegnonaraetca o6paGoTtka
COGbITUIA CETEBOW aKTUBHOCTM NMPUMNOXXEHWI NOKamNbHbLIM NONb30BaTENeM Ha KIMEHTCKOM XO-
cTe, yctaHoBuTe chriaxkok MoaTesepxaeHue (Npy 9TOM A0IPKHA GbiTh OTKMOYEHa aBToMa-

Tnyeckast obpaboTka nHUMaeHToB °).

UToObl BKNOUATL CO3AaHHOE NPaBWIO B CMMCOK U cAenaTb ero AeNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXxxmuTe Ha KHorky OK.

Bbibepute npodurs_6e3onacHocTn Ans npasuia *° B COOTBETCTBYIOLLEM BbiNafatolem

Cnvcke.
3ameyaHve. YCTaHOBUTb WM CHATb doriaxkok AKTUBHO MOXHO TONbKO B crydae Bbibopa
npocuna no ymorManuio (No group). lNpu Beibope noboro apyroro npodund, co3aaHHOro
norb3oBaTenem, AaHHOE Mosfie CTaHOBUTCS HEaKTUBHbIM, U €ro 3Ha4yeHue coBnagaeT Co
3Ha4YeHVeM COOTBETCTBYHOLLErO nosia B pasgere MNonutuka koutpona — Mpodunu Ge3-
OMacHoOCTM!.

UToObl M3MEHUTL MPaBWUIO, HAXMUTE Ha KHOMKY ~ (MU3MeHWUTb) i gBakabl HaXXMUTE Ha
HEero n HaCTpoWTe NapameTpbl NpaBwia aHarorM4Ho ENCTBUSIM NPU €ro Co34aHuu.

UTtobbl 3a4aTh BpeMA AeNCTBMA NpaBuia v nonb3oBaTenien (um rpynnbel Nofb3oBaTernen),
K KOTOPbIM OHO MPUMEHSIETCS!, HAXMUTE Ha KHOMKY -+ (lononHUTenbHo). B nosBuBLLEMCS
OKHe YKaXxute BpeMeHHbIe UHTepBarbl 1 JobaBbTe nosib3oBaTtesien C NOMOLLpH KHOMKKu [lo-

6aBuTb (puc. [lobaBreHe_BpeMEeHHbIX HTEPBANOB M Nofb3oBaTternei And npasuna °").

UTOObI M3MEHEHUs BCTYNWIn B CUINY, HO>KMUTE Ha KHOMKY anMeHMTb.

MonbzoEaTens u WHTEpEaNDLI

MonezoEaTens BpEMEHHbIE WHTEPEaNE

ErifepuTe EpEMEHHEIE MHTEDEANE], B TEUSHWE
KoTOpEIX ByaeT AelCTEOBaTE AAHHOE MPABKAD.

Hauano Koney

(194708 | (204728

[ JofasuTh l [ Yaanuts l

| Mpuerurrs | | Onwera |

PucyHok 68. [lobaBneHne BpeMeHHbIX UHTEPBASIOB U NoJfib30OBaTeNnen AnA npaBuna

UTto6bl yaanMTe npaBurio, HaXXMUTE Ha KHOMKy & (YaanuTb).

Monutuka koHTpons: Xaw-cymmbl pannos

-,
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B pasgene Monutuka koHTpons — Xaw-cyMmmbl ¢pannoB Bbl MOXeTe cOo3[aTb CNMCOK
X3LLFCYMM, KOTOPbIE HY)XKHO BKIMOUUTL B MPOUIib, @ TaKkKe CNUCOK X3LL-CYMM, KOTOpble 13
NPOUMSA HYKHO UCKIOUNUTE. JTU X3LL-FCYMMbl OLHOKPATHO MPUMEHSIOTCS K NPOduUnto, HO B
AarnbHenLeM HaCTPOWKN MOTYT M3MEHATLCS, HaNpuMmep Npu 3anycke nHeTanaTopa.
XaLwcymMmbl hanrnoB MOXHO Jo6aBnAaTb B CNUCKM ABYMS criocobamu: Yepes kHorky [loba-
BUTb WM Yepe3 kKHomky UMnopT (3arpyxaetcsa ann XML).

KoHTporbHble CyMMbl (haiifioB MOXHO KOMMpOBaTb M3 BKMaaok [aHHble npodwmns **

CpaBHeHue npocunen .

F PegakmipoBaHuWe HACTPOEK KNMEHTOE

i
IP-agpeca cepeepa Tun x3w-cymams

Howmep nuuerzin [Xam—cwal, KOTOPBIE HYHO BKIIOYWTE B NpOduie g
sWatch

b ] | | =i
KeHTpoae akTMBHOCTH H [Bj o
»

¥npaEneHWe WHLMAEHTAMK

3awmTa naponem WMuma daiina Xsw-cymma | [podune GesonacHocTk

CxaHmposaHue VCOMP9..,  142F0360.. Mo group
OBwme HacTporKK

Hacrpoliku pacnucanya
OBHoBNSHWE
OBwwe HacTporkm
WcTouHukK oBHOENEHUIA
Hacrpoliku pacnucanya
Hactpoikn uaTepdeica
Otuetil
OnoEeweHMA

Opanopasossie naponn

Monnthka korTpons
YerpoiicTea
Mogynm
JoseperHBIf CNUMCOK 3ETO3arpYs

Pakinoean cucTema

CucTemHbld peecTp

CaTh 3HaueHwuA Boex na pPaMETPOE KODPEKTHBI

W -y gaino
Mpoduau BesonacHocTr

‘H{—P

v

MpumenuTe l [ OTmena

PucyHok 69. Xaw-cymmbl chainos
= Monutuka kontpons: NMpocunn 6esonacHocTn
B paspgene MNMonutuka kKoHTpona — lMpodunm 6e3onacHocTn kateropum SysWatch
Bbl MOXeTe 3arpysutb 13 6asbl gaHHbIx SoftControl Service Center npodunim 6e3onacHo-

CTW, obbeaunHsoume pa3nmdHble npaBwia KOHTPOJIA akKTUMBHOCTU B JIOTMYECKUE Trpynnbl

(puc. Npodmnm 6esonacHoCTH 58 ). Co3gaTtb npodmrm MOXHO Ha Bkragke [Npodum Ges-

onacHoctn 7.

88
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F PeaakTMpoEaHWe HACTPOSK KAWEHTOE
~
2.

»  Ofwme HacTpoiiKa
¥ SysWatch

KDHTpDJ'Ib AKTHEHOCTA

YnpaeneHne WHUMEHTaMK

3awmta naponem
» Cranwposanue

» OBHoBneHWe

OrueTts

OnceeweHwa

Hactpoiku uHtepdeiica

OpHOPa30BLIE NapoK

No group
Group_1 [

(N profile_1 V|

¥ TMonnTuka KoHTpONA

YcrpodcTea

Mogyam

JlosepesHsIi Cnucok a8TO3ar
Paiinosan cucTema
CuctemHeIi peectp

Cem

Mpodnan GesonacHocTn
Mpweuneruu npoueccos
BsaumogedcTene npoLeccos
Ceptwdukatel

JanpelerHsie cayxbnl

» DLP

Pykosodcmeo admuHUcmpamopa

A

Dl e—
|

n 1[
i I

PucyHok 70. NMpodnnmn 6e3onacHoctn

Mo ymMOm4aHuio OKHO coaiepXXuT Heusmensiembi npoure (No group), B KOTOPbI BKIKOYE-

Hbl BCe NpaBwra ana oanroBon CUCTEMbI, CUCTEMHOIO peecTtpa, CeTn U MOAyrnen, Umeto-

Lyecs B COOTBETCTBYIOLLMX pasferniax okHa HacTpoek (CM. pucyHku [ormTvka KOHTpons

chaiinoBoii_cuctembl ", MomMTVIKa KOHTPOMS CUCTEMHOTo peectpa >, MomTuka_KOHTPOms

ceTeBoil akTvBHOCTY > 1 MommTuka KoHTponst Moayrei ). Mpasuna aToro Npoduns He

noArexaTt peaakTMpoBaHuio 1 yaaneHuo. [na npocMoTpa nHopmaumm no npodurnto asa-

XObl HAXKMUTE Ha HEro WM HaXkMuTe Ha KHonky © (MpocMoTp).

F Janneie npoguns Besonachoctv: No group

Mpasuna ana gadnosoi crcremel

Mpaewna ans peectpa

Mpasina AnA ceTd I Moagynn || Xsw-cymmel faidnos

HPEBHJ'IB ANA 30HbI

CrpaHvyertbie NpUnoKeHns

-]

#SYSTEM32#DRIVERS\ETC \hosts

#SYSTEM32## £ #MODEXT#
FWINDIR#:=%
FWINDIR##=##MODEXTZ
FWINDIR#WIN.INI
FWINDIR#SYSTEMINI
FWINDIR#FCONTROLINI
FWINDIR#TASKS\AT##JOB
#CAFBOOTINI
ZCAEAUTOEXEC.BAT
#CAFMSDOS.SYS
#PERSONAL#F##

Yrerwne
Paspewute
Pazpewute
PazpewuTs
Paspewnte
Pazpewute
Pazpewuts
PazpewuTs
Paspewute
Pazpewute
PazpewuTs
Pazpewnte

Pazpewute

3annch
3anpetute
3anpetute
3anpeTUTs
3anpemirs
3anpetute
3anpeTuts
3anpeTuts
2anpetute
3anpetute
3anpeTUTs
Janpetute

3anpetute

Ypanenue

JanpetvTe
JanpetuTe
3anpetTs
anpemvin
JanpetuTe
3anpetuTs
3anpetvTs
JanpetwTe
JanpetuTe
3anpetTs
JanpetvTn

JanpetuTe

Mpodmie besonacHocT

No group
No group
No group
No group
No group
No group
No group
No group
No group
No group
No group
No group

AKTMBHO

J e

v

>

o J [ o ]

PucyHok 71. Npocdnnb 6e3onacHOCTU NO YMOMYaHUIO
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YTobbl 3arpy3ntb npodurb 13 6asbl AaHHbLIX, HAXXMUTE Ha KHOMKy “+ (3arpy3uTb). B no-

SABMBLLEMCSH OKHe Bblbepute Tpebyemblnn npodunb (puc. 3arpyska npoduna 6e3onacHocTu
90 )

Jarpysxa npo@una w3 Gasul

() default_profile
O default_profile_2
® profile_1

BriGepure npodinb:

PucyHok 72. 3arpy3ka npocunsi 6e3onacHocTtu

Ecrm npodunb € BbIBpaHHLIM UMEHEM YXXe MMeeTCs B TEKYLLMX HAaCcTpOWKax, BblgaeTcs Co-
obweHve 06 owmbke, 1 NpoLecc npepbiBaeTcs.
Utobbl fO06GaBUTL NPpaBuUo onpeaeneHHon KaTteropum B Npodurs, BbINOSHUTE crieayroupe
JeucTBus:

1. MNMepengute B cooTBETCTBYIOLLMN pa3aen HacTpoek SoftControl SysWatch.

2. CosgaWTte HOBOE MpaBUIio UM OTKPOWTE Ha pedaKTUpOBaHVe CYLLECTBYIOLLEE.

3. B okHe co3ganua npasura Bbibepute Tpebyembii Npodunb B BbiNagatoLEM CrMCKe

(cMm. pucyHkn Cosganve nmpaBurna ans obbekta dainoBoi cucTembl o, Cosganue

npaBura_ans o6bekTa CUCTEMHOTO peectpa o2, Co3fgaHve npaBuria KOHTPOSS ceTe-

BOI1 aKTUBHOCTW ).

4. Haxxmute Ha kHorky OK.

UTtobbl yoammtb 13 npochuns NpaBwrio onpenerieHHon KaTeropun, nepenaute B COOTBET-
cTeytowmmn pasgen Hactpoek SoftControl SysWatch v BeinonHuTe ctaHgapTHy0 onepaumio
yoaneHus B 3TOM pasgerne.

Utob6bl nepemmeHoBaTb Npoduns, HaxmmTe Ha kHorky -~ (MepeMMeHoBaTb) 1 B NOSABVB-
LLLEMCS1 OKHe 3afanTe HOBOE MMsI NPodunns.

[nsa npocmoTpa vHdopMaumm no BbIGPaHHOMY NPOUI0 HaXMuUTe Ha KHorky @ (Mpo-
cmMoTp). B nosBuBLLEMCS OKHE YKa3aHa noapobHas uHdopmauus no npodunto, pasgenexH-

Hasi Mo kaTeropusim npasun (cM. puc. Mpodurb 6e30MacHOCTY Mo yMorMaHuio ).

Ytobbl yaammTb npodune BesonacHoCcTH, HaxmuTe Ha KHonky © (Ypanute). Ecrm Bxoas-
upe B npodurb npasura HeobXOAMMO COXpaHWUTb, B MOSABMBLLEMCS OKHE BblbepuTe npo-

urb, B KOTOPbIN OHX ByayT NnepeHeceHbl, U HaxxMuUTe Ha kKHoMKy Oa (puc. Yganenve npodu-

— e &
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1
na°Y); B npoTUBHOM Criyuae HaxmuTe Ha kHorky HeT — Torga Bce npasuria 6yayT yaaneHs!.

¥nanenwe npoguna

'Het' gaHHble npoduns yaanaTcs.

MepeHecTn aaHHbe & Apyroi npoguae? [pw EpiSope sapuaHTa

Mpogune GesonacHocTy: [Group_l g

N O L

PucyHok 73. YoaneHune npodunsa

MonuTtuka kKoHTpons: NMNpueunernn npoueccos

B pasgene NMonutuka koHTponsa — MNMpuBuneruu npoueccoB kateropum SysWatch Ha-

CTpOWTE OrpaHMYeHns Ha Ucnosrb3oBaHWe npoleccamun criegyroupx npveunermn Windows

Ha KIMEHTCKUX xocTax (puc. MormTrka KOHTPOA NpuBMReruii npoueccos ):

* ApxuBauua panros v KaTasnoros;
* O6xon nepeKkpeCcTHOM NPOBEPKY;
* Co3spgaHnve rnobanbHbiX OO BbEKTOB;
* CospgaHve danrna NoaKkayKy,

¢ OTtrnagka nporpamMmm;

* IMUTaums KnMeHTa nocre NpoBepKu Nornb3oBaTerns;

* YBennyeHve npumoputeTa BbINOJIHEHUA;

® HacTtponka KBOT naMATn 4fis npouecca;

® 3arpyska 1 Bbirpy3ka ApaiBepoB YCTPOWCTB;

* BbinonHeHve 3agad no o6CnyxMBaHMio TOMOB;

¢ [1podmrmpoBaHme ogHOro nNpouecca;

* [MpuHyauTensHoe yaaneHHoe 3aBepLieHne paboTol;
® BoccTtaHoBreHne anrnoB 1 KaTasnoros;

* YnpasrieHve ayamtoM 1 KypHarnom 6e3onacHocTy;
* 3aBepLieHve paboTbl CUCTEMBI;

* /IameHeHve napamMeTpoB cpenbl U3roTOBUTESTS;

¢ [IpodurnmpoBaHme NPoOn3BOAUTESNTBHOCTUN CUCTEMBI;
* /IameHeHve CUCTEMHOIO BpeMEHY;

¢ CmeHa BragernbLues hanrnos n gpyrnx 06 beKToB;

* OTKMOYEHNE KOMMbOTEpPA OT CTbIKOBOYHOIO Yy35ia.

-_— F ]
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ad PeaakTMpoEaHWe HACTPOSK KAWEHTOE

»  Ofwme HacTpoiiKa B Bce npueunenan
¥ SysWatch Apxvsauns $aiinoe v KaTancros
KoHTponk aktmsHoCTI OBxoa nepekpecTHOM NpoBepkM
YnpaeneHne WHUMEHTaMK CozgaHue rnobansHelx 08 wekToE
3awwmta naponem Coszganve daina nogxasku
* Cranwposanue OTnagka nporpamm
* OBHoeneHne WmuTauma knnerTa nocne NposEpKA NOANMHROCTIA
Hactpoiku uHtepdeiica YeennueHUE NPUOPUTETE BEINOAHEHUA
Oryeto HacTpoiika kBOT NaMATK ANA Npouecca
Onceewexun Jarpyska W BEITPY3Ka APaicepos yCTpOoRcTE
CnHopasossle Naponu BuinoaxeHwe 33434 No 0BCAYKMEAHWIO TOMOE
¥ [MonanTuka KoHTpORR Mpodmanposanve caHoro npouecca
YerpoicTea MpuHya VA oe 0 paboTul
Magynn BoccraHoEneHUE Gaiince W KaTanoros
Nosepennsii ciscok asTasar ¥Ynpaenenue ayamTom v xypHanom 6e30NacHocTH
Paiinosan cucrema 3asepluerne paBoTsl cucTemsl
Crctemuslil peectp MsmenHenne napaMeTpos cpeanl M3roTOEMTENS
Cem Mpoduauposanne NpoUsBO4UTENEHOCTI CHCTEME!
Mpodnau GesonacHocTi VIsMEHEHME CUCTEMHOMD BPEMEHM
lMpueunerum npoueccos Cmena snaaenbues $ainos v gpyrux obbexTos
Bsammonedicrsne npoueccos OTrnrOUEHME KOMNBIOTEPE OT CTRIKOBOUHOTD Y3Na
Ceptwdukatel
3anpewerHeie cnyxBsl flononnuTensHo
» DLP 3Ha4EHWA BCEX MAPAMETPOB KOPPEKTHbI
- . [ Mpumerute ] [ Omvena
[S—
e —

PucyHok 74. NMonuTtuka KOHTPONSA NpUBUNErvi NpoLeccoB

YcrnoBue: npaBuia pacrnpoCTPaHATCA Ha BCE NPUIOXKEHUA U3 OrpaHUYEHHOM 30HbI BbIMNOST+-
HEHMSI.

Mo ymorMaHuio, NpuroxkeHus (npouecckbl) obragatoT BCEMM BblLLEyKa3aHHbIMU NpUBUNers-
MW, HO MPKU 3TOM MOryT BbiTb orpaHndeHbl OC. YToObl orpaHNyMTL NPUBUIENMM BPYUHYHO,
cbpocbTe doraxkm y TpebyeMbiX NPUBUNErvin.

Onucanve I'IpVIBI/IJ'IGFVIVI nobnactu nx npuMeHeHnA npeanctaBrieHo B pasaere JononHuTens-

Has uHcbopmauws 2.

Utobbl 3apaTb Bpems AeVCTBUS NpaBuria 1 nonb3oBartenen (MM rpynnbl nosib3oBaTenen),
K KOTOPbIM OHO MPUMEHSAIETCS!, HAXMUTE Ha KHOMKY | (lononHUTenbHO). B nosBuBLLEMCS
OKHE YKaXuTe BpeMeHHble nHTepBarbl U 4o6aBbTe Nofb3oBaTenen ¢ NoMOoLLb0 KHOMKn [lo-

o 2
6aBuTb (pI/IC. [JobaBneHne BpeMEHHbIX MHTEPBASIOB U NMOMb30BaTenen And npaBswnia 2 )

UTo6bl 3MEHEHWSI BCTYNWIN B CUITY, HAXXKMUTE Ha KHOMKY MPUMEHUTD.

N—————
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F Monssoeatenu u WHTEDEANLI
Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTe BpeMEeHHEIE MHTEPEANL!, B TEHEHWE
KoTophix ByAeT AefcTEOEATE AGHHOE MPABMAD.
Hauano KoHey

(194728 | [20:47:28

[ NobBasute l [ Yaanute l

[Mpmuerrs | [ oruera

PucyHok 75. [lobaBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTenien AnsA npaBuna

= MNMonutnka KOHTponsa: Baanmogencreme npoueccoB

B pasnene Monutuka KOHTpONA — B3aunmopeuctBue npoueccoB Kateropumm

SysWatch HacTtponte paspeleHus ana B3aummogenctsusi npoueccoB (pwuc. Monutrka
KOHTPOJIS B3aMMOZECTBUS NpoLeccoB = ):

¢ [loctyn npurioxxeHusi K 6ydpepy obmeHa;
® YcTaHOBKa NPUMOXeHWeM rrnobarnbHbIX NepexBaTymKoB;
¢ [locTyn K NpoLeccy 1 ero NoTokam U3BHe.

B Penacvposarine Hactpoex knuerTos
»  OBuwme HacTpoidkn
¥ SysWatch
KoHTponk akmvsHocTi

Doctyn « Bydepy ob
YnpaEneHne MHLMAEHTEMM Ve " ok
focTyn k npoueccy 1 ero NOTOKaM M3BHE

OrpaHWueHIA AnA NPOLECCOE, SaMyCKaeMblx &
MPOLECCOE € CUCTEMOIA,

p W cpege: TEME
poueccHoe TEME.

Jawmta naponem "
» Cranwposanue
» O6HoBReHWE
. " Bribpannbie obuyme orpaHvdeHna 1 paspewenna paboTarT Tonbko AR OrpaHHYeHHBD
Hacrpoiiku untepdeiica o
MpANOXERNIA
COruets
CnoeeweHrA
COpanopasossle napoau
¥ [MoanTuka KOHTPOAR
Yerpoictea
Maogynu
Jloseperinbii cnincok asTosar
Daiinosan cuctema
CrcTemHbIA peectp
Cetn
Mpoduau BesonacHocTn
Mpneuneruu npoueccos
BsaumopeiicTene npoueccos
CepTudmxathl

Janpewertme cayxbal Jononnutensho

» DLP

3HaueHnsA BCeX NapaMeTPOE KOPPEKTHE

. ) e ] [ Omers

PucyHok 76. Nonutuka KOHTpOns B3aumoae uCTBUSA NpoLeccoB

Ycriove: NpaBuia pacnpocTpaHsitoTCs Ha BCE NPUMOXEHNS U3 OrpaHUYEHHON 30HbI BbIMNOS+

— e &
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HEHWs1, 3anyLUeHHbIe NoA y4eTHOW 3anuckto nonb3osartens «V.L.P.O.».

Urtobbl 3apaTbh BpeEMSA AEVNCTBMA NpaBuna n nonb3oBaTenen (umm rpynnbl Nosib3oBaTenen),
K KOTOPbIM OHO MPUMEHSIETCS, HAXXMUTE Ha CCbISKy [lononHuTenbHO. B nosBuBLLEMCA OK-
He yKaXuTe BpeMeHHble MHTepBarbl 1 JobaBbTe nornb3oBaTerien C NOMOLWbo KHoMku [o-

6aBuThb (puc. [lobaBneHe BpeMeHHbIX MHTEPBANOB M Mofb3oBaTenen And npaswuma ).

UTo6bl M3MEHEHMS BCTYNWIN B CUITY, HXKMUTE Ha KHOMKY MPUMEHUTD.

Monssoeatenu u WHTEPEQNLI

Monesosarenn BpEMEHHbIE WHTEDREANBI

BrifepuTe EpeMeHHEIE MHTEPEANE!, B TEYEHWE
KOTOpeiX ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hauano Koney

[194728 | (204728

[ JofasuTte I [ Yaanuts I

| Mpmacrurrs | | Omwera |

PucyHok 77. lobaBneHne BpeMeHHbIX UHTEPBaJiOB U NoJfib3oBaTeNien ANA npaBuna

Monutuka koHTpons: CepTudunkarsbl
B paspgene NMonutuka koHTpona — CepTtucdukarbl kateropmm SysWatch onpegenmre
Genbin cnncok ceptudukaTos AL Ana ONOSHUTENBHOrO KOHTPOSS aKTUBHOCTW npoLec-

COB Ha KIMEHTCKMX xocTax (puc. Benbiii cnvcok ceptudukatos ).

Mpu 3anycke npuroxenusa SoftControl SysWatch aBpuctuieckn onpegensaeT, asnaetca fm
OHO WHCTasrATOPOM UM CKpUNToM. 0 yMOnMYaHWIO MHCTamnATOp 3anyckaeTcsl B pexume
o6HoBnenua MO, ecrm umeeT gencteutensHyto SLIMN. NMoMmrmo 3TOro, BO3MOXHa 4OMOSHK-
TenbHas npoBepka ceptudukata UMM Ha Hammume B 6enom cnncke ceptudpmkatos. Ans
aTOro yctaHoBute raxok Ucnonb3oBaTb 6enbin cNUCOK cepTudukaToB 1 chopmMmu-

pyvTe CMUCOK.

- (T ]
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ad PeaakTMpoEaHWe HACTPOSK KAWEHTOE

»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTpOAb aKTMBHOCTI
YnpaeneHne WHUMEHTaMK
3awwmta naponem
» Cranwposanue
» OBHoBneHWe
Hactpoiku uHtepdeiica
OrueTts
OnceeweHwa
CnHopasossle Naponu
¥ [MonanTuka KoHTpORR
YcrpodcTea
Mogyam
JloseperHbIi cnucok asTozarn
Paiinosan cucTema
CuctemHeIi peectp
Cetn
Mpodnaun GesonacHocTn
Mpweuneruu npoueccos
BsaumogedcTene npoLeccos
Ceptwdukatel
JanpeweHHsie cnyxSal
» DLP

Dl e—

WMcnonbsosate Beawid cncok ¢ KaToB
epTH

Hazeanue ~ CepwiHmii Homep md5
WeriSign Class 3 Public Primary Certification Authority - C02965205a80486d0009b8185¢
VeriSign Class 3 Code Signing 2010 CA 55457f9620861e149c220144
Protection Technalogy, Ltd. abf061c3213986475def45710
32549657a535f09c8c70576
Protection Technology, Ltd. 2e24f15473dd7fd28faab8bec
»
COMODQO Time Stamping Signer 2112329c61f5cd0163ea5752
Class 3 Public Primary Certification Authority 160a6b895f88ad99%bda036a

Protection Technology, Ltd.

L >

Jobasute Yaanuts

BCEX Naf

[ Mpumesure || Oruena

PucyHok 78. Benbii cnucok ceptucdkaToB

N3HavanbHo SoftControl SysWatch coaepxut 6a30BbIn Cnncok cepTudukaTtoB AOBEPEH-

HbIX Npou3BoAUTENEN, B TOM yucrie Tpu ceptudmkata Protection Technology, Ltd. YTtobbl

[06aBUTb HOBLIN CcepTUdUKAT, HaXXMUTE Ha CCbifky [Jo6aBUTbL U yKaxuTe NPUIoXeHue,

WHCTanmATop UM cueHapwi, nognucanHbln SLIM, cepTtudmkaT KoToporo Tpebyetca BKIO-

YUTb B MNepeyeHb, MNnocrie 4ero HaXMute Ha KHOMKY OTKprTb. B nosiBuBLLEMCA OKHE CO

cnuckom ceptudukaToB LM BbIOpaHHOro ganna ycraHosute priaxxkm B ctondue [oba-

BUTb Ana Tpebyembix cepTudmkatoB 1 Haxmute Ha kHorky OK (puc. Beibop cepTtudmka-

ToB_Ana no6asnenvs > ). YcTtaHoBUTE briaxkok B ctorbue AoBepAatb A8 foOaBreHHbIX

cepTudmkaToB (puc. Benblii civcok cepTudmkaTos **).
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Bribepure cepudukatel Ann gobaeneHun

TMepeTAHUTE CIOAA MbILLKOH 3ErONOE0K KONCHKH ANA TPYNMMPOEKMA A3HHIX N0 He#
Hazsanue Jobaewme | [lata okoH4aHHA
Microsoft Time-Stamp PCA O 4/3/2021
Micresoft Code Signing PCA (] 9/1/2020
} | Microsoft Corporation 8/11/2018
Microsoft Time-5tamp Service [:I 97772018
Co )

PucyHok 79. Bbibop cepTucdunkatoB Ansa goéaBneHus

Ecrm HeobxoayMo MCKMOUMTb cepTudpmkaT 13 nepeyHs AoBepeHHbIX 6e3 ero yaaneHus,
cbpocbTe driaxok B ctorbue JoBepATb. [1ns nonHoro yaaneHus ceptudukarta us cnmcka

BbIGEPUTE €ro 1 HaXXMUTE Ha Cebinky YaanuTtb (puc. Benbin cnncok ceptudmkaTos ).

MonuTtuka KoHTpons: 3anpeLleHHble CNnyX0bl
B pasgene NMonutuka KoHTponsa — 3anpeleHHble cnyxb6bl kateropmn SysWatch 3a-
AaeTca CNMCOK CIy0, BbIMOSIHEHNE KOTOPbIX HA KIMEHTCKMX XocTax TpebyeTca 3abrnokmpo-
BaThb.
Mo ymoryaHvio 3anpeleHsl criegyloupe cnyxbbl: RemoteRegistry, TermService,

SSDPSRV, RDSessMgr, Seclogon (puc. 3anpeligHHble_crykbbl %), Ytobbl AONOMHUTL

CMUCOK, BbICTaBuUTe ranodky 3anpeTuTb BbINOSIHEHUE crneayrowmux cnyx6, seegute
Ha3BaHue cnyxbbl B NOSIBMBLLENCS siyerke 1 HaxxmuTe Enter.

Mocrne NpUMEHeHNA HAaCTPOEK Ha KIMEHTCKUX XOCTax nepeymncrieHHble Crykobl nepexogsaT B
coctosiHne OmkrnrodeHa. Ecrm kakas-nmbo crnykba Oblifa 3anyweHa Ha MOMEHT npyMeHe-

HUSI HACTPOEK, OHa NPOAOITKUT PaboTy.

— e &

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27

Llenmpanu3sosa+Hoe yripasieHue CHB

Pykosodcmeo aOmMuHUCmpamopa

ad PeaakTMpoEaHWe HACTPOSK KAWEHTOE

»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTpOAb aKTMBHOCTI
YnpaeneHne WHUMEHTaMK
3awwmta naponem
» Cranwposanue
» OBHoBneHWe
Hactpoiku uHtepdeiica
OrueTts
OnceeweHwa
CnHopasossle Naponu
¥ [MonanTuka KoHTpORR
YcrpodcTea
Mogyam
JloseperHbIi cnucok asTozarn
Paiinosan cucTema
CuctemHeIi peectp
Cetn
Mpodnaun GesonacHocTn
Mpweuneruu npoueccos
BsaumogedcTene npoLeccos
Ceptwdukatel
JanpewerHsie cayxbnl
» DLP

Dl e—
|

/| 3anpetuts BN =

cnysxb:

RemoteRegistry

TermService

SSDPSRV

RDSessMgr

Seclogon

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

PucyHok 80. 3anpelueHHbIe CryX0bl

® CHoBa BKMMOYUTb BbINOMHEHNE Cﬂy>K6, BHECEHHbIX B CIMNCOK, MOXHO TOJIbKO BpPYyY-

HYH0.

4.6.3 Hactpounku SoftControl DLP Client

[aHHas kaTeropusi HacTpoeKk BKIoYaeT B cebsi KOHUrypauuio KrMEHTCKOrO KOMIMOHEHTa

SoftControl DLP Client.

C60p AaHHbIX

B pasgene C6op aaHHbIX kaTteropum DLP yctaHoBuTE doriaxxok CobupaTb AaHHbIe 1 OT-

MeTbTe Heobxoaumble obriactn cobupaemon nHgpopmaumm (pyuc. Hactponkm cbopa_gaHHbIX

98)

U Bpems paboTbl C NPUNOXEHUEM,;

U Ucnonb3oBaHue USB-ycTpouncTs;

U MeyaTb 4OKYMEHTOB;

O Mepecbinka AOKYMEHTOB MO MouTe;

U BBop TekcTa ¢ KnaBuaTtypbl.

-_— (]
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i Ha6noaeHre 3a gainoBoin cucteMon >, cucTeMHbIM _peecTpoM > 1 ceTeBbIM
TpachKOM

aKTUBHO Mpw BbiCTaBMieHHoN onumm CobupaTtb AaHHbIe 1 3a4aHHOM

npasure (NpaBwurax) B COOTBETCTBYHOLLWMX NyHKTaX pa3gena HabnioaeHwme.

P Penaxtuposanve
»  OBuwme HacTpoidkn
» SysWatch
¥ DLp
OnTUMK3aLKnA
* Hafnrogenwe

OBHoENEHNE

PucyHok 81. HacTtponku coopa AaHHbIX

= OnTuMM3auma

B pasgene Ontumunsauma kateropmm DLP 3agatotca BpeMeHHble napaMeTpbl peructpa-
Ly cobbiTn (puc. HacTporikm OI'ITVIMVISaLI,I/II/I).

— e &
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P PegakmipoBaHine HacTpoeK KNMEHTOE R

»  OBwwe HacTpoiikin Bpema perncTpauuy NpocTos No UCTEUEHA (MC):

» SysWatch W]

¥ DLP —
Céop panmeix He peructpuposate ogHoTUNHBIE COBBITMA, ECAN NEPUOA BPEMEH MEHBLLE, YEM (MC):
OnTumMKzaLmna

*  Habawgerwe

OBHoeneHne

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

PucyHok 82. HacTtpowku ontummsauum

B cooTBeTCTBYHOLKX NOMSIX 3a4anTe BpeMeHHbIe MHTepBanbl Bpemsa peructpauum npo-
cTOoA No uctevyeHmnm (mc.) nHe pernctpupoBaTb OAHOTUNHBbIE COOLITUA, €CNK Nepu-
oAl BpEMEHM MeHblLue, YeM (MC.) B MUIMCEKYHOAX.

[MpumeyaHve: onuma He pernctpupoBaTb OAHOTUNHbIE COObLITUA, €CIIN NMPOMEXYTOK
BPeMeHN MeHblue, YeM (MC.) NpMMeHsieTCs TOSfbKO Mpu HabrnogeHn 3a pecypcamm
dannosoun cuctemsl. Onuma Bpemsa perucrtpaumm npocTos no uctevyeHum (mc) pabo-
TaeT Npu BKIMOYEHHOW onuum Bpemst paboTbl ¢ npunoxeHunem (cM. puc. Hactporikm cbo-
pa AaHHbIX *%) 1 yuuTbIBAET BPeMs MPOCTOs aKTUBHOTO MPUMOXEHs!, KOraa norb3osareribs

HE HaXXMMaeT Ha KHOMKN U HEe ABUraeT MbillbO B TE€4EeHNE YKa3aHHOIro BpeMeHN.

HaG6nopgeHune: ®annosasa cucrtema
B pasgene HabnroaeHne — ®annosas cucrtema kateropum DLP ocywecTtenseTcs Bbl-

6op o6bekToB (hannoBon cuctembl OnsA Habrogenusa (puc. Hactporikn HabmogeHns 3a
(101 )

drannoBom cUCTEMO

UTto6bl JOBaBUTL OOBEKT 4N HAOMIAEHNS, HAXXMUTE Ha KHOMKY -+ ([lo6aBUTbL) 1 BBEaUTE

MOMHbIV NYTb 10 HEro B NOSIBUBLLEMCS OKHe (puc. O6bekT HabrioaeHus )

Bbl MOXeTe 1Cnosb3oBaTb MacKkM — MHCTPYMEHT 3aJaHus npaBun Ans rpynnbl 06bHeKToB
dhanrnoBom cuctembl. Hanpumep, ¢ NOMOLLBLIO MaCoOK MOXHO co3faTb NpaBuro A4S KaTarno-

ra u Bcex 0GbEKTOB BHYTPU HEFO WM NPaBWIO AN OnpeaerieHHbIX TUMOB (pacLLMpeHUi)

— e &

W W W .sns-control.ru


http://www.safensoft.com

Control Service Center Bepcus 6.0.27 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

dannos. Hwke npmvBeaeH CUHTaKCUC Macok:

* #*# — 3ameHseT Noboe KOMYECTBO CMMBOJIOB, KpoMe cumBoria '\' (B crnydyae pasmelle-
HMS B KOHLIE CTPOKW pacnpoCTpaHsaeTCs TONbKO Ha (hairibl KOPHEBOW ANPEKTOPUN);

* #**# — 3ameHsaeT MNoboe KOMMYECTBO CMMBOJIOB (B Crlydae pa3MeLLEHMs B KOHLIE CTPO-
KN pacnpocTpaHsaeTcs Ha ¢panrnbl KOPHEBOW AVPEKTOpWUM, MOoAAVPEKTOpuM 1 hannbl
NOAAVPEKTOPUN);

* #?# — 3ameHsieT poBHO 1 nto6on cumson.

Hanpuwmep, 4toObl YCTaHOBUTL HABMOAEHME 3a KaTariorom U BCEMM BIIOXEHHbIMWN OObEKTa-
MU, gobaBbTe cuMBOIbl #**# B KOHeL, CTPokN. Haxkmute Ha kHonky OK ana gobasrneHus
yKa3aHHOro o6bekTa B CMMCOK.

Bbl MOXeTe ykasblBaTb Kak Marnky Ha JloKarbHOM >XEeCTKOM OMUCKe, TaK U ceTeBble Nnarnku.
Mpwn co3ganmm NpaBwuna 4ns CETEBbLIX NAnok NyTb ykasbiBaeTcs B Buae \\<ums_cepsepa>
\<ums_nanku>. BmecTto cumBorna '\\' MOXHO ncrnonb3oBaTb Macky #*#; B aTom criydyae 6y-
OyT NPOBEPATLCS U CeTeBbIE, U NoKarnbHble nanku. Kpome Toro, MoxHo ykasbiBaTb IP-aa-

pec KoMnboTEPA C CETEBOW NArKOW.

i Ecrm B npaBwune ykasaH IP-agpec komnbtoTepa, To npaswuio byaeT oencTBoBaTth,
TOMBbKO ecrm nosib3oBaTtesb Npu JOCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [Mo3TOMY ecrm He06Xxo0aUMO KOHTpOrmMpoBaTh A0CTyn 1 no IP-agpecy, un no

ceTeBOMYy NnyTn, cosgavTe ABa OTAeNbHbIX npaswuna.

UToObl n3mMeHUTb NyTb K 06BEKTY, BbIGEPUTE €ro B CNMcKe 1 Haxkmute Ha KHorky & (U3me-
HUTBL). 1N yganeHns obbekTa 13 nog HabnoaeHns Bbibepute ero n HaXXMUTE Ha KHOMKy &
(YpanuTb).
[na kaxpgoro o6bekta BO3MOXEH BbIOOp Crieaylolyx onepauui, KoTopblie AOSKHbI ObiTb
3aperucTpmpoBaHbl B OTYeTax:

U YteHwne;

U Co3paHue;

U YaaneHwue;

U NMepenmeHoBaHue,

U U3meHeHue.

i B cnyyae nepenmeHoBaHus 06beKTa Ha KIMEHTCKOM XOCTe AarbHeliee HabrnoaeHve

3a HAM HE nNpoun3BoauTCA.

— e &
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F PejakTMpoBaHWe HACTPOEK KIMEHTOE

»  OBuwme HacTPORKA
» SysWatch
¥ DLP
Chop AaHHBIX
OnTuMwsaumna
¥ Habawogeswve
Paiinosan cucTema
CuctemHeIi peectp
HTTP
Teresoe KONWpPoOBaHUE
Hacrpoiiku 3anucu snaeo

Q6HoEREHNE

Pykosodcmeo admuHUcmpamopa

| 2
C W
O6nexT HabnwaeHKA UreHue CozpaHue  YpaneHuwe
C\Windows\System32\a#=*# ] ] %] r
CA\TestFolder\file_to_read txt ] (] ]
T
Ci\TestFolder\file_to_write.bct O ] O
v
- =
BLEX PP
E Tpumernte ][ Omena ]

PucyHok 83. Hactpoiku HaGniogeHusa 3a cpannoBon cucte Momn

F ¥xamwre obwekT HabAgEHMA

C:AWindows\System32\#==#

| oK

[

CtmeHa

PucyHok 84. O6bekT HabnogeHuA

Mpwu yctaHoBke onuum TeHeBas KonuA OyaeT OCYLECTBIATLCS COXpaHeHWe pe3epBHOM

konum HabrroaaemMoro o6bekTa nepe ero MoamdvKaLvei, B criydae BKIIlOUYEHHOM rnobars-

HOW ONUMN TEHEBOIO KOI'II/IDOBaHl/IFI105 N BbICTaBJIEHHOW rariouke B nonsax YpaneHue wum

N3meHeHue. I'IpM YCTaHOBKE onuun 3anucb BUAeEO 6y,u,eT npom3BoaAnUTbCA COXpaHeHne

CHUMKOB 3KpaHa KIMEHTCKOrO XOCTa C 3aJaHHbIMY NapameTpamu > B MOMEHT BO3HVKHO-

BEHVA Habntogaemoro cobbITus.

~ HabnropgeHune: CucteMHbIn peecTtp

B pasgene HabniogeHne — CuctemMHbin peecTp kateropum DLP ocywectenseTcs Bbl-

6op 06bEKTOB CUCTEMHOIO peecTpa Afia HabnaeHus (pyc. Hactponkn HabrniogeHvs 3a_cu-

CTeMHbIM peecTpom ).

- (]
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ad PeaakTMpoEaHWe HACTPOSK KAWEHTOE

»  Ofwme HacTpoiiKa H EIA_FI ~ W
» SysWatch = .
v D O6wexT HabnogeHna Yrerwne Cosganme  Ypanenwe
Céop panreix
o oA YREGISTRY\MACHINE\SOFTWARE##
NTUMK3aLUA
#| \REGISTR\USER\SOFTWAREVTESTVTEST_KEY [ N i
¥ Habnrogerwe
Daiinosan cuctema
CrcTemMHLIA peecTp
HTTP
Teneeoe konMpoBaHIe
Hacrpoliku 3anvcu snaeo
OBroeneHne
3HaueHmA BCEX NapaMeTPOE KOPPEKTHE
[ Mpumerute H Omvena ]

PucyHok 85. HacTtpowku HabnoaeHUs 3a CMCTE MHbIM peecTpomMm

YT1obbl 4OBaBUTL OOBLEKT AN HAbMAEHWS, HaXXMUTE Ha KHOMKY * (JlobaBUTL) 1 BBEauTe

%) npu atom kop-

MOMHbIN MyTb [0 HEro B nosiBvBLLEMCA OkHe (puc. OBbekT HabnoaeHns
HEBble pasfesbl peecTpa B 3a4aBaeMOM MyTW AOSKHbI ObiTb yKasaHbl crnegytouymM o06-
pasoMm:
* \REGISTRYWACHINE\SOFTWARE\CLASSES\ - pasgen
HKEY_CLASSES_ROOT;
* \REGISTRYWACHINE\ - pazpen HKEY_LOCAL_MACHINE;
* \REGISTRY\USER\<SID>\ - pa3gen HKEY _CURRENT_USER gns noneb3oBatens ¢
yKasaHHbIM naeHTudmkaTopom 6esonacHocTn (<SID>);
* \REGISTRY\USER\ - pa3pen HKEY_USERS.
Bbl MOXeTe ucnonb3oBaTb Mackv — MHCTPYMEHT 3a4aHua npaBun 4fa rpynnbl 06bEKTOB
CUCTEMHOrO peecTpa. Hanpumep, ¢ NOMOLLB0 MacoK MOXHO CO34aTb MpaBwWio A4S pasge-
ra peecTpa 1 BCex 00bEKTOB BHYTPM Hero. Huke npuBeaeH CUHTaKkCUC Macok:
* #*# — 3ameHsaeT Nboe KoMYECTBO CMMBOJSIOB, KpoMe cumBosia '\' (B criydae pasmelle-
HWS1 B KOHLLE CTPOKM pacnpoCTpaHaeTCH TONMbKO Ha NnapameTpbl pasgerna);

* #**# — 3ameHsaeT Noboe KOMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLeHMs B KOHLe CTPO-

KM pacnpocTpaHaeTcs Ha napameTpbl pasferna, nogpasaess! v napameTpbl nogpasae-
noB);

-_— (7B ]
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* #?# — 3ameHsieT poBHO 1 nto6on cumson.
Hanpumep, 4ToObl yCTaHOBUTL HabMoAeHUe 3a KIlo4YOM peecTpa M BCEMU BIIOXEHHBIMN
obbektamun, fobaBbTe CMMBOSLI #**# B KOHeL, CTpoku. Haxkxmute Ha kHonky OK ana nobas-

JIeHnA yKa3aHHOro obObekTa B CMNUCOK.

¥xamure obwekT HabAgEHMA

NREGISTRYAMACHINE\SOFTWARE\ &%

|

PucyHok 86. O6beKT HabnrogeHUA

UToObl n3MeHUTb NyTb K 06bEKTY, BbIGEPUTE €ro B CNMcKe 1 Haxkmute Ha kHorky & (U3me-
HUTB). [1ns yoaneHua obbekTa 3 nog HabnoaeHns Bblbepute ero n HaXXMmUTE Ha KHOMKy @
(YpanuTb).
[nsa kaxgoro obbekta BO3MOXEH BbIOOp crieayrouyx onepawmn, Kotopble OOSTKHbI BbliTb
3aperncTpmMpoBaHbl B OTYETaX:

U YteHwne;

U Co3paHue;

U YpaneHwue;

U NMNepenmeHoBaHue,

U U3meHeHue.

i B Clydae nepemMeHoBaHUA 00beKkTa Ha KIMEHTCKOM XOCTe AanbHenwee Ha6n+on,eH|/|e
3a HMM He Npon3BOaAUTCA.

Mpwn yctaHoBke onumm TeHeBas konusa OydeT OCYLECTBNATLCA COXPaHEHVWE pe3epBHOWN
Konum Habrntogaemoro odbekTa nepeq ero moaugukaumen, B criydae BKIIKOYEHHOM rrobarbs-

HOW ONUMN TEHEBOIO KOI'II/IDOBaHl/IFI105 N BbICTaBJIEHHOW rariouke B nonsax YpaneHue wum

MN3meHeHuUe. |_|pl/l YCTaHOBKE onuun 3anucb Bugeo 6y,1:|,eT npon3BoaAnTbCA COXpaHeHune

CHUMKOB 3KpaHa KIMEHTCKOrO XOCTa C 3aJaHHbIMY napameTpamu > B MOMEHT BO3HVKHO-

BeHUs Habnogaemoro cobbiTUSA.

HabnwopeHune: HTTP-Ttpacduk
B pasgene HabnroaeHne — HTTP kateropvm DLP ocywectBnseTca 3agaHve Habrnogae-

MbIX A@HHbIX B ceTeBoM Tpaduke (puc. HacTpoikm HabriogeHus 3a_ceTeBbiM Tpadmkom %

)

EEE———————————— -
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F PeaakTMpoEaHWe HACTPOSK KAWEHTOE

»  Ofwme HacTpoiiKa Hl;lll;l ~ E
» SysWatch (L
v D OGbext Habnogenua *  3anwce EMAED
Chop gaHrHbIX
P malware D B
OnTumirzauns X
¥ Habnrogerwe
Daiinosan cuctema
CrcTemHbIA peectp
HTTP
Tenesce konupoBaHue
Hacrpoliku 3anvcu snaeo
O6HoBneHne
3 BCEX PP
[ Mpmsersme ][ omera |
=

PucyHok 87. Hactpoiku HabnoaeHus 3a ceteBbIM Tpad KoM
Urtobbl 06aBUTL AaHHble A1 HAbnaeHUs, HaxXMuTe Ha KHOMKY <+ (lo6baBuTb) 1 BBEaUTE

104

CTPOKY B rnosBmBLIEMCS OkHe (puc. ObbekT HabnogeHna ). Hanmune ykasaHHOro Tekcta

ByneT oTcrnexuBaTbCsa Npu nepeaade AaHHbIX no npotokony HTTP. B Tom yncne aTo moryTt
ObITb 3anpockl Mosfb30BaTENs B MOWCKOBbLIX CUCTEMAaX Yepes MHTepHeT-Opay3ep um nms
hanna, nepegaBsaemMoro no cetn. Haxmvure Ha kHonky OK ana nob6asneHust CTPOKn B Crin-

COK.

F ¥amome obwekT HabnmaeHUA

malward

PucyHok 88. O6bekT HabnogeHus

YT00Bb! M3MEHUTL OTCREXUBAEMbIN TEKCT, BbIGEPUTE CTPOKY B CNUCKE N HAXMUTE Ha KHOMKY
2 (U3meHuTb). INs yaaneHus TekcTa u3 nof HabrniogeHus Bbibepute CTPOKY B ClMCKe U
HaXkMuTe Ha KHorky & (YaanuTb).

Mpwv ycTaHoBKe onuumn 3anucb BUAEO GyaeT Npon3BOAMTLCH COXPAHEHVE CHMKOB 3KpaHa

KIMEHTCKOrO XOCTa C 3aJaHHbIMU NapamMeTpamy > B MOMEHT BO3HUKHOBEHUSI Habroaae-

MOro coObITUSA.

- (7T
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Ha6bnopaeHue: TeHeBoe KonupoBaHue
B pasgene HabnopgeHne —» TeHeBoe konupoBaHue kateropum DLP ocywecTtensetcs

HaCTpOWKa COXpaHeHMs TEHEBbIX KON HabrogaemMblix 06beKTOB (pUc. HacTpoikn TeHeBo-
105)

ro KonnpoBaHUA

P PegakmipoBaHine HacTpoeK KNMEHTOE A

»  Ofwme HacTpoiiKa o
» SysWatch
v DLp JlokansHLIA NyTe COXPaHEHWA KONWA daifnos

Th TEHEEOE

P me

Céop panreix [ l

OnTummzaumna
¥ Habnrogerwe
Daiinosan cucTema
CucTemHnlid peectp
HTTP
Tenesce konupoBaHue
Hacrpoliku 3anvcu snaeo

OBroeneHne

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

PucyHok 89. HacTtpoiiku TeHeBOro konupoBaHusi

YcTaHoBuUTE d)na>|<0|< Bknouutb TeHeBoOe KonunpoBaHue i1 BKIMHOYEHUA (byHKLlI/II/I

COXpaHeHVs pe3epBHbIX KONuii HabroaaeMblx 06bEKTOB (halirioBON cUcTeMbL *° 1 cucTeM-

Horo peecTtpa ' B crydae vx vsMeHenus. VIHavBMayarnsHas HacTpoiika No BKIOYEHUIO AaH-

HOW onuumn Ana oTAerNbHbIX 06beKTOB 3ajaeTcsa B CBOMCTBaX HabrnoaeHusi. TeHeBble Konum
0ObEKTOB MepealTcs Ha cepBep U OOCTYMNHbI Yepe3 KOHCOomMb ynpasrieHus. OHM Takxke
COXPaHsIl0TCA NOKarnbHO Ha KIMEHTCKMX XocTax ¢ ycTaHoBreHHbIM SoftControl DLP Client no
nyTW, ykazaHHOMY B norsie JlIokanbHbIM NYTb COXPaHeHUs Konuu ¢pannoB un B Crieayto-

LMK KaTarsor rno YMOJMaHUO, €CIn NyTb HE YKa3aH:

<KaTanor ycTtaHoBku SoftControl DLP Client>\Backups

HabnopeHune: HacTtpownku 3anucu Bugeo
B pasgene HabnroaeHne — Hactponku 3anucu Bugeo kateropvm DLP ocywecTtenaeT-
CSl HACTpOMKa COXPaHEHUS! CHUMKOB 3KpaHa Npv BO3HWKHOBEHWN Habrogaemblix coObITUN

(pvic. HacTpoiiku 3anmcum Buago ).

EEE———————————we-
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P PegakmipoBaHine HacTpoeK KNMEHTOE A

»  OBuwwe HacTpoikn o -
» SysWatch |POACAXUTENLHOCTL 3aNKUcH (cex.)

¥ DLP YacToTa kaapos (Mc): 200

Céop panreix
OnTuMMzaLna Upunia kanpa (px): 00
¥ Habnropenwe .
Daiinosan cucTema
CycTemHsIi peectp Tun pacnmcanma:
HTTP

Texeeoe KonupoBaHIe Hacrora yacos:

{ Mo yacam

Hacrpoiiku 3anvcH Bnaeo

OB6HoBAsHWE Bpema sanycka: {00:0’0:00

_BIQJ

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

PucyHok 90. HacTtpowku 3anucu Bugeo

3apgavTe criegyoume napameTpbl 3anmcu:
* MpoAoOMKNTENBbHOCTb 3aNUCU — OSMTENBHOCTb COXPAHEHNA CHUMKOB 3KpaHa, Hauun-
Hasi C MOMEHTa BO3HUKHOBEHUS COBbITUSA (avanasoH 3HadeHun: 5-60 c);
* YacTtoTta KagpoB — BPEMEHHOW WHTEpBan Mexay COXpaHeHVeM CHUMKOB 3KpaHa
(avanasoH 3HaveHun: 50-500 mc);
¢ lLinpuHa Kagpa — WpuHa CHUMKa 3KpaHa B nvkcenax (ananasoH 3HayveHnun: 0-1920).
UTtoObl Ha4YaTb 3annCb BMOEO B PEXUME pearibHOro BPEMEHM, LUENKHUTE NPaBOW KHOMKOM
MbILLK MO Tpebyemomy kriveHTckomy npuroxenno SoftControl DLP Client Ha Bknagke Kru-

eHTbl °” 1 B KOHTEKCTHOM MeHIo Bbibepute komanay HauaTb 3anuck Buaeo.

Bbl MOXeTe BKMOYMTL 3anMcb BUAEO MO pacnMcaHuio, BbICTaBMB ranodky 3agaTtb pacnu-
caHue. B aTtom crniyyae 3agante crefylolye napamMmeTpbl 3anucu:

* Tun pacnncaHusa — rno gHAM 1M rno 4acam;

* Yactota gHen/MactoTta 4yacoB — MNeprvoanM4HOCTb, C KOTOPOW OyaeT BbINOSHATHCS

3afava;

® BpeMﬂ 3anyckKa — BpemMsd Ha4aria BbIlNOoJIHEHUA 3aJayn B cbopmaTe Y4.MM.CC.

HacTponku o6HoBneHus

E————————————aw-
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B paspene O6HoBneHue kateropum DLP MOXHO ycTaHOBUTb pacnucaHve OBHOBEeHus,

AN 3TOro ycTaHoBuUTE riaxok 3agaTb pacnucaHue U HacTpoiTe napameTpbl

(pvic. HacTpoliku pacnncanusi o6HoBrieH!s ).

Bbi6epute Tn pacnmucaHust — Mo gHam wm Mo yacawm, B cuetynke Yactora gHen/Macro-
Ta 4YacoB yKaXuTe NepuoanMYHOCTL, C KOTOpoK OyaeT BbINONHATLCA 3agada, a B none Bpe-

MA 3anyCcKa — BpeM4d Ha4vana BbINOJIHEHNA 3aJa4vn B cbopmaTe Y4y:MM.CC.

P PegakmipoBaHine HacTpoek KNMEHTOE X

»  OBuwwme HacTpoikin 3agaTs pacnucarine
» Sys\Watch
v DLP Tun pacrucanua: { Ny E
Chop ganHeIx
OnTUMK3aLNA HacToTa geii:
* Habarogerwe
O6HoEneHNE Bpemn sanycka: { 10:00:00 l
3Ha4eHnA BCEX NaPaMETPOE KOPPEKTHEI
[ Mpumerute ] [ Omena
eSe———

PucyHok 91. HacTtpoikn pacnmucaHuss ooHoBneHus

4.7 Mpodunn 6ezonacHocTn

Bkrnaaka Mpodunnm 6esonacHocTu npegHasHadeHa ans paboTbl ¢ Habopamu napameTpoB 6e3-
onacHocTtu (npocunsimu), BKMOHaoWmMX B cebsa npasuna ana anrnoBon CUCTEMbI, CUCTEMHOIO
peecTtpa, cetn n mogynen. Mpodum obbeguHAIT pasmndHble NpaBuria KOHTPOSS akTUBHOCTU B
norndeckme rpynnbl. CosgaHHble Npocdunm coxpanatoTca B 6ase aanHbix SoftControl Service

Center; BnocneacTBum nx MOXHO MUCMOSb30BaTh B HaCTpOVIKaX KITMEHTCKNX I'IpI/IJ'IO)KeHl/Iﬁ = .

- (7" ]
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Vims npoguns GezonacHocTi

3 default_profile
default_profile_2
Group_1
No group
profile_1

|8 | & G5E A

[I{nuemu I {3 Fla s LN U ) [podiinia GesonacHocT

[E" T o REENER e

Pykosodcmeo aOmMuHUCmpamopa
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DO | @8 9% 8 @l

¥ SoftContral Admin Console

PucyHok 92. Bknagka "lMpocunu 6esonacHoctu™

OcHoBHble onepauumn C HpOCpMﬂFlMM OCYLLECTBJTAOTCA C NOMOLLBHO rpaqueCKle KHOMOK BKI1aOKW,

npeaHa3sHa4veHvne KoTopbix NpmMBeaeHo B Tabn. 16.

Tabnuua 16. AnemeHTbI ynpaBneHusa pasgena «lpodunu 6e3onacHocTU»

[ob6aBuntb

HasBaHue

CospgaHue HoBoro npodwmnsi 6esonacHoOCTU.

N3meHnTb

PepakmpoBaHue BbIGpaHHOro Npogmnsi.

Yaanuts

YpnaneHue BbIGpaHHOTO Npodwns.

[NepermeHoBaTbL

[NepermeHoBaHWe BbIOpaHHOrO Npodmnsi.

Hﬂr;ﬂﬂE

CkonvpoBatb

CoxpaHeHue BbIOpaHHOro Npodwnst Nog ApYrM MMEHEM.

75 Mmnopt

&

MmnopmmpoBaHue npodwmna ns XML-ganna.

=]
t&j‘}‘ OkcnopT

OKcnopTMpoBaHne BblopaHHoro npodwmnst B XML-dbann.

OCHOBHbI€ OeVCTBUSA, BbINOMHAEMbIE Ha JAaHHOW BKIaaKe:

+~ CospaHue npoduns

Ytobbl co3pgatb npodunb 6e30MacHOCTH, HaXXMUTE Ha KHOMKy <+ (Jo6aBuUTb) U ykaxute

UMs Npocouna. B nosiBuBlLEMCA OKHe [laHHble npoduns 6e3onacHOCTU: <uUMS_MNpo-

¢una> sagavite npaswura ana pannoBon CUCTEMbI, CUCTEMHOIO peecTpa, CeTU U Moayren.

MoapoGHyo uHpopMaumio o Ao6aBneHUM NpaBui KOHTPOMA aKTVBHOCTM CM. B COOTBET-

EEE————————————— -
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cTBytoumx nyHkTax pasgena Hacrtpounku SoftControl SysWatch ([Tommtuka kKoHTporsa:

daiinoBas _cuctema ", Mommtrka KoHTpons: CucTeMHbin peectp ®, MonuTvka KOHTPOs:

Cetb **, Mommutuka koHTpons: Mogyrm ™).

PepakTtupoBaHue npocpunsa

Uto6bl M3MeHUTb Npochune 6e3onacHoOCTH, BbIGepUTE €ro u Haxmute Ha kHorky - (U3me-

107

HUTb) (puc. Bkragka «[podum 6esonacHocty ). B nogasuBLieMcs okHe [JaHHble npo-

¢una 6e3onacHocTU: <UMA_npoduna> otTpeaakTmpymte Tpebyemble AaHHbIE.

YaaneHue npocpunsa
[na ynanenus npodwuns Bbibepute ero, Haxxmute Ha kHonky ¥ (YaanuTb) (puc. Bknagka

«Mpodunn 6e3onacHoCTVY ') U NoATBEpANTE yAaneHe B ANanoroBOM OKHe.

NepenmeHoBaHue npodcuns
[ns nepemmeHoBaHuna npouns Bbibepute ero, HaXxXMuTe Ha kHorky = (MepenmeHoBaTb)

vc. Bknagka_«[podburiv 6e30nacHOCTU» ') M YKaKUTe HOBOE Ha3BaHve B MOSIBUBLLEMCS
BKIlaAKka YK

OKHe.

KonupoBaHue npocuns

[nsa cosganma konum npocunst BoIbepute €ro, HaXKMUTE Ha KHOMKY (CkonupoBaTthb)

107
)

(puc. Bknagka_«[lNpodum 6e3onacHocTm» N YKaXKnTe HasBaHve HOBOro npodwuns B no-

ABMBLLUEMCA OKHE.

UmnopTtuposaHue npoduns
Urobbl 3arpysutb npodurs 6esonacHocTn n3 XML-tbaira, HaxxMute Ha KHonky & (Mm-

nopt) (pvuc. Bkmagka «Mpodum 6esonacHoctuy ). B okHe BhIGOpa haiirna ykaxure ums

XML-dparna n Haxxmute Ha kHornky OK.

AkcnopTupoBaHue npoduns

Uto6bl coxpanuTb Npodurnb GesonacHocTy B XML-thaiin, HaxmuTe Ha kHorky & (kcnopT)

107

(pyc. Brknagka «[pocurm 6e3onacHoCcTy ), 3aTeM B CTaHAApTHOM OKHe Bblbopa danna

yKaxute uma n nyte K XML-cpawny.

— e &
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4.8 3apaumn

Bkragka 3apgayum no3BossieT co3gaBaTtb 3adayuum Ans KIMEeHTCKUX I'IpI/IJ'IO)KeHI/II7I n oTCcnexmsaTtb Ae-

Tarm ux BbinonHermns (puc. Bknaaka «3agaum» '°).

Ha Bkrnagke npeacTaBneH CNMCOK BCEX 3a4ady M UX napameTpbl.

OcHoBHble onepaumm ¢ 3agavammn OCyLLECTBIIIOTCS C MOMOLLBIO rpadou4eckmnx KHOMOK BKIaAKW,
npeAHasHaYeHne KoTopbIX NpuBeaeHo B Tabn. 17.

Tabnuua 17. AneMeHTbl ynpaBneHusi BKNagku «3agaydn»

Ii;:;l [Jobasutb CosgaHve 3agayum Ans KMMEHTCKMX KOMMOHEHTOB.

=« % |lopgpobHas uHgopma- .

b A 2 top MpocmoTp oT4eTa O BbINOSIHEHUW BbIOPAHHON 3a4auu.
> |ums

% OTmeHuTs OTmeHa 3agaun, HaxoAsiLLencs B cTaTyce oXupaHue.

D' ScftControl Admin Console

®afin  Bag Ounetpe O nporpamme

B8 FoiaAy | QRN (@ oo B2

e | %
Waenmndmkarop | Tun CosgaHa Bpemn sanycka Cratyc

> 4026 ¥npaeneHue npodunem 18.05.2020 14:19:36 | 18.05.2020 14:19:36 3asepuwena a
4025 ¥npaeneHue npodunem 14.05.2020 14:04:05 | 14.05.2020 14:04:05 Osemparue
4024 ¥npaeneHue npodunem 13.05.2020 17:12:26 | 13.05.2020 17:12:26 Ouparue
4023 ¥npaeneHue npodunem 13.05.2020 16:56:52 | 13.05.2020 16:56:52 Okuparme
4022 ¥npaeneHue npodunem 03.10.2019 11:56:52 | 03.10.2019 11:56:52 Okuparme
4021 Chop npoduna 03.10.2019 11:56:23 | 03.10.2019 11:56:23 Okuparme
4020 Obrosnerne 27.09.2019 14:52:33 | 27.09.2019 14:52:33 3asepwena
3020 Chop npoduns 14.08.2019 11:15:26 | 14.08.2019 11:15:26 Owuparme
2020 ¥npasnexue npodunem 01.08.2019 15:54:19 | 01.08.2019 15:54:19 3asepwena
1021 ¥npasnexue npodunem 02.07.2019 15:00:28 | 02.07.2019 15:00:28 Cokmaarme
1020 Chop npoduns 02.07.2019 14:59:13 | 02.07.2019 14:39:13 Bunonnretcs
1019 ¥npasnexue npodunem 02.07.2019 12:59:48  02.07.2019 12:39:48 3asepwena
1018 Chop npoduns 02.07.2019 11:32:40 | 02.07.2019 11:32:40 Owuaarme
1017 Chop npoduns 02.07.2019 11:32:32  02.07.2019 11:32:32 3asepwena

;

PucyHok 93. Bknagka «3agaumn»

lMepeyeHb nonewn BKNaaky npuBeaeH B Tabn. 18.

Taobnuua 18. Nons BkNagkun «3apgadumn»

WaoeHtmdwmkartop MopsiAKOBLI HOMEP 3adayn.
Tun 3agaun:
Tun 3agaumn e cbop npodmns;
e obHOBneHue.
Cospana [aTta n Bpems cos3gaHusa 3agaqw.
Bpems 3anycka [ata n Bpems 3anycka 3agauu.
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Cratyc

CraTyc 3aBepLUeHus 3agauu:
* oXuaaHue — BbINONHEHNE 3a4a4M He Havyan HU OOQUH KIMEHTCKUIA KOMMOHEHT;
* OTMeHeHa — 33/ja4a Obira OTMEHeHa 40 Hadarna BbINOSHEHUS!;
¢ BbINOJIHAETCS — BbINOHEHVE 3a4a4M Ha4YaTo Kak MUHUMYM OAHUM U3 KIMEHTCKUX
KOMTMOHEHTOB;
* 3aBeplUeHa — 3a7a4a BbINOSHEHA BCEMU KIIMEHTCKUMM KOMMOHEHTaMW.

OcCHOBHbIe OeNCTBUS, BbINOSHAEMbIE Ha AaHHOM BKIagKe:

Co3paHue 3agaum

Uro6bl 4O6aBUTL HOBYIO 3aJa4y, HaXMUTE Ha kHornky Co3aaTthk (puc. Bknagka «3apaumy 7

). B okHe HoBasi 3apgayva 3apaiite napameTpbl 3a4ayv B 3aBUCMMOCTM OT ee Tuna (CM. pu-

113 114

CyHKW, HaumHas ¢ War «Tvn sagau» *° 1 go Lar «Kmventol» '*° B pasgene O6HoBreHVe

):

* c60p npodouns ;

® o6HOBMREeHue .

MpocmoTp noapoOHOCTEN BbINOMIHEHUSA 3a4a4u
Utobbl npocMoTpeTb NOAPOBHOCTM BbINOMHEHNA 3a4a4uu, Bbibepute ee 1 BbINOSHATE OA4HO
13 criegytoumx JeNCTBUN:

® Haxmute Ha kHorky [lopgpobHas wuHcopmauma B rpynne KHOMOK BKragku

110y.
)

(pyc. Bknagka «3agayvy

® NBaXKAbl HAXXMUTE NEBOW KHOMKW MbILLM Ha 3a4adye.
B nosiBuBLLENCA OOMONHUTENBHOM BKMadke 3apava: nogpoOHO npvBeneHa aeTarnbHas
MHOpMaUMA Mo 3adave M XOA4 BbIMONHEHVS AN KaXOoro KMMEHTCKOro KOMMOHeHTa B

111
oTaenbHocTH (puc. MNogpoBHOCTU BbIMOSHEHWS 3aa4un ).
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¥~ SoftControl Admin Console

Qaiin  Bug Ounstpu O nporpamme

[gg | ®igiiay | BOwN [ @1 49 B RY

[KanHanpin KAMEHTOE Iqui- 3agaua: nogpobno -

MogpobHan nHpopmauna no sagaue:
Tun ¥npaenenue npodinen

Cospana 18.05.2020 14:19:36

Bpems zanycka 18052020 14:19:36

Cratyc 3asepuwena

Mapamerpei sagaun

CraTyc 33aaum Ha KIWEHTaX:

MNepeTAnKTE CIOAa MBILLKO# 3aro0E0K KOAOHKH ANA TPYNMMPOEKK ABHHLIX M0 HeH

Wma knventa Tun knveHta

Moapazaenenune Craryc Bpems okoHuaHWA

Mo ymonuanmio  WIN-UEG53NATDPC SysWatch 3apepwena 18.05.2020 14:21:28

4
PucyHok 94. NMoapo6HOCTM BbINONHEHUSA 3aAayvun
MoMmmo ocHoBHOM MHGpopmauum (Tabn. 18) n napameTpoB 3adayn, Ha BKagke otobpaxa-

eTcsa gononHuTenbHas Tabmmua CTaTyc 3agaym Ha KNUeHTax, OnvcaHve noren KoTopon

JaHo B Tabn. 19.

Taonuua 19. Nonsa Tabnuubl «C'raic 3a4adm Ha KIIMeHTax»

MoapasgeneHve MoppaspeneHune, K KOTOPOMY OTHOCUTCS KIMEHTCKMIA KOMMOHEHT.

Nmsa knneHTa MMa KNMeHTCKOro xocTa.

CTaTyC 3aBeplleHnda 3agaydmn gna 4aHHOro KIMeHTCKOro KOMMoHeHTa:
® OXupaHue — BbiNoJIHEHWE 3aa4n He Ha4aTo,
® 3anycCK — KITMEHTCKOMY KOMMOHEHTY yCnewHo oTnpaBfieHa KOMaH4a Ha
3anycCkK 3agavu;
e owmbka 3anycka — KITMEHTCKMUIN KOMMOHEHT HE CMor npon3BecT 3anyck 3a-

aadu;
CTaTyC ¢ BbIMOJIHAETCA — 3aja4ya HaxoguTc4d B npouecce BbINONTHEHUA KIMMEHTCKUM
KOMIMOHEHTOM;
* owmbKa BbINONIHEHUSA — B npouecce BbINoNMHEHUA 3a4a4n BO3HUKNA owuné-
Ka,

® OTMeHeHa — 3a7a4a Obirna OTMEHEH3;
¢ 3aBepleHa — BbINONIHEHE 3a4a4vun 3aBepLLUEHO;
e owmbka 3aBepleHunsa — npu 3asepLleHnn 3agadn BO3HUKINA ounbka.

BpeMFl OKOH4YaHuaA BpeMﬂ 3aBeplleHnda 3agayvn Ha JaHHOM KIMMEHTCKOM XOCTe.

YTo6bl NPOCMOTPETb OTYETHI HENMOCPEACTBEHHO MO BbIMOSHEHHLIM Onepauusim, nepenauTe

Ha BKraaky JIor v npuMeHVTe hunbTpbl > ANS COOTBETCTBYIOLLMX TUMOB OnepaLiyi.
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4.8.1 C6op npocdunsa

1) Ha ware Tvn 3apgaum Buibepute Co0p npocdnna B BbiNagatoLlEM CNUCKE U HAXKMUTE Ha KHOM-
ky Bnepep (pvic. LLar «Tun sagauny ).

LLaru

Tun 3apaun
Tun sapauu < BrifepuTe TMN 334344 W 334aMATe NapaMeTpel ANA EuiBpaHHora
Bpems sanycxka Tina

KnueHTs

Cop npogurna u}

[ Bnepear | [ Ommene

PucyHok 95. Llar «Tun 3apayn»

2) Ha ware Bpems 3anycka BbiGepute onuuio Cenyac ana HEMEAneHHOro 3anycka 3agadm no-

crie ee nobaerneHus, Mbo BbiIGepuTe onumio YKasaTb BpeMmsl U onpegermte aty U BpeMs

3anycka (puc. Lar «Bpems 3anycka» 7). Haxxmute Ha kHonky Bnepea Ans npoaosmkeHns.

LWari
Bpema zanycka

Tun sagaun « BribepuTe aaty v EpeMa 3anycka 3aaaum
Bpemn sanycka
Knuentsi

() Ceiiuac

(8) Yxasare spems:

BeiBpanssie 43T 1 BPEMA 3anyCKa 33434M ACKKHE! BbiTh
Bonbe Texyux

(20052020 1203 =]

PucyHok 96. Llar «<Bpems 3anycka»

3) Ha ware KnmeHTbl 0TMETbTE KIMEHTCKME KOMMOHEHTbI, A8 KOTOPbIX HE06X0aMMO co3aaTh 3a-
nauy (pvc. LWar_«Krmentbi» ''°). Mpu BbiGope Tuna kiveHTa SysWatch 3agada GyaeT HasHaqe-
Ha BCEM KIMEHTCKMM KOMMOHEHTaM, Npu BbIGOpe noapasaerneHns — BCeM KIMEHTCKUM KOMMO-
HeHTaM noapasaenenus. Haxxvure Ha kHornky FoToBo, 4ToGbLI co3aaTth 3agady, Wi Ha KHOMKY

Hasap, ecrm TpebyeTcs M3MeHUTbL NapamMeTpbl 3adaun.

- (® ]
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L
A Kaventsl

y L4
Tun 338340 BrifepHTe KNMEHTOS, HA KOTOPSIX Bkl XOTHTE BHINONHATS 33834y

Bpems sanycka +

lrEma - v [ SysWatch

¥ [ Noymonsanuo
[ WIN-MG2LKINUPAL
WIN-MG2LKINUPAL
[ WIN-UEG53NATDRC
v ProductionPass
WIN-MG2ZLKLNUPAL

[ <Hasaa | [ foroso | [ Omwens

PucyHok 97. WWar «<KnueHTbI»

4.8.2 ObHOoBNneHue

1) Ha ware Tvn 3apgaum Bbibeprte OGHOBNEHMe B BbiNagatoLeM Cnmncke n 0TMeTbTE Heobxoan-

Mbl€ KOMMOHEHTbI 45151 0GHOBIIEHVS 1 MapamMeTpbl 3aaaum (pvic. Lar «Tun 3agaumy *):

O MporpammHblie Moaynu — OOHOBMEHME MNPOrpaMMHbIX MOAyrerl KOMMOHEHTOB Tuna
SysWatch n DLP.

0 BbINONHUTb Nepe3arpy3Ky KIMEHTOB — rnepe3arpyska KIMEHTCKUX XOCTOB MO OKOHYaHWM
obHoBreHua. Ecrm gaHHas onumst He BbibpaHa, To AN 3aBepLueHns OOHOBIEHMA NporpamMm-
HbIX MOAyren nepesarpysky He06xoaUMO BbINOMHUTL JIOKaNbHO BPYYHYHO HA KIMEHTCKOM XO-
cTe, 4To oTobpaxaeTca B CTaTyce KOMMOHEHTa Ha Bkriaake Krventbl *° 1 cobbiTnsx 06HOB-
reHns B oTyeTax o,

Haxxmute Ha kHonky Bnepea Ans npogosokeHrs.

2) Ha ware Bpems 3anycka Bbibepute onunio Cenyac Ang HeMeareHHOro 3anycka 3agadm no-
cre ee pgobasrneHus, nMbo BbIbepuTe onumio YKasaTtb BpeMs U onpefermre aTty U Bpems

3anycka (puc. Lar «Bpems 3anycka» ). Haxmute Ha kHorky Bnepea Anst npofosmkeHus.

- W]
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LWarn
Bpems zanycka

Tun sagaun + BribepuTe faTy W BpEMA 3aMycka 334a4u
Bpemn sanycka
LT

() Ceiiuac

(®) Yrazars spema:

BribpanHble 4aTa W BPEMA 3aNYyCKa 334341 A0MKHB BbiTh
Gonsue Texywx

[20.05.2020 12:03 =]

PucyHok 98. Llar «<Bpemsi 3anycka»

3) Ha ware KnneHTbl 0TMETbTE KIMEHTCKME KOMMOHEHTI, AN KOTOPbIX HE0OX0AMMO co3aaTh 3a-

11
nayy (puc. LWar «KmverTbi» '°). Mpu BbIGOpe TUNa KIMeHTa 3aaaya GyaeT HasHayeHa BCeM K-

€HTCKMM KOMIMOHEeHTaM AaHHOIo Tuna, npu Bbl60pe nogpasgerieHna — BCeM KIMEHTCKUM KOMIO-
HEHTaM noapasgerieHn4. Haxmure Ha KHOMMKY rOTOBO, YTOObI co3aatb 3agady, WM Ha KHOMKY
Hasap, ecrm TpebyeTcs M3MeHUTb NapameTpbl 3a4aun.

L
am KnneHtsl

TL=zgzn BeibepuTe KnueHTOS, Ha KOTOPEIX Bbi XOTHTE BRINGAHATS 33834y

Bpemn sanycka +

lrem - v [ SysWatch

* [ Mo ymonusnuo
[ WIN-MG2LKINUPAL
[0 WIN-MG2LKINUPAL
WIN-UEG53NATDPC

> D ProductionPass
v O ow

v D Mo yMon4aHuo
WIN-MGZLKINUPAL
) WIN-MGZLKINUP4L

[ <Hasea | [ Toroee | [ Omeena

PucyHok 99. LUar «<KnueHTbI»

4.9 MNMpocmoTp oT4ETOB

[nsa npocMoTpa OTYETOB KIIMEHTCKMX NPUIOXEHWI B arpernpoBaHHOM BUAE Yepes3 KOHCOSb yrpaBs-
nenua SoftControl Admin Console npeaHasHayeHa Bkragka Jlor co6biTun. OHa No3BosseT B pe-
arnbHOM BPEMEHM OTCreXmBaTb COObITUS HA HECKOSbKMX KIMMEHTCKMX XOCTax OAHOBPEMEHHO W

NPOV3BOANTL BbIGOPKY HEOBXOAMMBIX AAHHBIX C MOMOLLBIO FMBKOrO MexaHuamMa huibTpaumm 2.

- (W]
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Ha Bknagke agMuHucTpaTop nonydaeT AOCTYN K CNeAyloLLmMM AaHHbIM B yao6Hoi hopme:

= OtueTsl SoftControl SysWatch ''®;
»  OTmyeTbl SoftControl DLP Client'?".

I'IonyquHble OTHEeTbl MOTyT ObITb BblBeAEHbl Ha Nevyatb WM SKCNOPTUPOBAHbI B SMEKTPOHHbLIN

copmat >,

Kpome Toro, noaaepvBaeTcst pe3epBHOE KOMMPOBAHME OTYETOB .

4.9.1 Ot4yeTbl SoftControl SysWatch

Bknagka Jlor coGbITUA npegocTaBnsieT BO3MOXHOCTU MO AeTanbHOMY MOHUTOPUHTY COObITWIA

6e3onacHocTk, pernctpupyembix SoftControl SysWatch Ha knneHTckux xoctax (puc. Bknagka «Jlor

116
)

cobbiTuy ana komnoHeHTta_SoftControl SysWatch ). Utobbl npocmMoTpeTb BCe cobbiTusA, NOCTY-

nuBLMe ¢ kKrmeHToB SysWatch, BblAernmTe HyXHble KIMEHTbI U CrieQyvTe MHCTPYKLMW, MpUBeaeHHOM

B pasgere Krventbl 2.

F SoftControl Admin Conscle

|$8  Fogiay  BOW | BRI B Y
. |

[ClientlD] In (9, 8, 7, 6, 5)

Mepe & CcHaa W 2aronosoi AN rPYNMMPOEKK AaHHBIX N0 HEH
Waentugmkaro...  Kua Tun cobuTMA Bpema BaxHOCTH Tun knweHTa
4019 WIN-MG2LKIN... Hapywerue noauuky k.. | 12.02.2020 18:36:03 = Kpummueckas SysWatch
4017 WIN-MG2LK1N... | Bxog nonszoeatens 26122019 17:35:18 OBeiunan
4016 | WIN-MG2LK1N... | Bxog nons3ceatens 26.12.2019 17:25:56 OBbluHas
4009  WIN-MG2LK1IN... Bxoa nonssoeatens 26.12.2019 16:56:15 OBbiunan
4018 WIN-MGZLKIN... WsmeHenue HacTpoex 26.12.2019 17:37:36 Beicoxan  SysWatch
4015 | WIN-MG2LKIN... | Hapywenue noawtien k.. | 26122019 17:11:14 | Kpummueckaa  SysWatch
4014 WIN-MGZLKIN... Wsmenenue racTpoex 26.12.2019 17:09:39 Beicoxar  SysWatch
v
Crpanmua N21(nocnegnas) Mpowno spemeru: 00:00:02

: -

PucyHok 100. Bknagka «Jlor co6biTuin» ana komnoHeHTta SoftControl SysWatch

MonHbIN NnepeyeHb nosnen Bkragku Jlor cobbiTumn anst komnoHeHta SoftControl SysWatch npuse-

neH B Tabn. 20.

Ta6nuua 20. Nons Bknagku «Jlor coobiTny ana SoftControl SysWatch

Nvs MMs1 KnneHTcKoro xocTta.
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YHuKanbHbI naeHTMdgmkaTop cobbimus. Ecnm nponcxogut npyvem cobbiusi ¢ oy onmpo-
BaHHbIM MaeHTMdmMKaTopoM, Oy6nMpyemas cTpoka nomevaeTcs KpacHbIM LseToM. B
crnyyae HapyLleHus LierioCTHOCTU nopsiaka MaeHTMAmMKaTopoB (pa3pbiBbl B MOCneaoBa-
TENbHOCTW), B OTYET CEPBEPHOro KOMNoHeHTa B >ypHane Windows 129 BHocuTcs cooT-
BETCTBYIOLL €€ NpeaynpexaeHne. McknoyeHmem aensioTcs cobbiusa mna CraTyc, Ans
KOTOpPbIX AaHHbIA NapaMeTp NPUHUMAET 3HadYeHus -1 unn -2.

YHukansHbiv ID ycTtporcTsa

YHUKaneHbIN nOeHTMdMKaToOp KIMEHTCKOro X0CTa, KOTOPbI aBToMatM4eCckn npuceansa-
eTcsl emy npu nepBom obpall eHun knueHTckoro npunoxenns SoftControl SysWatch k
cepsepy SoftControl Senver.

Tun cobbitns

Tun cobbiTna 6e3onacHOCTM (MHUMAEHTA):
® HapyweHue NONIUTUKU KOHTPONS;
® KOHTPOJIb aKTUBHOCTMH;

* OGHOBMNEeHWe KNUeHTa;
® 3anyck npouecca;

® U3MeHeHue HacTpoek;
® cTaTyC;

* BXOp Nonb3oBaTens;
¢ BbIXopA Nofib3oBaTens;
e co6biTna DeCrypt.

Bpems

[aTta n Bpemsa pernctpaumm cobbitms.

BaxHocTb

BaxHoCTb (MpropuTET) COBBITUSI C TOYKU 3PEHMST YTpo3bl MHpOPMaLMOHHOM Ge3onacHo-
CTU KIIMEHTCKOrO XOCTa:

® 0bBbl4Hag,;

® BbiCOKas;

® KpUTUYeECKas.
KaxxgoMy ypoBHIO NproputeTa COOTBETCTBYET CBOWN LIBET SAYENKMU.

[enctsue

[JelicTtBne B cnydae cobblusi TNa HapylleHMe NOMMTUKU KOHTpOnS:

* yteHue chamna;

* u3meHeHue danna;

* nepeuvmMeHoBaHue ¢anna;

e ynaneHue cdamnna;

® OTKpbITUE KaTanora;

* yaaneHue KaTanora;

® OTKpbITUE KIIl0Ya peecTpa;

® co3faHue KiYa peecrtpa;

* yaaneHue Knr4va peecTpa;

®* U3MeHeHuUe 3Ha4YeHUusi peecTpa;

* ypaneHuve 3Ha4eHUA peecTpa;

e 3arpy3ka DLL-moayns;

e BBeleH HeBepPHbIA Naposb.
[JencTBure B criyyae cobbiTvs TMNa 3anyck npouecca (gaHHble BbIBOGATCSH B OOHY
CTPOKY):

* UHcTtannaTop: na/Her,

¢ B npodomne: ga/HeT (OTCYTCTBYET, €CINM Ha KIIMEHTCKOM XOCTE OTKIIHOYEH Npodmib

CUCTEMbI UMM ecnn B HacTpokax >’ B pasaerne KOHTponb akTMBHOCTM CHAT dina-
Xok MpunoxeHus);
* UmeeT pencreutensHyto AUIM: ga/HeT (TONbKO 4NA UHCTANNATOPOB);
¢ Benbi cnucok cepTUMKATOB BKNKOYEH: a/HET (TONbKO ANSI MHCTaNNATOPOB);
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e CeptudukaTt B 6e51o0M cnucke: Aa/HeT (TONbKO ANS UHCTaNMSITOpoB, U ecnv
BKMtOYeH 6enblii Crncok);
e nobanbHbIN pexum obHoBneHus MO BKkNOYEH: ga/HeT (TONbKO A48 UHCTanNNs-
TOpOB);
¢ Bbin nu oTcnexuBaeMbIM: Ja/HET;
e 3anyck B pexxume o6HoBneHus MO: ga/Her.
[encTtBue B cnyyae cobbimva TMNa o6HOBRNEHMe:
® 3anycKk oOHOBNeHUN;
¢ OGHOBNEHWe 3aBepLUEHO.
OencTtBue B cnyyae cobbimvs TMNa 3aMeHeHUe HacTpoek:
® HaCTPOWMKU U3MEHEeHbI JIOKanbHO;
¢ HaCTPOWMKU U3MEeHEeHbl CepBepoM.
[OelictBue B cny4vae cobbimust Tna cobbitusa DeCrypt:
* NOTIFY-DEVO0;3arpy3ka, Bce yCTpOWCTBa HanuAeHbI;
e NOTIFY-PRETEST;3arpy3ka ¢ He3akogupoBaHHbIM KOHTe MTHE pOM,;
¢ NOTIFY-ERROR;Owun6ka npu 3arpyske;
e NOTIFY-PW;3arpy3ka c naponem;
e NOTIFY-DEV1;3arpy3ka, o4HO U3 YCTPONUCTB He HalUAeHO;
e NOTIFY-DEV2;3arpy3ka, aoBa yctpouncrtea He HangeHbl (KPUTUHHO);
e NOTIFY-ACTION: DEV-GET;3anpoc cnucka HangeHHbIX YCTPOUCTB;
e NOTIFY-ACTION: DEV-CHANGE;O6HOBUTL CNUCOK YCTPOMUCTB;
e NOTIFY-ACTION: PW-CHANGE;A3MeHNTbL naponb;
e NOTIFY-ACTION: DISK-ENC STARTED;koaupoBaHue AucKa Ha4aTo;
e NOTIFY-ACTION: DISK-ENC FINISHED;kogupoBaHue AuCKa 3aBepLIeHo;
e NOTIFY-ACTION: DISK-DEC STARTED;JekoaupoBaHue AUCKa Ha4aTo;
e NOTIFY-ACTION: DISK-DEC FINISHED;lekoagnpoBaHue guckKka 3aBepLUeHO;
e NOTIFY-ACTION: BOOT-PREPARE;YcTaHOBUTb CUCTEMHbIN 3arpy34uk;
e NOTIFY-ACTION: BOOT-CLEAR;Yaanutb CUCTE MHbIN 3arpy34uK.
Cratyc genctsusa B cnyyae cobbiTus TMna oGHOBNEHUe:
® npouecc O6OHOBMEeHNA 3anylueH;
e owmbKa 3anycka;
®* HOBbIX OOHOBMEHMI He HaWOeHo;
* OGHOBNEHWe NpepBaHO Nonb3oBaTeneMm;
Cratyc pencmsus ¢ OOHOBNEHMUA yCNeLwHO YCTaHOBIEHbI;
® Hy)XHa nepe3arpyska cucTteMbl;
¢ OGHOBNEHWe 3aBepLUeHO C OWNBKaMK.
Cratyc nenctsus B cnyyae cobbitua mna cobbitusa DeCrypt:
e SUCCESS;
e FAIL.
CraTyc 3aperncTpMpoBaHHOro KSIMEHTCKOro KOMMOHEHTA:
® aKTUBEH,;
Cratyc knuneHTa ® OCTaHOBIEH;
e paboTa cnyx6bl Obinla NpepBaHa;
e owunbka crtaTyca. HeBepHbIA cTaTyC.

I'Ipvu'|0>|<eHV|e UInn NHCTannAaATop, Bbi3BaBLUadA cobbITns: TMNOB HapyLweHue nNoJyInTuku
KOHTpONA 1 3anyck npouecca.

UcnonHsembln doann

KomaHngHas ctpoka npouec- |~ KomaHaa, Bbi3aBaBLlas cobbiTve TMNa 3anyck npouecca.
ca — WMma obbekTa ¢annoBon cuctembl/peecTpa, B OTHOLLEHUM KOTOPOro NPom3oLLSio cobbl-
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TMe TVNa HapyLweHWe NOSIMTUKN KOHTpons, uin uMsa DLL-moayna, sarpyxaemoro
MPOLIECCOM, BbI3BaBLLMM COBbITVE HAPYLIEHME NOMIMTUKU KOHTPONS.
— HeBepHo BBEAEHHLI Naporb.

YyeTtHas 3anucb, o4 KOTOPOW NMPOM30oLLIN coBbiTust TMMOB 3anycK npouecca Uin us-

lNonb3oBartenb
MeHeHue HacTpoek.
30Ha BbINOSHEHMS NPUIOXKEHMS:
e foBepeHHble (paspelleHHble);
Sona Aosep (pasp )

® M0 yMOMYaHuUIo (OrpaHUYeHHbIe);
® GNOKMpOBaHHbIE (3arnpeLyeHHble).

YHuKanbHbI nopsakoBbin naeHmdwmkatop npouecca (PID) B OC anst cobbitua mna
3anyck npouecca.

MaoeHtndwmkaTtop poguTenb- |YHUKanbHbI NOPSAKOBLIA naeHTMdmkatop pogutensckoro npouecca (PPID) B OC ans
CKOro npouecca co0bITVS TMNa 3anycK npouecca.

MpeHmdwmkaTop npouecca

Pogutenbckum npouecc HanmeHoBaHune poanTeSIbCKOro npouecca ana cobbInst TMna 3anyck npouecca.

PelueHure no 3anycky NpunoxeHus:
® paspelleH;
® 3anpeLleH.
Kaxxgomy pelueHnio cooTBETCTBYET CBOWN LIBET SYENKN.

Pewenne

KonmyecTtBo BCTPOEHHbIX CepTUdMKaTOB, OGHApPY)KEHHbLIX B NMPOLIECCE aBTOMaTUHECKOM

BcTpoeHHble cepudmkaTtsl B
HacTpoVikn (c6opa npodmns).

KonnyectBo cepmdmkaToB Katanoros, 0GHapYy>KEeHHbIX B MpoLIecCe aBTOMAaTU4ECKON Ha-
CTpoViku (cbopa npodmns).

CraTyC KOHTPOMS aKTUBHOCTU MPUMNOXEHWUIA:

MpunoxeHus ® aKTMBHO;

® HeaKTUBHO.

Cepmdmkatsl KaTanoros

Cratyc KoHTponsi annoBo CUCTEMbI:
dannosas cuctema ® aKTUBHO;
® HeaKTUMBHO.

CraTyC KOHTpPOMs CUCTEMHOrO peecTpa:
CuncTeMHBIN peecTp ® aKTUBHO;
® HeaKTUBHO.

CraTyc KOHTpOns ceTeBOW aKTMBHOCTU:
Cemb ® aKTUBHO;
® HeaKTMBHO.

Mms BoweaLuero nonb3oBa-

YueTHas 3anncb, Nog KOTopoii npousowen Bxogd B OC KMMEHTCKOro XocTa.
Tens

Mms BbleaLwero nonb3osa-

Y4yeTHada 3anucb, nog, KOTOPOW NPOU3OLLES BbIXOA U3 OC KnneHTCKOro xocTa.
Tena

Ownbka Kop owwnbkn B 6ase gaHHbIX Ha cepBepe.

Tun KnNueHTa, 4ns KOToporo otobpaxaetcs otieT. [1na obuwux cobbituin (SysWatch u
DLP) none nmeeT nyctoe 3Ha4YeHue.

WaoeHmdwmkaTtop (UID) npaBuna, B OTHOLLIEHMN KOTOPOrO MPOU3OLLSIO HapyLLEHWE NOnu-

Twun kKnneHTa

Hetanun
TUKW KOHTPOS.
Ums cnyx6bl CuncTtemMHoe nms cnyx6bl, koTopas Obina 3anyLl eHa/ocTaHOBIEHA.
OTobpaxaemoe nmvs HasBaHue cnyx6bl B ocHacTke Cnyx6b1 OC Windows.
CobbiTre cnyxobl Cratyc cnyxo6sl:
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e ServiceStarted;

e ServiceFoundRunning;
e ServiceStopped.

Crepyrowme cobbiTva cogepxat B cebe pacLmpeHHyto MHdopmaumio 06 nHUMaeHTe:

CoObITE N3MEeHEeHNs HacTpoeK
CobbITe M3MEHEHM HAaCcTPOEK NO3BONSIET NPOCMaTpuBaTh MOSHbIA CNMCOK U3MEHEHUA B
koHgurypaumm SoftControl SysWatch. Hactpowkn SoftControl SysWatch moryt 6b1Tb name-
HeHbl criegytouwmmmn cnocobamu:

* agMuH1cTpaTopoM Yepes SoftControl Admin Console °”;

® flokasibHbIM NOSb30BaTeSiEM C NOMOLLBIO:
— I nporpammel;
— MPYMEHEHMA KOH(UrypaunoHHoro danna.
Otkponte cnmcok cobbiTvin Ha Bkragke Jlor coObiTun ans komnoHeHta SoftControl
SysWatch n Bbibepute cobbiTve Tna U3amMeHeHue HacTpoekK. YUTobbl Bbi3BaTb OTYET C
AONOSHUTENbHOW MHGOPMaLMER, BbINOSHATE OOHO M3 Crie4YHOLLMX AENCTBUA AN1S BbIOGpaHHO-
ro cobblTus:
® nBaXabl HAXXMUTE NEBOWN KHOMKN MbILLK HA COObITUM;
® BbI30BUTE KOHTEKCTHOE MEHIO HaXXaTueM MPaBoWn KHOMKM MblLLM Ha COBbITUM 1 BbIBEpU-
Te komaHay lMokasaTb AONONMHUTENbHYK MHGOpPMaLUO COOLITUA U3IMEHEeHUA

HacTpoex.

e .
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™' SoftControl Admin Console

Qaiin  Bug  Owaetpe O nporpamue

(g8 | F o a8k @0 o @@l
L E T Visuenenmse nactpoii -

TMepeTAKUTE Crofla MbILLIKOA 33TONOB0K KONGHKIA AN TRYNMMPOBKH AZHHb N0 Hed

Wma HacTporkn 3HaueHUe HACTPOHKM

Y Korrpone axmsnocT/3anperuTs sHewree ynpasnenme cryxBoi B
Enterprise.Safensoft.EnableWebSocket 0
(OTnosweTe 3aMycK cMcTeMHOR crywBel Ha (MUH.) )

,

PucyHok 101. Bknagka «M3aMeHeHHble HaCTPOMNKN»

B nosiBuBLLencsa gononHuTensHom Bknagke U3amMeHeHHbIe HacCTPOMKK NpeacTaBrieH nepe-

YeHb HacTpoek SoftControl SysWatch ¢ ykaszaHuem mx HOBOro coctosiHus (puc. Bknagka

«MameHeHHble HacTpolkny '2°)

MonHbIN NepeYeHb Nonen BKNaaky npuBeaeH B Tabn. 21.

Taonuua 21. Nonsa Bknagkn «M3mMeHeHHble HaCTioﬁKu»

Mms HacTpomkum Ha3BaHune HacTpomnku.

3HayeHre HacTPOnKM 3HayeHVe HaACTPOMKK, Ha KOTOPOE OHO ObINo U3MEHEHO B pe3ysbTaTte cobbITUS.

4.9.2 OtueTbl SoftControl DLP Client

Bkragka Jlor co6bITUn npenoctaBiiA€T BO3MOXHOCTb NPOCMOTPa OTYHETOB MO AaHHbIM, co6V|pa-

emblM SoftControl DLP Client Ha krmeHTckux xoctax (puc. Bknagka «J1or coBbiTuin» Ang KoMmno-

HeHTa_SoftControl DLP Client'?"). Yto6bl npocMoTpeTb Bce cobbITUSA, MOCTYNMBLME C KIMEHTOB

DLP, Bblaenure HyxHble KIMEeHTbI 1 Crieayvte UHCTPYKLUMK, NpuBeaeHHoN B pasaerne KrimeHTol 0
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F SoftControl Admin Console

g8 | Fof o | AOQOL | @H 9 B @l
-

[ClientiD] In (10, 1)

Mepe € ctoga i 3aronoBok AAR TPYNAMPOEKIA AAHHBIX N0 HEd
Wastntudukaro... HMma Tun cobbma ipe BaxHocts Twn knneHTa
-2 WIN-MG2LKIN... Craryc 09.04.2020 13:16:24 Buicokan []
-1 WIN-MG2LKIN... | Craryc 09.04.2020 12:36:24 Bricokan
-2 | WIN-MG2LKIN... Cratyc 09.04.2020 12:10:31 Beicoxan
8 WIN-MGZLKIN... [oBasnero ycrpoiciso 08.04.2020 13:34:38 Bricoxan DLp
7 WIN-MG2LKIN... | [loBasneto ycTpoiicten 08.04.2020 13:32:38 Buicokan DLP
6 WIN-MGZLKIN...  Ycrpoiicteo otcoeguueno | 08.04.2020 13:32:38 Bricokan DLP
5 | WIN-MG2LK1N... | YerpoiicTeo otcoeanHeno | 08.04,2020 13:32:38 Bricokan  DLP
v
r Crpanrua Nel(nocneanas) Mpowno spemeHu: 00:001021
;

PucyHok 102. Bknapka «Jlor co6biTuin» ansa komnoHeHTa SoftControl DLP Client

MonHbIN NepeyeHs nonen Bknagku Jlor cobbitun ans komnoxHeHta SoftControl DLP Client npuse-

J€eH B Tabn. 22.

Ta6nuua 22. Monsa Bknaaku «Jlor COObLITUN» ana SoftControl DLP Client

Nms Mms knueHTCKoro xocTa.

YHuKanbHbI naeHmMdumkaTtop cobbitusl. Ecnm nponcxogut npyem cobbiusi ¢ oy6nmpoBaH-
HbIM naeHMdwmKaTopom, oybnvpyemast cTpoka noMmeyaeTcs KpacHbIM LBeToM. B crnyyae
HapyLleHWs LenocTHOCTU nopsaka MaeHTMAMKaTopoB (pa3pbiBbl B MOCNeA0BaTeNbHOCTH),
B OTYET CepPBEPHOro KOMMOHeHTa B xypHane Windows %9 sHocutcsa cooTeetcTByIOLLEE
npeaynpexaenue. VicknoyeHnem asnsatotcs cobbima mna CraTtyc, Ans KOTOpbIX AaH-
HbI MapamMeTp NPUHUMAaET 3HavYeHns -1 unm -2.

MaoeHmmdwmkatop cobbitus

YHUKanbHbIA MOeHTUMKATOP KIMEHTCKOrO XOCTa, KOTOPbI aBTOMaTUYeCKu npucBanBaeT-
cs eMy npuv nepBoM obpall eHnmn knveHTckoro npunoxeHus SoftControl DLP Client k cep-
Bepy SoftControl Senrver.
Tun cobbiTna cbopa gaHHbIX:

e nob6aBneHo yCTPOMCTRBO;

* BIIOXEHME;

e chann;

e HTTP;

* MOHUTOP KNnaBuaTypbl;

* NpUHTEPp;

* peecTp;

® YCTPOMCTBO OTCOEAUHEHO;

* BpeMA paboTbl.

Bpems [aTta n Bpems pernctpaummn cobbitms.

YHukanbHbIn ID ycTtpon-
cTBa

Tun cobbitna

BaxHocTb BaxHocTb (MpropuTeT) COBbITUSI C TOUKM 3pEHUST YIPo3bl MHGOPMaLIMOHHO Ge3onacHoCcCTM
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KIMMEHTCKOro xocta:
® 00OblvHas;
® BbICOKas;
* Kputndeckas.

KaxaoMy ypoBHIO NpuopuTeETa COOTBETCTBYET CBOM LIBET SHEWKN.

Cratyc KknueHTa

CraTyc 3aperMcTpypoBaHHOrO KIIMEHTCKOTO KOMMOHEHTA:
® aKTUBEH;
¢ OCTaHOBIEH,;
e paboTta cnyx6bl Oblna npepBaHa;
e owmbKa ctaTyca. HeBepHbIA cTaTyc.

MyTs Kk npoueccy

MyTe k Nnpoueccy, Bbi3aBaBLLEMY COObITME TMMNOB dpamn, peectp, HTTP, MoHuTOp Kkna-
BUaTypbl, BpeMs paboTbl, NPUHTEP, BIIOXEHUe.

OnucaHwne npouecca

OnucaHue npouecca, Bbi3BaBLLero cobbitme mnos dpann, peectp, HTTP, moHuTtop
KJlaBUaTypbl, BpeMs paboThl, NPUHTEp, BIOXEHMUE.

Y4yeTHasa 3anvcb nonb3oBaTens, nog KOTOpOW Obin 3anyLueH npouecc, Bbi3BasLIWN cobbl-

MNonb3oBatenb e inoB ¢amnn, peectp, HTTP, MOHUTOpP KnaBuaTypbl, BpeMA paboTbl, NPUHTEP,
BINOXeHMue.

P IP-agpec HasHauyeHua HTTP-3anpoca gnsa cobbima una HTTP.

Url URL HasHaveHust HTTP-3anpoca ansi cobbitma mna HTTP.

3aronoBok 3aronosok HTTP ans cobbitmsa tuna HTTP.

Macka goctyna

Tun onepauun Hag HabnogaemMbiM OGbEKTOM ANs COObITWIA TUMOB dparn u peecTp:
* yTeHue;
* 3anuchb;
* ypnaneHwue;
* NepenMeHOBaHMe;
* U3MeHeHue.

PesepBHas konus

JlokanbHbIA NyTb K TEHEBOW KOMMKU Habntogaemoro obbekta ¢ uMeHem Buaa <[llosiHoe
UMS opuauHarnbHo20 obbekma>_<N>.bkp, roe N — nopsiaKOBbI HOMEP COXPAHEHHOM KO-
nun, ana cobbitn TMNoe c¢pann 1 peecTp.

MyTs K danny-BrnoXxeHnto

MyTs Kk dhanny-BnoXxeHuto B no4ToBom knneHTte Microsoft® Outlook® 2003 gns cobbitms
Tna BrIOXeHue.

My K danny Myt Kk HabnogaemoMy kaTanory munm danny gna cobbimst Tuna dpann.
Tun HocuTens, Ha KOTOPOM pacnornaraeTcsi HabrogaeMbiv katanor umm dan 4ns cobbl-
™s TMna dann:

Tun gucka ®

* noKanbHbIA HOCUTENb;
* CbeMHbIV HOCUTESb.

Betka peectpa

MyTs k HabnogaemMoMy pasgerny peectpa Wiv napameTpy pasgerna peectpa AN cobbiTvs
TMNa peecTp.

Bpems 3anucu cobbiusi

[laTa 3anucu BBOAa C KnaBuatypbl And cobbinst TMna MOHUTOP KNnaBUuaTypbl.

3anucaHHble JaHHble

TekcT, BBeAEHHbIN Nonb3oBaTesieM ¢ KnaBuaTyphbl, As COObITUSI TUMa MOHUTOP KraBua-
Typbl.

[eTtann

OnuncaHne NcTodHuKa nevyam ans cobbims mna NMPUHTEP.

ID yctporictBa

ID nepudbepuitHoro yctponctea Ans cobbiTuin TMNOB A06aBNeHO YCTPOMUCTBO 1 YCTPOM-
CTBO OTCOEAMHEHO.

Knacc yctporictBa

Knacc nepudepuinHoro yctponcTtsa ana cobbimiii TMnoB [o6aBneHo yCTPOMCTBO 1
YCTPOMUCTBO OTCOEeOUHEHO.

OnucaHue ycTpoicTea

OnucaHne nepundepunHoro ycTponctea Ana cobbivii TMNoB fo6aBNeHo YCTPOMUCTBO 1
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YCTPOﬁCTBO OTCOeANHEHO.

Bpems ctapta Bpems Hayana paboTbl C NpUroXXeHnem gns cobbinst TMna BpemMsa paboTbl.

Bpemsi okoH4YaHus BpeMs okoHYaHMsA paboTbl C NPUIOXEHNEM AN cOObITUS TUNa BpeMsi paboThbl.

MpoaormkuTensHOCTL MpoaomkutensHOCTL paboTkl C NPUNOXEHWEM ANA cobblTMS TUNa BpeMsi paboThbl.

WHaekc duanna MHpekc danna ans cobbitn Tuna HTTP.

Tn knvenTa Tun knneHTa, 4ns KOToporo otobpaxaetcs otyeT. [Ansa obwux cobbimun (SysWatch u
DLP) none nmeeT nyctoe 3Ha4eHve.

Wms npuHTepa Jlornyeckoe umsi NpuHTEPA, Ha KOTOPLI OTNPaBMeHo 3adaHne Ha nevatb.

Co0ObiTna TvnoB ¢hann, peectp M HTTP BbigenaoTcs B oT4ETax LBETOM, €Cim cogepxart B cebe

OONONHUTESNbHbIE AaHHbIE (BMOeo3anucy, TeHeBble Konum) (pyc. KOHTEKCTHOE MeHH cobblTusa C
124)

OonoryiHNUTEINIbHbIM AAaHHBIMW

|
| o Bwaea DLP |
Epemn patoTu 5 Beicokan

LIH Texesas wonwa DLP

MoHWTop KnaswnaTy] 0 Bricokan

PucyHok 103. KoHTeKCTHOe MeHI COObITUA C
AononHutTenbHbIMU AaHHBIMU
MpocmoTp BuAeosanucen
SoftControl DLP Client coxpaHsieT nocrnegoBaTenbHOCTb CHUMKOB 3KpaHa KIMEHTCKOro XO-
CTa, KoTopas MoOXeT OblTb BOCNPOM3BEAEHA KaK BUAEO3anMCb B KOHCOMM yripasfieHns. [na
cobbiTui TYNoB dhann, peectp n HTTP gocTtyneH npocMoTp Buaeo3anuicen, ecrm B Ha-
CTpovkax HabrogaemMbix OOBLEKTOB BbICTaBfieHa onuua 3anucb Bupeo. BbizoBute
KOHTEKCTHOE MEHIO HaXkaTueM NpaBOom KHOMKM MbILLM HA COBLITUM 1 BbIDEpUTE NYHKT Buaeo
DLP, 4yto6bl OTKpbITE BUAeo3anmchb (puc. KOHTEKCTHOE MEHO COBbITUA C AOMNOMHUTENbHbI-

MW AaHHbIMU 2%).
B nosiBvBLLEMCS OKHE NpoUrpbiBaTeSNi HAXMUTE Ha KHOMKY 3arpy3nTb U ynpasBrsnTe BOC-

npovsBeneHneM C NOMOLLBIO KHOMOK (puvc. NpourpbieaTtesns Buaeosanvcen SoftControl DLP

Client ), npeaHa3sHayeHne KOTOPbIX MPUBEAEHO B Tabn. 23.
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I MNpourpeisatens DLP sugecsanuceii

A

File Ed#t Format View Help
wWrite some data 1

PucyHok 104. MpourpbiBaTens Bugeosanucen SoftControl DLP
Client

Taonuua 23. AnemeHTbl yripaBrieHUSA BuaeonpourpbiBsaTens

Bocnpoussectu BocnpoussegeHune 3anucu.

Maysa May3a BocnpounssegeHus.

Cron OcTaHoBKa BOCNPOU3BELEHUS.

i O f e i 0

® [1ns KoppekTHOWM 06paboTkM 3anucer cepBepHbIM KomnoHeHToM SoftControl Server
i B OC Microsoft® Windows® Server 2008 R2 n Microsoft® Windows® Server
2012 / 2012 R2 Heobxoaumo npeaBapuTeNibHO YCTAHOBUTb AOMOSHUTENbHbLINA Ch-
CTEMHbI KOMMOHEHT BosmoxxHocmu paboyezo cmoria (Desktop Experience). Yka-

3aHUSA M0 YCTaHOBKE AaHbl B MPUNOXeHn %2,

= MpocMoTp TeHeBbIX KONUK
[ns cobbiTui TMNOB ¢hann 1 peecTp AOCTYNEH NPOCMOTP TEHEBbLIX KON OOBEKTOB, €Crm
B HACTpOVKax HabrnioaeHus Ans AaHHbIX OOBEKTOB BbiCTaBreHa onuma TeHeBas KOMUS.

BbI30BUTE KOHTEKCTHOE MEHIO HaXkaTuem I'IpﬁBOI7I KHOMKN MbILLM Ha COObLITUN, Bbl6epI/ITe
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MNYHKT TeHeBas konua DLP (pI/IC. KOHTEKCTHOE MEHI0 COBbITUA C AOMOMHUTENbHLIMW OaH-

HeIM1 '2*) 1 B nosiBuBLIEMCSt OkHe MpocMOTp TeHeBow konun DLP Haxmute Ha KHOMKY

OTKpbITb, YTOObI MPOCMOTPETb COXPaAHEHHYH KOMWUIO YKasaHHOro obGbekTa HabnogeHus

(pvic. TeHeBas konust 06bekTa HabrogeHus 2°)

MNpocmoTp TeHescd konww DLP

Ob6bekt Habawgersua: CATESTFOLDER
WFILE_TO_WRITE.TXT

PucyHok 105. TeHeBasi konus obbekKTa
HabnioaeHus

4.9.3 PunbTpaumsa codobITUN

CTpaHu4yHOe oToOpaxeHue
NHdopmaums Ha Bknagke Jlor cobbiTun otobpaxkaetca B nocTpaHniHOM pexume. Orpa-

HUYEHME MaKCMManbHOro Korm4yecTBa CoObITUA Ha CTpaHuue 3aJaeTcAa B HaCTPOMKaXx WH-

Tepdeiica SoftControl Admin Console ?* (no ymoruarmio — 10 000 coBbITwi).

® He pekoMeHayeTcs BbICTaBSITb 3HaYeHWe napameTpa Pasmep cTtpaHuubl cobbl-

Tn 60rbummM 100 000 cobbITUi, Tak Kak 3TO MOXKET CHU3UTL NMPOU3BOANTENBHOCTD.

3anucu pacnornoxeHbl B 06paTHOM XPOHOMOrMYECKOM MOPSiAKe, T.€. Ha NepBON CTpaHuLe
HaXOAATCA 3anMcK o NocreHMx cobblTUSX. [Ina HaBMraumm no cTpaHMuam MCnosb3yhnTe Co-

OTBETCTBYIOLLME KHOMKM B HIDKHEN YacTu BKraakv (puc. HaBvrauus no ctpanmuam 2°). Me-

pexoa OoCylWweCTBIIdeTCA TOJIbKO Ha coceHME CTPpaHULbI.

I [ Mepeas cTpaHULa l [ Mpeablaywan cTpaHuLa ] l Crepyroman erpanmua| CTpanvua Ne2

PucyHok 106. HaBuraums no crpaHuuam

FpynnupoBKa faHHbIX
NHdopmauma Ha Bkragke Jlor co6bITUM MOXET rpynnMpoBaTbCs MO BCEM MOSAM (KaTero-
puam) ana yaobcTea otobpakeHust. [1ns rpynnpoBKm Mo KaTeropmsamM nepeTtawmre 3arosio-
BOK KOJIOHKM Ha NaHerb, PacnorioXXeHHy0 Mexay 3arofioBKOM Tabrmubl M rpynnon KHOMOK

BKragkun. Ecrm rpynnmpoBka npoum3BOoOUTCA MO HECKOJIbKMM KaTeropmdam, 10 NpuoputeT

- (]
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(BJ'IO)KeHHOCTb KaTerole|7|) YMEHbLAETCA CrieBa HanpaBo B 3aBUCUMOCTU OT pacChnoJioXKeHUA

Ha naHernw.

PdunbTpaumsa ¢ UCNosnb3oBaHUEM NpeayCcTaHOBIEHHbIX PUNbLTPOB
B SoftControl Admin Console npeaycmMoTpeHbl BCTPOEHHbIE PUIbTPbI AN BbIGOPKN COObI-
TUA.
UT06bI NPUMEHUTEL MPeAyCTaHOBSIEHHbIE B MporpamMmMme obupe ounbTpbl, OTKPOUTE MEHIO
dunbTpbI 1 BbIbepUTE OOVH U3 BAPUAHTOB:

* Mo ymon4yaHuto — otobpaxeHne BCeX TUNOB COBLITUN NO MOSIIM, HECYLLMM OCHOBHYHO

MHPOPMaLMIO (MPUMEHSIETCS MO YMOSHaHWIO MPWY OTKPbITUM BKaJKK).

* [TonHbIN BUA — 0OTOOpaXKeHMe BCEX TUMOB COOLITUM MO BCEM BO3MOXHbIM MOJISIM.

= CtaTtyc — oTobpakeHme cobbITUI NO M3MEHEHMIO CTaTyCa KIMEHTCKMX MPUMOXKEHWNA.

» OOHOBNEHMe KNMeHTa — oTobpaxeHne cobbITU MO OBHOBIIEHMIO KIIMEHTCKMUX NPUSIO-

XEHUN.

YTto6bl NpMEHNTL NpeayCcTaHOBIIEHHbIE (PUNbTPbI, COOTBETCTBYIOLLME TUMAM COObITUN K-
eHTckoro komnoHeHTa SoftControl SysWatch, oTkponte meHio dunbTpbl — PUNbLTPLI
cob6biTnn SysWatch v BbibGepute 0avH 13 BapraHToB:

= Bee;

» HapyweHne NoNUTUKN KOHTPONS;

* KOHTPONb aKTUBHOCTMH;

= 3anyck npouecca;

* A3MeHeHUue HacTpoeK;

= Bxoa nonb3oBartens;

* Bbixoq nonb3oBartens;

= Co6bITUe CnyXoObl.
YT106bl NPYMEHNTL NpeayCTaHOBIIEHHbIE (PUNbTPLI, COOTBETCTBYIOLLME TUMAM COBLITUN K-
eHTckoro komnoHeHta SoftControl DLP Client, oTkponte MeHio PunbTpbl — OUNbTPLI
co6biTun DLP 1 BbIGEpUTE OAVH U3 BapMaHTOB:

= Bee;

» lo6aBneHo yCTPOUCTBO;

» BrnoxeHwue;

= daun;
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» HTTP;

» MoHuTOp KNaBuaTtypsbl;

* MpuHTep;

= PeecTp;

* YCTPONCTBO OTCOEANHEHO;

» Bpems paboThbl.

9 o
l (DVIJ'IpraLI,I/IFI NPUMEHAETCA TOJTbKO K 3arnncAM TeKyLLen CTpaHuubl.

Mpn HanMumMm BGobLIOro KormyecTBa CoObITU BO BpeMs paboTsl hunbTpa oTobpaxaeTtcs

MHOWKATOP BbIMOJIHEHUA. I'IpM HeobxoaumocTu npouecc MOXHO OCTaHOBUTL.

PunbTpaums ¢ UCNOJIb30BaHMEM NOJNb30BaTeNIbCKUX (hUNbLTPOB
B0o3MOXHO caMOCTOATENBHO HACTPOUTL NapameTpbl BbIDOPKU N COXPaHUTL UX B KavecTBe
HeCTaHOapTHOro (purbTpa, KOTOPbIN Bbi3biBaeTCca M3 MeHio dunbTtpbl — [lonb3oBa-
TenbCcKne PunbTpbI.
Utobbl no6aBuTb HOBOE Mone s TabrmLy TEKYLLEW BKIMAAKM HXXMUTE KHOMKY BblOpaTb Ko-

NOHKM 1 nepeTaumTe Tpebyemoe nore 13 okHa Bb16op konoHok (puc. Bbibop komoHok 2%)

B HeO6XOﬂ,I/IMOG MeCTO 3aroJsioBka Ta6J'IVILl,bI. ,D,J'IFI vyaarneHna CyleCTByHLWEero nosfd nepeta-

LLyTe ero B OkHO BbI6Op KONOHOK, OO 3a Npeaernbl 3arofioBka Tadbnmupl.

Briiop konoHok m

e

Monb3osarens

MpoeepeHe obbekToE

Pewenve

KomanaHas cipoka npow,..

Crcremmniid peectp

PucyHok 107. Bbibop KONOHOK

[ns Toro 4To6bl OThUILTPOBATL BbIGOPKY MO 3HAYEHUSAM NOSIEN, NEePEMECTUTE KYPCOpP Mbl-
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LM HA Ha3BaHWE MOSA U HAXXMUTE FIEBOW KHOMKOM MbILLM HA MOSBUBLLEMCS 3HAYKe KIoya,

nocrie Yero yKkaxkute Kputepuin BblOOpKM B BbinagatoLweM cnvcke (puc. PuribTp no nosto

129)

dunbTpaumo BbIGOPKM MOXHO NPOU3BOAUTL MO HECKOMbKUM MOSsiM OAHOBpeMeHHo. B 3a-

rorioBkax rnoremn, rno KOTOpPbIM NMpoun3BoauUTCA CpMﬂpraLl,I/lﬂ, 3HAYO0K Krio4a 0T06pa>|<aeTcs|

NOCTOAHHO.

(MycToe)
(He nycToe)
Bricokan

Kputnueckan

OB muHan

PucyHok 108. ®unbTp no nonto

Korga Bbl OTqurbTpyeTe 3anucu, BHWM3Y OKHA MOSIBUTCS CTPOKa, OMMCbIBAMOWIas HACTPOEHHBLIN

C*]/IJ'Ipr. Ero moxHo yaannutb UM USMeHUTb C NOMOLLLbIO COOTBETCTBYHOLL X MKOHOK crnpaBa OT CTPOKW.

@aitn  Bug DQunetpe O nporpame

g8 & Lia ) | QO (@5 8P
[t L

F SoftControl Admin Console

" @@l

@l A dg| 3

ANA TPYNNMPOBRKN I3HHBIX MO Hed

Tun knneHTa

SysWatch

Waenmagmkaro...  Mma Tun cobomn BaxHocms

161 WIN-MGZLKIN...  AnTwempyc 24.07.2019 10:50:01 Obeiunan
| [~ Gscrvas |

92 WIN-MGZLKIN... Antvswpyc 02.07.2019 14:58:20 Obeiunan
91 WIN-MGZLKIN... 02.07.2019 13:51:01
90 WIN-MGZLKIN... 02.07.2019 11:32:58
9 WIN-MGZLKIN... 17.04.2018 20:04:21
8 WIN-MGZLKIN... 17.04.2019 20:04:18

SysWatch
SysWatch
SysWatch
SysWatch
SysWatch

AHTUBMpYC ObbiuHan

AHTHEMPYC OBeiuHan

AHTMBNpYC Obridnan

AHTMENPYC Obeiunan

A

[V|[Tn cobeirual = ‘Antnsnpyc’ W [Tun kanenta] = "SysWatch'»

Crpanvua N21(nocnegnss)

Mpouwo spemeria: 00:00:02

PucyHok 109. HactpoeHHbIn hunbTp

r—

Haxmute Ha 3Ha4OK KapaHdalla B NpaBoW YacTu CTPOKM unbTpa, YTOOblI OTKPbLITL Cpea-

ctBo Pepakrop dounbTpa.

NI =.
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4]
Tun cobeimua Pagen VirusScanEvent €

Tun knvnenTa Pasen SysWatch €

[ oK ][ OTmena H MpvseruTs

PucyHok 110. PepakTop punbTpa

B nepBon cTpoke pegakTopa KpacHbIM LBETOM yKa3aH forndeckui onepartop, no KOTOpomy
obbeauHsTca napameTpbl punbTpa. YTobbl M3MEHUTL JIOrMYECKUA onepaTop, HaXmute
Ha Hero fieBOW KHOMKOM Mbium. [pyn 3TOM B BbiNagatoemM MeHI0 Bbl yBUOUTE crieayloume
BapuWaHTbI:

° [/|;

e VNK;

* He U;

* He UJTN.
YUTto6bl 4OGaBUTL HOBLIV MApamMeTp punbTpa, HAKMUTE Ha 3HAYOK NIKOCa OKOJSIO JIOrM4eCcKo-
ro onepartopa. Ytobbl yganmmTb ycrioBue us purbTpa, HaXKMUTE Ha KPeCTUK
CuHTakcuc CTpoku napameTpa punbTpa BbIrMSauT criegylouymM obpasom: <rose, rno Ko-
mopomy ripousgodumcs ¢huribmpayus> <orepamop cpasHeHUs> <3HadyeHue>. Kaxgbin
3MeMEHT CTPOKM NapameTpa MOXHO U3MEHUTb, HaXaB Ha Hero. BapuaHTbl aBTOMaTUYECKU
onpenendarTcs Ucxoasa 13 Tuna rnoss.
[ns ynopsagounBaHust AaHHbIX B Tabrmuax BKagokK no onpeaesnieHHbIM NosisiM HakMmuTe fe-
BOW KHOMKOMW MbILLM Ha TpebyeMoM nosie U OOMHOYHLIM HaXkaTueM 3ajaviTe HanpaBrieHue
COPTMPOBKM, KOTOpOe 0603HaYaeTCa CTPENKON NpaBee Ha3BaHMsA Noss.
YT06bl COXpaHWTb MOSyHEHHYIO C NapamMeTpamMu nosfib3oBaTens BblOOPKY AN AanbHenwero
MCMOSb30BaHMA, HaXMUTE Ha KHOMKYy COXpaHUTb HAcCTPOWKU BuAa, BBeaUTE UMS

GunbTpa B nosismsLieMcH okHe n Haxxmute OK (puc. CoxpaHeHve punbtpa 130).

EE———————————— -
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» CoXpaHnTL HACTPORKK TEKYLLETO EMAA

Beeaure vmsa duasTpa: [ Monssosatensckunil duasTp 1| l

[ ome | [ ox |

PucyHok 111. CoxpaHeHue dunbTpa

L o
l d>|/|anpau,|/|;| NPUMEHAETCA TOJIbKO K 3anncAM TEKYLLEW CTPpaHULbI.

Mpwn Harm4mMm GonbLUOro KomdecTBa cobbiTUA BO BpeMs paboTbl hurnbTpa oTobpaxaeTcs

MHOWKATOP BbIMOJIHEHUA. I'Ipm H606XOLWIMOCTI/I npouecc MOXHO OCTaHOBUTL.

4.9.4 3anpochbl K 6a3e AaHHbIX

Ecrm Bam 4acTo npmxoamTcsa nckaTb 3anncy O coOObITUSIX, OTBEYaOLLMX OnpeaesieHHbIM YCIoBUsIM,
Bbl MOXETE CcO3a4aTh 3anpoc C 3TUMU YCIIOBUSIMN N COXPaHUTb €ro. Toraa B Crieaytowmin pas Mox-
HO OydeT 3arpy3vTb CO34aHHbIN paHee 3anpoc W NOSyYUTb MO HEMY COOTBETCTBYIOLLME 3anMCu U3
0©a3bl JaHHbIX.

PaboTtaTtb ¢ 3anpocamu k 6a3e AaHHbIX NO3BONAKT MKOHKW, PACMOSIOXKEHHbIE HA OOMOSHUTENBHOM

naHesnn.

F SoftControl Admin Console

P8 | Higiay | QOLN [ GRS B @l

Nor cobuiuid

A dd | dd

M caaa KONOHKM JUTA TPYTIMPOBKM AIaHHBIX N0 Hed
| Waesmudukaro... | Mma .Tl-’.l'l coBeiTMa | BaxHocms .Tl-’.l'l KANEHTa

-2 ' WIN-MG2ZLKIN... Craryc 20.02.2020 14:20:21 Beicokan

-1 | WIN-MG2LK1IN... | Cratyc 20.02.2020 12:40:11 Buicoxan

-1 WIN-MG2ZLK1N... Craryc 13.02.2020 14:20:21 Beicokan
4018 WIN-MG2LKIN... Hapywerive noautukn k.. | 12.02.2020 18:36:03  Kpummueckas  SysWatch
4017 WIN-MG2LK1N... | Bxog nonszosatens 26.12.2019 17:35:18 CBbluHan
4016 WIN-MGZLKIN... Bxoa nonszoceatens 26.12.2019 17:25:56 OBeiunan
4009  WIN-MG2LK1N... | Bxoag nonszosatens 26.12.2019 16:56:15 CBbluHan
4018 WIN-MG2LKIN... WMsmeneruve Hactpoex 2612.2019 17:37:36 Boicokan  SysWatch

v

Crpanvua N21(nocneaHas)

Mpowno spemenu: 00:00:03

PucyHok 112. KHonku gnsa pab6oTbl ¢ 3anpocamu

- (]
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UtoBbl cO3AaTh 3amnpoc, HAXMUTE Ha KHOTKY J (PepgakTupoBaTtb 3anpoc). OTKpoeTcs OKHO

pefakTopa 3anpoca.

PepaktMpoBats sanpoc

YrkaxmTe zanpoc

ne
Tun cobrimva Paeen Hapywenue noanTuen Kontpona O

Bpema Mexay 10122019 v 17122019 n x

PucyHok 113. PepgaktnpoBaHue 3anpoca

B nepson cTpoke pepakTopa KpacHbIM LBETOM YyKa3aH Jiormdeckuid onepaTtop, no KOTOPOMY
obbeauHaTCa napameTpbl PunbTpa. YTo0bl MBMEHUTL FTOMMYECKUA ONepaTop, HaXXMUTE Ha Hero
NEeBOM KHOMKOMW Mblww. [1py 3TOM B BbiNagaloLeEM MEHIO Bbl YBUOUTE CrieaytoLLme BapuaHThl:

° |/];

* UJN;

* He U,

* He UJN.
UTto6bl 4OBaABUTL HOBLIV NApamMeTp hunbTpa, HAKMUTE Ha 3HAYOK NIkoCa OKOJIO FIOrMYECKOro one-
patopa. Ytobbl yaanutb ycrioBme U3 unbTpa, HXKMUTE Ha KPECTUK
CwuHTaKkcuC CTpOKM NapameTpa (punbTpa BbIMMSAuUT criegyrouymM obpasom: <rosie, Mo Komopomy
npoussooumcs unbmpauyusi> <oriepamop cpasHeHUsI> <3HadyeHue>. Kaxabli afieMEeHT CTPOKMK
napamMmeTpa MOXHO U3MEHUTb, HaXXaB Ha Hero. BapraHTbl aBTOMaTUYECKN ONpeaenstoTCcs ncxoas
13 TMNa noss.

Bce kHomku ans pa6OTbI C 3anpocamMu nepedmcrieHol B Ta6n|/|u,e HWXe.

Taonuua 24. 3anpochbl K 6a3e gaHHbIX

7= |PepaktupoBatb OTkpbiBaeT pegakrop 3anpoca. 34ecb MOXHO BbibpaTb napa-

MeTpbl N Xeraemble 3Ha4YeHNA
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Ounctutb 3anpoc CoOpacbiBaeT BBeAEHHbIE KpUTEPUM 3anpoca

e

MpennaraeT BbIGpaTh 3anpoc M3 Crcka CoXpaHeHHbIX 3anpoCcoB.

BbibpaTb 3anpoc 3anpocbl xpaHatca B danne C:\ProgramData\SafenSoft

v*

\UserFilters.co\QueryCriteria.xml

CoxpaHsieT Tekywmn 3anpoc B ¢anne C:\ProgramData\SafenSoft

CoxpaHuTb 3anpoc _ o
\UserFilters\QueryCriteria.xml

OTKpbIBAET OKHO CO CMNCKOM COXPaHEHHbIX 3anpoCcoB, OTKyAa Bbl
YnarneHve 3anpocoB
MOXeTe UX yaarmTb

MossonseT Bbibpate damn XML M umnopTupoBaTb M3 HEro
MmnopT 3anpoca
3anpoc

JKcnopT 3anpoca JKcnopTUpyeT Tekywmi 3anpoc B dhann XML

IS

4.9.5 MNeyaTtb 1 3KcnopT B (hannbl OTYETOB

B SoftControl Admin Console cywecTByeT HECKOMbKO BO3MOXHOCTEN 9KCMOPTa HAKOMMEHHOW WH-

dopmMauum B oT4ETaX KIMEHTCKUX MPUIIOXKEHN.

s BbIBOJA OTYETA Ha NneyaThb npousseauTe BbIGOPKY C MOMOLLBIO HEOBXOAUMBIX (PUbTPOB 28 1
HaxmuTe Ha KHOMKY Me4vaTb. B OTKpbIBLUEMCSA OKHE MpenBapuUTEnbHOr0 MPOCMOTPA MOXHO 3a-
naTtb Hactpounku ctpaHuubl 1 MacwTab ¢ NnoMoLbl0 COOTBETCTBYHOLLMX KHOMOK (puc. [Npegpa-

pUTeNbHbIM NPOCMOTP nevaTu ).

Mpeasaputensisii Mpocmorp

ENNET = TSR N o - ROV S TR

[Tn cobeiman Bpena Baxocrs

‘VIMSI: VM-AS-WS51ENX86

3anyck npouecca 16.07.2012 15:14:21 QBuiunasn
3anyck npouecca 16.07.2012 15:14:20 Qfuinas
3anyck npouecca 16.07.2012 15:14:20 Buicokan
3anyck npouecca 16.07.2012 15:14:16 OBuiunas
3anyck npouecca 16.07.2012 15:13:43 Buicokas
3anyck npouecca 16.07.2012 153:12:52 OBkiuHas

KoHTpons axmusHocT Kpumueckan

KomTpons axTusHocTs Kpumveckan

3anyck npougcca OBeiuras

3anyck npouecca QBki4Han

3anyck npouecca ;15 OBkiuHas
3anyck npouecca 16.07.2012 14:15:13 OBuiunasn
3anyck npouecca 16.07.2012 14:15:12 Qftinas
3anyck npouecca 16.07.2012 14:15:11 OBkiuHas
3anyck npouecca 16.07.2012 14:15:09 QBuiuHas
‘| m ]

Crpanuua: /3 Mpubnixenne: 100%

PucyHok 114. MpepBapuTenbHbIA NPOCMOTP NevyaTn

- (]
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Haxkmute Ha kHomKy MevaTb 4115 BbiIBO4A CTaHAAPTHOrO OKHAa HaCTpoek npuHTepa, fiMbo Ha KHomM-
Ky BblcTpas neyaTb A5ng MrHOBEHHOM OTMPAaBKM HA rnevaTb C yCTaHOBKaMU NpuHTEpa Mo ymorHa-
HUHO.

[na coxpaHeHuss oTyeTa B Tabrmmuy Excel npousBegute BbIGOPKY C MOMOLLBI HEO6X0aMMbIX
bunbTpoB ¥ 1 HaxmuTe Ha KHonky AkcnopT B Excel. B AManoroBom OKHE COXpaHEHWs yKaxuTe

MeCTO OJ19 COXpaHEeHUA OoT4eTa U ero M4, nocrie Yero HaxkKMmnTe Ha KHOMKY COXpaHMTb (Save).

4.9.6 Pe3epBHOEe KOnNnMpoBaHUe OTYETOB

B SoftControl Admin Console cywecTByeT BO3MOXHOCTb PE3EPBHOI0 KONMpOBaHus Tabnmy, ¢ fo-
rom cobbiTMin n ¢ cobbiTuaMN BGesonacHoCTU. [Ana HAaCTPOVKM KONMPOBaHMA Bbibepute koMaHay
Hactponku cepBepa B meHio Panmn SoftControl Admin Console. B nosiBuBLEMCA OKHE

(pvic. Pe3epBHoe konvpoBaHue cobbiTuii %) nepeiiavTte Ha Bknaaky Ta6nuua Co6bITuin um Ta-

6nmua CoObiTMM 6e30MacHOCTHU, B 3aBMCUMOCTU OT TOrO, Kakne cobbiTns Heobxoammo coxpa-
HUTb. Ha kaxaou 13 BKnagoK yCTaHOBUTE NepekrtodaTtess B noroxeHve OcyuwecTBnATL pe3epB-
Hoe KonupoBaHue 1 ykaxute MNMyTb Ha cepBepe Ana coxpaHeHnua Tabmmu, Mepuopa coxpaHeHus

(B oHAX) 1 Bpemsa co3gaHusa pe3epBHbIX KOMUIA.

Hacrpowkn cepeepa
Hactpo#ikv pesepeHoro KONMPOBaHWA |

Tabnvmua Coboimuia | Tabnvua Cobuimrid Be3onacHoCTH

YcraHoska PEXMMA PEIEDEHOND KOMNKUPOEaHWA

| Al cam HacTporo pesepEHOE KONWMPOBaHNE
@ OcywecTENATE pe3epEHOR KOMMPOBaHNE

MyTs
Mepvoa (aHed) 5 a
Bpemn 00:00:00

anMEHMTI:l [ Ormena

PucyHok 115. Pe3epBHOe KonupoBaHue cobObITUM

Bbl Takke MmoxeTe HaCTpoOuUTb pe3epBHOE KonmMpoBaHMUE C NOMOLLUBHO CTOPOHHUX CPEeOCTB, 6e3 nc-

- (]
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nonb3oBaHua nHcTpymeHTtoB SoftControl Service Center. B atom crnyyae B okHe HacTpouku cep-

Bepa (CM. BbiLlLe >*) BbIGepuTe NyHKT 51 caM HacTPOIO pe3epBHOE KOMUPOBaHMUe.

4.10 OnoBelleHUs 0 cOObLITUAX

OnoBeleHus (HoTUdKUKaummn) o cobblTusax, pernctpmpyemblx B CepBucHomM LleHTpe, no3sonsawT
aAMUHUCTPATOpPY ONepaTuMBHO pearnpoBaTth Ha BO3HUKAKOLLME Yrpo3bl, AaXe B Criydae OTCYTCTBUSA
3a wWraTHon paboyen CTaHumMen C YCTaHOBIIEHHOM KOHCOSbIO ynpasrieHns SoftControl Admin

Console.

MepBoHaYanbHO HEOBGXOAMMO 3a[aTh KOHTAKTHble AaHHble "> ronyYaTeneil onoBeLLeHUiA, nocne

4ero HaCTPOUTb NapameTpbl OTIPaBKU >

4.10.1 KoHTakTthbIl

Ha Bknagke KoHTaKTbl Npou3BOAUTCA 3afaHue ajpecaTtoB — nosiydaternen HoTudvkauum

(pvc. Bknagka «KoHTakTbi» ).

=" SoftControl Admin Console

Qalin  Bug Ownetps O mporpamue

(& | @ iay [ DOV | @ a0 B @l
e
"l - |

Mo ymonuakmo | security officer  example2@example.com

s
WMo ymonuanmio  console admin ~ examplel@example.com

PucyHok 116. Bknagka «KoHTaKTbI»

OcHoBHble onepauun C KOHTakKTaMy OCYLLECTBJTAKOTCA C NOMOLLBHO I'pa(bl/l‘-IeCKVIX KHOMOK BKIaOKW,

npefHa3HaYeHve KOTopbIX NpyBeaeHo B Tabn. 25.

Ta6nuua 25 AnemMeHTbI ynpaBneHusi BKna,un «KoHTaKTbI»

|;|I;:;| [ob6aeutb Co3gaHune HOBOro KOHTakTa.
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Ha3BaHue

PenaktmposaTtb PepaktMpoBaHne CBOMCTB BbIGpaHHOroO KOHTaKTa.

Yoanute Ypanexue Bbl6paHHbIX KOHTaKTOB.

.

MepemecTb MepeMell eHre BbIGPAHHOTO KOHTaKTa B ApYroe nogpasgerneHue.

MepeyeHb nonewn BKNagky NnpuBeaeH B Tabn. 26.

Tao6nuua 26. Monsa Bknagku «KoHTaKTbI»

MoapasagenexHve MoapasgerneHve, K KOTOPOMY MPUHAANEXUT OaHHbIA KOHTAKT.
Ums Ums nonyyatens.
Mouta AQpec 3MneKTPOHHOro NOYTOBOrO Sl MKa nonyyaTens.

Uto6bl 4O06aBMTL HOBOTO NOMy4aTeNst, HaXMUTe Ha kHonky Co3aaThb (puc. Bknaaka «KoHtaktbiy

). B NOSIBMBLLEMCSI OKHE YKaXKuTe AaHHble nosfyyqaTtens B nonsx Mms 1 dnekTpoHHas noyTa 1 Ha-

»MUTe Ha KHornky MpumMeHnTB (puc. [lobaBreHune KoHTakTa ).

Mnaz: [ security_officer l

SnekTpoHHas noqTa: [exampfe?@example .com| l

(o ] [ omere ]

PucyHok 117. Jlo6aBneHne KoHTaKTa

D,J'IFI npaBKu 1 ygareHnsa KOHTaKToB BOCI'IOJ'Ib3yI7ITer COOTBETCTBYHOLLMMU KHOMKaMW.
4.10.2 Hotucdbmnkauum

Bkragka ynpaBneHMe HOTVICbVIKaLI,VIHMVI npeagHa3Ha4veHa anAd HaCTpOIZKM napameTpoB OTMNpPaBKn

OMOBELLEHMA O COOLITUAX MOCPEACTBOM 3fIEKTPOHHOM NMoYThl (puc. Bknagka «YnpasneHve HOTW-
136)

dovKaumammy

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pykosodcmeo adMuHUcmpamopa

Llenmpanu3oeaHHoe yrpasneHue CUB|

¥ SoftControl Admin Cansole
Daiin  Bug Ounstpm O nporpamume
RS el | @22 050 @ DL
(g8 | Fadja| SO SE o 0% | B :
¥Ynpasnetve HOTHGHUKILMAMKA Kontakrw | Moppasaenetua -
~ a
Q=
[ e
Mogpasaeneqwe Mua ~ Axtuena Bonimisarow..  Mutepean mexxay ompaskamu  Bpems nocneguei notudmkaume  [pasuic Konrakra
*
» @ @ Security Officer South
Mo ymonuanuo Natification 2 YeTbipe yaca 10,03.2020 16:46:54 Hapywerue noautnin koHTpons Security Officer West
Mo ymonuaHuo Motification 1 Monvaca 10.03.2020 15:13:49 Hapywerre noautnkn KoHTpona Administrator lvan
v
;

PucyHok 118. Bknagka «YnpasneHue HoTudUKaumsMmm»

OcHoBHble onepaumMn C HOTUUKaALMAMM OCYLLECTBIAIOTCS C MOMOLBI rpadnyeckmx KHOMOK
BKIAAKW, NpeaHa3HavYeHne KOTopbIX NpyBeaeHo B Tabn. 27.

Tabnuua 27. AnemMeHTbI ypaBrieHUA BKNagku «YnpaBrneHue HoTudukaumsaMmm»

HasBaHue

Coszpatb CosgaHune HOBOW HOTUGMKaLIMK.

PepaktmpoBaTtb PepaktmpoBaHue BbIGpaHHOM HOTUGMKALMN.

Yaamuts YpaneHne BblbpaHHbIX HOTUGWKALIWIA.

A
L iy

SMTP Hactporika SMTP-cepsepa.

lMepeyeHb nonewn BKNaaky npyBeaeH B Tabn. 28.

Ta6nuua 28. Monsa Bknagku «YnpasrieHne HOTU(MKaLUAMU»

i

MoapasneneHne, K KOTOPOMY OTHOCUTCS AaHHas HoMdwmKaums. MNepemely eHne HoTUdM-
MNoppaspeneHue Kaumin mexay nogpasgeneHvsamu He nogaepxusaetca. Kaxgon HoMdmkaumm HasHaya-
€Tcsl TO NoAapasaerneHne, K KOTOpoMy NPUHAANEXUT CO3aaBLLNA ee Nonb3oBaTesb.
Nms HavnmeHoBaHne HoTUdmKaLumm.
AKTMBHa D naXkoK COCTOSAHMSA HOTUdMKALMK.
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draxok, yKasbiBaloLL A, OTOOpaXKaeTCs N BCMIbIBaKOLL €€ YBEOOMIIEHNE MPU OTNpPaB-
Ke HoTMdwmKaLmu.

WHTepBan mexay oTrpaBka-
MU

MuHUManbHBIM BPEMEHHOW MHTEPBan nocrie OTNpaBku Npeabiaylen HoTUgMKaummn, no
NCTEYEHUN KOTOPOro BO3MOXHA OTNpaBKa CcriefytoLL en.

Bpems nocneaHen Homdm-
Kaumm

Bpems otnpaBky nocnegHen HoTMdmMKaumm.

MpaBuro

YcnoBust oTnpaBku HOTUGMKaLIMK.

KoHTakTbl

Cnucok agpecaToB 3NEKTPOHHOIO MMCbMa C HOTUGWMKAaLIMEN.

OcCHOBHble OeCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

Hactponka SMTP-cepBepa
[na paboTtbl HOTUMKaumMn HeobxoaMMo npeaBapuUTENbHO HACTPOUTL NapameTpbl cepBe-
pa ucxogdwen nodvtel no npotokory SMTP, gns atoro Haxmute Ha kHonky SMTP

(pvic. Bknagka «YnpaBneHve HoTUdVKaLmsiMmy °).

B okHe HacTtpowuka noutoBoro cepBepa Beeaute B nose NMoytoBbin cepBep agpec
MOYTOBOrO CepBepa, C ANEKTPOHHOIO SALLKMKA KOTOPOro npearosraraeTca oTnpaBka HOTUGU-

kaLmn, a Takke Homep nopTa ans otnpaskm (puc. Hactpoiika noytoBoro cepeepa °°). B

nonax Jloruw, Maponb 1 MNoYToBbLIN AWMK BBEAUTE AaHHbIE YYETHOW 3anncu n agpec no-
YTOBOrO ALWKA, C KOTOPOro npearnosiaraeTca oTnpaBka HoTudmKaumn. YctaHosute dora-
ok Ucnonb3oBatb SSL anda kpyntorpaduyieckon sawmrsl Npy nepegade gaHHbIX.

YTto6bI NpoBEPUTL PAaBOTOCNOCOBHOCTL BBEAEHHbLIX HACTPOEK, HAXMUTE Ha KHOMKY OTnpa-

BUTb TeCTOBO€ NMUCbLMO.

# Hacrporka noutoeoro cepeepa X

MovTtoewi cepeep: I smtp.mail.ru ]
Homep nopra: 587

TNoran: I notify_server ]
Mapone: I sesssses ]
MovTessii Awpk: I notify_server@mail.ru ]

Wicnonezoeate S5L

[ OTNpasKTe TECTOEOE NACHMO ]

[ omea | | ox |

PucyHok 119. Hactpoika noytoBoro
cepBepa

Haxmute Ha kHonky OK ans npyMeHeHus HacTpoek.

- (]
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Co3paHune HoTUdUKauum

Utobbl nobaBuTb HOBYHO HOTUMKAUWMIO, HaxxmuTe Ha KHonky CospaTtb (puvc. Bkrnagka

«YnpaBrieH1e HoTUdVKALMSIMUY *20).

B nosiemBLIEMCS OKHE Ha Bkragke O6wwue ykaxute UM HOTUdpMKaLmW, BbIGEPUTE MUHM-

MarsbHbI MHTepBaﬂ MeXxay oTnpaBKaMM B BbiNadatoLliem Cnncke, sBegnte Temy nMcbmMa

nyctaHoswuTe priaxxok AKTMBMpoBaThb (puc. ObLLpe napameTpbl HoTUdMKaLMM 7).

Obuwre | Mpasuna | Kowrarrs |

Wag: I HapyweHue NoaMTUKY KOHTRCAR ]
Whrepsan mesay omnpaskamus: [Opmuwc B4
Tema: AeromaTieckoe onosewenve Service Center |
AxTvenposars

n Tb Ben coob

PucyHok 120. O6wme napameTpbl
HoTUd UKauumn

Utobbl Moka3biBaTb BCNMbiBaroLWee coobweHume npu oTnpaBke HOTUVKaLum, yCTaHo-
BUTE COOTBETCTBYOLMMA briaxkok. B aTOM crnydae nocrie oTnpaBkuM HOTUdUKaumm byget

OT06pa)KaTbCﬂ BCrbiBawowee yBegomMrieHme C 3aroyfioBKOmM OrnoBeELLIEHUA.

e

X

O6paboTtana HoTHguKauma

OTueT no HoTwdrEaui
MHUMasHTE HapyLWeHKA
= | MOAUTUKW KOHTROAA |
- ‘ Meprog: 25 asrycra 2014 r.

12:53:12 - 25 aBrycra 2014 r.

12:54:16, Yucno cobeiTuid,

YACENETEOPAIOWMY NEasIny

HoTWGWKaLMu: 2

PucyHok 121. BennbiBarolee

yBegomMrneHue

Ha Bkrnagke MpaBuna BbiGepute ycrioBre, Npy HacTynreHnm kotoporo Gyaet npousso-

AVTbCS OTNpaBKa HoTUdMKaLMM (puc. Ycrosus cpabaTtbliBaHWs OTNpaBKu HOTUdMKaL ')

e ————————————————.——e
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a4 Hacrpoiika nomidmkaumm

| Obue || Mpasuna | KontakTsl |

VIZMEHEHWE KOHTPONA GKTUEHOCTI

3anyck npouecca sanpewen

Mpw cKaHMpOEaHIN OBHAPYKEHE YTPO3E
Hapywerue noautueu kontpona <Buibop>
Cpok AeiicTEN TMLEHSNM SAKEHUMBAETCA

3anyck npouecca ¢ umerem Mua npouecca

OO0 O0OO0OO0O0O0

Mpowzowno ogHo U3 cobeimmii GesonacHocTu <Bribop>

PucyHok 122. YcnoBusi cpabatbiBaHUA oTnpaBKU HOTU MKaLMm

o U3meHeHne KOHTPOssi aKTUBHOCTMU:

M3ameHeHre cTaTycoB KOHTPOSS akTMBHOCTU KomnoHeHTa SoftControl SysWatch no rio-
6on us obnacrten.

o 3anyck npouecca 3anpeLyeH:

Pervnctpauumsa cobbitua Tvna 3anyck npouecca komrnoHeHTom SoftControl SysWatch ¢
peLLeHeM «3anpeLueHo».

o HapyweHne noNMTUKN KOHTPONS:

Peructpauuma komnoHeHTom SoftControl SysWatch ogHoro unm Heckonbkux cobbiTvn Tn-
na HapylweHune NnoNMTUKN KOHTPONSA, BbiOGMpaeMbix Mo cebinike <Bbi6op> (puc. Bbli-

6Op TUMOB MONMTUK KOHTPOIS ANA OTMPaBKu HOTUdMKaLmm ).

- (]
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F Tune! noauTHE KOHTpORA

(] ¥aanenuwe daina

(] Mepeumenosarue daiina
MzmeHenne dalina

YreHue dalina

Cozganne KNo4a peectpa
¥aanenwe kntoda peectpa
OTkpriTe kaTanora

¥aanenue katanora
MzmeHeHne SHaUeHMA peecTpa
¥aanenwe sHaqdeHnA peecTpa

Beegex HeBepHbIA Naponb

Mogudrrauna Knoda peectpa

Mogmdmxauna ucnonnaemoro gaiina

O
O
]
]
O
O
O
(]
O
O
O
O

MonsITka NPUHATE BXOAALLES COSIUHEHME

PucyHok 123. Bbi6op TMNOB NONMUTUK KOHTPOSA ANA OTNpaBKU HOTUd MKaLMm

o CpOK oencTBuA NULUEeH3NN 3aKkaHYMBaAETCA:
[lo koHUa cpoka OeNCTBUSI NMLIEH3UMOHHOIO KIoYa KIMMEHTCKOro KOMMOHEHTa OcTaeTcs

MeHbLue 10 gHen.

i PeKOMeH,D,yeTCFI yCTaHaB/iMBaTb 3HA4YEHUE NMapamMeTpa MHTepBa.ﬂ mMexnay oT-

npaBKamu 19 JaHHOW HOTU(MKaLMM He MeHee 4 4acosB.

o 3anyck npouecca ¢ UMeHeM:

Peructpauusa cobbiTna Tvna 3anyck npouecca ¢ MMeHeM, 3a4aHHbIM Mo ccbifike Umsa
npouecca, komnoHeHToMm SoftControl SysWatch.

o Mpounsowno ogHo n3 cobbiT 6e30nacHoOCTH:

O6HapyxeHne komnoHeHTom SoftControl SysWatch ogHoro wnm Heckombkux CobbITUIA

6e3onacHocTH, Bbibrpaembix no cebifike <Bbli6op> (puc. Bbibop cobbiTun 6e3onacHo-

CTV A9 OTNpaBKM HoTudmKaLmm ).

- ]
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F Tunkl cobeiTuil BesonacHocTn

[ Hauano cecomm 0

D KoHey ceccum

Co3gaHne HOBbIX HACTPOEK
[[]  Hasnauens vactree HACTpOKK

[ ¥nanenw HacTpoikm

[ Moareepwastue kinenTa

D OTknoHEHWE KNUMEHTE

[ Yaanenue kanerta

[ Cosaaro Hosce noapasaeneHie

Mogpasgenenue Goulo yaaneHo

[ Mepemewenme obvexra 5 gpyroe nospasaenerne
] Wsmenenue nactpoex gna nogpasgenetns

Brina cozpada HOTMBUKALMA

ﬂ Hotud umA Belna 13

PucyHok 124. Bbi6op cobbITuiM 6€30MacHOCTU ANnsi OTNpaBKuM HOTUd MKaLun

Ha Bknagke KoHTakTbl OTMeTbTE agpecaToB OTNpaBku HOTUdUKaumm (puc. Beibop _nony-
142)

F Hactpoiika HotndukaLmmn
[ Osune | Mpmnse | o

Bribepure KOHTaKTH:

yaTernen HotTudrKaumm

[} Aagmnnuctpatop

COduuep Besanacrocmi dunwana Fxesii
Aamunucrpatop NIBC Cesepo-Boctounore dunuana
[E] Oraenno Gopebe ¢ kMBEpNpecTyNHOCTEID

[} Agmmvnuctpatop fBC duavana CegepHuli

PucyHok 125. Bbi6op nony4yaTtenen
HoTUd MKauumn

Haxmute Ha kHonky OK, 4To6bl noaTBEpANTL CO34aHNE HOTUUKALIMA.

~ N3meHeHne cBOUCTB HOTUMKaLUN
UTt0o6bl M3MEHUTL CBOMCTBA HOTU(MKALMKW, BbIGEpUTE ee 1 BbINOSHATE OOHO U3 CreaytoLLyX

JencTBUI:

- (7B ]
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®* HaxXMUTe Ha kHomnky PepakTMpoBaTb B rpynne KHOMok Bkragku (puc. Bknagka

«YnpaBneHne HoTUUKALMSIMUY *0);

® BaXbl HAXXMUTE FIEBOW KHOMKW MblLLM Ha HOTUUKALIMN.
B nosiBvBLLEMCS OKHE M3MEHUTE HEOOXOAUMblE MapaMeTpbl aHanorMyHo pabote ¢ HOBOM
HoTUdVKaLmen (puc. OBLe napaMeTpbl HOTUdMKaLMM >, YcroBusi cpabaTblBaHus OT-

npaBku HoTUdMKaLmm >°, Beibop nonydaTtenen Hotudvkaumm *+2).

Haxxmute Ha KHOIMKY OK, 4ToObI noagrsepantb KSAMEHEHUA.

OTtknioveHue u yaaneHne Hotudurkauum
Ecrnm HeobxoayMo OTKMOYMTL NosydeHre HoTudukaumm 6e3 ee yaaneHust u3 cnucka, Bbl3o-
BUTE OKHO pPefaKTUpPOBaHMs CBOWMCTB, cOpocbTe doraxkok AKTUBUpoBaThb Ha Bkragke 06-

LMe 1 HaxXMUTe Ha kHorky OK (puc. O6Lme napaMeTpbl HoTUdMKaLMA )

na vaaneHua HOTI/I(*)I/IKaLI,I/II/I Bbl66pI/ITe ee, HaXMUTe Ha KHOMKY Yaanutob (pI/IC. BKnagKa

«YnpaBrieHe HoTUdVKaLMSMUY ) 1 MOATBEPAMTE yaaneHue B AVarioroBOM OKHe.

4.11 CHMMKM KOHpUrypaumm

Bkrnagka CHUMKM KOHUrypaumum npegHasHayeHa Ans co3gaHns CHUMKOB KOHGUrypaumm nobo-
ro MOOKMOYEHHOTO KIMEHTCKOro xocta. CHUMOK KOHdwWrypauym — 3To npodurnb KomnbioTepa C
YCTaHOBIEHHbIM KreHTCckuM npurioxeHvem SoftControl SysWatch. SoftControl Admin Console
TaKkKe No3BonseT CPaBHUTb CHAMOK C TEKYLLYM COCTOSIHUEM BblOpaHHbIX KIMEHTCKMX XOCTOB.

¥ SoftControl Admin Console

Qafin  Bug Ownetps O mporpamue

|28 Iy RO | @ " s 0w B @E
-
=8 | 4

M KommeHTapuii
»

Crmok_2 Ha WIN-MGZLKINUPAL s 4/12/2018 6:12:04 PM
Crumor_3 Ha WIN-MG2LKINUPAL s $CREATION_TIME
Crumok N 13 WIN-MGZLKINUPAL & $CREATION_TIME

0oosd

3agaum CHAMKOE:

Bee H 3axpennennsie |

VA cHimika Vius kiverTa Cocrosrivie Bpews Havana Bpems okoruaHma

4 CpasHerre cHMK., Crumok 2 WIN-MG2LKINUPAL Started 18122018 08:32:52
CpasHerve cHUMK... | Crumor_1 WIN-MG2LKINUPAL Started 17.04.2019 16:47:26

Qr

Vs nonbsosatens: console_admin

S w— T

PucyHok 126. Bknagka «CHUMKN KOHUrypaumm»

- (E ]
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i KHonka CHUMKM KOHdpUrypaumm OOCTyrNHa TONbKO ANA Nonb3oBaTernei, y KOTOPbIX eCTb
BCE MepeuyCrieHHble Hke paspelleHus: MpocmaTpuBaTh KNMEHTOB, NOAKMIOYEHHbIX
K cepBepy, Co3pgaBaTb HOBbIe 3a4auM AnA KnNueHToB, NMpocMaTpuBaTh cyLwecTBy-

lowme nogpasgeneHus.

Bkragka cocToUT U3 ABYX pa3aerios:

" CHUMKM ™

" 33424M CHUMKOB *°.

4.11.1 CHUMKM

OCHOBHbI€ ornepaumm co CHUMKaMu B pasaerne CHUMKU OCYLLECTBIISIIOTCA C MOMOLLbIO rpadude-

CKWNX KHOMOK BKIagkuy, npeaHa3Ha4vyeHne KOTopbiX npnBeaeHo B Tabn. 29.

Taobnuua 29. AnemeHTbI ynpaBrneHua pasgena «CHUMKU»
Ha3BaHue

E|_|:I JNo6aBuTs CosaaHne HOBOrO CHUMKA KOHAMIy paLmi.
[EI Ypanutb YnaneHune BbIOpaHHOTO CHUMKA.
Eﬁ CpaBHUTbL CpaBHeHWe co3gaHHOro CHMUMKa C MpodwmeM KIMEHTCKOro XocTa.

MepeyeHb nonen pasgena npuseneH B Tabn. 30.

Tao6nuua 30. Monsa pasgena «CHUMKU»

Nvis HanmeHoBaHue 3agaun.
. TekcToBbIM KOMMEHTapui. Mo ymMonuaHuio ykasblBaeTcs UMS KIMEHTCKOro XOocTa U BpPeEMS CO-
KommeHTapwuii
30aHUNs CHUMKA.
Foros VHovkaTop 3aBeplleHnst 3agadn. B gaHHOM none BbiCTaBMAETCS ranodka Ans CHUMKOB Mocre

nony4yeHna oteBeTa OT KIMMEHTCKOro XxocTa.

OcHoBHble OENCTBUS, BbIMOSNHAEMbIE HA JAHHOW BKIagKe:

Co3pnaHune cHUMKa
YTtobbl co3gaTb CHUMOK KOH(PUrypaummn, HaXXMmnTe Ha KHorky -+ (lo6aBuTb) (puc. Bkrnagka

« CHUMKM KOHOUrypaLmmy 143). B nosiBMBLLEMCSI OKHE YKaXXUTE UMSI CHUMKA M KOMMEHTapUi,

Bbl6epI/ITe KIIMEHTCKWUA XOCT, C KOTOpPOro Tpe6yeTc;| caenatb CHAMOK, U HAXMUTE Ha KHOTMKY

Cospathb (pyc. Cosganve cHuvka

). Mocre aToro reHepvipyeTcst 3aJada no Co3OaHuo

CHMMKa, N B Ta6n|/||:|,e 4 B pas3aerne 3apayum CHUMKOB MosBIAETCA COOTBETCTBYWOLAA 3a-
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NANCb.

Mma cHtmka:

[CHHMCIIC_]. ]

KommenTapuii:

(13 SCLIENT_NAME s SCREATION_TIME ]

BribepuTe kKaueHTa

¥ SysWatch
¥ o yMendaHu
WIN-MGZLKINUPAL
WIN-UEGS3NATDPC
*»  ProductionPass
[ Nobasute ][ Ommena

PucyHok 127. CospaHne CHUMKa

B KOMMeEHTapmm No ymoSMaHMio WCMOMb3YTCS Creayloume Makpochl: $CLIENT_NAME u
$CREATION_TIME. [Npn co3gaHnm 3agaym OHM aBTOMATUYECKN 3aMEHSIOTCS Ha UMST KIMEHT-
CKOro XOCTa 1 BpeMs co3aaHusi 3agaqm COOTBETCTBEHHO.

o Toro kak OygeT nosnydyeH OTBET OT KIMEHTCKOro XocTa, CTaTyc 3agayun B Tabnvue B pas-
ferne 3agaumn cHMMKOB (cM. Hke) ™’ nomeuaeTcs kak Started. Mocne nonyyenns oTeeTa
CHMMOK MomevaeTcs kak FoToB (B cOOTBETCTBYIOLLEM CTOMBLE Tabmmubl '** BbicTaBnseTcs
rarfioyka), a 3agada no rosy4yeHu0 CHUMKa CTaHOBUTCS 3aBeplueHHon (B Tabrmue craTtyc

3agaun cmeHsietcs Ha Finished).

CpaBHeHMe CHUMKOB KOHUrypaumm
UTo6bl CpaBHUTL CHUMOK KOH(pMrypaLmm ¢ TEKYLLYM COCTOSIHMEM BbIOPaHHOIO KIIMEHTCKOro

XOCTa, BbIbEpPUTE CHUMOK M HaxXMuTe Ha KHOMKy 6 (CpaBHUTL) (puc. Bknagka_« CHUMKK

143

KOHourypaummy ). B nosiBMBLUEMCSI OKHE BblDepuUTe KIMEHTCKUA XOCT (UM HECKOSTbKO XO-

CTOB) 1 HA&XMWTe Ha KHomnKy Co3aaTh (puc. BbiGop KIMEHTCKMX XOCTOB AfA CpaBHeHUs ).

Ecrm gna CpaBHEeHUA Bbl6paHO HECKOJIbKO KIMEeHTCKUX XOCTOB, AJIA KaXdoro n3 HMX co3aa-

€TCA oTAeNibHaA 3agadvya CpaBHEHUA.

- (]

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pyxog0dcmeo adMuHUcmpamopa
Llenmpanu3sosa+Hoe yripasieHue CHB

F Co3gaHue 33834 CpaBHEHHMA

Bribepute KAMeHTOS

v [ SysWatch
v (] Mo ymonuarueo
] WIN-MG2LKINUPAL
(] WIN-MG2LKINUPAL
WIN-UEG53NATDPC
L D ProductionPass

fobaeurs | [ Ommena

PucyHok 128. Bbi6op KNIMEHTCKMX XOCTOB AnA
CpaBHeHuA

® [1na cpaBHEHWst MOXHO MCMONb30BaTh TOMLKO CHUMKM CO cTaTycoM MoToB.

YpaneHne cHMMKa

[Onsa yoanenns cHumka Bbibepute ero, Haxmute Ha kHonky @ (Ypanutb) (puc. Bkrnagka

143

« CHUMKW KOHdUrypauym» ) 1 NoATBEpPAUTE yaaneHne B ANanoroBoM OKHe.

i Yaanitb MOXHO TOMbKO T€ CHUMKK, C KOTOPbIMU HE CBsi3aHa HW ofHa 3agada. Ecrm
ANsi JAHHOTO CHMMKa UMEIOTCS CBA3aHHbIE C HM 3a[auu, TO ANF ero yaaneHust Heob-

XoOMMoO CHauYarla yaarmTb 3Tk 3agadn.

4.11.2 3apgaum CHUMKOB

Pa3gen 3agaym CHUMKOB COAEPKUT CMMCOK 3aad, BbINOMHAEMbIX Ha Bkragke CHUMKU KOHM-
rypaumm (cosgaHve CHUMKOB M UX CPaBHEHWE), U COCTOUT U3 ABYX Bkradok: Bce v 3akpenneH-

Hble.

OcHoBHblE onepauun ¢ 3agav4amMmiu OCyLLECTBJIAKOTCA C NMOMOLWBHO FpaC*)I/I‘-IeCKI/IX KHOMOK BKJ1AaQKW,

npeaHa3Ha4veHvne KoTopbix NpmBeaeHo B Tabn. 31.

Tabnuua 31. AnemeHTbI yNpaBrieHUs pa3gena «3a4avm CHUMKOB», BKNagka «Bce»

H Ypanuts YaaneHvne BbIOPAHHOrO CHUMKA.
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@ MokasaTb pesynbTa- |[pOCMOTPeTb pesyrbTaTbl CPABHEHUS CHUMKA KOHQMIrypaumm 1 npodqwnst KrmeHT-
— Thl CKOro xocTa.

lMepeyeHb Nonen BKNagku npveeneH B Tabn. 32.

Tab6nuua 32. MNons iaa.qena «3agavum CHUMKOB», BKnagka «Bce»

Tun Tun 3agauyn: Co3aaHue cHMMKa nn CpaBHeHUE CHUMKOB.
Nms cHumka HanmeHoBaHve 3agayu, 3agaHHoe B pasgerie CHUMKM.

Ums knneHTa HanmeHoBaHMe KNMEHTCKOro XocTa.

CocTtosiHne CocTtosiHue 3agaun: Started, Finished

Bpemsa Havana Bpemsa Hauyana 3aga4in

Bpemsi okoH4YaHus Bpemsi okoH4aHua 3agaymn

[na 3akpennenus Tpebyemon 3agayum Bbibepute ee B Tabnmue 1 LWEenKHATE NEBOW KHOMKOW MbI LUK
rno fieBow (MycTomn) auenke Tabrmubl. Mocne 3Toro B AaHHOM suelike NOABIAETCA MKOHKa 2, 3aaa-
Yya cTaHOBUTCS 3aKpenneHHOW u nosindeTcs B Tabnuue Ha Bkragke 3akpensieHHble (puc. 3a-

KpenneHHble 3aaaun ). 3aaaun, koTopble He Gbin 3aKpenneHsl, yaansioTces Yepea 180 aHelt no-
crie VX 3aBepLLEHNS.

™' SoftControl Admin Console

@aiin  Bug Owaetpe O nporpamme

g8 | F oAy | QW |1 50 B @l
[ | Crasmann cordpmrypauun

KommeHTapiid
Crmmok_1 Ha WIN-MG2LKINUPAL & 4/12/2018 6:0%:51 PM
»
Crumok_3 Ha WIN-MG2LKINUPAL & SCREATION_TIME
Crmok_N Ha WIN-MG2LKINUP4L & SCREATION_TIME

3agaum CHUMKOB:

Bce || 3akpennenHble ‘

Wnea crmia s kaverta Cocrontme Epens Hauana Epens okaHuanya
G Cpashetne cHUMK..  CHumok_2 WIN-MGZLKINUPAL Started | 18.12.2018 09:32:52

%2 Cospanue crvmka  Crumor_3 WIN-MG2LKINUPAL Started | 17.04.2019 16:50:00

PucyHok 129. 3akpenneHHble 3aaauun

UTto6bl NpOCMOTPETL pe3yrnbTaTbl CPABHEHNS CHUMKA C TEKYLLEN KOHUrypaumen KImeHTCKoro Xo-
cTa, Bblbepute Tpebyemyto 3agadvy CpaBHEHUS U HaXXMuTe Ha KHornky @ (MokasaTb pe3ynbTa-

Tbl). OTKpbIBLLAACA BKragka Pe3ynbTaTbl cpaBHeHUA cogepxut asa nons: NMponaswuve 3anu-

-— (W]
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cu u MosBuBLIMEcS 3anuck (pyc. PeaynbTaTbl CDaBHEHUS CHUMKOB 0).

|_|pl/1 HeobXxoanumMocCTK XOWFCYMMblI MOXHO KOMMpOBaTb, Bbl3biIBAA KOHTEKCTHOE MEHIO HaXXaTunem

npaBoOW KHOMKM Mbl L.

>

Qaiin  Bna  ®wnetpm O nporpamme

g% Hazilady ) QOEN | 2 85T @ |
(SN (T ) WNUEGSNATORG = Crimior S| =

#  Mponaewwve 3anucu

HeT 3neMeHTos Ans oToBpaxeHns
JKCNOPTMPOBATE BRBOpKY & dann

#  MoRBUEWNECA 3aNMCK

3\

": Dunetp |

)

[ Mokastimams sanven sa nepuop: [ 20,05.2020, 15:47:58 j-[zo.os.zom_ 15:48:52 j

[ daiina copepsuT: [

(] MyTs k paiiny cogepxuT: [ I

JG-cymma dalina Wua dbalina Pa3mep daiina Bpems AoGaBneHMA MyTe K daiiny

1CACE63A190E96579AFASHILEF6... | MSI3403. TMP 750256 20.05.2020 15:48:48 YDEVICE\HARDDISKVOLUMEL\WINDOWSNMNSTALLER
07BE3FB61280589D4263A08DCS... | EVENTSVC.DLL 8049808  20.05.2020 15:48:51 ADEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XE6)\SAFENSOFT\DLP
2FCE5CSE486CTEEI319ADBTCEDS... HTTPFILTERG4.DLL 1239128 ' 20.05.2020 15:48:51 YDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X86)\SAFENSOFT\DLP
ACDSC8D5E39E715EQATELCCCOF... | HTTPFILTER3Z2.DLL 1039640 | 20.05.2020 15:48:51 ADEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XE6)\SAFENSOFT\DLP
EB07539CCDBOAABLIECBBAS073B... | INSTLSPS4.EXE 182480 20.05.2020 15:48:51 YDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X86)\SAFENSOFT\DLP
1E480E37466E60BB2FFAOFAT3CE... | INSTLSP32.EXE 161128 | 20.05.2020 15:48:51 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XEE)\SAFENSOFT\DLP | O

; -

PucyHok 130. Pe3ynbTaTbl CpaBHEHUS CHUMKOB
[ns npocmoTpa U3MeHeHUI 3a onpeneneHHbIn nepuos BpeMenu Bblibepute Tpebyemble gaTbl B

norie PunbTp. Bl Takke MOXeTe yka3aTb B (puUnbTpe YacTb UMeHN dpaira v Nyt K Hemy.
BHM3y kaxgoro 13 pasaernoB eCTb rMnepcchbifika AKCNOpTUpoBaTh BblOOPKY B dann. Haxmure

Ha Hee, 4Tobbl co3gaTb dann XML ¢ BbIOpaHHbIMM 3annCAMM.

- (5]
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5. ObHoBneHne komnoHeHTOB CUB

SoftControl Service Center npegoctaBnsaeT BO3MOXHOCTb LIEHTParM3oBaHHOro OOHOBIEHMS BCEX
KOMMOHEHTOB CUCTEMbI C cepBepa OOHOBIEH. 3TO MOXeT BbiTb mbo cepep SoftControl, mmbo
cepBep, pa3BepHyTbI Ha NpeanpuaTvn. Bkrnagka O6GHOBNEHUsA NO3BOSIET NPOU3BECTU HACTPOK-
Ky M MPOCMOTPETL UcToputo obHoBreHUn (puc. Bknagka « O6HOBNEHNA» ANt NPOrpaMmMHbIX MOAY-

neii ).

B HWKHEN YacTu BKNagKu npeacrtaBlieHa UCTOPUA 06GHOBEHMN, cogepxaliaa Crnncok BblMoJHAE-

MbIX onepauun. lNepeyeHb nonen cnucka npveedeH B Tabn. 33.

Taonuua 33. Nonsa cnucka VICTOiVIVI obOHOBREeHUN

MocnegHasn npoBepka ,El,aTa N BpemMA nocnegHemn NPOBEPKN HANMN4YnAa OBHOBNEHUI.

MocnepHee obHoBMeHWe ([ata n Bpems NocreaHen yCcTaHOBKM OOHOBIIEHWIA.

KomnoHeHT Ha3BaHne 0GHOBNSIEMOro KOMMOHEHTA.

CocTosiHMe 06HOBIEHUS:
e ObHOBNeHMe He TpebyeTcs;
e locTynHo OGHOBNEHME;
e OGHOBNEHUE 3arpyxeHo;
e O6HOBNEHWEe YCTaHOBNEHO;
Ownbka oO6HOBNEHMUA.

CraTyc 0GHOBMEHUSI

Pa3amep obHoBRneHMA Paamep obHoBneHus B BawnTtax.
AkTyanbHas Bepcus TekyLas Bepcusl yCTAHOBIEHHOTO KOMMOHEHTA.
Hosas Bepcusi Bepcusi koMnoHeHTa, OCTynHas K OGHOBMEHUIO.
[etann [ononHutensHasa nHdopmauus.

5.1 HacTtpouka oGHOBIIeHUA NPOrpaMMHbIX Moayneun

[aHHasa kaTeropus HacCTPOEK NO3BOJSIIET HACTpPauBaTb M yNpaBnsTb OOHOBNEHNEM NPOrpaMMHbIX
mogyrnen komnoHeHToB SoftControl Service Center, a Takke peTpaHcrsuven o6HOBEHUN Mpo-

rpaMMHbIX Moayren krimeHTcknx komnoHeHToB SoftControl SysWatch n SoftControl DLP Client ¢

BHeLLHUX (MIHTepHeT) cepBepoB (pvic. Bkragka « OGHOBIEHMS» AN1A MPOrpaMMHbIX MOZyrei )

- (]
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¥ SoftControl Admin Console

Oaiin Bua  Ounetpe O nporpamue

g& F oAy Ok | @0 507 @ el
-

>

MporpamMHble MoaYAK || Ava ‘

(_Pesam obromnesas ) ( Mlym cbromnnn ) e i

O Buxmoueno URL oBHosneris: Mocneanss nposepka: 09.04.2020 18:06:19
® Tonexa nposepxa

I http://test:safensoft.com/SoftControl/AV4/RU/ I PesynsTat nocnearero obHosnenus: OLumbKa YCTaHOBKW HOEOI Bepciu

) AsTomariueckos oGHOENEHME

Nanka ana coxpanenis obrosnenmi: Aeranu:

ViHTepsan nposepkm oBHoBneHuii (mit):

@ [Updates\Modules) | Mocneanee ycnewnoe ofrosnerme: 07.05.2020 11:16:45
— AxTyanbHas sepcuA cepeepa: 3.142.4
" .

e T AxryanbHas sepcva kanconu: 5.142.4

Agpec: | |

Mopr: 0

Wms nonssosatens:

Mapons:

v

Ll ) >
Wma nonesosatens: console_admin ‘ Ponu: CHcTeMHbIA 2aMUHKCTPATOP, AJMUHWCTPATOPEI ‘ H

PucyHok 131. Bknagka "O6HoBneHua" ansa nporpaMMHbIX Moaynen

HacTpownka pexxuma o6HOBNEeHUA
B cekummn Pexxmum o6HOBNEeHUA BO3MOXEH BbIOOP TpeX pexvmMmoB paboTbl:

o BblkntoyeHo:
O6GHOBEHME B aBTOMATUYECKOM PEXMME OTKIMIIOYEHO.

o TonbKo npoBepKa:
SoftControl Service Center aBTomaTtmiecku nposepsieT Hammumne 0H6HOBIEHWA HA BHELL-
HUX cepBepax C NepPUOANYHOCTBIO, YKa3aHHOM B cyeTymke MHTepBan npoBepKu o6-
HOBMEHUN (MUH.), HO HE 3arpyXaeT 1 He yCTaHaBNMBaET UX.

o ABTOMaTnyeckoe o6HOBIEHMUeE:
SoftControl Service Center aBTomMaTnyecku NnpoBepseT Harmde 0OHOBIIEHUIA HA BHELLF
HUX cepBepax C NepUoaNYHOCTBIO, YKa3aHHOM B cveTymke MHTepBan npoBepKu o6-
HOBMNEHUN (MMH.) N B Crnydae HaxoxaeHus 6oriee HOBbIX BEPCUKW, YEeM YCTaHOBSIEH-
Hble, MPOVCXOANT peTpaHCiAuUs NakeToB OOHOBIEHU Ha cepBep. Ecrm HangeHa Ho-
Bas Bepcua SoftControl Service Center, N0 OKOHYaHUM 3arpy3kyM yCTaHOBOYHbIX Make-
TOB MPOVCXOOUT aBTOMaTMieckoe oOHoBreHne komnoHeHToB SoftControl Server u

SoftControl Admin Console B hoHOBOM pexume Ha cepBepe.

EE—————————————————— -

W W W .sns-control.ru


http://www.safensoft.com

Control Service Center Bepcus 6.0.27 Pykoeodcmeo adMuHucmpamopa

Ob6HosrieHue komrioHeHmos CUE

L J |_|pI/1 OTCYTCTBUM OOCTYyNa B MHTepHeT mnnm B Criydae BO3HMKHOBEHWA r|po6r|eM B npo-

Llecce aBToOMaTM4ECKOro 0O6HOBEHUS, BO3MOXHO obHoBeHue SoftControl Service

Center B pyuHoM pexwive '>° npu HamMuMmM YCTaHOBOYHOTO naketa Tpebyemoii Bep-

Ccun.

OBHOBIEHME KIMEHTCKMX_ KOMIOHEHTOB '>* OCYLLECTBIIIETCH C CO34AHHOMO NOKanbHOro

«3epkana».

HacTtpowka nyten o6HOBNEHUA N NnapamMeTpPoOB NPOKcU-cepBepa
B cekuum NMyTn o6HOBRNEHUA 3a4al0TCA creayloupe napaMmeTpbl:

* URL obHoOBReHus:
Cchbifka Ha BHelHWn cepBep, no kotopon SoftControl Service Center npoBepseT Ha-
nyve obHoBreHnn. B nyTn HeobxoamMo ykasaTb HOMepP TeKyLLEN NLIEH3N:
http://updates.safensoft.com/<Homep_nuuyeHsun>/SoftControl/av/ru
[MpumeyaHve. Homep nmueH3um HeobxoauMo ykasaTb BPYYHYHO.

* [lanka gnAa coxpaHeHUss OOHOBNEHUMN:
MyTb coxpaHeHns nakeToB OOHOBMEHNS C BHELLHNX CEPBEPOB OTHOCUTENbHO AMPEKTO-
pun C:\ProgramData\SoftControl. Ykaxure crieQytoLyto narnky:
Updates\Modules\

YcTtaHoBuTE (priaxkok Ucnonb3oBaTb NPOKCU-CepBep, €CrM COeUHEHVE C BHELLHUMMU
cepBepamu TpebyeTcsa OCyLECTBIISATL Yepes Npokcu-cepeep. B atom crnyvae 3agaunte ero
napameTpbi:
= Aapec:
IP-agpec wm nms xocta Npokcu-cepeepa.
* [lopT:
Homep nopTta Ana cBA3n ¢ NPOKCU-CEPBEPOM (ECIM HE yKasaH — UCMoSb3yeTcsl NopT
80 no ymo4aHmio).
* Umsa nonb3oBaTtens:
Mma nonb3oBaTenda s ayTeHTugukaLmm Ha npokcu-cepeepe.
* Maponb:

Mapornb onsa ayteHTUdUKaLmmM Ha NpoKcu-cepeepe.
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i MoppepxuBaetca 6asoBbiv (Basic) Tun aBTopusaummn. Ecrm ayteHTUmKaums Ha
npokcu-cepeepe He TpebyeTcs, To nonda Uma nonb3oBatens u NMaponb crieayeT

OCTaBJIATb NYCTbIMU.

MpoBepka n 06HOBNEHME NOo 3anpocy
B cekummn [locTynHble 0GHOBMEHNUA BO3MOXHO BbIMOSHEHME Onepaumin o 3anpocy ¢ no-
MOLLBHO CrieaytoLLMX KHOMOK:
* [lpoBepnUTbL OOHOBNEHMUS:
lMpoBepka HanmMumMa 0BHOBEHMA MPOrpamMMHbIX Moayrnen. B criyvae obHapyxeHus 06-
HOBIeHW oTobpaxaeTca Bepcusi ooHoBneHus n Pasmep o6HoBneHus (B 6anrax).
» YctaHOBUTbL OOHOBReHua (onsa cnyyas, korga SoftControl Server n SoftControl
Admin Console ycTaHOBreHbl HA OQHOM KOMMbIOTEPE):
lMpoBepka 1, B criydae obHapyxeHusl, peTpaHcraums naketoB 06HOBNEHUIA C BHELLHNX
cepBepoB, ycTaHoBka o6HoBneHnn SoftControl Server n SoftControl Admin Console.
» ObHOBUTbL cepBep (ana cnyyasa, korga SoftControl Server n SoftControl Admin
Console yctaHOBMEHbI HA pa3HbIX KOMMbOTEPAX):
lMpoBepka w1, B criydae obHapyxeHus, peTpaHcrauma naketoB 0O6HOBNEHUA C BHELLHNX
cepBepoB, ycTaHOBKa 06HOBEHUN cepBepHOro komnoHeHTa (SoftControl Server).
= OGHOBUTb KOHconb (onsa cnydas, korga SoftControl Server n SoftControl Admin
Console ycTaHOBEHbI HA pa3HbIX KOMMbIOTEPAX):
lMpoBepka n, B criydae obHapyXeHUsi, ycTaHOBKa OOHOBIEHUMA KOHCOMM ynpaBrieHus
(SoftControl Admin Console).

i Mocrne o6HoOBreHWst nporpaMmHbiX Moayren Hactpovku SoftControl Server un
SoftControl Admin Console, a Takke nonb3oBaTesnbckne puibTpbl SoftControl
Admin Console coxpanstoTca. HakonneHHbie cobbits B SoftControl Admin

Console xpaHaTca B b1, noaTomy npn 0OGHOBNEHUM HE 3aTparmBatoTCS.

B cekuum Ctatyc o6HOBRNEHUsA JOCTyNHa MHAOpMaLMS MO TEKYLLEN BEPCUMN U NOCTeAHM NpoBe-

AEHHBbIM onepauysiM NPOBEPKUN N YCTaHOBKN OBHOBIIEHUIA.

[ns npuMeHeHnAa N3MEeHEHHbIX YCTaAHOBOK HaXXMUTE Ha KHOTKY COXpaHVITb.

- (7B ]
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5.2 OoHoBneHue SoftControl Server u SoftControl Admin Console B
PY4YHOM pexume

1) 3anycTtute ycTaHOBOYHbIN NakeT Service.Center.msi Bepcum, Ha KOTOPYIO HeobXoamMmo npowms-
BECTU OOHOBIEHME.
2) B okHe YcTtaHoBKa SoftControl Service Center Haxxmute Ha kHonky [anee (puc. 3anyck npo-

rpamMmbl 06HOBIEHNS ).

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl Service Center

MacTep ycTaHoskm obHoenT SoftContral Service Center Ha
KOMNBOTEPE. HamMuTe kHonky ~“Janee”, uTobisl
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BEITH M3
MECTEPS YCTEHOBKH,

Hazan [ Hanee J [ OTMEHS ]

PucyHok 132. 3anyck nporpaMmMmbl OGHOBNE HUSA

3) B cnyvae Bawlero cornacus, oTMETbTE Onumio {1 NpUHMMaK yCrnoBUA JIMLLEH3UOHHOro Co-
rnaweHuns N HaxxmuTe Ha KHonky flanee.
4) Haxmute Ha kHorky OBHOBUTL (pyc. TOTOBHOCTL K OGHOBIIEHMIO ).

ﬁ Yeranoska SoftControl Service Center IE' = IE'

Bce rotoso K ycraHosBke SoftControl Service Center SoftControl

HamuTe KHoNKy "YCTaHOBMTh ", 4TobBI HAYETE YCTEAHOBKY. HammiuTe kHonky "Hazaa ",
uToBEl NPOBEPUTE MAKM MSMEHWTE MEPEMETPEI YCTAHOBKM, HEKMMTE KHOMKY "OTHEHa",
yTobbl BEIATH M3 MACTEPA.

[ Hasan ][ '@'Ycraﬁosun: ] [ OTMeHA ]

PucyHok 133. Fl0TOBHOCTb kK OOHOBMNEHUIO

5) Joxautech OKoHYaHus npoLecca o6HosneHus (puc. Mpouecc o6HoBReHus ).

- (FF ]
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‘ﬁ Yeranoska SoftControl Service Center .l S=h __

Hnetr obHosnenne SoftControl Service Center SofcControl

MopowamnTe, Noka MacTep yoTaHoekw obHoengeT SoftControl Service Center.

CocToaHKE:

PucyHok 134. MNMpouecc o6HoBNeHUA

6) Mocne nosBneHnsa coobweHns YcmaHoska SoftControl Service Center 3agepweHa Haxmute

Ha kHonky MoToBo (puc. 3aBeplueHre o6HoBneHus ).

ﬁ Ycranoeka SoftControl Service Center EI =] IEI

Yeradoeka SoftConfrol Service Center
3aBeplueHa

HaokmuTe kHonky “ToToBo", UTobkl BEIATH U3 MacTepa
YETEHOBKM,

Hazan MoToBO OTMEHS

PucyHok 135. 3aBepleHue o6HOBNEeHUA

5.3 OOHOBINEeHMe KNMUMeHTCKNX KOMNOHEHTOB

Mocre peTpaHcnsLmMmM 06GHOBIIEHUI C BHELLHNX CEPBEPOB KIMMEHTCKME KOMMOHEHTbLI MOryT ObiTb 06-

HoBneHbl ¢ SoftControl Service Center cneaytouymm cnocobamu:

U Mocne nogkntovennsa k CepsucHomy LieHtpy SoftControl SysWatch n SoftControl DLP
Client aBTOMaTM4ecKkn nepeknoyarTcs B pexum obHoBrneHun ¢ Hero. OBHoBEHve

KOMMOHEHTOB MPOU3BOAUTCS MO 3aMpoCy NOCPEACTBOM CO3[aHNsi COOTBETCTBYIOLLEN 3a-

paun’

" MM no pacrmcaHuio, ecrm oHo HactpoeHo AmA SoftControl SysWatch ® /
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SoftControl DLP Client .

0 Haxogscb B aBTOHOMHOM pexume paboThl, SoftControl SysWatch takke moxeTt 6biTb

obHoBneH ¢ CepBucHoro LleHTpa. [Ansa 3TOro B HacTpovkax UCTOYHUMKOB OOGHOBIEHUS
SoftControl SysWatch 4yepes nHtepHeT 3ameHuTe npeaycTaHoOBMEHHbIE agpeca Ha COOT-
BeTCTBYoLWe Tabn. 34 nokanekHble agpeca A Heobxo4MMbIX KOMMOHEHTOB. [opT cBA3M
C cepBepoM no ymosrMaHuo — 8088. MNocne npuMeHeHns ykasaHHbIX HacTpoek ObHoBIe-

HVMe MO>XHO NPOom3BECTH No 3anpocy Yepes 'NTT.

Taonuua 34. Aopeca o6HoBneHumn ¢ SoftControl Service Center

http://<IP-agpec cepBepa>:<nopT cBA3N ¢ cepBepom>/api/
updates/SNS

Core MporpaMmHbie Mogynn

- (]

W W W .sns-control.ru


http://www.safensoft.com

SoftControl Service Center Bepcus 6.0.27 Pyxog0dcmeo adMuHUcmpamopa

YoaneHue komroHeHmos SoftControl Service Cente

6. YoaneHune komnoHeHTOB SoftControl Service Center

Ypaanenve SoftControl Server n SoftControl Admin Console: B lNaHerm ynpasnenns Windows B

pasgene MNMporpammel (Programs) — Mporpammbl U1 KoMnoHeHTbl (Programs and Features)
Bblbepute SoftControl Service Center n Haxmute Ha kHonky Yaanutb (Uninstall).

YpaneHue o4HOro U3 KOMMNOHEHTOB:

1) B lMaHerm ynpasneHns Windows B pasgene Mporpammbl (Programs) — [Mporpammbl m
koMmnoHeHTbl (Programs and Features) Boibepute SoftControl Service Center n HaxmuTe Ha
kHonky U3meHuTb (Change).

2) B okHe YcTtaHoBKa SoftControl Service Center Haxxvute Ha kHonky [anee (puc. 3anyck npo-

rpammbl yganenus '°).

ﬁ Ycranoeka SoftControl Service Center EI = @

Bac npuBeTCTBYET MacTep YCTaHOBKM
SoftControl Service Center

MaCTep YCTaHOBKM NO3BONAET M3MEHMTE ocod yoTaHoBKM
WK yaaneHna komnoHeHTos SoftControl Service Center Ha
KOMNetoTepe, HaxmiTe kHomky "fanee”, uTofiel
MPOACIHUTE, MAKM KHOMKY "OTHMeHa", UTobbl BEIATH M3
MACTEPE YCTAHOBKN,

Hazan [ Janee ] [ OTMeHa

PucyHok 136. 3anyck nporpamMmbl yaaneHus

3) BbiGepuTe onepauyio U3MeHUTDb (puc. Turbl onepaumin ).

4) BuibepyTe KOMMOHEHT Ans yaanenus (puc. Beibop KOMNOHEHTOB Ans yaaneHus > ): HaxmuTe

Ha NUKTOrpamMmy KOMIMoHeHTa U B BbliNMagalolEeM MEHKO Bbl6epI/ITe onumo KoMnoHeHT 6yp,eT
NMONMMHOCTbLIO HEAQOCTYMNEeH. [Mocre Toro kak Bce YCTAHOBKM 3aBEpPLLUEHbLI, HAXKMUTE Ha KHOIMKY

Oanee.

ESS——————————————————— -
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‘@ Ycranoeka SoftControl Service Center E' =] @

W3MeHeHHe, BOCCTAHOBNGHHE WIH YAANEHHE YCTaHOBKN

SoftControl
BribepTe onepalyo, KOTOPYIO CeAYET BelMONHUTE,

WsMEHMTE

Mo3BoNAET M3MEHWTE NEPaMETPbI YCTaHOBKW KOMOOHEHTOE.

BoCCTEHOBMTE

Wcnpasnetve ownbok B nocnegHeR yCTaHOBKE NYTEM BOCCTAHOBNEHHA
OTCYTCTEVHOWMX W NOBPEXAEHHE!X hEHN0E, APMEIKOE W 3aNWMCEl peecTpa.

¥YoaneHue SoftControl Service Center ¢ KomnbloTepa.

PucyHok 137. Tunbl onepauumn

=) bBypmeT ycTaHOBNEH Ha NOKANbHbIA XKECTKNIA gNcK

=J8 KomnoHEeHT ByAeT NoAHeCTEH YCTAHOBAEH HE OKAAEHBIN HECTKMA ANCK
=) KomnoHeHT ByaeT ycTaHoBAEH NPU HEOBXOAMMOCTH

X KomnoHeHT ByAET NONHOCTBH HEAOCTYMEH

PucyHok 138. Onummn ycTaHOBKM KOMIMOHEHTA

5) Haxkmute Ha kHornky U3MeHUTb (puc. [OTOBHOCTL K yaaneHuo 157).

‘_'@ ¥eranoeka SoftControl Service Center EI =1 @

Bce roToBo K m2MeHeHmno SoftControl Service Center SofcControl

Hasmmte krHonky MamenHnTe", 4ToDbl HauaTe yoTaHoeky., HammrTe khonky "Hasaa™,
yTofbl NPOBEPKMTE MM MSMEHWTE NAPAMETPEI YCTEHOBKK, HakMuTe KHonky "OTmena”,
uTobkl BEIATH M3 MACTEPE.

[ Hasaa ][ H3MEHMTE ] [ OTMEHa

PucyHok 139. loTOBHOCTbL K yAaneHuo

6) [Joxantech OKOHYaHWs npouecca yaaneHuns (puc. Mpouecc yaanexus 7).
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‘ﬁ Ycranoeka SoftControl Service Center E E

WameHenne SoftControl Service Center SoftControl

MonowaWTE, MoK MacTep YCTaHoskn nsmenaeT SoftControl Service Center,

CocToaHue:

Hazan Janee

PucyHok 140. MNMpouecc yaaneHus

7) Nocne nosierieHusi coobenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe

Ha kHornKy FoToBo (pyvc. 3asepluenre yaaneHus =°).

ﬁ Yeranoska SoftControl Service Center EE

YcraHoBka SoftControl Service Center
3aBeplieHa

HamiTe kHonky "ToToso", yTobkl BEIAT U3 MACTEpa
YCTEHOBKM.

PucyHok 141. 3aBeplweHue yaaneHus
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7. OunarHocTtuka npobnem

B cnyyae BO3HVKHOBEHUsI nNpobriem npu pasBepTbiBaHM U yHKumoHnposaHum SoftControl
Service Center B nepByto oyepeab obpaTtutecb k otdeTy SafenSoft B >xypHane cobbiTui
Windows. [1ns atoro oTtkpowte lMaHernb ynpasnenua Windows, Bbibepute pasgen Cuctema um
6e3onacHocTb (System and Security) - AamHuctpupoBaHue (Administrative Tools), B Hem
oTkpowuTte cpencteo NMpocmoTp cobbiTUM (Event Viewer). B oTKpbIBLLEMCSA OKHE B MaHenM cresa
pasepHuTe kateropuo XXypHanbl npunoxeHun n cnyx6 (Applications and Services Logs) n B
Hel BbIbepuTe xxypHan SafenSoft. [pu aHanmse owmbok, npeaynpexaeHuin n yseoOMIIEHUA B AaH-
HOM OT4eTEe MOXET ObITb HanaeHa NpuYMHa, Bbi3BaBLLAas cOON Npu YyCTaHOBKE, 3anycke U yCTaHOB-
NEHVN COoeaUuHEHMS MexXay KOMMoHeHTamu. Ecrm onpefemmtb NpudrMHY CamMoCTOSITENlbHO HEBO3-
MO>HO, MPUIOXUTE doanmbl TEKCTOBbIX OTYETOB KOMMOHEHTOB K 3aNpoCy B TEXHWYECKYIO NOAAEPX-

ky OO0 «[poTekieH TexHomomKkny °2. CAMcok HeobxoamMblx dbalros NpmeeaeH B Tabn. 35.

Taonuua 35. TekcToBble oT4eTbl KOMNoHeHTOB SoftControl Service Cent

INlorn Service Center
\ oo (65) MMpy NpeB bilLeHNN Yepes dann
. C:\Program Files (x86
i ServerDetaile > . asmepa 209715200 |SafenSoft.Enter
Nor Service Center|,, " . \SafenSoft\Service Jlor Senvice Center| 503 a: C5l HOB LI .
8. Center\Server\logs\ F TCsi HOBbIN prise.Server.ex
harin e.nlog
C:\Program Files\(x86)
>KypHan o6HoBne- hecks. 1 \Safensoft\Service Jlor npoBepok Ha-
checks. 1o — —
HUN 8 Center\Server\Tools nmyus oGHOBMNEHWI
\Updates\Reports\
C:\Program Files\(x86)
>KypHan o6HoBne- . \Safensoft\Service XKypHan obHoBne-
HWA e Center\Server\Tools HVS Moaynen
\Updates\Reports\
CO6opHbIn 1or, B
C:\Program Files\(x86) KOTOPBIN ay6rmMpy-
»KypHan obHoene- root.. 1o \Safensoft\Service P yonmpy ~ _
HUA -108 Center\Server\Tools toTea sanvcu
\Updates\Reports\ sns.logn
[av_name].log
Jlorn Admin Console
Nlor Admin ConsoleDetail |C:\ProgramData Nor Admin
Console edLog.txt \SafenSoft\ Console
JNlokanbHble norn knueHta SysWatch
C:\Documents and
Settings\All Users
OTu4éTbl 0 COBLITU- [system_[date] |\Application Data\ OT4eTsl 0 cobbITn- 30 aen Yepes HacTpoiiku
ax 6esonacHoctn |_[time].txt |(Windows XP) umm C: Ax 6esonacHoCT
\ProgramData
\S.N.Safe&Software
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Ha3zBaHue Uma cdanna MyTb KpaTtkoe onuca- | ABTopoTtauus no|YnpasneHue aB-
Hue yMONn4aHuio TopoTauuen

\Safe'n'Sec\Reports\

NeHnax

_[time].txt

\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 u HoBee)

NEHNAX

(Windows 7 u HoBee)
C:\Documents and
Settings\All Users Jlor c6opa npodwm-
OrueTh 0 cBope i . \Application Data\ NS, CNUCOK MpoBe-
rofile ate i 3 . .
Pe |profile_[ (Windows XP) v C PEHHbIX 0GBHEKTOB 30 gHeit Uepe3s HaCTPOMKM
npodwmnsa J_[time].txt |\ProgramData
\S.N.Safe&Software n pe3yanaTb|c6o-
\Safe'n'Sec\Reports\ [pa npodmns
(Windows 7 u HoBee)
C:\Documents and
Settings\All Users
\Application Data\
OTtueTbl 06 OBHOB- |update [date i . OT1yeTbl 06 06HOB- . .
p _[ 1 |(Windows XP) wurm C: 30 aHeit Uepes HacTpOKM

O6LL 1e norn
SysWatch

safensec_[dat
e]_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Common

\

Logs

BbiBoa coobue-
HWUIA 1 OLIMBOK
MPOLIECCOB CITyX-
Obl safensec.exe

[Mpwn npeB biweHun
yucna 3anvcen (Mo-
XET He coBnagatb C
YMCIIOM CTPOK) B
oavH dpann 6onbLue
50000 co3paeTcs Ho-
BbI doavin

O6L e noru
SysWatch

snsmcon_[date
1 _[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Common

\

Logs

BbiBoa coobue-
HWIA 1 owKnboK rpa-
dmyeckoro nHTep-
deerica

snsmcon.exe

Mpw NpeB biLLeHWUN
yucna 3anucen (Mo-
XeT He coBnagaThb C
YMCIIOM CTPOK) B
oavH chann GonbLue
50000 cospaeTcs Ho-
BbI doavin

OO6ww ne noru
SysWatch

snsods_[date]
_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Common

\

Logs

BbiBOA, coobu e-
HUA N OLLNOOK
snsods.exe

[Mpy npeB biLeHnn
yucna 3anucen (Mo-
XeT He coBnagathb C
YMCIIOM CTPOK) B
OAVH chann GonbLue
50000 co3gaetcs HO-
BbIV Goann

YKypHan coegunHe-
HMA ¢ Senvice
Center

sw_notify_[da
te]
_[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wmm C:
\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Reports\
(Windows 7 u HoBee)

BbiBoA owmnbok
npun NoaKntoYeHnm
k Service Center

JlokanbHble norn DLP Client

YKypHan coegunHe-
HMA ¢ Senvice
Center

dlp_notify_[d
ate]
_[time].txt

C:\Documents and
Settings\All Users
\Application Data\
(Windows XP) wmm C:
\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Reports\
(Windows 7 u HoBee)

BbiBoa owwmnbok
npun NnoaKntoYeHnm
k Service Center

- (]
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HuazHocmuka npobnem

Ha3zBaHue Uma cdanna MyTb KpaTtkoe onuca- | ABTopoTtauus no|YnpasneHue aB-
Hue yMONn4aHuio TopoTauuen

JNlokanbHble norn DeCrypt

Mpw gocTwkeHun 100
CopepXuT CnncoK |\ cospaetcs

CraHpapTHbI Decryptlog.1o | .\ oo YCTPOWCTB U yBe- |DeCryptLog(rotated
¢haiin xypHana |8 ' JIOMIIEHUSI O COBbI-|{dd.mmyyyy).log , rae
™max dd.mm.yyyy — gata

poTauun garna

Coaepxut cobbl-

TUA CUCTEMBI KO- [[pu gocTmkeHnn 100
Moo pobHbI dhain - |M6 cosgaeTcs

Ap e DeCrypt.log [C:\ProgramData\DeCrypt\ AVpOBaHIA 1 Npu A -
XypHana UMHbI HeyaadHoro |PeCryptlog_old1,DeCr
3aBepLueHust one- |YPtlog_old2uT.a.

pauui

Mpymeyanre 1. [1na otyeTa no paboTte cepBEPHOro KOMMOHEHTA NPOUCXOAUT poTaumsa danros,

No3BONAKWAA KOHTpOrmMpoBaTth pasmep danrnoB oTvyeToB. PoTtauma nossondeT dopmupoBaTb
OT4YeTbl, aBTOMAaTMYeCKN pa3brBaeMble Ha UOEHTUYHbIE MO CBOUM MapamMeTpaM YacTu Buaa
Log.000, ..., Log.N,

npv 3TOM MOCeaHUN N0 BPEMEHN OTYET UMEET MaKcuMarbHbI MHAekc. HoBbin hann co3gaeTcs

Kaxxabl pas, korga pasmep OCHOBHOro dgawmrna ¢ otdetom (ServerDetailedLog.txt) npeBbliwaeT
200M6.

- (W]
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TexHu4eckasi moddepxka

8. TexHuyeckasa nogaepxka

Mpn BO3HMKHOBEHMM BOMPOCOB MO YCTaHOBKe, HacTpoike n pabote SoftControl Service Center Bbl

MOXeTe 00palATbLCS B TEXHUMECKYHO NMoaaep KKy Mo 3reKTPOHHOM noyTe support@sns-control.ru.

- & ]

W W W .sns-control.ru


http://www.safensoft.com
mailto:support@sns-control.ru

Control Service Center Bepcus 6.0.27 Pykoeodcmeo adMuHucmpamopa

9. MNMpunoxeHue

9.1 YctaHoBKa u HacTpouka PostgreSQL 9.5

MporpammHbin npoaykT SoftControl Service Center nogaepxusaeT paboTy ¢ pasHbIMU BEPCUAMU
SQL-cepBepoB. Hwke nprvBeaeHa MHCTPYKUMA NO ycTaHOBKE M HacTponke CYB[ PostgreSQL 9.5
Ha OC Windows ana ee coBmecTtHoro npumeHeHus ¢ SoftControl Service Center.

MopgroTtoBka Kk yctaHoBKe PostgreSQL 9.5

Mepen ycTtaHoBKOW yoeanTech, YTO cucTemMa yaoBreTBopsaeT MUHUMAasbHbIM_TpeboBaHMAM

K o6opygoBaHuio 1 MO ana yctaHoBku 1 3anycka PostgreSQL 9.5 u, B crnydyae Hanmuunst He-

COOTBETCTBUI 3asiBIieHHbIM TpeboBaHMsIM, yCTpaHUTE UX 4O HaYana yCTaHOBKM.

YcrtaHoBka Postgre SQL 9.5
1) 3anyctute yctaHOBOYHbIN dhann postgresql-9.5.22-1-windows-x64.exe OT umeHn agMmu-
HUCTpaTopa.

2) Ykaxurte nyTb Ana yctaHoBku PostgreSQL.
»| Setup - B

Installation Directory »

Please specify the directory where PostgreSQL will be installed.

Installation Directory | C:\Program Files\PostgreSQL3. 5 re’

VMware InstallBuilder
< Back Mext = Cancel

PucyHok 142. YcTaHOBO4YHbLIN NYTb

3) Ykaxute nyTb AN XpaHEHUS AaHHbIX.

- (® ]
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»| Setup = =g

Data Directory »

Please select a directory under which to store your data.

Data Directory :\Program Files\PostgreSQLYS. S'data ro

VMware InstallBuilder
< Badk Next = Cancel

PucyHok 143. lNyTb ona xpaHeHUsA faHHbIX

4) 3aganTte naposb Ans agMmuHuctTpatopa b no nmenu postgres. 3ToT Nnaposib nosxe no-
Tpebyetca pOns  KoHdwurypmposaHus SoftControl Server gns pabotel ¢ CYB[
PostgreSQL.

Setup = =

Password »

Please provide a password for the database superuser (postgres).

[E &
Rt

Password

Retype password

VMware InstallBuilder
< Back Mext = Cancel

PucyHok 144. 3agaHue napons

5) 3apawnTte Homep nopTa Ana paboTbl cepBepa PostgreSQL. 3ToT HOMep nopTta noaxe
notpebyetca nna koHdurypuposanua SoftControl Server ana pabotel ¢ CYB[
PostgreSQL.

- (]
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» Setup = =

- -»

Please select the port number the server should listen on.

Port | 5432

< Badk Next = Cancel

PucyHok 145. Paspen License Terms

6) MHCTannmsaumoHHbI nakeT npousBedeT yctaHoBKy PostgreSQL Ha Baw komnboTep w,
BO3MOXHO, NPEAJSIOXKUT YCTAHOBUTb HEKOTOPbIE AONOMHUTESNbHLIE KOMMOHEHTbI. OHM He
aBnaTcsa obasatensHbiMu ana paboTtel SoftControl Server.

7) Ecrm SoftControl Server yctaHaBnMBaeTCs Ha TOT e KoMmnbloTep, 4To 1 Postgre SQL,
HUKaKMX OOMOSHUTENbHLIX HAcTpoek He Tpebyetcsa. [na Toro, 4TtoObl YCTaHOBMUTb
SoftControl Server Ha gpyron komnboTep, HA4o paspewmnTb PostgreSQL npyHumaTth co-
eavHeHns ¢ apyrux IP agpecos. [na atoro Heobxogumo moamduumpoBaTth dann
pg_hba.conf (no ymoruanuio pacnonaraetcsa B nanke C:\Program Files\PostgreSQL\9.5
\data). B Hem Hago HanTu pasgen # IPv4 local connections n mogudvumpoBaTh B
HEM CTPOYKY

host all all 127.0.0.1/32 md5

BmecTto 127.0.0.1/32 crnegyeT HanucaTb all (ana paspeleHns coeguHeHUn Co BCeX
IP-agpecoB), nMbo ykasaTb KOHKpeTHbIM IP-agpec, oTkyga OygeT noaknoyaTbes
SoftControl Server.

9.2 YctaHoBKa u HacTtpouka Microsoft® SQL Server® 2008

MporpammHbin npoaykT SoftControl Service Center nogaoepxusaeT paboTy ¢ pasHbIMU BEPCUAMU
SQL-cepBepoB. Hwxe npuBeaeHa MHCTPYKUMA Mo ycTaHoBKe U HacTponke CYB[ Microsoft® SQL

Server® 2008 ona ee coBmecTHoro npumeHeHusi ¢ SoftControl Service Center.

- (]
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NMoarotoBka k yctaHoBKe Microsoft® SQL Server® 2008

Mepepn yctaHoBKOM yOeanTeCh, YTO CUCTEMA YAOBIETBOPAET MVHMMalbHbIM TpeboBaHUAM

K 0b6opynosanmo v MO ana yctaHosku 1 3anycka Microsoft® SQL Server® 2008 u, B cry-

Yyae Harm4ms HECOOTBETCTBUM 3asiBSIEHHBIM Tpe6OBaHVIF|M, yCTpaHuTe ux oo Ha4valia ycrta-

HOBKW.

YctaHoBka Microsoft® SQL Server® 2008
1) 3anyctute yctaHoBoYHbIN dain Microsoft® SQL Server® 2008.
2) B okHe LleHTpa yctaHoBkn SQL Server (SQL Server Installation Server) oTkpoiire pas-

pen Installation n BbiGepute TMn yctaHoBkr New SQL Server stand-alone

installation or add features to an existing installation (puc. Pasgen Installation '®).
T4 SQL Server Installation Center li“i“&l
Planning Lﬁ Mew SQL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features

to an existing 5QL Server 2008 instance,

Maintenance
LH Mew SQL Server failover cluster installation

Tools
Launch a wizard to install a single-node SQL Server 2008 failover cluster.

Resources
Add node to a SQL Server failover cluster

Advanced 3{?
E Launch a wizard to add a node to an existing SQL Server 2008 failover cluster.

Options
ﬁ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2008, Before
you upgrade, you should run the Upgrade Advisor to detect potential problems.

"il Search for product updates
Search Microsoft Update for SQL Server 2008 product updates.

E’b §6TServer200&
PucyHok 146. Paspgen Installation

3) B pasgene Setup Support Rules BbINonHseTca npoBepka Ha BO3MOXHbIE NMPOBneMbl,
KOTOpble MOryT BO3HUKHYTb MNPV YCTAHOBKE BCMOMOratesbHbIX (QalnoB YCTaHOBKM
Microsoft® SQL Server® 2008 (puc. [NpoBepka npobrem npu ycTaHOBKE BCNOMOraTesib-
HbIX cpaiiros '*°). OWMBKM [OKHBI BbITb UCMPaBEHb! Nepes NPOAOIKEHEM YCTaHOBKM.

Ecrm npobriem HeT, TO HaxxmuTe Ha kHonky OK.

- (5]
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%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

Hide details <<

View detailed report

Rule Status
@ Minimum operating system version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Paszzed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on SQL Server installation media Passed

oK ] [ Cancel ] Help

PucyHok 147. NMpoBepka npo6nem np1 yctTaHOBKe BCrnomMmoraTesnbHbIX ¢pannos

4) B pasgene Product Key Bbibepute BapuaHT Enter the product key, BBeaute niuen-

3MOHHbIN KItod ana Microsoft® SQL Server® 2008 n HaxkmuTte Ha kHorky Next (puc. Pas-
167
)

pen Product Key

% SQL Server 2008 Setup =N =20 o)
Product Key

Specify the edition of SQL Server 2008 to install.

Product Key Specify a free edition of SQL Server or provide a SQL Server product key to validate this instance of
L [ SQL Server 2008. Enter the 25-character key from the Microsoft certificate of authenticity or product
packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day

Setup Support Files expiration. To upgrade from one editicn to ancther edition, run the Edition Upgrade Wizard.

() Specify a free edition:
Enterprise Evaluation

@ Enter the product key:

< Back ’ Mext > ] ’ Cancel

PucyHok 148. Paspgen Product Key
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5) MpouwuTanTte ycnoBms nmueH3noHHoro corrawenus (License Terms) n, ecrm Bbl ¢ HAMK

corracHbl, To yctaHoBute doriaxxok | accept the license terms n Haxmute Ha KHOMKY

Next (puc. Pasgen License Terms

168
).

T SQL Server 2008 Setup

License Terms

To install SQL Server 2008, you must accept the Microsoft Scftware License Terms,

Product Key
License Terms

Setup Support Files

Lo ]l & s

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS ‘

-

MICROSOFT SQL SERVER 2008 EVALUATION EDITION

terms also apply to any Microsoft
* updates,
« supplements,
« Internet-based services, and

* support services

I accept the license terms.

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the evaluation
software named above, which includes the media on which you received it, if any. The

2 4

Copy Prilnt
I < Back ] I Mext > ] I Cancel

PucyHok 149. Paspen License Terms

6) B pasgene Setup Support Files Haxmute Ha kHonky Install (puc. Pasgen Setup

168
)-

Support Files

- (5]
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%5 SQL Server 2008 Setup =& &=
Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Product Key The following components are required for SQL Server Setup:

License Terms Feature Name Status

SelpEupputbles . Setup Support Files

[ <Beck || msal || conce

PucyHok 150. Paspen Setup Support Files

7) B pasgene Setup Support Rules BbiNnonHseTca npoBepka Ha BO3MOXHbIE NMPOGneEMbI,
KOTOpble MOryT BO3HUKHYTb MPW YCTAHOBKE BCMOMOraTesbHbiX (halroB YCTaHOBKU

Microsoft® SQL Server® 2008 (puc. Paszgen Setup Support Rules. MNoapobHbie AaHHbIe
169
)

. Owmbku OOJDKHbI ObITb ucrnipasrieHbl nepen npoaostkeHNEM YCTaHOBKW. Ecrm

npobrem HeT, TO HaxkmuTe Ha kKHornky Next.
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%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.
Disk Space Requirements

Error and Usage Reporting Hide details <<

Installation Rules View detailed report

Feature Selection

Ready to Install
Installation Progress Rule Status ol
Complete Fusion Active Template Library (ATL) Passed

Unsupported SQL Server products Passed
Performance counter registry hive consistency Passed

Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed

m

Previous CTP installation Passed
Consistency validation for SQL Server registry keys Passed

Computer domain controller Passed

Microsoft MET Application Security Passed

LIS

Edition WOWG4 platform Passed

< Back l Mext > ] l Cancel ] l Help

PucyHok 151. Paspen Setup Support Rules. MNoapobHble AaHHbIe

8) B pasgene Feature Selection HaxmuTte Ha kHonky Select All, ykaxute nytb anda ycra-

HoBkM B norne Shared feature directory n Haxmute Ha kHormky Next (puc. Pasgen

Feature Selection ™).

% SQL Server 2008 Setup =N =20 o)
Feature Selection

Select the Standard features to install. For clustered installations, only Database Engine Services and Analysis Services can

be clustered.
Setup Support Rules Features: Description:
ot Salectin Instance Features * | Server features are instance-aware and have
Instance Configuration Database Engine Services their own registry hives. They support
Disk Space Requirements SQL Server Replication multiple instances on a computer.
Server Configuration FuI!-Text .Search
. . . Analysis Services
Database Engine Configuration Reporting Services
Analysis Services Configuration Shared Features =
Reporting Services Configuration Business Intelligence Development Studio
Error and Usage Reporting Client Tools Connectivity
. ntegration Services
Installation Rul [ Integration Servi
nstallation Rules
Client Tools Backwards Compatibility

Ready to Install Client Tools SDK i
Installation Progress SQL Server Books Online
Complete Management Tools - Basic

Management Tools - Complete -

Select Al || Unselect Al |
Shared feature directory: C\Program Files\Microsoft 5QL Server', E

’ < Back ” Next > ” o ” Help ]

PucyHok 152. Paspen Feature Selection
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9) B pasgerne Instant Configuration Bbibepute napametp Default Instance n Haxvute

Ha kHorky Next (puc. Pasgen Instance Configuration ™).

¥4 SOL Server 2008 Setup |

Instance Configuration

Specify the name and instance ID for the SQL Server instance.

Setup Support Rules @ Default instance
JEdine e ©) Named instance: MSSQLSERVER
Instance Configuration
Disk Space Requirements
Server Configuration Instance ID: MSSQLSERVER
Database Engine Configuration
e ST G e Instance root directory: C:\Program Files\Microsoft SQL Server', E
Reporting Services Configuration
EnpgandlPsaneReparig ol S e CAProgram Files\Microsoft SQL Server\MSSQLL0. MSSQLSERVER
Installation Rules X X X X X
Analysis Services directory:  C\Program Files\Microsoft SQL Server\M5AS10.MS5QLSERVER

Ready to Install

. Reporting Services directory:  C:\Program Files\Microsoft SQL Server\MSR510.MSSQLSERVER
Installation Progress
Complete Installed instances:

Instance Features Edition Version Instance ID

[ < Back H Next > H G H Help

PucyHok 153. Paspgen Instance Configuration

10) B pasgerne Disc Space Requirements Haxxmute Ha kHonky Next (puc. Pasgen Disc

Space Requirements ")
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4 SQL Server 2008 Setup =& &=
Disk Space Requirements

Review the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:
Feature Selection =-{2 Drive C: 2684 MB required, 20694 MB available
Instance Configuration Systern Drive (C:\): 1256 MB required

Shared Install Directory (C:\Program Files\Microsoft SQL Server\): 784 MB required

Disk Space Requirements i
- Instance Directory (C:\Program Files\Microsoft SQL Server\): 644 ME required

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

[ < Back H Next > H G H Help

PucyHok 154. Paspgen Disc Space Requirements

11) B pasgene Server Configuration Ha Bknaagke Service Accounts HaXXMUTE Ha KHOIMKY

Use the same account for all SQL Server services (puc. Bkrnagka Service Accounts

pasgena Server Configuration'’?).

B oTkpbiBLIEMCS OKHE BbIOepuTe yyeTHyo 3anuce NETWORK SERVICE v HaxwvuTte Ha

kHornky OK (puc. YueTHas 3anuch 7).

Ha Bkrnagke Collation ana komnoHeHToB Database Engine 1 Analysis Services ycta-

HoBuTe napameTp Cyrillic_General_CI_AS (puc. Bknagka_Collation pasgena Server

Configuration

173)
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% SQL Server 2008 Setup =[] = |

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

e rneeanTntanon Microsoft recommends that you use a separate account for each SQL Server service. =
Disk Space Requirements Service Account Name Password Startup Type
Server Configuration Manual

Database Engine Configuration SQL Server Database Engine Automatic
Analysis Services Configuration SQL Server Analysis Services Automatic
Reporting Services Configuration Sql Server Reporting Services Automatic E
Error and Usage Reporting SQL Server Integration Services 1. | NT AUTHORITY\Metw... Automatic
Installation Rules § . . |
Ready to Install -
Installation Progress Use the same account for all SQL Server services

Complete

These services will be configured automatically where possible to use a low privilege account.
On some older Windows versions the user will need to specify a low privilege account. For
meore infermation, click Help. il

< [T G

[ < Back H Next > H G H Help ]

PucyHok 155. Bknapgka Service Accounts pasgena Server Configuration

Use the same account for all SQL Server 2008 services

Specify a user name and password for all SQL Server service accounts,

e e T AUTHORITYAMETWORK SERVICE] - T

Pazoword:

ok || caneel |

PucyHok 156. YyeTHasa 3anucb
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75 SQL Server 2008 Setup =N =20 o)

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

Instance Configuration paEaEE

Disk Space Requirements Cyrillic_General_CI_AS

Server Configuration Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Database Engine Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for

Analysis Services Configuration ol el

Reporting Services Configuration T
y :

Error and Usage Reporting
Installation Rules Cyrillic_General_CL_AS
Ready to Install Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

. insensitive
Installation Progress

Warning: The Database Engine and Analysis Services collations are not the
same.

Complete

[ < Back H Next > H G H Help

PucyHok 157. Bknagka Collation pasgena Server Configuration

Ana atoro Haxmute Ha kHonky Customize ana komnoHeHta Database Engine, B
OTKPbIBLLEMCSI OKHe YycTaHoBuTe nepekrodvatens B noroxeHne Windows collation
designator and sort order, B Boinagatowem criucke Collation designator Boibepure
napametp Cyrillic_General, yctaHoBute ¢raxok Accent-sensitive n Haxmute Ha

kHorky OK (pvic. YcTaHoBka napameTpos Collation anst Database Engine '%).

- (]
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Customnize the SQL Server 2008 Database Engine Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [Cyrillic_General T
[ Binary [] Binary-code point
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

(0) SQL collation, used for backwards compatibility

5QL_Hungarian_CP1250_CI_AS -
5QL_Hungarian_CP1250_C5_AS L
SQL Icelandic_Pref_CP1_CLAS (u
SQL_Latinl_General _CP1_CI AL

Collation description:

Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode
Data, 5QL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

oK ] [ et

PucyHok 158. YctaHoBKa napameTpoB Collation ana Database Engine

Haxxmute Ha kHonky Customize ana komnoHeHTa Analysis Services, B OTKpbIBLLEMCSA
okHe B Bbinagawowem crucke Collation designator Bbibepute napameTp
Cyrillic_General, yctaHoBute drnaxok Accent-sensitive 1 Haxmute Ha kHornky OK

(pvic. YcTaHoBka napameTpos Collation anst Analysis Services ™).

- (W]
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Customnize the SQL Server 2008 Analysis Services Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [ Cyrillic_General

Binary Binary-code point
) ¥ p
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

| ok || conce |

PucyHok 159. YctaHoBka napameTtpoB Collation ana Analysis Services
B pasgene Server Configuration Haxxmute Ha kHonKy Next 4nst npoaosTkeHust ycTaHoB-

KW.
12) B paspgene Database Engine Configuration Bbibepute napametp Mixed Mode u
3agaute naponb AnA ydeTtHon 3anvcu Built-in SQL Server system administrator
account B none Enter password n ero noarsepxaenve B none Confirm password

176

(puc. Pasgen Database Engine Configuration ). Haxmute Ha kHornky Add Current

User n ybeguteco, 4to B cnvucke Specify SQL Server administrators otobpaxaetcs

TeKylaa CUCTeEMHasa yd4eTHasaA 3anncb, Nocrie 4ero HaXXMmnTe Ha KHOMKY Next.

- (D]
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% SQL Server 2008 Setup = | [
Database Engine Configuration

Specify Datalrase Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | FILESTREAM

Feature Selection

s e Era Specify the authentication mode and administrators for the Database Engine.

Disk Space Requirements

Server Configuration

Datak Engine Config
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Authentication Mecde

(©) Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)
Built-in SQL Server system administrator account

808080

Enter password:

Confirm password: ®eeessss

Specify SQL Server administrators

Eomplete admin (admin} SOL Server
administrators have
unrestricted access to

l Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 160. Paspgen Database Engine Configuration

13) B pa3gene Analysis Services Configuration Ha Bkragke Account Provisioning Ha-
xmute Ha kHorky Add Current User n ybeagutech, uto B cnucke Specify which users
have administrative permissions for Analysis Services otobpaxaeTca Tekywas

ydeTHas 3anucb, nocrie Yyero Haxmute Ha kHorky Next (puc. Pasgen Analysis Services

Configuration ™).

- (W]
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% SQL Server 2008 Setup =N =20 o)

Analysis Services Configuration

Specify Analysis Services administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories

Feature Selection

s e Era Specify which users have administrative permissicns for Analysis Services.

Disk Space Requirements admin (admin) Analysis Services

administrators have
unrestricted access to
Database Engine Configuration Analysis Services,

Analysis Services Config

Server Configuration

Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 161. Paspgen Analysis Services Configuration

14) B pasgene Reporting Services Configuration BbiGepute napametp Install the

native mode default configuration v HaxxmuTe Ha kHonky Next (puc. Pasgen Reporting
178
)-

Services Configuration
%3 SQL Server 2008 Setup li“il =

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Setup S rt Rul _
CLSs S @ Install the native mode default configuration.

Feature Selection
Setup will install the report server and configure it in Mative mode to use the default values. The

Instance Configuration
report server is usable as soon as Setup is finished.

Disk Space Requirements
Server Configuration () Install the SharePoint integrated mode default configuration.

e L o Setup will create the report server database in SharePoint integrated mode and configure the
Analysis Services Configuration report server to use the default values. However, integrated operations will not be supported until
Reporting Services Configuration a minimal installation of a SharePeoint product or technology is deployed on the report server
Erer o U R computer and the Beporting Services Addjin for SharePoint Technologies is ins.talled and
configured on the instance of the SharePoint product or technology you are using.

Installation Rules

Ready to Install (@) Install, but do not configure the report server.
Installation Progress Setup will install, but will not configure, the report server software. After installation is finished,
Complete you can use the Reporting Services Configuration tool to set options that are required to run the

report server.

’ < Back H Next > ” o ” Help

PucyHok 162. Paspgen Reporting Services Configuration
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15) B pasgene Error and Usage Reporting Haxxmute Ha kHonky Next (puc. Pasgen Error

179
)-

and Usage Reporting

1 SQL Server 2008 Setup

o] =

Error and Usage Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are optional. Microsoft treats this information as confidential.
Microsoft may provide updates though Microsoft Update to medify feature usage data. These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update settings.

View the Microsoft policy for SQL Server privacy and data collection.

Read mere abeout Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server, This
setting only applies to services that run without user interaction.

Installation Progress
Send feature usage data to Microsoft. Feature usage data includes information about your

Complete
O hardware configuration and how you use Microsoft software and services.

’ < Back H Next > ” o ” Help

PucyHok 163. Paspgen Error and Usage Reporting

16) B pasgerne Installation Rules BbinonHsieTca npoBepka Ha BO3MOXHbIE Npobriembl, Ko-

TOpble MOryT BO3HVKHYTb npu yctaHoBke Microsoft® SQL Server® 2008 (puc. Pasgen

179

Installation Rules **). Ecrm ombok He HanaeHo, TO HaxxmuTe Ha KHonky Next.
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% SQL Server 2008 Setup = | [
Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 11. Failed 0. Warning 0. Skipped 0.

e e =

Instance Configuration

Disk Space Requirements Hide details <<

Server Configuration View detailed repert
Database Engine Configuration
Analysis Services Configuration Rule Status nd
Reporting Services Configuration @ Same architecture installation Passed
Error and Usage Reporting @ Cross language installation Passed
Installation Rules @ Existing clustered or cluster-prepared instance Passed
Ready to Install @ Reporting Services Catalog Database File Existence Passed =
lcialltioplRieqiEss @ Reporting Services Catalog Temporary Database File Existence Passed
ComplEs @ SQL Server 2005 Express tools Paszzed
@ Operating system supported for edition Passed
() | FAT32 File System Passed b
@ SQL Server 2000 Analysis Services (64-bit) install action Paszzed
= -
l < Back ] l Mext > ] l Cancel ] l Help

PucyHok 164. Paspgen Installation Rules

17) B paspgene Ready to Install npoBepbTe coctaB ycTaHaBMBaeMbIX KOMMOHEHTOB U

180
HaxkmuTe Ha KHorKy Install (puc. Pasgen Ready to Install ™).
% SQL Server 2008 Setup = || eEPf| 23
Ready to Install
Verify the SQL Server 2008 features to be installed.
Setup Support Rules Ready to install SQL Server 2008:
Feature Selection = Summary i
Instance Configuration .. Edition: Standard
Disk Space Requirements - Action: Install i
ST T =N Gieneral Configuration —
. ) . [=I- Features

Database Engine Configuration .. Database Engine Services
Analysis Services Configuration - QL Server Replication
Reporting Services Configuration - Full-Text Search
Error and Usage Reporting - Analysis Services

. Reporting Servi
Installation Rules ep.o . en‘.ﬂces -

- Business Intelligence Development Studic
Ready to Install - Client Tools Connectivity
Installation Progress - Integration Services
Complete - Client Tools Backwards Compatibility

- Client Tools SDK

« EAL Comio Dot At .

Configuraticn file path:

CA\Program Files\Microsoft SQL Server\1004Setup BootstraphLogh20120925 1502000 CenfigurationFile.ini

[ < Back H Tnstall ” o H Help

PucyHok 165. Paspen Ready to Install
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18) B pasgene Installation Progress otobpaxaeTcsa npouecc ycTaHOBKM KOMMOHEHTOB

Microsoft® SQL Server® 2008 (puc. Pasgen Installation Progress
%3 SQL Server 2008 Setup li“i“é‘

181
)-

Installation Progress

Setup Support Rules Performing Windows Installer actions.

ki [

Instance Configuration

Disk Space Requirements Install_sgl_common_core_Cpu32_Action : Installlnitialize.
Server Configuration

Database Engine Configuration

Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

Complete

Mext > ’ Cancel ] ’ Help

PucyHok 166. Paspgen Installation Progress

[Mocrne OKOHYaHUS yCTaHOBKWM Haxxmute Ha KHornky Next.

[ns 3aBepLeHns yctaHoBKK B pa3gerne Complete Haxkmute Ha kHonky Close (puc. Pas-

nen Complete ).
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¥4 SOL Server 2008 Setup |
Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:

Feature Selection C:\Program Files\Microsoft SQL Server\1004Setup Bootstraphl ogh20120925 1502004Summary VM-

Instance Configuration AS-WEIRUXE6 20120925 150200.0¢

Disk Space Requirements i i i
Information about the Setup operation or possible next steps:
Server Configuration

eefeoae e Gt @Your SQL Server 2008 installation completed successfully.
Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

] Supplemental Information:
Installation Progress

Complete [The following notes apply to this release of SQL Server only.

»

Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the
Microsoft Update Web site <http://go.microsoft.com/fwlink/7Linkld=108409> at
http://go.microsoft.com,/fwlink/?Linkld=1084089.

[ Close H Help

PucyHok 167. Pasgen Complete

9.3 [lo6aBneHue komnoHeHTa Desktop Experience

[MpumeyaHve: npogemMoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.
1) Otkpowute ocHacTky Server Manager u3 pasgerna Administrative Tools meHio Start. [le-
pengute B pa3gen Features n B obrnactn Features Summary Haxmute Ha kHonky Add

Features (puc. Ochactka Server Manager '%).

E. Server Manager 18 %(
Fie Acon View Help ‘
e slml I,
T Sene e (MRS 1B
5 Rales
&

3 Diagrostics View the status of features installed on this server and add or remaove features,

5if} Configuration &

4 storage

~) Features Summary [ Features Summary Help
~) Features: 0 of 41installed &b Add Features

8 Remove Features

£ Last Refresh: Today at 1:48 PM  Configure refresh

\
PucyHok 168. OcHacTka Server Manager
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2) B nosismBwemca okHe Add Features Wizard yctaHoBute cdraxok y komnoHeHTa Desktop

Experience (puc. Bbi6op koMnoHeHToB Anst fobaBneHvs ) (B Microsoft® Windows® Server

2012/2012 R2: User Interfaces and Infrastructure — Desktop Experience).
[uddreaweswzand =
."T[;.

Select Features

Features Select one or more features to install on this server.

Caonfirmation Features: Description:
Desktop Experience i
Progress ] .NET Framework 3.5.1 Features | Desktop Experience indudes features

of Windows 7, such as Windows

Results D Background Inteligent Transfer Service (BITS) Media Player, desktop themes, and

[[] BitLocker Drive Encryption photo management. Desktop
[[] BranchCache Experience does not enable any of the
[] Connection Manager Administration Kit Windows 7 features; you must

FEre e manually enable them.
D DirectAccess Management Console
|:| Group Policy Management
[] 1nk and Handwriting Services
[] internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
[] Message Queving
] Multipath 1j0
[ Metwork Load Balancing
[] Peer Name Resolution Protocol
[] Quality Windows Audic Video Experience
] Remote Assistance
[] Remote Differential Compression

Iﬂ ["] Remote Server Administration Tools | _'LI
4 »

Mare ahout feahires

< Previous | MNext = | Install I Cancel I

PucyHok 169. Bbibop KOMNOHEHTOB Ansl Ao6aBneHUA

3) Npu nossBrieHUM ananoroBoro okHa ¢ nHpopmaumen o HeobxoaMMocTn fobaBNEHNA CBA3AHHbIX

komnoHeHToB BbibepuTe BapuaHT Add Required Features (puc. 3anpoc_ gobasneHus ca3ax-

183
HbIX KOMMOHEHTOB ).

x

--"‘: Add features required for Deskitop Experience?

N =

— | You cannot install Desktop Experience unless the required features are also installed.
Features: Description:
[= Ink and Handwriting Services Ink snd Handwriting Services includes [nk
Ink Support Support and Handwriting Recognition.
| Add Required Features I Cancel |
@ Why are these features required? o

PucyHok 170. 3anpoc no6aBneHusi cBsi3aHHbIX KOMIMOHEHTOB

4) Y6eputecb, 4to komnoHeHT Desktop Experience BbiOpaH u Haxmute Ha kHOrky Next

(pvc. BbiGop KOMMOHEHTOB Anst Jo6aBneHus ).
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Add Features Wizard

ﬁ%l Select Features

Confirmation

Progress

Results

Select one or more features to install on this server.

Features: Description:

- Desktop Experience includes features
of Windows 7, such as Windows
Media Flayer, desktop themes, and
photo management. Desktop
Experience does not enable any of the
‘Windows 7 features; you must
manually enable them.

] .NET Framework 3.5.1Features

[] Background Inteligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Branchcache
|:| Connection Manager Administration Kit

|:| DirectAccess Management Console
D Group Policy Management
[E] 1k and Handwriting Services
[] Internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
D Message Queuing
[] multipath 1j0
[ Metwork Load Balancing
[ Peer Name Resolution Protocol
[ quality windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression

Fi |1 Remate Server Administration Tools
4

| of

Mare ahout features

Next > I

< Previous Install I Cancel |

PucyHok 171. Bbibop KOMNOHEHTOB ANs Ao6aBneHuA
5) Ha ware Confirmation HaxmvuTte Ha kHonky Next (pwvc. [ogTBepxaeHve gobasrieHns KOMMo-

HeHToB ).

Add Features Wizard

=i l Confirm Installation Selections

Features
Progress

Results

Toinstall the following roles, role services, or features, dick Install.

® 1informational message below

@ This server must be restarted after the installation completes.

Desktop Experience

#) Ink and Handwriting Services

Ink Support

Print, e-mail, or save this information

Next > | Install I

(Preuiousl Cancel |

PucyHok 172. NoaTBepxaeHne nobasBneHMs KOMMNOHEHTOB

6) Joxautech 3aBepLLeHUs ycTaHOBKM (puc. [Npouecc ycTaHoBKK

184)
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lNpuroxeHue
ﬁl?nf’ Installation Progress
Features The following roles, role services, or features are being installed:
ot Desktop Experience
Ink and Handwriting Services
Results
]
3 Installing...
< Previous | Mext = | Install Gancel
PucyHok 173. MNMpouecc yctaHOBKMU
185
7) Ha ware Results HaxxmuTe Ha kHoMKy Close (puc. 3aBepLueHre fobaBrieHNs KOMMIOHEHTOB ).

8) B ovanoroBom OkHe C npeasioxxeHnem nepesarnycka CUCTeMbl Bbl6epI/ITe Yes, nocre 4yero cu-

cTeMa bygeT oTnpasrieHa Ha Nepe3arpysky 4S9 3aBepLieHnst ycTaHoBKM (pyc. 3anpoc nepesa-

185).

rpysku

9) MNocrne nepesanycka cuctembl B nosismeBlueMcsi okHe Resume Configuration Wizard y6ean-

TeCb, 4YTO BCe TpebyeMble KOMNOHEHTbI ycTaHoBMEeHbI yenewHo (Installation succeeded) n Ha-

Xmute Ha kHornky Close (puc. Pesyrb

TaT 406aBNEHNS KOMMOHEHTOB '%%).

Add Features Wizard

'-—ggl Installation Results

Features
Confirmation

Progress

One or more of the following roles, role services, or features require you to restart:

/¥ 2 warning messages below

# | Desktop Experience /1., Restart Pending

1, ‘You must restart this server to finish the installation process.

#) Ink and Handwriting Services /1. Restart Pending

1\, You must restart this server to finish the installation process.

Print, e-mail, or save the installation report

MNext = | Close I

< Previous | Cancel |

PucyHok 174.

3aBeplieHue nob6aBneHUss KOMNOHEHTOB
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lNpuroxeHue

Add Features Wizard

@ Do you want to restart now?
This server must be restarted to finish the installation

process. You cannot add or remove other roles, role services,
or features until the server is restarted.

Yes Mo |

PucyHok 175. 3anpoc nepe3arpys3ku

Resume Configuration Wizard 5[

ﬁ Installation Results

Resuming Configuration

The following roles, role services, or features were installed successfully:

Progress
Results Desktop Experience @ nstallation succeeded
* Ink and Handwriting Services '@' Installation succeeded
The following features were installed:
Ink Support

Print, e-mail, or save the installation report

< Previous | Next > | Close Cancel |

PucyHok 176. Pe3ynbTtaT f06aBneHUsA KOMNOHEHTOB
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HornonHumernbHas uHgopmayusi|

10. JononHuTtenbHasa uHcgpopmaumns

10.1 O ceptTudhmkartax cepBepa

B HacTosiLeM pa3aene paccmaTpuBaloTCs HEKOTOPbIE BaXHbIe acnekTbl KpunTorpaduyieckon 3a-
LTbl kKaHana cBsav mexay CepBUCHbIM LIEHTPOM U KIMEHTCKMMW NPUNOXEHUSMW (Oanee — «Knn-

eHTaMm»).

[Ons B3aumogenctsuss Mexay cepBepHbiM kKomnoHeHTom SoftControl Server u kmmeHtamu B
SoftControl Service Center ncnone3yetcst npotokon HTTPS. Bce gaHHble Mexay cepBepoM M KO-
HEYHOW TOYKOW NnepefatoTCH B 3aKOAMPOBAHHOM Bue MO 3alLULLEHHOMY KaHarly, Npu 3ToM Ans aB-

TOpM3auum KIMEHTOB MCMOMb3YTCA cepTudrkaTel cTaHgapTa X.509.
B npouecce pabotbl SoftControl Server reHepupyeT cregytouye Buabl CepTUmKaToB:

= KopHeBOW — faHHbIN cepTuUdmKaT SBseTcs cepTUdUKaToM yaAOCTOBEPSIOWEro LeHTpa B
pamkax CUB Ha ocHoBe CepsucHoro LleHTpa n nomewgetca B xpaHumwe Windows. Bce
ocTalbHble BUadbl cepTUdMKaTOB nMpoayKTa MoAnucaHbl KOPHEBBLIM CepPTUUKATOM, YTO SIB-
nAeTCcs OAHUM U3 KpUTEPUEB MX AOCTOBEPHOCTMU.

= CepBepHbIN — cepTUdUKAT CEPBEPHON CTOPOHbI, UCMOSNb3YyEMbIN AN B3aUMOLEWNCTBUS C
KIMeHTamm n nomelwgemMoin B xpanmime Windows.

»  OOWMN KINEeHTCKUMN — cepTudmKaT KIIMEHTCKOM CTOPOHbI, UCMOSb3yeMbIN AnA pernctpaumm
KIMeHTOB Ha cepBepe. [aHHbIn cepTudukaTt sBnsseTcss odupm Ans BCeX HOBbIX KIMEHTOB WU

npeaHasHa4eH TomNbKo AJ19 NoAayn UMK NepBoro 3anpoca Ha cepBep. CepTudmkaT BCTPOEH B

3aKOAVPOBAHHLIN (AN KIMEHTCKUX HACTPOEK ~, MPUMEHSIEMBII K KIMEHTY Ha KOHEYHOWN TOu-

Ke, a TakKe BbIrpy»aeTcs B OTAeNbHbIM (hairn no crieaytowemy nyTu:
C:\ProgramData\SafenSoft\Client.pem
» WHaMBuAyanbHbIW KNUEHTCKUN — CepTUGUKAT KIMEHTCKOM CTOPOHbI, BblaBaeMbI cep-

BEPHbIM KOMIMOHEHTOM NOCHe NOATBEPXAEHNS perncTpaLym *" agMUHUCTPATOPOM Yepes KOH-

conb ynpaenenust SoftControl Admin Console. [JaHHbIN cepTUdMKaT yHUKaNeH Oss Kakgoro
KIMEHTAa, YTO AeraeT HEBO3MOXHbIM HECaHKLMOHUMPOBAHHbBIN AOCTYM K KaHasry CBSA3W Npu Ha-
MY Y 3MI0YMbILLINEHHUKOB YKPAAEHHOTO MHOMBUAOYarbHOro cepTudukaTa OPYroro KrmeHTa
um obiero ceptudukata. B criydae ecrm gosepue K HavBuayansHOMY cepTudunkaTy no Ka-
KOn-mbo NpuyMHE YTEPSAHO WM UCTEK CPOK ero AENCTBUSA, CYLLECTBYET BO3MOXXHOCTb Bblaaumn

apyroro ceptudmkaTa (06HOBNEHVe *#) ur ero oT3biB (OTKIOHEeHVe perncTpaum ).
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HornonHumernbHas uHgopmayusi|

10.2 BoccTtaHOBRNEeHMe CBSI3U C CepBEpPOM

B cucteme B3aumogencteus «knmeHT-cepeep» (B pamkax CUB Ha ocHoBe CepBucHoro LleHtpa)
CyLLeCTBYeT BEPOSTHOCTb BO3HUMKHOBEHMS CUTyauui, npu KOoTopbix IP-agpec cepBepa mMoxeTt
ObITb M3MEHEH aBTOMaTUYECKK, HAaNpUMeEp, NPU BXoAe B CETb Mnocre nepesarpysku. B aTom criyyae
KIMEHTCKME NPUIoXeHusl, B KOHdUrypauum KoTopbix NponMcaHbl Tonbko IP-agpeca koMmnbioTepa ¢
YCTaHOBIEHHbIM cepBepHbIM KomnoHeHToM SoftControl Server, a He ero ceTeBoe mms, TepsatoT
CBs3b C HUM. YTOGbI HE KOoppekTupoBaTb IP-agpeca Bpy4Hyl0 NOKanbHO B HACTPOMKaX KaXXOoro
KIMEHTCKOro KOMMOHEHTa, NpeaycMoTpeH (OyHKUMOHaN pe3epBHOro cepBepa BOCCTAHOBIEHWS.
[ns ero akTMBaLmm BbINOMHUTE Crieaylouye warmw:

1) OTkpowTe hbann KOHUrypaumm cepepa, PacnosioXeHHbIV MO CrieayroLLemMy nyTu:

C:\ProgramData\SafenSoft\Server.Config.xml
2) B anemeHTe RescueSettings 3ameHute 3HaveHvie coriara Active Ha True.

3) JobaBbTe B aneMeHT RescueSettings noganeMeHTbl CreyroLero Buaa:

<Address Uri="<HoBbli IP-agpec wau uma cepepa>" Port="<nopt cBasu>" /

4) CoxpaHnTe n3mMeHeHus B hawne KoHuUrypaumn.

5) lamennte nmsa komnbloTepa ¢ yctaHoBreHHbIM SoftControl Server Ha screstore.

6) MNepe3sarpysute KomnbloTep ¢ yctaHoBreHHbIM SoftControl Server ana npuMeHeHust Ho-
BbIX HACTPOEK N MBMEHEHMS CETEBOIO MMEHM XOCTa.

7) Nocne 3anycka cuctemHon cryxobl SoftControl Server nopt 8888 ana pesepBHOro noa-
Krtouyennsa byaet aBTomaTudeckm gobasneH B 6panamayap Windows.

8) Mo nctedeHnn 10 HeyaayHbIX NOMbITOK MOAKIMOYEHNA MO CMMCKY agpecoB, 3adaHHbIX B
HACTPOWKaXx, KIMEHTCKME KOMMOHEHTbI OyayT mpeanpuHMmaTh MOMbITKY NOAKIMOYEHUs K
pe3epBHOMY cepBepy C UMeHeM Screstore Ha nopT 8888 (no ymondaHuio). MNocre ycnewr
HOrO MOAKMYEHN MO AaHHOMY agpecy, KimeHTam byaeT nepeaaH 3agaHHbIN B HACTPOW-
Kax HOBbI CMUCOK aipeCcoB CepBepa M NpovsBeaeHa aBToMaTudeckas 3aMeHa cTaporo
cnvcka agpecoB Ha OOHOBMEHHbIN B HACTpOMKax. [ocne Toro kak coeguHeHre co BCeMU
noakroYeHHsiMn kK CepBrcHOMY LleHTpy kmmeHTamm OyaeT BOCCTaHOBMEHO, CETEBOE

MMA cepBepa MOXET ObITb MI3MEHEHO Ha M3Ha4arbLHoe.
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10.3 Pe3epBHoe konupoBaHue SoftControl Service Center

B HEKOTOPbIX CliydadX CyLLeCTByeT HeobX0AMMOCTb B CO30aHUM PEe3epBHOW KONUM 189 KOMMNOHEH-

ToB CepBuicHoro LleHTpa, ¢ Lenbio AansHewero BOCCTaHOBIEHNS ' MOMHOCTLI0 paboTocnocob-

HOW KOHdUrypauum 6e3 notepu CBSI3N C KMMEHTCKUMM MPUIIOXKEHUSIMU Ha yaarneHHbIX xocTtax. Cry-

Yaun, K KOTOpPbIM NpMMEHMbI AaHHblIe onepaunn:

= HeobxogumocTb nepeyctaHoBkn OC Ha komnbloTepe ¢ komnoHeHTamu SoftControl Service
Center;

*  HeobxogumocTb nepeHoca SoftControl Service Center Ha gpyron KOMNbIOTEP.
10.3.1 Co3pgaHue pe3epBHOMU KONMUU
PesepBHasa konus dgannoB SoftControl Service Center Bkmovaet B cebss Heobxogumblie Ons

BOCCTaHOBJSIEHNs (hairbl KoHurypauum cepsepHoro komnoHeHta SoftControl Server n ceptndgou-

kaTbl %’. Talke MOryT 6biTb COXpaHeHbl MOMb3oBaTerbekue unbTpbl 20 SoftControl Admin

Console (onumoHanbHo). Ytobbl co3gaTh pPe3epBHYHO KOMUIO, BbIMOSNHATE CrieayloLLyto nocrenoBa-
TENbHOCTb AEVNCTBUNA:
1) B ocHoBHOM MeHto SoftControl Admin Console Bbibepute nyHKT Bug — Pe3epBHOe KO-
nupoBaHue.
2) B nosiBvBLIEMCSA OKHE ycTaHOBUTE Pexxum konupoBaHuA B obractn @aunbl cepBepa
(pvic. CosnaHvie pe3epBHoi kornum '),

Daiinbl cepeepa

MyTe k AupekTopun o p Ha cepeep [ CreHepWpoBaTE NogkaTanor l

[C:\SC backup\files\20140925121156848 l

() Peskum soccTaHosnsHNA Kommposars

PexnmM KonMpoBaHKua

Daiinbl NoNbIOBATENLCKMX GUNLTPOS

NokansHbi MyTh K QUPEKTOPKHA TEHEEOMD KONWPOBEaHWA [ CTEHEPHPDBB'H: nogkaTtanor l

[C:\SC backup\uf\20140925121417959 l

() Peskum soccTaHosneHNS KonupogaTs

Pexcm konmposaHua

PucyHok 177. Co3paHue pe3epBHOW Konuu

Beegute nyTb 00 KaTarora, Kyaa npegnosiaraeTcs CoxpaHuTb bairbl pe3epBHON KOMnuu,
B cooTBeTCcTBYlOLEe nore. Ecnm TpebyeTcs cchopmupoBaTh nogkaTasnor ¢ yHUKanbHbIM

NOEHTMOUKATOPOM MO BBEAEHHOMY MyTU, HAXXMUTE Ha KHOMKYy CreHepupoBaTb noaka-

- (]
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Tanor. Ecnv HaxaTb Ha YKa3aHHy0 KHOTMKY npu nycTtom norsie BeBoAda, nogkatarnor 6y,u,eT

Mo YMOJHaHUIO pacnosiaratbCA B CriedyoLlein ANpekTopun:
C:\Windows\System32
Haxxmute Ha kHonky KonupoBaTtb, 4TOObl cO3aaTh pe3epBHyl0 KONuo ¢hanroB no Bbl-

BGpaHHOMY nyTW. B HWKHEN YacTn okHa ByaeT oTobpaXkeH cTaTyc onepauum.
3)[0na coxpaHeHus nosfb30BaTeNbCKUX PUrbTPoB B OKHe Pe3epBHOe KonupoBaHue

o 1 o %
(puc. Co3fanve pe3epBHOM KomvM ) NoBTOpUTE AeWCTBKSA M. 2 Ars obracTu daiinbl

nonb30oBaTeNIbCKUX PUNLTPOB.
Ecmm HaxxaTb Ha kHOMKy CreHepupoBaTb nogkaTanor npy nycTom nosie BBoAa, Nogka-
Tanor 6ygeT no ymon4aHuio pacnonaratbCa B avpektopun yctaHoBku SoftControl Admin
Console.

4) B cnyyae, ecrm b1 CepBucHoro LleHTpa pacnornaraetcsa Ha BHeLLHEM cepBepe (OTnmY-
HOM OT KOMIMblOTEPA C YyCTaHOBIEHHbIMU KoMroHeHTamu SoftControl Service Center),
COXpaHsiTb ee Konuo He Tpebyetca. B obpaTHOM crnydae cosganTe pe3epBHY KOMuo

Tekywen B[] cpeactsamum CYB[.

10.3.2 BoccTtaHOBNeHMe U3 pe3epBHOMN KONMUK

[nsa socctaHoBnenua SoftControl Service Center 13 pesepBHOM KONUM BbINOSHUTE ClieAyHoLLYtO Mo-

crnegoBaTerbHOCTb AEUCTBUN:

1) Y6egutechb, 4TO Ha KOMMNbIOTEPE YCTAHOBSIEHO NPAaBUIbHOE BPEMS.

2) YctaHoute ® SoftControl Service Center Toit xe Bepcuu, YTO UCMOSb3oBarcs Ha
KOMMblOTEpPE, C KOTOPOro co3gaBariacb pe3epBHas Konvs.

3) BbInonHWTe BOCCTaHOBIEHNE paHee coxpaHeHnHown B[. MNponyctute atoT war, ecrm B
Haxogunacb Ha ApYroM KOMMbIOTEPE U HE yaansasnach.

4) MNMpowusseute NepBUYHYHO HACTPOWKY cepBepa W Mpn HacTpouke ykaxute HoBoe Uma

6a3bl AaHHbIX, OTIMYHOE OT MMeHn ctapon B], 4yToObl He NoBpeauTb AaHHbIE B HEW.
[Mocne BOCCTaHOBMEHUSI U3 pE3EPBHON KOMM CEpBEP aBTOMATUYECKM NEPEKITIIOUYUTCA Ha
cTapyto 6asy AaHHbIX.

5) B ocHoBHOM MeHo SoftControl Admin Console Bbibepute nyHkT Buag — Pe3epBHoOe Ko-
nupoBaHue.

6) B nosiBvBLLEMCH OKHE ycTaHOoBUTE Pexxum BoccTaHoBNeHus B obnacti ®@annbl cep-
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Hee COoXpaHeHHbIMU CbaIZJ'IaMI/I pe3epBHO|7| KOnun B COOTBETCTBYIKOLLEE MNOJie N Ha>XMuUte

Ha KHOMKy BoccTaHOBUTL. B HbkHE YacTn okHa ByoeT oTobpakeH cTaTyc onepauumn.

#~ PesepeHoe KonMpoBaHWe A

Qaiinel cepeepa

MyTb k AMPEKTOPMM TEHEEOTO KOMMPOBAHWA Ha CEPEEPE

[ CASC backup\files\201409251211 56848

PeximM BOCCTAHOBNEHWNA BoccranoeuTts

() Pesxum konuposaHus

MNepesanycTnTe cepeep W KOHCONL

Daiinbl NoNLIOBATENLCKUY GUALTPOS

JNokansHeli MyTh K AWPEKTOPUA TEHEEOTC KONMPOEaHWA

[ CASC backup\uf\201409251214179 SQ

PeximM BOCCTAHOBNEHWNA BoccranoeuTts

() Pexim kommposaHna

3akpuiTe

PucyHok 178. BocctaHOBNeHue u3 pe3epBHOM KONuun

7) Npn He0BX0OMMOCTM BOCCTAHOBIIEHMSA MOMb30BaTENbCKUX PUbTPOB B OKHE Pe3epB-

Hoe KonupoBaHue (puc. BocctaHoBneHne u3 pesepsHoi kommm ') nosTopute aOeir-

cteusi n. 6 '*° ans o6racTv @aiinbl NONb30BaTeNbLCKUX (PUMLTPOB.
8) Haxxmute Ha kHornky lNMepe3anycTuTb cepBep U KOHCOJSb 415 nepesanycka CUCTEMHON
cnyx6bl SoftControl Server n npymMeHeHs BOCCTaHOBIIEHHOM KOHpUrypaLumm.

HQI/IMe‘-IaHI/IeZ Ha HEKOTOPbIX CUCTEMaX MOXEeT TaKxe I'IOHaﬂ,O6MTbCFI nepes3arpyska

KoMMbloTepa.

9) YnanuTe BpeMeHHyto 6a3y AaHHbIX, CO3AaHHYto Ha Lware 4 .

9

10) AsTopusynreck '° B koHcorm ynpasnenuns SoftControl Admin Console. MposepbTe pa-

00TOCNOCOOHOCTL KOMMOHEHTOB.

10.4 lNMpuBunernn npoueccos

B 1abn. 36 npeacrasneHo onuncaHve npusunerui Windows, ucnornbs3yemMblix npoueccamu (CM. Tak-

xe https://msdn.microsoft.com/ru-ru/library/windows/desktop/bb530716(v=vs.85).aspx wn https:/

docs.microsoft.com/en-us/windows/device-security/auditing/event-4704).

Taobnuua 36. OnMcaHne npuBUNerMn NnpoLeccoB
YnpaBneHue aygutom 1 Xyp-

[lobaBneHue 3anucen B xxypHan 6e3onacHoOCT.
Harom 6e3onacHocTu

BbinonHeHne onepaunii No pe3epBHOMY KOMUPOBAHWIO.
OTa npvBWnerns 3actaBnseT CMCTEMY BblAaTb NpaBa Ha YTeHune noboro danna, Hesa-
BMCUMO OT TOr0, YTO YKa3aHo B cnucke ynpaeneHust goctynom (ACL) ans atoro dianna.

ApxuvBaumsa dannos u kata-
noros

- (]
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Jltobon apyron 3anpoc Ha JOCTyM, KPOME YTEHUS!, NO-MPEXHEMY OLIEHUBAETCH C MOMO-
wbto ACL.

BoccTtaHoBneHve dannos n
KaTarnoros

BbinonHeHne onepawuin BOCCTaHOBEHMS.

OTta npuBuWrerus 3actaBnsieT CUCTEMY Bbl4aTe MpaBa Ha 3anucb Noboro danna, Hesa-
BMCUMO OT TOro, YTO YKa3aHo B cnucke ynpasneHus goctynom (ACL) ans atoro dianna.
Monb3oBatenk ¢ A4aHHOW NpuBUIErnen MoxeT 06xoauTb paspeLleHns gannos, nanok,
peecTpa 1 ApYrnx NOCTOSIHHbIX OOBLEKTOB MpW BOCCTAHOBIEHUM (PANIIOB M Nanok n3 pe-
3EepPBHbIX KOMUI.

[ononHutensHoO AaHHas NpUBUIErust NO3BOSISAET HAa3HAYMTb J0OOro Nonb3oBaTens unm
rpynny ¢ AencTByoL UM naeHmdmkatopom 6esonacHoct (SID) Brnagensuem dianna.

M3meHeHne cucTeMHoro Bpe-
MeHU

Mi3amMeHeHVe CUCTEMHOrO BPEMEHM.

Monb3oBatenb ¢ AaHHOW MPUBUIIErMEN MOXET U3MEHSATL BPEMS U ATy Ha BHYTPEHHUX
Yacax KomnbloTepa. MNonb3oBaTenu ¢ TakMMK NpaBaMy MOy T BMUATL Ha BUL, XXy pHaroB
cobbimin. Ecnm cuctemHoe BpeMsi UISMEHEHO, CODLITUS, KOTopble Obin 3anucaHbl, Oy-
OyT oTobpaxaTte 9T0 HOBOE BPEMS, a HE pearbHOe BPEMS], B KOTOPOE OHU NMPOU3OLLINM.

3aBepLueHne paboTbl cucte-
Mbl

3aBeplueHVe paboTbl SIoKanbHOM CUCTEMBI.

MpyHy AnTensHoe yaaneHHoe
3aBepLUeHre paboTbl

BbikntoueHne cuctemMbl C MOMOLL bHO 3arnpoca no cem.

CwmeHa BrniagernbLeB ¢annos
W Apyrux obbekToB

MpuBunerus Heobxoauma, 4Tobbl CTaTh BriagenbLem obbekTa 6e3 nonyyeHust u3bumpa-
TenbHOro focTyna.

Monb3oBartenb ¢ gaHHOW NPUBUNErMEN MOXET CTaTb BragenbLem noboro 3alyuiaemo-
ro obbekta B cucteme, Bknoyas obbektsl Active Directory, dpannbl u nanku, npuHTEpPHI,
pasgensl peectpa, NpoLecchl U NOTOKU.

Otnagka nporpamm

OTtnagka 1 HacTpolika namMs v npoLecca, KOTopbI NPUHAANEXUT APYroi YYeTHOW 3anm-
cu.

Monb3oBaternb C AaHHOW NPUBUIErMein MOXeT NPUCOeANHATL OTNag4YMK K NloGomy npo-
Leccy unu sapy. Paspabotivkam, oTnaxnsatoLL M CBON COBCTBEHHBIE NPUMNOXEHNS,
9T0 MOJb30BATENBLCKOE MPaBO HE HyXHO. Pa3paboTymkam, oT/akMBatoLL MM HOBbIE
KOMMOHEHTbI CUCTEMbI, 3TO MPaBO HYXXHO. [lJaHHOE NpaBo AaeT NOMHbIN AOCTYN K YyB-
CTBUTENBbHBIM U KPUTUYHBIM KOMMOHEHTAM OMepaLyOHHON CUCTEMBI.

MN3meHeHVe napameTpoB
cpeqbl U3roToBUTENSA

ViameHeHune aHeproHesaBmcumon namam (RAM) cuctem, KoTopble NCNOSb3YOT AaHHbIN
TMN NaMATV 418 XPaHEeHWs! MHGOPMaLUMn 0 KOHAMry pauum.

MpodmnmpoBaHne NponsBo-
AUTENBHOCTU CUCTEMBI

C6op npodwmnsa Bcen cucTemsl.
Monb3oBatenb C AaHHOW NPUBUIErMEN MOXET UCMONb30BaTh CpeacTBa HabnaeHVs 3a
MPOM3BOAUTENBHOCTLIO A1 KOHTPOSS NMPOM3BOAUTENBHOCTU CUCTEMHBIX MPOLIECCOB.

MpodwmnmposaHne ogHoro
npouecca

C6op npodwmns No ogHOMY fpoLeccy.
Monb3oBatesnb C AaHHONW NpUBUIIErME MOXeT NCnomnb3oBaTL cpedcTBa HabnoaeHus 3a
NPOU3BOANTENBHOCTBIO OIS KOHTPOSS NPOV3BOAMTENBLHOCTY HECUCTEMHBIX NPOLIECCOB.

YBenuyeHue npuoputeTa Bbl-
MOJSHEHMS]

YBenuueHne 6a30Boro npuoputeTa npoLiecca.

Monb3oBaternb C AaHHOW NPYBUIIErMEn MOXeT NCNOoNb30BaTb MNPOLECC C AOCTYNOM K
CBOWCTBY «3anucb» APYroro npouecca Ans yBenmyeHus npuoputeTa BbINONHEHWS], Ha-
3Ha4YeHHOro aToMy APYromy npoueccy. Tako nonb3oBaTenb MOXET U3MEHSTb 3aniaHu-
POBaHHbBIV NPUOPUTET MpoLecca Yepes nonb3oBaTenbckui HTepdenc Auncnetyepa 3a-
Aaau.

3arpyska v BbIrpy3ska
ApariBepoB YCTPONCTB

3arpyska v Bbirpy3ka ApaiiBepoB yCTPOWUCTB.
Monb3oBatenb C AaHHOW NPUBUIErMEN MOXET MHAMUYECKM 3arpy»KaTb U BbIrpyKaTb
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ApaviBepa yCTPONCTB UNM ApYrovi KOA4 B pexume sgpa. 310 Nofb3oBatenbCkoe NpaBo
He npuMeHsieTcs K gparisepam ycTtponcTs Plug and Play.

CospgaHue danna nogkayvkm

CospgaHue danna nogkayvku.
Monb3oBaTtens ¢ 4aHHOW NPUBUIIENMEN MOXET CO34aBaTb U MBMEHATL pa3mep danna
noaKa4vKu.

HacTponka kBOT namsat ans
npouecca

YBenuyeHne KBOTbl, Ha3HAYE€HHOW NpoLeccy.

O6xoa nepekpecTHOM Mpo-
BEPKM

MonyyeHne yBeAOMIEHUI 06 U3MEHEHMSIX B doainax v AupekTopusax. Mpuemnerns Tak-
)K€ 3acTaB/seT cucTeMy MpOMyCTUTbL BCE NepekpecTHble NPpoBepky Ha gocTyn. Mo
YMOMYaHWIO BKIIOYEHa OJ1A BCEX Norib3oBaTternei.

OTkntoYeHne KOMnNbloTEPA OT
CTbIKOBOYHOIO y3na

OTCTbIKOBKA HOYTOYKA.
Monb3oBaTtenb ¢ AaHHOW NPUBUIIENMEN MOXET OTKIIIOUYNTL NOPTATUBHbLIA KOMMNbIOTEP OT
CTbIKOBOYHOrO y3ria, He BbINOMHAS BXOA4 B CUCTEMY.

BbinonHeHve 3agay no o6-
CINY>XMBaHWNIO TOMOB

BkrtoueHne npmBuneruin No o6Cny>KMBaHUIO TOMOB.
Heobxoauma ana npoeeaeHVs 3aaad no obcnyxXueaHuio Ha ToMe, HanpuMep, yaaneH-
HoW oedbparmMeHTaumm.

NmuTaums knmeHTa nocre
NpoBepKM Nosnb3oBatens

UMuTaums knmneHTa.
Monb3oBaTtenb ¢ JaHHOW NPUBUIIENMEN MOXET UMUTUPOBATL APYrMe YYeTHble 3anucu.

CospgaHue rnobanbHbIX
obbekToB

CosgaHue nveHoBaHHbIX 06BLEKTOB CONOCTaBEHMS ¢iansioB B rnobansHOM npo-
CTpaHCTBE MMEH BO BpeMs yAaneHHbIX TepMUHarnbHbIX ceccuid. [Npuunerust no ymon-
YaHWIO BKMKOYEHA ANst a4MUHUCTPATOPOB, CEPBUCOB M y4YeTHoM 3anmcu LocalSystem.

10.5 Tpaduk SoftControl SysWatch

EcTtb Tpn nctouHmka tpadguka SoftControl SysWatch:

1) OBepxeabl HTTPS,

2) Jloru ¢ KIMMeHTCKOro yCTponcTBa,

3) O6GHOBEHMS.

OBepxeabl HTTPS

Tpadvk oBepxegoB HTTPS coctaBnsaet 3,7 Kb 3a xapTtéut. (XapTbut — 310 napameTp KIMeHT-

CKMX KOMIMOHEHTOB, OTBEYaloLy 3a nepnogn4yHOCTb YCTaHOBKU CBA3N C CepBEPHbIM KOMIMOHEH-

Tom SoftControl Server.)

Tpachvk B Mecday oT oBepxegoB HTTPS MoxHO oueHuTb no  cregylowen dopmyre:

T1=3,7*30*24*3600/3Ha4yeHne XxapTbuTa [cekyHabl]. PesynsTat GygeT BbipaxeH B KWIo-

bantax B mecs.

Jlorn c knneHTCKOro yctpomucTBa

Ob6bem Tpaduka, KOTOPbI FeHepUPYeTCa Ha 04HO cobbiTue, cocTtaBnsaeT okoso 500 6awt. Mo ko-

ISS———————————————as—-
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nmyecTBY COObITUIN MOXHO OLEHUTb OS5 TUMOBOMo YCTPOMCTBA 00beM Tpadmka, KOTOPbIN reHepu-
PYIOT JIOrM 3@ CYTKK, @ TaKKe 3anornHAeMoCcTb 6a3bl JaHHbIX.

UTo6bl BbIrPY3UTb CBEAEHNS O COObLITUSAX HA TUMOBOM YCTPOWCTBE 3a CYTKW, BbIMOMHUTE Crieayto-
LLpe oencTBus:

1. Otkpowre B SoftControl Admin Console nor cobbITun A4ns HyXKHOro YCTPOUCTBA.

2. Bbibepute B BepxHe naHerm MeHio PunbTpbl —> PunbTpbl cobbiT SysWatch —> Bcee.

F SoftControl Admin Console

Dain  Bug O nporpamme
= I_Iﬁ CoXpaHWTE HACTPOWKN EMaa F2 g K y
¥ D=l 2 < | @ |
Mo ymonyanuo Ctrl+1
MoaHei Bng Ctrl+2 v
Cratye Ctrl+3 l il i
2 OBHoENSHNE KAWEHTA
ClientlD] In
[ClientD] DunbTpol cobumrin SysWatch L Bee
DuneTpr cobeinin DLP L4 Hapywerue noauTukn KoHTpons
Monesosatensckne dunETpE 4 KoHTpone akTveHOCTI R
» AHTMBMpYC A
97 | WIN-UEGS3NA... OBHoEASHKME K1 W3meHeHue HacTpoex kan 0
95 | WIN-UEGS53MA... OBHoeneHKe Kn Bxoa nons3ceatens kan
95 | WIN-UEGS3NA... | AnTanpyc I han  SysWatch
-2 | WIN-UEG53NA... | Cratyc Cobeimme caykbe kan
94 | WIN-UEG53NA... | AuTwenpyc han SysWatch
Cobeitna DeCrypt
93  WIN-UEG53NA... | OBHoeneHwWe kn an
-1 | WIN-UEG53NA... | Cratyc 22.05.2020 18:15:51 Bricoxan
97 | WIN-UFGS3IMNA... | 3amvrk nanonecca 22052020 16:42:16 Bricoxan SysWatch
v
Crpanvua N21(nocnegtss) Mpowno epemenu: 00:00:01
; -

PucyHok 179. HacTtpoiika chunbTpa Ansa nora cobbitumn

B
3. Haxxmute Ha KHOMKy J (PepakTnpoBatb 3anpoc). [logpobHee cm. pasgensi PuibTpaums

cobbITuii '° 1 3anpochkl k 6a3e AaHHbIX .

4. Yto6bl 10BaBUTL PUMLTP MO BPEMEHU, HAXXMUTE Ha 3ESIeHbI KPY)KOK CO 3HaKOM «MIoC», 3aTem

BbIbepute Bpems, Mexay v 3agante nHTepBan B O4HW CYTKW.
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ad - B x

Daiin  Bug Ownetpe O nporpamme

g8  H oA DAke) | @ 67 H W
<

ljla d-dd ‘IM > —

[ClientlD] In (11) ClientlD Ogmn ws 11 © ©
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PucyHok 180. Hactpoika 3anpoca k 6a3e AaHHbIX. 3afAaHue BpeMeHuU

5. Ha akpaHe nosiBATCS 3anmMcu 0 cobblTUsAX, NPOM3OLIEALWMX 3a YKasaHHble CYTKW. Haxmute Ha
NKOHKY DKcnopT B Excel n BbIGepuTe ANPEKTOPUIO, B KOTOPYHO Bbl XOTUTE COXPaHUTL JlOr C CO-
ObITUAMMN.

6. B cosgaHHOM dhanre nocuutamTe Konm4ecTBO CTPOK. YMHOXbTE 3TO ymcro Ha 500 GanT, v Bbl
nony4nTe NpubnManTernbHbI 06beM Tpadmka 3a CyTKU, KOTOPbIV MPUXOOAUTCS Ha NOrn OT YCTPOWt-

cTBa.

Ob6HoBReHus

OBHOBIEHUSI KIMEHTCKOIO MOAYIA

O6bem ogHoro obHoBeHusa coctaBnsaeT 30 Mb. O6HoBneHust BbixoaaT 3—4 pasa B rog.

10.6 UcTOouYHUKM

M CTOYHWKM goNonHUTENbHOM MHGDOpMaLmmn NpuBeaeHs B Tabn. 37.

Tabnuua 37. BcnomMoratenbHasa AOKYMeHTaLuA

Hasganve

PykoBogcteo nonb3oBatensa SoftControl ATM |PykoBOACTBO NO yCTaHOBKE, HAaCTPOWKe 1 paboTe C KIMEHTCKNM
Client komnoHeHTom SoftControl ATM Client.

PykoBogctBo nonb3oBatens SoftControl PyKOBOACTBO MO yCTAHOBKE, HACTPOMKE U paboTe C KIIMEHTCKUM
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Endpoint Client komnoHeHToM SoftControl Endpoint Client.
PykoBogcTtBo nonb3oBatens SoftControl

PykoBOACTBO MO YCTaHOBKE, HACTPOMKe U paboTe C KIMEHTCKUM

SClient komnoHeHToM SoftControl SClient.
PykoBogctso no yctaHoBke SoftControl DLP  |PykoBOACTBO NO YCTaHOBKE U HACTPOMKE KITMEHTCKOrO KOMMOHEHTA
Client

SoftControl DLP Client.
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